OSPF, NAT %! Cisco 10S &390 A GRE Over
IPsec2 Al&35t0{ 5% HE|ZQIE VPN 74

=it

274
AT 2T ALY

0| 2 Mol M= OSPF(Open Shortest Path First), NAT(Network Address Translation) %! Cisco
|IOS® FirewallO| = IPsec2 & & GRE(Generic Routing Encapsulation) AH& DMVPN(Dynamic
Multipoint VPN)2| MZ Z4m|2j|0|MdS MZ&tLict.

N T AN

T AE

mGRE(Multipoint GRE) & IPsec E{'d€ M 3t2{2 TX crypto isakmp policy B A+ 504
IKE(Internet Key Exchange) S& & & o|afof & LICt

o BE x5 T F(SHE DAL ST)E AHEstod of Mol ArSE B0l CHEF REMEH LIS S
EHolstdAl2.

AEElETH A

Ol EMe| HE = Chg 2ZE9 o A stESo{ HHE 7[gte = FLct

. 512 2}E{9| Cisco IOS® Software Release 12.2(15)T1 & AXZ 3 2tE{9] Cisco I10S
Software Release 12.3(1.6)
. 512 Bt E{£ Cisco 3620, Cisco 1720 E}*E 27§ Y AZ 3 2t E{£ Cisco 3620 2HE 174
Ol EMe| HEE &Y & 2t42| C|Hlo|AE ECHE R EE[UELICH O] EM0] AL E 2 E Clut


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

olAL E7|5HEI(7|2) ZT|aa0|MO 2 AR E|QALICELEM HESITI &5 S0l He, B E
Hajo{o| ZAEICl WE S 0|2 £X|5HAIZ| HERLICH
7| 7%

i

o B 3| T HSSE D0 ST)E ALE 504 of Mol AASE B-ofl CHet RtMIE LIS
o

HESR3 Clojo{a 3

ol 2ifofifs O UEST 4TS AHSELIC

Spoke 1 - 3620-A
Tunnel1 - 172.16.0.2
Loopback1 - 192.168.118.1
E0/0 - 14.24.118.1

Hub - 3620-B
Tunnal 1 - 172.16.0.1
Loopback1 - 192.168.117.1
Fa DD - 14.241171

Spoke 2 - 1720-b
Tunnel1 - 172.16.0.3
Loopback1 - 192.168.116.1
dialer1 - PPPoE negotiated

Internet

-

Spoke 3 - 1720-A
Tunnel1 - 172.16.0.4
Loopback1 - 192.168.120.1
Fad - 14.24.120.1
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V2N- 6. 16- 3620- B#write terminal
Bui | di ng configuration..

Current configuration : 2613 bytes
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|

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

|

host nane WN- 6. 16- 3620- B

!

| oggi ng queue-linmt 100

!

menory-size i onem 10

i p subnet-zero

!

!

ip cef

no i p domai n | ookup

!

!--- This is the Cisco IOS Firewall configuration and
what to inspect. !--- This 1is applied outbound on the
external interface. ip inspect nane in2out rcnd ip

i nspect name in2out ftp ip inspect name in2out tftp ip
i nspect nane in2out tcp timeout 43200 ip inspect nane
in2out http ip inspect nanme in2out udp ip audit po nax-

events 100 ! ! | I1--- Create an Internet Security
Association and Key Management !--- Protocol (ISAKMP)
policy for Phase 1 negotiations. crypto isaknmp policy 5
aut hentication pre-share group 2 !--- Add dynamic pre-
shared key. crypto isaknp key dmvpnkey address 0.0.0.0
0.0.0.0 crypto isaknp nat keepalive 20! ! !/--- Create

the Phase 2 policy for actual data encryption. Crypto

i psec transformset dnvpnset esp-3des esp-sha-hmac ! /--
- Create an IPsec profile to be applied dynamically !---
to the GRE over IPsec tunnels. crypto ipsec profile
dnvpnprof set transformset dnvpnset ! ! I 1 1 1 1 1 11
! no voice hpi capture buffer no voice hpi capture
destination ! ! nmta receive maxi numrecipients 0! ! |
!--- This is the inbound interface. interface Loopbackl
i p address 192.168.117.1 255.255.255.0 ip nat inside !
!--- Create a GRE tunnel template to be applied !--- to
all the dynamically created GRE tunnels. interface
Tunnel 1 description MIULTI-PO NT GRE TUNNEL for BRANCHES
bandwi dt h 1000 i p address 172.16.0.1 255.255.255.0 no ip
redirects ip ntu 1416 i p nhrp authentication dnvpn ip
nhrp map mul ticast dynamc ip nhrp network-id 99 ip nhrp
hol dtine 300 no ip route-cache ip ospf network broadcast
no i p nroute-cache delay 1000 tunnel source

Fast Et hernet 0/ 0 tunnel node gre multipoint tunnel key
100000 tunnel protection ipsec profile dmvpnprof ! !1---
This is the outbound interface. interface
FastEthernet0/0 ip address 14.24.117.1 255.255.0.0 ip
nat outside ip access-group 100 in ip inspect in2out out

no i p nroute-cache duplex auto speed auto ! interface
Serial0/0 no ip address shutdown cl ockrate 2000000 no
fair-queue ! interface FastEthernet0/1 no ip address no
i p ntoute-cache duplex auto speed auto ! !--- Enable a
routing protocol to send/receive dynamic !--- updates

about the private networks. router ospf 1 |og-adjacency-
changes network 172.16.0.0 0.0.0.255 area 0 network
192.168.117.0 0.0.0.255 area 0! !--- Except the private
network traffic from the NAT process. ip nat inside
source route-map nonat interface FastEthernet0/0
overload ip http server no ip http secure-server ip
classless ip route 0.0.0.0 0.0.0.0 14.24.1.1 ip route
2.0.0.0 255.0.0.0 14.24.122.12 ' ' ! 1--- Allow ISAKMP,




ESP, and GRE traffic inbound. !--- Cisco IOS Firewall
opens other inbound access as needed. access-list 100
pernmit udp any host 14.24.117.1 eq 500 access-list 100
prenmit esp any host 14.24.117.1 access-list 100 permt
gre any host 14.24.117.1 access-list 100 deny ip any any
! --- Except the private network traffic from the NAT
process. access-list 110 deny ip 192.168.117.0 0.0.0. 255
192.168.118.0 0.0.0. 255 access-list 110 deny ip
192.168.117.0 0.0.0.255 192.168.116.0 0.0.0. 255 access-
list 110 deny ip 192.168.117.0 0.0.0.255 192.168.120.0
0. 0.0. 255 access-list 110 permt ip 192.168.117.0
0.0.0.255 any ! !--- Except the private network traffic
from the NAT process. route-map nonat pernit 10 match ip
address 110 ! call rsvp-sync ! ! ngcp profile default !
di al -peer cor custom! ! I 1 I |ine con O exec-tineout O
Oline aux O line vty 0 4 login! ! end WN- 6. 16-3620- B#

22X 3 1-3620-A

V2N- 6. 16- 3620- A#write terminal
Bui | di ng configuration..

Current configuration : 2678 bytes
!

version 12.2

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption

|

host nane WN- 6. 16- 3620- A

]

boot system flash sl ot0:c3620-i k903s7-nz. 122-15. T1. bin

| oggi ng queue-linmt 100

]

menory-size i onem 15

i p subnet-zero

]

!

ip cef

no i p domai n | ookup

]

!--- This is the Cisco IOS Firewall configuration and
what to inspect. !--- This 1is applied outbound on the
external interface. ip inspect nane in2out rcnd ip

i nspect name in2out tftp ip inspect name in2out udp ip

i nspect name in2out tcp timeout 43200 ip inspect name

i n2out real audio ip inspect name in2out vdolive ip

i nspect nane in2out netshow ip audit po max-events 100 !
' I I-—- Create an ISAKMP policy for !--- Phase 1
negotiations. crypto isaknp policy 5 authentication pre-
share group 2 !--- Add dynamic pre-shared key. crypto

i saknmp key dnvpnkey address 0.0.0.0 0.0.0.0 ! ! /-—-
Create the Phase 2 policy for actual data encryption.
crypto ipsec transformset dmvpnset esp-3des esp-sha-
hmac ! !--- Create an IPsec profile to be applied
dynamically !--- to the GRE over IPsec tunnels. Crypto

i psec profile dnvpnprof set transformset dnvpnset ! !
bt bl no voice hpi capture buffer no voice hp
capture destination ! ! ma receive maxi numrecipients 0
!' ' I--- This is the inbound interface. interface
Loopbackl i p address 192.168.118.1 255.255.255.0 ip nat
inside ! !'--- Create a GRE tunnel template to be applied
to !--- all the dynamically created GRE tunnels.




interface Tunnel 1 descripti on HOST DYNAM C TUNNEL
bandwi dt h 1000 i p address 172.16.0.2 255.255.255.0 no ip
redirects ip ntu 1416 i p nhrp authentication dnvpn ip
nhrp map mul ticast dynamic ip nhrp nmap 172.16.0.1
14.24.117.1 ip nhrp map nul ticast 14.24.117.1 ip nhrp
network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip route-cache ip ospf network broadcast
no i p nroute-cache delay 1000 tunnel source Ethernet0/0
tunnel node gre multipoint tunnel key 100000 tunne
protection ipsec profile dnmvpnprof ! !--- This is the
outbound interface. interface Ethernet0/0 ip address
14.24.118.1 255.255.0.0 ip nat outside ip access-group
100 in ip inspect in2out out no ip nroute-cache half-
duplex ! interface Ethernet0/1 no ip address hal f-dupl ex
I interface Ethernet0/2 no ip address shutdown hal f-
duplex ! interface Ethernet0/3 no ip address shutdown
hal f-duplex ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks. router ospf 1 |og-adjacency-changes

redi stribute connected network 172.16.0.0 0.0.0.255 area
0 network 192.168.118.0 0.0.0.255 area 0 ! !/--- Except
the private network traffic from the NAT process. ip nat
i nside source route-map nonat interface Ethernet0/0
overload ip http server no ip http secure-server ip
classless ip route 0.0.0.0 0.0.0.0 14.24.1.1 ip route
2.0.0.0 255.0.0.0 14.24.122.12 ' ' ! 1--- Allow ISAKMP,
ESP, and GRE traffic inbound. !--- Cisco IOS Firewall
opens inbound access as needed. access-list 100 permt
udp any host 14.24.118.1 eq 500 access-list 100 premit
esp any host 14.24.118.1 access-list 100 pernit gre any
host 14.24.118.1 access-list 100 deny ip any any !---
Except the private network traffic from the NAT process.
access-list 110 deny ip 192.168.118.0 0.0.0. 255
192.168.117.0 0.0.0.255 access-list 110 deny ip
192.168.118.0 0.0.0.255 192.168.116.0 0.0.0. 255 access-
list 110 deny ip 192.168.118.0 0.0.0.255 192.168.120.0
0.0.0. 255 access-list 110 permt ip 192.168.118.0
0.0.0.255 any ! !--- Except the private network traffic
from the NAT process. route-map nonat pernit 10 match ip
address 110 ! call rsvp-sync ! ! ngcp profile default !
di al -peer cor custom! ! I 1 I |ine con O exec-tineout O
Oline aux O line vty 0 4 login! ! end WN- 6. 16- 3620- A#

£A2X32-1720-b

1720- b#write terminal
Bui | di ng configuration..

Current configuration : 2623 bytes
!
version 12.2

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane 1720-b

!

| oggi ng queue-linmt 100
enabl e password cisco

!
usernane 7206-B password 0 cisco

i p subnet-zero
!




|

no i p domai n | ookup
|
ip cef

!--- This is the Cisco IOS Firewall configuration and
what to inspect. !--- This 1is applied outbound on the
external interface. ip inspect nane in2out rcnd ip

i nspect nane in2out tftp ip inspect nane in2out udp ip

i nspect nane in2out tcp timeout 43200 ip inspect nanme

i n2out real audio ip inspect nanme in2out vdolive ip

i nspect nane in2out netshow ip audit po max-events 100
vpdn-group 1 request-dialin protocol pppoe ! ! ! I I 1--
- Create an ISAKMP policy for !--- Phase 1 negotiations.
crypto isakmp policy 5 authentication pre-share group 2
!--- Add dynamic pre-shared key. crypto isakmp key
dnvpnkey address 0.0.0.0 0.0.0.0 ! ! !--- Create the
Phase 2 policy for actual data encryption. crypto ipsec
transformset dnvpnset esp-3des esp-sha-hmac ! /---
Create an IPsec profile to be applied dynamically !---
to the GRE over IPsec tunnels. crypto ipsec profile

dnvpnprof set transformset dnvpnset ! ! I I I /-—— Thig
is the inbound interface. interface Loopbackl ip address
192.168.116.1 255.255.255.0 ip nat inside ! !/--- Create
a GRE tunnel template to be applied to !--- all the

dynamically created GRE tunnels. interface Tunnel 1
descripti on HOST DYNAM C TUNNEL bandw dth 1000 ip
address 172.16.0.3 255.255.255.0 no ip redirects ip ntu
1416 ip nhrp authentication dnvpn ip nhrp nmap nul ti cast
dynamic ip nhrp map 172.16.0.1 14.24.117.1 ip nhrp map
mul ticast 14.24.117.1 ip nhrp network-id 99 ip nhrp

hol dtinme 300 ip nhrp nhs 172.16.0.1 no ip route-cache ip
ospf network broadcast no ip nroute-cache delay 1000
tunnel source Dialerl tunnel node gre nultipoint tunne
key 100000 tunnel protection ipsec profile dmvpnprof !
interface Ethernet0 no ip address hal f-duplex !
interface FastEthernetO no ip address no ip nroute-cache
speed auto pppoe enabl e pppoe-client dial-pool-nunber 1
| I-—- This is the outbound interface. interface Dialerl
ip address 2.2.2.10 255.255.255.0 ip inspect in2out out

i p access-group 100 in encapsul ati on ppp dialer pool 1
di al er-group 1 ppp authentication pap chap callin! /--—-
Enable a routing protocol to send/receive dynamic !---
updates about the private networks. router ospf 1 |og-
adj acency-changes redi stribute connected network
172.16.0.0 0.0.0.255 area 0 network 192.168.116.0
0.0.0.255 area 0 ! !--- Except the private network
traffic from the NAT process. i p nat inside source
route-map nonat interface Dialerl overload ip classless
iproute 0.0.0.0 0.0.0.0 14.24.1.1 ip route 0.0.0.0
0.0.0.0 Dialerl no ip http server no ip http secure-
server ! | I 1-—— Allow ISAKMP, ESP, and GRE traffic
inbound. !--- Cisco IOS Firewall opens inbound access as
needed. access-list 100 permit udp any host 14.24.116.1
eq 500 access-list 100 prenmit esp any host 14.24.116.1
access-list 100 pernmit gre any host 14.24.116.1 access-
list 100 deny ip any any !--- Except the private network
traffic from the NAT process. access-list 110 deny ip
192. 168.116.0 0.0.0.255 192.168. 117.0 0.0.0. 255 access-
list 110 deny ip 192.168.116.0 0.0.0.255 192. 168.118.0
0.0.0. 255 access-list 110 deny ip 192.168.116.0
0.0.0.255 192.168.120.0 0.0.0.255 access-list 110 permt
ip 192.168.116.0 0.0.0.255 any dialer-list 1 protocol ip
pernmit ! !--- Except the private network traffic from
the NAT process. route-map nonat pernit 10 match ip




address 110 ! ! line con O exec-tinmeout 0 O line aux O
line vty 0 4 login ! no schedul er allocate end 1720-b#

£A2X3 3-1720-A

V2N 6. 16- 1720- A#write terminal
Bui | di ng configuration..

Current configuration : 2303 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane W2N-6. 16-1720- A

]

| oggi ng queue-linmt 100

]

menory-size i onem 25

i p subnet-zero

]

!

no i p domai n | ookup

]

ip cef

!--- This is the Cisco IOS Firewall configuration and
what to inspect. !--- This 1is applied outbound on the
external interface. ip inspect nane in2out rcnd ip

i nspect name in2out tftp ip inspect name in2out udp ip

i nspect name in2out tcp timeout 43200 ip inspect name

i n2out realaudio ip inspect name in2out vdolive ip

i nspect nane in2out netshow ip audit notify log ip audit
po max-events 100 ! I I | /-—-- Create an ISAKMP policy
for !--- Phase 1 negotiations. crypto isaknmp policy 5
aut hentication pre-share group 2 !--- Add dynamic pre-
shared key. crypto isaknp key dmvpnkey address 0.0.0.0
0.0.0.0 ! ! I-—- Create the Phase 2 policy for actual
data encryption. crypto ipsec transformset dnmvpnset
esp- 3des esp-sha-hmac ! !/--- Create an IPsec profile to
be applied dynamically !--- to the GRE over IPsec
tunnels. crypto ipsec profile dnvpnprof set transform
set dnvpnset ! | I 1 | 1-—— This is the inbound
interface. interface Loopbackl ip address 192.168.120.1
255.255.255.0 ip nat inside ! !--- Create a GRE tunnel
template to be applied to !--- all the dynamically
created GRE tunnels. interface Tunnell description HOST
DYNAM C TUNNEL bandw dth 1000 ip address 172.16.0.4
255.255.255.0 no ip redirects ip ntu 1416 ip nhrp

aut hentication dmvpn ip nhrp map nulticast dynamic ip
nhrp map 172.16.0.1 14.24.117.1 ip nhrp map nul ti cast
14.24.117.1 ip nhrp network-id 99 ip nhrp hol dtine 300
ip nhrp nhs 172.16.0.1 ip ospf network broadcast no ip
nr out e-cache del ay 1000 tunnel source FastEthernetO
tunnel node gre nultipoint tunnel key 100000 tunne
protection ipsec profile dnmvpnprof ! interface EthernetO
no ip address no ip nroute-cache half-duplex ! !/--- This
is the outbound interface. interface FastEthernetO ip
address 14.24.120.1 255.255.0.0 ip nat outside ip

i nspect in2out out ip access-group 100 in no ip nroute-
cache speed auto ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks. router ospf 1 |og-adjacency-changes




redi stribute connected network 172.16.0.0 0.0.0.255 area
0 network 192.168.120.0 0.0.0.255 area 0 ! !--- Except
the private network traffic from the NAT process. ip nat
i nside source route-map nonat interface FastEthernetO
overload ip classless ip route 0.0.0.0 0.0.0.0 14.24.1.1
iproute 2.0.0.0 255.0.0.0 14.24.121.1 no ip http server
no ip http secure-server ! | | 1-——- Allow ISAKMP, ESP,
and GRE traffic inbound. !--- Cisco IOS Firewall opens
inbound access as needed. access-list 100 permit udp any
host 14.24.116.1 eq 500 access-list 100 premt esp any
host 14.24.116.1 access-list 100 permt gre any host
14.24.116.1 access-list 100 deny ip any any access-li st
110 pernmit ip 192.168.120.0 0.0.0.255 any !--- Except
the private network traffic from the NAT process.
access-list 110 deny ip 192.168.120.0 0.0.0. 255
192.168.116.0 0.0.0.255 access-list 110 deny ip
192.168.120.0 0.0.0.255 192.168.117.0 0.0.0. 255 access-
list 110 deny ip 192.168.120.0 0.0.0.255 192.168.118.0
0.0.0. 255 access-list 110 permt ip 192.168.120.0

0.0.0.255 any ! !--- Except the private network traffic
from the NAT process. route-map nonat pernit 10 match ip
address 110 ! ! line con O exec-tinmeout 0 O line aux O

line vty 0 4 login ! end VN 6.16-1720- A#
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. debug crypto ipsec - IPsec O|HIEE E A|EfLICT
. debug crypto isakmp - IKE O|HIE0f CHEF HIA|X|E ZE AIRFLICE.
- debug crypto engine - &3} QIEIo| HEE FE AIEFLICH
IPsec 2A| s 2201l CHet XFM|BF LI 2 IP Security Troubleshooting - Understanding and Using

debug HHEE HZTSHAAIL.
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