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IPsec + GRE #1E W AX I (n=1,2,3,...)

152, 165.0.0/2

e [P5¢C Encrypted
GRE Tunnel
10.0.0.5/30 172.17.0.1
172.16.1.1 172 16.<n= 1
10.0.0.2/30 +
10.0.0.6/30 10.0.0. <dn+2= /30
172.16.2.1
SPOEE! ‘ SPOEEZ ‘ SPOEE<n=>

Oszaey O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac

mode transport
|




crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set trans2

match address 101

crypto map vpnmapl 20 ipsec-isakmp

set peer 172.16.2.1

set transform-set trans2

match address 102

crypto map vpnmapl <10*n> ipsec-isakmp
set peer 172.16.

interface Tunnell

bandwidth 1000

ip address 10.0.0.1 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.16.1.1

!

interface Tunnel2

bandwidth 1000

ip address 10.0.0.5 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.16.2.1
1

1
interface Tunnel

|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl

|

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary

access-list 101 permit gre host 172.17.0.1 host
172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list




.|
O Spoke1 2+<E] O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0

crypto ipsec transform-set trans2 esp-des esp-md5-hmac

mode transport
1

crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101
1

interface Tunnel0
bandwidth 1000
ip address 10.0.0.2 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface Ethernet0
ip address 172.16.1.1 255.255.255.252
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
!
access-list 101 permit gre host 172.16.1.1 host
172.17.0.1

O Spoke2 2} E] O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.17.0.1
set transform-set trans2




match address 101
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.6 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface EthernetO
ip address 172.16.2.1 255.255.255.252
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.2.0 0.0.0.255
no auto-summary
!
access-list 101 permit gre host 172.16.2.1 host
172.17.0.1

O A X I <n> CIRE O

version 12.3

!
hostname Spoke<n>

!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0

bandwidth 1000

ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

!

interface Ethernet0

ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl

|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0

!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.
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AX 3 2RE ZF0lM 0| ACL2 GRE Efd IP IHZ!Et oi&!sHok BfLich &% TollM HES It
o{ 7 HZEICIZHE GRE IP Efd TiZ12 HZE|X| fo o2 0| ACLS HEE Bt staLth

£1:12.2(13)T O|H Cisco 10S £ ZEQ0o{ HTE AL&3HE B GRE Eid QIE{m0|A
(Tunnel<x>) & = 2[X 2IE{H| 0| A (Ethernet0)0 crypto map vpnmap1 Z1Z|12|0|M BHEE HE
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172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, Ethernet0
10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell

C 10.0.0.4 is directly connected, Tunnel2

C 10.0.0.<4n-4> is directly connected, Tunnel<n>

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.0.2,
18:28:19, Tunnell

D 192.168.2.0/24 [90/2841600] via 10.0.0.6, 2d05h,
Tunnel?2

D 192.168.<n>.0/24 [90/2841600] via 10.0.0.<4n-2>,
2d05h, Tunnel<n>

@ spoket 2+9El0] 2tesl gojg O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0
10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell

D 10.0.0.4 [90/2841600] via 10.0.0.1, 23:00:58,

TunnelO

D 10.0.0.<4n-4> [90/2841600] via 10.0.0.1,

23:00:58, TunnelO

D 192.168.0.0/24 [90/2841600] via 10.0.0.1,
23:00:58, TunnelO

C 192.168.1.0/24 is directly connected, Loopback0
D 192.168.2.0/24 [90/3097600] via 10.0.0.1,
23:00:58, TunnelO

D 192.168.<n>.0/24 [90/3097600] wvia 10.0.0.1,
23:00:58, TunnelO

© spoke<n> at¢elo 22 glojg O

172.16.0.0/24 is subnetted, 1 subnets




C 172.16.<n>.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets

D 10.0.0.0 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO

D 10.0.0.4 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO

C 10.0.0.<4n-4> is directly connected, TunnelO

D 192.168.0.0/24 [90/2841600] wvia 10.0.0.1,
22:01:21, TunnelO
D 192.168.1.0/24 [90/3097600] wvia 10.0.0.1,
22:01:21, TunnelO
D 192.168.2.0/24 [90/3097600] via 10.0.0.1,
22:01:21, TunnelO

C 192.168.<n>.0/24 is directly connected, EthernetO
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crypto ipsec profile <name> BE2 S &3 Yt Z 0| AASEH, EH'E QIEHOAZCE &
S| MAEIAESLICHO| HYEe AZg E §H U AT E ATZF VPN EZ0A IPsec &35 510
CHEH OH7HEd~E Holsle Ol A S ELICH Z 20 Ao 2 st RSt oi7iHs= B 2EelL
Ch.IPsec I|0o{ 4 2 IPsec TS A0 CHEF Xl F4 ... H2 GRE {20 CiEF NHRP D& 0l A &}
SO = mhHELCt.

tunnel protection ipsec profile <name> 22 GRE E{d QIE{H|0|A ofzjoi + M EIH GRE E{d
CIEAH|O|AE IPsec ZEEHD} AZ 5= Ol AFEELICHEE B tunnel protection ipsec profile <name>
BHS ZQE-F-ZQIE GRE HED &7 A =& U&SLICHO| B IPsec I|0{ L ZEA[
HItEE a4 L Y EE Y ... |3z o] Mol A ZHYELICEH O|Z H| 5t IPsec Z[0{QF &3
ACLO| ] O|4 TR35tX| gtoo 2 Hu|ad|o|AM0| ZtASHELIC

# 1: tunnel protection ... B2 GRE Z=3t7t mfZlol| F7tE!
grLlct
= .

ok
%
n

D

(@]

o
ol
ton
i
4>
0%
gﬂ
k1
I
Ral
0x

M2 F Mol A B2 453 g F 45T crypto map <name> B E AL 5104 QIE{TH| O] A0
&3t ME #BESe A RARLICLE XO|H2 MER2 THS AISstH g s5te of

AZ17] 2|5 IPsec |0 F4 EE= ACLS2 X|IEE ER7t eiCteE JlLICt.olgder o7&
mGRE E{d Q/E{m|0|A 2| NHRP DHE M AtS2 2 ZA™MELICH

#1: B 21E{H 0| A 04 M tunnel protection ... BHE2 AL E B2, cryptomap ... BHES 2™
gb Al QIE{H| O| A TP E|X| et &LICtH

O X2 A B2l ip nhrp map multicast dynamic2 A& 5tH 0|28 AX 3 BIRE{7}
mMGRE+IPsec E{22 A|Zsl1 QL|IFHIAE NHRP OHZE SE% [ NHRP7| HE|FHAE NHRP
OHEo| AZ 3 BIREIE KIS Z FIIE = USLICLOlE SHEIRE ZEEZ0|5EHAd AXT
29| mGRE+IPsec IS Sl S35t S 5t e LICh o]l HHES A8 £+ le B2 &
H EIRE=E Zt AZ 30 CHEt HEIFHAE OHE S {8t Y=o 7 &o| Q/o{oF & LICt.

OW

A 3: o] HAI|ag oMo ME 51 BIRE{7} AZ 30| Ciet HEZ MR tton2 Ax 3 g}
L E7t mGRE+IPsec E{'d 2122 Al&f&lof g LICt. 2Lt DMVPNOIME A2 3 BFRE 7} AZHE
[l MGRE+IPsec E{'E0| XIS 2 AlZE|of 4 &E HEfZ | X|E[7| Z0 O] 2= ot Lct

o o3 ole 223 2IREQ| ZQE-R-EQIE GRE B4 QIE{H|0|AQt 5{E BtRE{ AX3
2t E{0l A mGRE B2 X|243t7| I8 F7HE NHRP T4 2telg 20{E LI AT 0] 1
3 Ag2 et Z4uch

O s1u at2ej0m) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101

crypto map vpnmapl 20 IPsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102




crypto map vpnmapl <10n> IPsec-isakmp
set peer 172.16.

|

interface EthernetO

ip address 172.17.0.1 255.255.255.0

crypto map vpnmapl

|

access-list 101 permit gre host 172.17.0.1 host
172.16.1.1

access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

O s aregaim O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address 172.17.0.1 255.255.255.0

O spoke<n> atEi(0lx) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400
delay 1000
tunnel source EthernetO




tunnel destination 172.17.0.1
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl

!
access-1list 101 permit gre host 172.16.<n>.1 host
172.17.0.1

O Spoke<n> EHE{(&I7F) o

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.

delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl

!
access-1list 101 permit gre host 172.16.<n>.1 host
172.17.0.1
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ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1



tunnel key 100000
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crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000




tunnel protection ipsec profile vpnprof
|

interface EthernetO
ip address 172.17.0.1 255.255.255.0

O Spoke<n> EHE{(0|%) o

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2

match address 101
|

access-list 101 permit gre host 172.16.

O Spoke<n> 2t E{(4&171) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
set security-association level per-host
match address 101

access-list 101 permit gre any host 172.17.0.1
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Dynamic Addresses
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version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip
ip

nhrp map multicast dynamic
nhrp network-id 100000

ip nhrp holdtime 600

no ip split-horizon eigrp 1
delay 1000

tunnel source EthernetO
tunnel mode gre multipoint




tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
|

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

A do

HU |
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version 12.3
!
hostname Spokel
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
|
interface EthernetO
ip address dhcp hostname Spokel
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0




|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre 172.16.1.0 0.0.0.255 host
172.17.0.1

O Spoke2 2} E] O

version 12.3
!
hostname Spoke2
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.3 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
|
interface EthernetO
ip address dhcp hostname Spoke2
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
|
access-list 101 permit gre 172.16.2.0 0.0.0.255 host
172.17.0.1
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hostname spoke2

. &3} ACL(101)2 IPsec ZEA|O] AAR MEUIZ X|HELICHaccess-list 101 permit gre
172 16.2.0 0.0.0.255 S AE 172.17.0.1
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Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel0 created 01:25:18,
expire 00:03:51
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.1.4
10.0.0.3/32 via 10.0.0.3, TunnelO created 00:06:02,
expire 00:04:03
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.2.10

10.0.0.<n>/32 via 10.0.0.<n>, Tunnel0 created
00:06:00, expire 00:04:25
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.<n>.41

1::}Spoke1 Bt E O

Spokel#sho ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 4d08h,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.1
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crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
!
interface EthernetO
ip address dhcp hostname Spoke<n>
crypto map vpnmapl
|

access-list 101 permit gre any host 172.17.0.1

O Az 3<n> BH9E|(Cisco 108 12.2(13)T 0l%) O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO

ip address dhcp hostname Spoke<n>
!

ct

ajo

s sdt&LICH



1. crypto map vpnmap1 10ipsec-isakmp BZ& 2 Xl 7435t 11 crypto ipsec profile vpnprofZ L& &
&Lict.
2. Ethernet0 Q/E{H| 0| A 0| A crypto map vpnmap1 B |75t 1 tunnel protection ipsec
profile vpnprof &€ Tunnel0 QIE{H| 0| A0 =&L|CH
3. crypto ACLE M7 2, access-list 101 permit gre any host 172.17.0.18 MI7{#{&Lct.
O| B IPsec I|0{ FAL ZE A= Ed &4 . L E{'d CHY ... ZAI|Td0|MHol|M RIS 2 b
Euchojo| & ZEA|= CtSot 7E“‘L—IIZP(show crypto ipsec sa I:'='E"°| E240] ZAIF).

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

local crypto endpt.: 172.17.1.24, remote crypto endpt.:172.17.0.1

2% &, CHS A ZHu|agiolMolls 7|8 I a8 0lM(IPsec+GRE 2 2! AZ 3)0{ A O] Al
M| HEE 28 W&ol ZEELCH
O%-IE 2t E O

version 12.3

!
hostname Hub

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans?2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

no ip split-horizon eigrp 1

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255




network 192.168.0.0 0.0.0.255

no auto-summary
|

512 ol #HF AbE ol &Lt

OSpoke1 2t E O

version 12.3
!
hostname Spokel
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address dhcp hostname Spoke2
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255

no auto-summary
|

OSpokez Bt E O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac




mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.3 255.255.255.0
ip mtu 1400

ip authentication test

ip map 10.0.0.1 172.17.0.1
ip network-id 100000

ip holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

nhrp
nhrp
nhrp
nhrp

interface Ethernet0

ip address dhcp hostname Spoke2

|

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary
|
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no ip split-horizon
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EIGRP

&2 2| mGRE E{'d IE{H|0|A 0| A split horizonZ Sl Al[3HOF & L[Ct. ZLE"Il fo™ EIGRP=
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no ip split-horizon eigrp

GRP=

EIGRPE 7IESMS R IP next-hopS ZIaHs V20| 318 2tREl2 MME LU Ol2ist Z28 &
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no ip next-hop-self eigrp

£ 11: no ip next-hop-self eigrp <as> B& 2 Cisco I0S ZE2|A 12.
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ip ospf network broadcast

E5t 512 2HE{7} IPsec+mGRE | E 213 2| DR(Designated Router)0| == 5 35i{oF & LICH Ol &f
AL =0 OSPF @M&Q|E 1ECt IH MHStT AZ I 0| 08 HstLCH

. 51E:ip ospf M= 2
. AX F:ip ospf SME=L 0

DMVPN EBtel 3=

192 163.0.0/2
Static

Dsymamic

172.17.0.1

SPOEE] ‘ SPOEE=n= |

SPOEEZ
192168 <n= .0/

192.168.1.0/2

192, 166.2.0/2

Osjageg O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
|




interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip ospf network broadcast

ip ospf priority 2

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.0.0 0.0.0.255 area 0

SPF UHESD RES EZCIAER MHEE[T ME
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version 12.3
!
hostname Spokel
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
delay 1000

S EZZEZO|2ts AYLCH
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tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0

. OSPF @M=/ 022 M™ME/LICH AZ 3 2tE{E mGRE NBMA(Nonbroadcast
Multiaccess) HIE 23 2| DRO| E = &LICHE BIREI ZE AX 3 2tREO| &Y HX
1ZE J7HELICHDRE NBMA LHIEQ|F 0| ZE /g fof HMAE = QlofoF & LCH.

. 512 2R E{0f CHaH A= NHRP SLIFHAE 2! HE|FHAE OfZ 0| Q& L|Ct.

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

0|™ #im|z22f| o] Mol M E ip nhrp map multicast ... GRE E{'= 0| point-to-point0| 2 2 H230| &
QK| kA &LICHO| B2 HEFHAE THZ2 B Sdll 7tsdt HU Y22 A5z A
=3HELICHOIM &AX 3 GRE E{'E0| HE[ZQIEZ HEE[RMH 7ts8 T ol & 74 ol& U
oo o ol W

. AXF BFREJF LIEFLYHE §{E Bt REIF AX T BFREO e HEE FEE[0] UX| E2mH
AR BRE SR IP FAT HEEIUS 4 YD E 5200 E{d ¢47S Al ok
gfLichAZ 3 BtRE= 3|28 NHRP NHSE A&t
ip nhrp nhs 10.0.0.1
?lo| BHES ME3H AX T 2t RE{E= mGRE+IPsec E{'d2 &3 NHRP S5 mZ!E M7 |
OF 5{H EIREE MEELICLOIEE S5 M2 58 EtREHUM IS ChA| A2 3 22
B2 E{2d3ste o] 2R3 AZ3 NHRP 0fE HEE NS §HLch
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version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface TunnelO
bandwidth 1000




ip address 10.0.0.3 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.3.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

O¢£a<n> 2t<H O

version 12.3

!
hostname Spoke<n>

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof

set transform-set trans?2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
!

interface EthernetO

ip address dhcp hostname Spoke<n>




|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.
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Hub#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

0 192.168.1.0/24 [110/2] via 10.0.0.2, 00:19:53,

TunnelO

0 192.168.2.0/24 [110/2] via 10.0.0.3, 00:19:53,

TunnelO

Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, TunnelO created 00:57:27,
expire 00:04:13
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.3/32 via 10.0.0.3, TunnelO created 07:11:25,
expire 00:04:33
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hubf#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt

204 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0

205 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0

2628 TunnelO 10.0.0.1 set HMAC_MD5
0 402

2629 TunnelO 10.0.0.1 set HMAC_MD5
357 0

2630 TunnelO 10.0.0.1 set HMAC_MD5
0 427

2631 TunnelO 10.0.0.1 set HMAC_MD5
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Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.24 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

o 192.168.0.0/24 [110/2] via 10.0.0.1, 00:31:46,
TunnelO
C 192.168.1.0/24 is directly connected, Ethernetl
o 192.168.2.0/24 [110/2] wvia 10.0.0.3, 00:31:46,
TunnelO
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 01:42:00,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm

Encrypt Decrypt
2 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB

0 0
2064 TunnelO 10.0.0.2 set HMAC_MD5
0 244
2065 TunnelO 10.0.0.2 set HMAC_MD5
276 0

OSpokeZ gt H= O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

0 192.168.0.0/24 [110/2] via 10.0.0.1, 00:38:52,
TunnelO
0 192.168.1.0/24 [110/2] via 10.0.0.2, 00:38:52,
TunnelO
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 01:32:10,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
2070 TunnelO 10.0.0.3 set HMAC_MD5
0 279
2071 TunnelO 10.0.0.3 set HMAC_MD5
316 0
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1. Spoke1 Bt E{= 5™ X[ 192.168.2.31+ &7H Ping THZ!S = AIgLICE 2t E E0[Z0i A O
2xx|E = 3|5t 0] 'S Tunnelo RIE{m| 0| A0{ A IP Nexthop, 10.0.0.32 2 MEsHof &
2 EolghL|ct.

2. Spoke1 EHRE{= CHAF 10.0.0.301 CHEF NHRP O{E E|O|E& & Ql5tT 50| gis e &olg
L|Ct.Spoke1 2HE{= NHRP 22l @3 mjZlg M45t0{ NHS(31E 2t H)oil & FLICH.
3. 512 BFE= CH4 10.0.0.301 CHEF NHRP OHE E|O|2 & &5t =4 172.16.2.750{ O &

ElLICH 32 Bt EE NHRP &2l SE S mZ!2 M4d5t0{ Spoke1 BtRE{M M&FLICEH

4. Spoke1 2t E{= NHRP ¢l & & +4I5t1 NHRP O{E E|0|=Z01 10.0.0.3
—>172.16.2.75 O &2 3= LICHNHRP OHEE F7t6HHM IPsecO| Z|01 172.16.2.752 & 7A|
IPsec E{'E2 A|&St=5F EC|HELICE.

5. Spoke1 EFRE{E 172.16.2.752 2 ISAKMPE A|Z

5t ISAKMP 4! IPsec SAE gatghL|ct
IPsec L= A|E Tunnel0 tunnel source <address> 2231}

SiA
NHRP OHZ 0| A mh 4 E |}

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.75/255.255.255.255/47/0)

6. IPsec E{'40| 2= E|H 192.168.2.0/24 A E Lol Ciet 2= 7} O|0|&{ THZ!0| Spoke2Z X
% x-|A5|L||:|_

7.192.168.2.322 it MII0| SAER MYEIH 0| SAEE EHEH 132 192.168.1.228
HHL|C}H Spoke2 BHRE{7F 192.168.1.22 2 &5t= 0| HZ!lE £4I5tH B E E|o|20|M
ol CH&E =35t 0l HZ!E Tunnelo QIE{H 0|20 A IP next-hop, 10.0.0.22.2 Tt of
st2 308t L|C}.
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Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 02:34:16,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.3/32 via 10.0.0.3, Tunnel0 created 00:00:05,
expire 00:03:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.2.75
Spokel#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
2 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB




0 0

3 EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB

0 0

2064 TunnelO 10.0.0.2 set HMAC_MD5

0 375

2065 TunnelO 10.0.0.2 set HMAC_MD5

426 0

2066 TunnelO 10.0.0.2 set HMAC_MD5

0 20

2067 TunnelO 10.0.0.2 set HMAC_MD5

19 0
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Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel0 created 02:18:25,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel0 created 00:00:24,
expire 00:04:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.1.24
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
17 Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
18 Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
2070 TunnelO 10.0.0.3 set HMAC_MD5
0 407
2071 TunnelO 10.0.0.3 set HMAC_MD5
460 0
2072 Tunnel0 10.0.0.3 set HMAC_MD5
0 19
2073 Tunnel0 10.0.0.3 set HMAC_MD5
20 0
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|
hostname Hubl

!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip ospf network broadcast

ip ospf priority 2

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0

O & =2 2l E O

version 12.3

!
hostname Hub2

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 900

ip address 10.0.0.2 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1




ip nhrp map multicast 172.17.0.1

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 1

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.5 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.2 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0
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version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2




|

interface TunnelO

bandwidth 1000

ip address 10.0.0.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.1.0 0.0.0.255 area 1

AX 3 etREL HI|azo|M &tol= CtExt Z &L
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ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp nhs 10.0.0.1
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ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

. AXZ 3 EIREQ OSPF €0 | 2324 1 ds' |A& LICT.
s20f CHgt AZ 3 2FRE{0|AM T3 NHRP OHE 2! NHSE HMo|5tH o| E{d2 £ 6H sSH gl
ZZEZE AgsE £+ laLct -1'=' UAET EPTE e E HOo|H HIERIE HolgLict
Hub2= BE AXZ 39| §E0|H Hub1°| AXZ3F0|7|% &L|ct o|ZEH 5tH DMVPN £ MHE
2% 1 HE|B|olo] {E-AZ T HEQIE £H MA, é; ol =& = U&LICH

40
om

>

F

O Spoke2 2t E] O




version 12.3
!
hostname Spoke?2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address dhcp hostname Spokel
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

O AX I<n> ctH O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2




|

interface TunnelO

bandwidth 1000

ip address 10.0.0.<n+10> 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source Ethernet0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spoke<x>
|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.
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Hubl#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17,
Tunnel0

0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17,
Tunnel0

Hubl#show ip nhrp
10.0.0.2/32 via 10.0.0.2, TunnelO created 1w3d, expire
00:03:15
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.17.0.5




10.0.0.11/32 via 10.0.0.11, TunnelO created 1lw3d,
expire 00:03:49
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, TunnelO created 1lw3d,
expire 00:04:06
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hubl#show crypto engine connection active

ID Interface IP-Address State Algorithm

Encrypt Decrypt

4 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0

5 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0

6 EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB
0 0
3532 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
0 232
3533 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
212 0
3534 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
0 18
3535 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
17 0
3536 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
0 7
3537 TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB
7 0
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Hub2#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29:15,
Tunnel0
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29:15,
Tunnel0
Hub2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 1lw3d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.11/32 via 10.0.0.11, TunnelO created 1w3d,
expire 00:03:15
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, TunnelO created 00:46:17,
expire 00:03:51
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hub2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB
0 0

5 EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB

0 0




6 Ethernet0 171.17.0.5 set
0 0
3520 TunnelO 10.0.0.2 set
0 351
3521 TunnelO 10.0.0.2 set
326 0
3522 Tunnel0 10.0.0.2 set
0 311
3523 Tunnel0 10.0.0.2 set
339 0
3524 TunnelO 10.0.0.2 set
0 25
3525 Tunnel0 10.0.0.2 set
22 0

OSpoke1 chRE HH O

HMAC_SHA+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

Spokel#show ip route
172.16.0.0/24 is subnetted,

10.0.0.0/24 is subnetted,

C 192.168.1.0/24
0 192.168.2.0/24
Tunnel0
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.5
Spokel#show crypto engine connection

ID Interface IP-Address State

Encrypt Decrypt

1 EthernetO 172.16.1.24 set
0 0

2 Ethernet0 172.16.1.24 set
0 0
2010 TunnelO 10.0.0.11 set
0 171
2011 TunnelO 10.0.0.11 set
185 0
2012 TunnelO 10.0.0.11 set
0 12
2013 TunnelO 10.0.0.11 set
13 0

O Spoke2 EHE HE O

1 subnets
C 172.16.1.0 is directly connected, EthernetO
1 subnets

C 10.0.0.0 is directly connected, TunnelO
O IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39:31,
TunnelO

[110/11] via 10.0.0.2, 00:39:31,
Tunnel0

is directly connected, Ethernetl
[110/2] wvia 10.0.

0.12, 00:37:58,

TunnelO created 00:56:40,

used

TunnelO created 00:56:40,

used

active
Algorithm

HMAC_SHA+DES_56_CB

HMAC_SHA+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

HMAC_MD5+DES_56_CB

Spoke2i#show ip route
172.16.0.0/24 is subnetted,

10.0.0.0/24 is subnetted,

1 subnets

C 172.16.2.0 is directly connected, EthernetO
1 subnets

C 10.0.0.0 is directly connected, TunnelO




O IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56,

TunnelO
[110/11] via 10.0.0.2, 00:57:56,
TunnelO
¢} 192.168.1.0/24 [110/2] via 10.0.0.11, 00:56:14,
TunnelO
C 192.168.2.0/24 is directly connected, Ethernetl

Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 5w6d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, TunnelO created 6w6d, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
2 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
3 EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB
0 0
3712 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
0 302
3713 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB
331 0
3716 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB

0 216

3717 TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB

236 0

Hub1, Hub2, Spoke1 & Spoke22| 2t & El|0|E0i CHal 22 7tX| S0O|I2& X7t U&LICH.
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192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17, Tunnel0
192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17, Tunnel0

2:
192.168.1.0/24 [110/2] wvia 10.0.0.11, 00:29:15, TunnelO
192.168.2.0/24 [110/2] wvia 10.0.0.12, 00:29:15, TunnelO
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2l Eolg2 CtS Z&LICHR2:

]

ooo|.oo
III

] IA 192.168.1.0/24 [110/12] via 192.168.0.1, 00:00:26, Ethernetl/0/3
[110/12] wvia 192.168.0.2, 00:00:27, Ethernetl/0/30
] IA 192.168.2.0/24 [110/12] via 192.168.0.1, 00:00:27, Ethernetl/0/3
[110/12] wvia 192.168.0.2, 00:00:27, Ethernetl/0/3

. AXF EIREE F 5E CIREHE S5l 512 2tREH FIo HEQKIR 7= SY HIB BEE
JHELC AZ T
(6] IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39:31, TunnelO
[110/11] wvia 10.0.0.2, 00:39:31, TunnelO

A F2:
(0] IA 192.168.0.0/24 [110/11] wvia 10. 1, 00:57:56, TunnelO
[110/11] wvia 10. 2, 00:57:56, TunnelO

i 0.1, : : ,
O . .
AXF EIRE7IIIZIYE ZE WHAS 8= B =7 A 2E i3IS 7K€ & Y&
CF.

T 5o cist 23 E S5 HICHE 219 E= IiZlyE 22 WHAS 35 K| otop{m % &
oM AZT F HE BEE MS5E BIRE £ FAdsoF &LCt. Hub10| 72 g
Hub27} Bigo 2 *EWEI E 5te4H 5= B'd QIE{H|0|A 2| OSPF H|EE2 Cl27 M™e £+ UL

0.
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interface tunnel0

ip ospf cost 10

H=2:

interface tunnelO

ip ospf cost 20

Old| == Ct51t Z&LCh

S{E1

0 192.168.1.0/24 [110/11] wvia 10.0.0.11, 00:00:28, TunnelO
192.168.2.0/24 [110/11] wvia 10.0.0.12, 00:00:28, TunnelO

3{H2:

O 192.168.1.0/24 [110/21] wvia 10.0.0.11, 00:00:52, TunnelO

O 192.168.2.0/24 [110/21] wvia 10.0.0.12, 00:00:52, TunnelO

R2:

(0] IA 192.168.1.0/24 [110/31] wvia 192.168.0.1, 00:01:06, Ethernetl/0/3

(0] IA 192.168.2.0/24 [110/31] wvia 192.168.0.1, 00:01:06, Ethernetl/0/3

F 5|2 2t *EE OlM Ax 3 2t E Fle| HERFof CiEh Z=of Cis| HIEOo| CHELICH S, 2t
E{ R20{AM 2 & U= AAEH Hub12 223 Bt RE{Z Ef=EE ™MEst= o M= E LT o[Z A
ot 2ol & Hmi 2 el 7|50l dBE HICHE 2t E EX7F siZELIch

]

¢ F i 20| 7|50 MHEE CHE of 2 WEFo| HICHE 2t &.0] 04735 /J&LICHOSPFE &
o —?—% TZEEZ MNESE B2 AZ 39| router ospf 101 AU E distance . BHE AFE5t0d
Hub2& Sall &&E G220t Hub12 Sdll S&El 28 MSSHE 8 to sid WS = O|E &

a8 = A&Lich

J

4

A1

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-list 1 permit any

AL F2:

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-list 1 permit any

OlM 2= Ch51t Z&Lcth



A1

0 192.168.0.0/24 [110/11] wvia 10.0.0.1, 00:00:06, TunnelO
AL F2:
(0] 192.168.1.0/24 [110/11] wvia 10.0.0.1, 00:00:10, TunnelO
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Hyl"ZetE"ol H4ZAELICH AXZ T ZIREE F GRE E'd QIE{H0|AE &35l F E 2IH
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192, 168.0.0/2
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version 12.3

!
hostname Hubl

!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

no ip split-horizon eigrp 1
delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

172.17.0.5

e
e

T
e

122,168 <n=.0f

Static
Dynamic

=POEE=n=



tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address 172.17.0.1 255.255.255.252
|

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

O a2 ateg O

version 12.3

!
hostname Hub2

!
crypto isakmp policy 1

authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.1.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100001

ip nhrp holdtime 600

no ip split-horizon eigrp 1

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100001

tunnel protection ipsec profile vpnprof
|

interface EthernetO

ip address 172.17.0.5 255.255.255.252
!

interface Ethernetl

ip address 192.168.0.2 255.255.255.0
!

router eigrp 1

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

0| Z< Hub1 & Hub2 ZAT|1ei|0|MH0| RAMRLICHF2 RFO|H2

Ct= ZdelL|ct.Zt DMVPNR ME CHE 7|58 At28hL ).

Z+Zt
==

CHE DMVPNe| &7} Ql



- IP AE51(10.0.0.0/24, 10.0.0.1/24)

- NHRP HIE2{3 1D(100000, 10001)

- E{'d 7/(100000, 100001)
O] 2Mo| HE 20 HBE L2 EIGRPE AHE35101 NBMA HIES{I & A8t #E[st7| &7
MEN S 28 Z2E 20| OSPFO|M EIGRPZ Tt |{& LTt

f:::'Spoke1 2t E O

version 12.3
!
hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans?2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Tunnell
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
|
interface EthernetO
ip address dhcp hostname Spokel
|
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255




network 10.0.1.0 0.0.0.255
network 192.168.1.0 0.0.0.255

no auto-summary
|

Zt 223 2tRE= 2719| p-pGRE E{'d QIE{H|O|AE T |0, Zf DMVPNO
ElLICLip A ..., ip nhrp network-id ..., EI'&d 7| ... 2 EI CH¥ ... 22 5 H
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O Spoke2 2} Ef O

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
|
interface Tunnell
bandwidth 1000
ip address 10.0.1.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
|
interface Ethernet0
ip address dhcp hostname Spoke2
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0




|

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0 0.0.0.255
no auto-summary

O azg<as oy O

version 12.3
!
hostname Spoke<n>
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key ciscod47 address 0.0.0.0 0.0.0.0
!
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel0
bandwidth 1000
ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof




|

interface Ethernet0

ip address dhcp hostname Spoke<x>
|

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.<n>.0 0.0.0.255

no auto-summary
|

O|A| Hub1, Hub2, Spoke1 & Spoke2 2t E{2| 2t & H|O0|E, NHRP OH& E|O|E X! IPsec 124
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Hubl#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

D 10.0.1.0 [90/2611200] wvia 192.168.0.2,

00:00:46, Ethernetl

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.0.11,
00:00:59, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12,
00:00:34, TunnelO
Hubl#show ip nhrp
10.0.0.12/32 via 10.0.0.12, Tunnel0 created 23:48:32,
expire 00:03:50
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
10.0.0.11/32 via 10.0.0.11, TunnelO created 23:16:46,
expire 00:04:45
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
Hubl#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
15 Ethernet0 172.17.63.18 set

HMAC_SHA+DES_56_CB 0 0
16 Ethernet0 10.0.0.1 set
HMAC_SHA+DES_56_CB 0 0
2038 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 0 759
2039 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 726 0
2040 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 0 37
2041 TunnelO 10.0.0.1 set
HMAC_MD5+DES_56_CB 36 0

O Hub2 2} E H& O




Hub2#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.4 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 2 subnets

D 10.0.0.0 [90/2611200] via 192.168.0.1,

00:12:22, Ethernetl

C 10.0.1.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

D 192.168.1.0/24 [90/2841600] via 10.0.1.11,
00:13:24, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.1.12,
00:12:11, TunnelO
Hub2#show ip nhrp
10.0.1.12/32 via 10.0.1.12, Tunnel3 created 06:03:24,
expire 00:04:39
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
10.0.1.11/32 via 10.0.1.11, Tunnel3 created 23:06:47,
expire 00:04:54
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
Hub2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
4 EthernetO 171.17.0.5 set
HMAC_SHA+DES_56_CB 0 0
6 Ethernet0 171.17.0.5 set
HMAC_SHA+DES_56_CB 0 0
2098 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 0 722
2099 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 690 0
2100 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 0 268
2101 TunnelO 10.0.1.1 set
HMAC_MD5+DES_56_CB 254 0

IC'Spoke1 gt E HE O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

c 172.16.1.0 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 1 subnets

c 10.0.0.0 is directly connected, TunnelO

c 10.0.1.0 is directly connected, Tunnell

D 192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:26:30, Tunnell
[90/2841600] via 10.0.0.1,
00:26:30, Tunnel0
c 192.168.1.0/24 is directly connected, Ethernetl
D 192.168.2.0/24 [90/3097600] via 10.0.1.1,
00:26:29, Tunnell
[90/3097600] via 10.0.0.1,
00:26:29, Tunnell
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 23:25:46,
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 23:24:40,
never expire




Type: static,
NBMA address:

Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
16 EthernetO 172.16.1.24 set
HMAC_SHA+DES_56_CB 0 0
18 EthernetO 172.16.1.24 set
HMAC_SHA+DES_56_CB 0 0
2118 TunnelO 10.0.0.11 set
HMAC_MD5+DES_56_CB 0 181
2119 TunnelO 10.0.0.11 set
HMAC_MD5+DES_56_CB 186 0
2120 Tunnell 10.0.1.11 set
HMAC_MD5+DES_56_CB 0 105
2121 Tunnell 10.0.1.11 set
HMAC_MD5+DES_56_CB 110 0

Flags: authoritative
172.17.0.5

I':-jSpokeZ gt E HE O

Spoke2#show ip route

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, Ethernet0
10.0.0.0/24 is subnetted, 2 subnets
C 10.0.0.0 is directly connected, Tunnel0
C 10.0.1.0 is directly connected, Tunnell
D 192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:38:04, Tunnell
[90/2841600] via 10.0.0.1,
00:38:04, TunnelO
D 192.168.1.0/24 [90/3097600] via 10.0.1.1,
00:38:02, Tunnell
[90/3097600] via 10.0.0.1,

00:38:02, Tunnell
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 1d02h, never
expire

Type: static, Flags: authoritative used

NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 1d02h, never
expire

Type: static, Flags: authoritative used

NBMA address: 172.17.0.5

Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
8 EthernetO 172.16.2.75 set
HMAC_SHA+DES_56_CB 0 0
9 EthernetO 172.16.2.75 set
HMAC_SHA+DES_56_CB 0 0
2036 TunnelO 10.0.0.12 set
HMAC_MD5+DES_56_CB 0 585
2037 TunnelO 10.0.0.12 set
HMAC_MD5+DES_56_CB 614 0
2038 Tunnell 10.0.1.12 set
HMAC_MD5+DES_56_CB 0 408
2039 Tunnell 10.0.1.12 set
HMAC_MD5+DES_56_CB 424 0

Hub1, Hub2, Spoke1 2! Spoke22| 2+ &l Ef|o|Z0il CHal & 7IX|
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192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:00:59, TunnelO
192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:00:34, TunnelO

152:
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D 192.168.1.0/24 [90/2841600] via 10.0.1.11, 00:13:24, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.1.12, 00:12:11, TunnelO

%, Hub1d} Hub2= A X3 2t RE Fe| HIELFol Cis SYer HIE S 518 2t H FIQ WE
39| EtRE{H D ELICHOIE S04 192.168.0.0/24 LANO]| &IH HAZAEl 2} E R29| 2l 2

2 EO|E2 O3 Z&LIThR2:
D 192.168.1.0/24 [90/2867200] via 192.168.0.1, 00:51:51, Ethernetl/0/3
[90/2867200] via 192.168.0.2, 00:51:51, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] via 192.168.0.2, 00:52:43, Ethernetl/0/3
[90/2867200] via 192.168.0.1, 00:52:43, Ethernetl/0/3

. AXT EIREE F 3E CIREHE &l 512 2tREH FIQ HELKIR 7= SYL HI8 BEE
ZFEILCt AZ 3 1:
D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:26:30, Tunnell
[90/3097600] wvia 10.0.0.1, 00:26:30, TunnelO

AXF2:
D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:38:04, Tunnell
[90/3097600] wvia 10.0.0.1, 00:38:04, TunnelO
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interface tunnel0
delay 1000

1H=2:

interface tunnelO

delay 1050

#1: o] ool M= 5 31E(100)2] Ethernet1 QIE{H| 0| A 9| X[24 A|ZEECH & 7| [ E 0l Hub22| E
' QIE{H 0|A Q| X[2d Alztof 500| FIHEIRIE LICH O|F A 3t Hub2= 047s| W22 AxZ 3 Bt
SEZ EY MYSHX|E Hub1 2Ot & bt E 23t Z2 & Hub1 & Hub2 F{2| 2t RE{E F 1 gLCt
X|240| 1007H O|& &7+3t™H Hub2= Ethernet1 QIE{HO|AE &3l AXZ 3 EIRE{0f CHEF THZ!S
Hub1s &3l TE 5t X|TF Hub1 & Hub2 FI2| EtE= £ 23 2tREE IS TS 5h= Gl Hub-
12 SHIEH M3 gLt

O|M ZE&= Ct21t Zr&LCh
I=AE

D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:01:11, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:01:11, TunnelO

H=2;



D 192.168.1.0/24 [90/2854400] wvia 10.0.1.11, 00:00:04, TunnelO
192.168.2.0/24 [90/2854400] wvia 10.0.1.12, 00:00:04, TunnelO

g

192.168.1.0/24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3
192.168.2.0/24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3

§H BIREE AZ 3 2IREH Flol HESQT A=oi Cisi HEo| CtE2aE g, oI A2 R20|M &
UZO0|HUb12 AX 3 EIREZR EelEE MEste d MSELICH {o| & g 22| 7|50
HE EXME MLt

nx 4>4n ° ©

2ol F Hmf 2 HE| 7|50 MHE 2 IE 0%15| ZR5HX|EH = 7H2| p-pGRE E{d QIE{H| 0| A 7}
eloo 2 E{d QIE{H| 0| ANAM K| ...8 T 2 A%I5l04 Hub1 CH Hub20l| A St&El B2 9|
EIGRP HIEZ2IZ B4Z3% £ &LCt

A1

interface tunnel0
delay 1000

interface tunnell
delay 1050

AL F2:

interface tunnel0
delay 1000

interface tunnell
delay 1050

OlM Z2 &= ch&1 Z &L

A1
D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:15:44, TunnelO
D 192.168.2.0/24 [90/3097600] via 10.0.0.1, 00:15:44, TunnelO
AL F2:

D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:13:54, TunnelO
D 192.168.1.0/24 [90/3097600] via 10.0.0.1, 00:13:54, TunnelO

?el 2t*E AHu|Tz|o|M2 HIOHE EIRE 2R E E55HH, S A0 Hub10| CHH2 &M Hub22
HULHE HEELICLE, F E7I 25 & &S35tM Hub1BF AFSEILICEH
ol = KI _._3 2 HICHE! 2R E Q0| 12O AZ I E AR o 2 Tl F EHE 5 AR
stede 89 P°E' Zx|ago|Mo| o ES&6HK|2H EIGRPE AHE & [[H Ol =8¢ =+ JU&Lct
O|Z A 5te4H 52 EHRE{ 2| E{'d QIE{H|O|AMM X[ ..& CIA| SUSHH M-St AxZ3
2F 2 E{0i| M offset-list <acl> out <offset> <interface> %%; AP% 5104 GRE E{& QIE{HO|AE &M
U FHER B1sE 29 EIGRP HEZE =2 LICEAZ I O] Tunnel0 2 Tunnel1 2IE{H|0|A
Zt9| Z;“"?_ X2 A AI2EE2 Ax 3 BIREE 7|2 §E EP"E-IE Mz euch Az 3 et
SEO| HAE AIE 2 ChE1t Z&LCt.

-1

OSpoke1 Et < E O




version 12.3
!

hostname Spokel
|

|
interface TunnelO

bandwidth 1000

ip address 10.0.0.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1500

tunnel source Ethernet0

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

|
router eigrp 1

offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0
distribute-list 1 out
no auto-summary

|

access-list 1 permit 192.168.1.0
!

O Spoke2 2} *E O

version 12.3
!

hostname Spoke2
!

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.12 255.255.255.0
ip mtu 1400




ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.12 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

|
router eigrp 1

offset-1list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0
distribute-list 1 out
no auto-summary

|

access-list 1 permit 192.168.2.0

& 2= Al 7k 12800(50*256)0| 25600(100*256) £ CH 222 2 EIGRP HE 20| £7HE[RF&LICH
. 0] Zk(25600)2 &£ 2t2E| Ztoll & E AZ0of CisH EIGRP HIE 2o £7LZ|= ZfLICt offset-
list BE0IAM 128002 ALS ST Hd §{E EIRE{E= OIS S35l o|z8t HZl2 HME 5o sl
AXZ IO CiE 7|2 52 EIREHE Sutste CHAl AX 3 2IREE I Y MY FLICHEHE
BFRE7F E0steE 2o HER2 04T5| 2HHE 7|2 52 2tRE 7t *dz.%!LIELAEaQ.I =1y
2 7|8 2IREZ Hub1E, LIHX| &

He 7|2 BIRE{2 Hub2& Z&L|Ct
A1 9.4 20| 25600(100°256) Z24504 S7HE B2 S{HE Ethemett QIEIH|0|AE £3
C}E {08 S5 AE3 220 Hito| 28 TIRE LI 31 #0f 912 2PElS ofnis| 2
I3 2lRE2 IiZl8 MESlE 2HIE {EE M5 6HK|BH §{E £ Ethernet1 QIE{H|0|AE S35l

£ 10: distribute-list 1 out B2 2 Z 30| ¢ E{'d QIE{H[0|A & S35l & 512 EtREM & &8t
ZZECIE E{HS S6 CIE §{EZ CHA| S & £ Qo Z FILE|U&LICHdistribute-list ... B
2 MNE85tH 22 3 2tRE7} RHAM Z28H g2 = A&Lch

#Hn: AX 3 EIRET} Ot FE BIREMM 2tRE 1 E XMofdtzie 49 AZ3 Al 5= 2t
L E{0{| A <value> <interface>2| offset-list <acl1> %! =3 9| distribute-list <acl2>E g £+ A&
L|C}.<acl2> access-list=e ZE AX 39| Z2E L35t <acl1> access-list= CHE 312 EIE7}
718 eI 2 Ax 30| AR E LpdgL|C]



D 192.168.1.0/24 [90/2841600] wvia 10.0.0.11, 00:12:11, Tunnel2
D 192.168.2.0/24 [90/2854400] wvia 10.0.0.12, 00:13:24, Tunnel2

D 192.168.1.0/24 [90/2854400] via 10.0.1.11, 00:09:58, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.10.1.12, 00:11:11, TunnelO

D 192.168.1.0/24 [90/2867200] wvia 192.168.0.1, 00:13:13, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] wvia 192.168.0.2, 00:14:25, Ethernetl/0/3

D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:16:12, TunnelO

D 192.168.0.0/24 [90/2841600] wvia 10.0.1.1, 00:18:54, Tunnell

DMVPN £ M2 Ol 2 2 A2 IPsec VPN L EQ3E HCt 0o 2 &%kst7| |6l Ct=20t
2 715 MEB&LIcH
. DMVPNS AI235lH E HA| EEE B8 nI IIPsec VPNOIAM O E0lxoz &Hatst 4 ol |
ChAZ3 & AXF ER|TZO| AYEQl AR E5| R LICH: ZE AZIIEZE AZT
of CIOIEE X|&HMoZ EUNX| &) & 3 ol 2 1P 20| /U= Bt EE AX IV OE

AXZ 32 XY OOIEHE B &= &Lt
. DMVPN2 S5Mo 2 &El F4(0f: 70|E€, ISDN, DSL)7} Q= IPsec ==& X|HEHLICH O
E HA| HEL 3L ofL|2t 312 4 AZ F(hub and spoke)dl= X E|LICH DMVPNE AFE 3l
E=I‘.:'_=| sE-Ax 3 237} H& =S50 gLct.
. DMVPN2 VPN E F7HE 7tASIELICLM AX 3 BIREE F7IE e AXZ 3 BIREE
M5t D HEQIT o 45 7|2t 5t Fulot. j_E-lL_I- 5129 M AZ I0i CHEt ISAKMP 3t
X4

2o ”HEE FIISHor & == J&LICH IEE MAZIH Cis SMoR SH&sHH 8™ Bl
RETZEZ2SEUCEREAZIE EPOE"’ HMutghLct.

. DMVPN2 VPNO| 2 E gI2E{0f Ze 3t 7Au|ago|lMd 37|82 =QILICI0|= GRE+IPsec 51
UAXZI ME VPN UHEXIHMHE OFEH7HR|QILICE

. DMVPN2 GREE A23%t2 2 VPN MA|oAM IP HE|FHAE L SX 21 RE ERfEIE K|
LICHE, SMERE Z2EZES MBE = UASH ZZEZ0 M O|F&HE "5{E"E X|E =

U&SLICLHE|FHAE OHEC|FHO|ME K| EL|CE.
. DMVPN2 AZ J0{M 28 E{d3E K| &ELIC.

2 HE



. DMVPN(Dynamic Multipoint VPN)
. IPSec X|¥ H|O|X|
- Technical Support - Cisco Systems
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