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interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. VLAN 100 2/E{H|0|A %t E{'H0| B Ekl= QUEH|O[AE FIIHELICHO| B2 vian 2007t 0{7|
ol EAIE CHE).

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no i p address
crypto connect vlan 100
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!--- This is the configuration that uses an access port. interface FastEthernet3/48
no i p address

switchport

switchport access vlan 209

switchport mode access

!--- This is the configuration that uses a trunk port. interface FastEthernet3/48
no i p address sw tchport

switchport trunk encapsulation dotlqg

switchport mode trunk

4. Bypass NATE M stL|ct olg{st HEQIT 7to| MZAE M Ql5t2dH no nat B0l CHS &=
F7befuich
access-1ist inside_natO_outbound permt ip 192.168.5.0 0.0.0. 255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound



nat (inside) 1 192.168.5.0 255.255.255.0

5. 245508 ERfEIE MolstE 253 Zm|1aol4d 2 ACL(Access Control List)2 21448
LS HER{3 192.168.5.0/240| M B4 LHEL{3 192.168.6.0/242 2| EE{ElE & o5t
ACL(O| Z< ACL 100)2 Ct51t Zo| gLt

I'IF

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255
2 Ho|gfuct.

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

O ofoflA O] BHEE ™5t A B 7 7|18 AFE st HMolghLct.
crypto isakmp key cisco address 10.66.79.99

Ct=2 1} 20| IPsec MtME X o|ghL|Ct.

ﬂlo

crypto ipsec transform-set cisco esp-des esp-md5-hmac

e

Ct

0jo
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gt 22 AdELc
crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco
match address 100

6. CtS2t Z0] VLAN 100 2/E{m|o|A0 & &3t WS M fLICH

interface vl1anl00
crypto map cisco

olg{8F m|gio|4d0] ArSELICH
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.99

1
1
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!
!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- is used to establish

CH=2 3t 20| ISAKMP(Internet Security Association and Key Management Protocol) 2324 & ot
X10|S



the IPsec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.99

set transform-set cisco

match address 100

|

1
no spanni ng-tree vlan 100

|

|

!

interface FastEthernet3/1

ip address 192.168.5.1 255.255. 255.0

|

!--- This is the outside Layer 2 port that allows VLAN
!--- 209 traffic to enter. interface FastEthernet3/48 no
i p address switchport swi tchport trunk encapsul ation
dot 1q switchport node trunk ! interface

G gabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off swi tchport swi tchport trunk
encapsul ation dotlq !/--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

swi tchport node trunk

cdp enabl e

|

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every |VLAN,

a correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1

interface Vlanl

no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface VIan209 no i p address crypto connect vlan 100
!

ip classless

!--- Configure the routing so that the device !--- is
directed to reach its destination network. ip route




0.0.0.0 0.0.0.0 10.66.79.161

gl obal (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0
255.255.255.0 !--- This access list
(inside_natO_outbound) is used with the nat zero
conmand. !--- This prevents traffic which matches the
access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the same as (100). !--- Two separate access lists should
al ways be used in this configuration.

access-list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

Cisco 10S 2}<H

SV3- 2#show run
Bui | di ng configuration...

Current configuration : 1268 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

|

host nane SV3-2

!

boot - start - mar ker

boot - end- mar ker

!

!

no aaa new node

i p subnet-zero

!

ip audit notify |og

ip audit po max-events 100

ip ssh break-string

no ftp-server write-enable

!

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.180

|

|

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac
|

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.180




set transform-set cisco
match address 100

]
!
!--- Apply the crypto map to the interface. interface

Et hernet0/0 ip address 10.66.79.99 255. 255. 255. 224 hal f -
dupl ex crypto map cisco

]
interface Ethernet0/1

i p address 192.168.6.1 255.255.255.0
hal f - dupl ex

no keepalive

!
!
ip http server
no ip http secure-server
ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.97

]
]
!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255

]
]
control - pl ane
]

]

line con O
line aux 0
line vty 0 4
!
end

ctREIE ZEE ME3E IPsec 7
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interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ation dot1q
switchport trunk allowed vlan 1,209,1002-1005



swi tchport node trunk
cdp enabl e
spanni ng-tree portfast trunk

2. VLAN 100 2/E{m|o|A et E{H0| &&= IE{H|O|AE FIHEfLICHO| B2
Fast Et her net 3/ 480| 07|01 E A|FE]).

interface Vl1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet3/48
no ip address
crypto connect vlan 100

3. Bypass NATE MAstL|Ct oled8t HIEQT 7to| 91738 A|2|6tE4™ no nat 20l LIS &5 2
F7befuich
access-1list inside_natO_outbound permt ip 192.168.5.0 0.0.0. 255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168. 5 0 255.255.255.0

4. 253 Zu|aeold 3 S5 ERfElS Holste ACLS MMELICHUE HEXA
192.168.5.0/2401| A ¥4 HIER3 192.168.6.0/242 2| EEf{= g Ho|st= ACL(0| < ACL
100)2 CtS1h Zro| 4 dgLict.

access-1list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

CtS 1} Z 0| ISAKMP A& x|ot2 X o|gtL|Ct.

crypto isakmp policy 1
hash md5
authentication pre-share

group 2
AN S8/ 71E AHE5tT Holste{H o] B (0] oofM=)S Al=—iErLct.

crypto isakmp key cisco address 10.66.79.99

CtS 1} Z0| IPsec MCtME Ho|ghL|Ct.

Ojo

crypto ipsec transform-set cisco esp-des esp-md5-hmac

ChS 2ol 253 M 22 ddgct

1jo
my

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco

match address 100

5. CIS 3} Z0| VLAN 100 QIE{HO|A0]| &S5 BHE M EEFLICH

interface vlanl00
crypto map cisco

olg4#t Z4m|a a0l 0| AR ELCt.
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!--—- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.99

1
1

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.99
set transform-set cisco
match address 100
|
|
no spanni ng-tree vl an 100
|
|
!
interface FastEthernet3/1
i p address 192.168.5.1 255.255.255.0
!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1s

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--—- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. interface FastEthernet3/48 no ip address
crypto connect vlan 100

|

interface G gabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!-—— VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

swi tchport node trunk

cdp enabl e

!

interface G gabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!-—— The PVLAN configuration is handled transparently by
the !--- VPN service module without user configuration
!--- or involvement. It also 1is not shown in the




configuration. !--- Note: For every |IVLAN, a
correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

]

interface Vlanl

no i p address

shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

]

ip classless

!--- Configure the routing so that the device !--- is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.161

]

gl obal (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0
255.255.255.0 !--- This access list
(inside_natO_outbound) is used with the nat zero
comand. !--- This prevents traffic which matches the
access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the same as (100). !--- Two separate access lists should
al ways be used in this configuration.

access-list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

Cisco 10S 2} <H

SV3- 2# show run
Bui | di ng configuration...

Current configuration : 1268 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane SV3-2

!

boot - start - mar ker

boot - end- mar ker

!

!

no aaa new node

i p subnet-zero




1
ip audit notify |og
ip audit po nmax-events 100
ip ssh break-string
no ftp-server wite-enable
!
!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5
authentication pre-share
group 2
crypto isakmp key cisco address 10.66.79.180
1
!
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac
1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.180

set transform-set cisco

match address 100

1

!

!-—-- Apply the crypto map to the interface. interface
Et hernet0/0 i p address 10.66.79.99 255. 255. 255. 224 hal f -
dupl ex crypto map cisco

1
interface Ethernet0O/1

i p address 192.168. 6.1 255.255.255.0

hal f - dupl ex

no keepalive

!

!
ip http server
no ip http secure-server

ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.97

1

!

!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255

1

!
control - pl ane

!

!

line con O

line aux 0

line vty 0 4

!
end

CtSS &QlgrL|Ct.
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Output Interpreter T (S S E D0 ) (OIT)= EX show BHE X[ HELICIOITE AFHE 504

=
|
show HH £=o| M FLICI

Jlﬂl

- show crypto ipsec sa - $1&ll IPsec SAMIAM A& St= MHE EAIELCH

- show crypto isakmp sa - IL|01{2| TR IKE SAE 2F EA|ELICH

- show crypto vlan—& £ &} Z11|28{|o| M1} HAZAE VLANS EA|ELICH

- show crypto eli - VPN MH|A 2& SHE EAIELICE
IPsec &0l & 2| alZdof CHEF AtAIEt LIS 1P 20t X sHZ - C{HHT R o5l 2 ALS
oA,

=X -

ol dMoiM= Hu|aefo|M ERlEawEE {IE HEE MSELICHL

10
ik

=X sid EH

11 debug BHEE A=™sHT| ol ClHT B0l CHEt 52 HEES HESFAAL.

T

=

- debug crypto ipsec - 2EHH| 2| IPsec B &2 E AIELICE.

- debug crypto isakmp - 17| 2] ISAKMP &&f 2 EA[ELICH

- debug crypto engine - & 3t El EC=EIES E AIELI|CH

. clear crypto isakmp - 1Et7H|2t #21El SAE X|ZLICt

- clear crypto sa - 2EtH[ 2} BE1El SAE X|ZLICtH
IPsec &0l & 2| 3l Zof CHEF AtAIEt LIS 1P 20t X sHZ - C{tHT B2 o5l 2 ALS
ZoIAAIL.
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