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- 2EZEQ|0] HT 6.3(3)2 &~ 5t= Cisco PIX Firewall
. Windows XPE Al&5l= PC2| Cisco VPN Client 4.0.3
. O] E M0l MHE Microsoft Windows 2000 CA AMEH{E CA MHZ AFS&LCt.

. Cisco VPN Client2| 215 M Aladdin e-Token Smartcard& Al &35+04 X{ZHElL|C}
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!--- Define a hostname and domain name for the router.
!--- The fully qualified domain name (FQDN) is used !---
as the identity of the router during certificate
enrollment. pix(config)#hostname sv2-11
sv2-11(confi g) #domain-name cisco.com

!-—-- Confirm that you have the correct time set on the
PIX. show clock

clock set

!--- This command clears the PIX RSA keys. ca zeroize
rsa

!--- Generate RSA (encryption and authentication) keys.
ca gen rsa key

I--- Select the modulus size (512 or 1024). !--- Confirm
the keys generated. show ca mypub rsa

!--- Define the CA identity. ca ident kobe
10.1.1.2:/certsrv/mscep/mscep.dll

ca conf kobe ra 1 20 crlopt

ca auth kobe

ca enroll kobe [ipaddress]

!-—-- Confirm the certificate and validity. show ca cert

P

=B % C|H
?E2E
2ot sHEhHE
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PIX &8t Zm|ag|olM

PIX Version 6.3(3)

nterface ethernet0 auto

nterface ethernetl auto

nterface ethernet2 auto shutdown
nterface ethernet3 auto shutdown
nterface ethernet4 auto shutdown
nterface ethernet5 auto shutdown
nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
nanei f ethernet3 intf3 security6
nanei f ethernet4 intf4 security8
nanei f ethernet5 intf5 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
hostname sv2-11

domain-name cisco.com

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

names

access-list 101 permt tcp any host 209.165.201.21 eq
VWMWY

access-list 120 permit ip 10.1.1.0 255.255.255.0
10.0.0.0 255.255.255.0

pager lines 24

ntu outside 1500

ntu inside 1500

ntu intf2 1500

ntu intf3 1500

ntu intf4 1500

ntu intf5 1500

ip address outside 209.165.201.20 255.255.255.224
ip address inside 10.1.1.10 255.255.255.0
ip address intf2 127.0.0.1 255. 255. 255. 255
no ip address intf3

no ip address intf4

no ip address intf5

ip audit info action alarm

ip audit attack action alarm

ip local pool vpnpool 10.0.0.10-10.0.0.100
no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intf5




pdm hi story enabl e

arp timeout 14400

nat (inside) 0 access-1list 120

static (inside,outside) 209.165.201.21 10.1.1.2 netnmask
255.255.255.255 0 0

access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 209.165.201.30 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-3des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside

isakmp policy 10 authentication rsa-sig

isakmp policy 10 encryption 3des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

vpngroup vpncert address-pool vpnpool

vpngroup vpncert idle-time 1800

vpngroup vpncert password ***kxkkkk

ca identity kobe 10.1.1.2:/certsrv/mscep/mscep.dll
ca configure kobe ra 1 20 crloptional

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

terminal wdth 80

Crypt ochecksum 2ae252ac69e5218d13d35acdf 1f 30e55

: end

[X]

sv2-11(config)#

Cisco VPN SCI0|HE CISM B

Cisco VPN Cliente} E7H At & & UESZ PCO| ADLE 7t F X[ HH MSElsE ZE E+- E
2tolH & REEIEIE dXIsHoF ZLict

Ct2 EHHl= MS 213 AMoil CHSH Cisco VPN 2EI0|1EE SE5E Ol A& HAIE EoiFLCt
Q& ME Aladdin e-Token ADE 7HE K& Ao X{EELICE

1. HEtRXE Alztst R1E A A m O|X|(0| of|of M= http://ICAServeraddress/certsrv/) 2 2
O|S&fLch.
2. Request a certificate(2/&A LH)E MEI5I 1 Next(CHS)E &|gLICH


http://www.ealaddin.com/

Address | @] hittp:/(209,165.201,21 /certsry/ v BGo tn

Microsoft Certificate Services - kobe

Home

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or
other secure program. Once you acquire a certificate, you wall be able to securely
identify yourself to other people over the web, sign your e-mail messages, encrypt
your e-mall messages, and more depending upon the type of certificate you request.

Select a task:
O Retrnieve the CA certificate or certificate revocation list
®Request a certificate
O Check on a pending certificate

Choose Request Type

Flease select the type of request you would like to make:

O User certificate request:

® Advanced request

| Next =

4. Submit a certificate request to this CA using a form(Z 4|2 AF230{ 0] CAM| 2IE M 24 A|
&) ME{S T Next(CHR)E Z2IELICt




Microzoft Certificate Services -- kobe

Advanced Certificate Requests

You can request a certificate for yourself, ancther user, or a computer using one of the

following methods. Note that the policy of the cerification authority (CA) will determing
the certificates that you can obtain.

® Submit a certificate request to this CA using a form.

O Submit a certificate request using a baseb4 encoded PKCS #10file or a
renewal request using a basetd encoded PKCS #7 file.

O Request a cetificate for a smart card on behalf of another user using the Smart
Card Enrollment Station.

You must have an enrollment agent certificate to submit a request for another user.

| MNext =

5. 12 QM 2 FAo ZE =2 UHHLICLFM EE OUZH 4 B 2l)7H PIX

vpngroup O|£0{ FAIE! CHZ Cisco VPN Z22I0|1E 1 & 0|E1 Ux|st=X| ERISHAAR.
M7of M8 SHHE CSP(Certificate Service Provider)& AEH & L|CH




Microsoft Certhcate Semices - kobe

Advanced Certificate Request

Identifying Information:

Marme: ericetoken
E-Mail:

Company: cisco

Department: 'vpncen

City: ctd
State: nsw
Country/Region: | AU

Intended Purpose:

Client Authentication Certificate

Key Options:

eToken Elase Cryptographic Provider

C5P:

v

Key Usage: O Exchange (O Signature () Both
Key Size: 512 | hT:ch:: [eommaon key sizes: 512 1024

@ Create new key set
[[]Set the container name
O Use existing key set
[L]Enable strong private key protection
[IMark keys as exportable

[JUse local machine stare
You must be an adminstrator to generate

Additional Options:

Hash Algorithm:  SHA-1 hd
Only used to sign request.

[JSave request to a PKCS #10 file

Attributas:

[ Submit > |

6. Potential Scripting Validation 217} EAIE [ MX[E H&5t2{H YesE

M

E
— 1

HefLIcH




Potential Scripting Yiolation

This Web site is reguesting & new certificate on wour behalf. You should allow oty brusted 'Web sites bo request a
! certificate for vou,
Do you want ko request a certificate now?

Yes | i Lu]

eToken

Input eToken pazsword

el oken: ;J

HEMNMENNEEY

Fazzward:

?Lngin_fizu oL eToken to enable usirig;’éreat_i'ngi?'remm;i'hg
your private key.

Less << Q. Cancel

8. 0| 215X dx|E& =&t

Microsoft Cerificate Services -- kobe

Certificate Issued

The certificate you requested was Issued to you.

b1 Install this certificate

9. Potential Scripting Validation 217t EA|E [ MX[E A &5t2{H YesE MEHELICH



Potential Scripting Yiolation

certificates is a seourity risk, The Web site could install certificabes you do not trusk, which could alow programs that

','-, Thiz Web site s adding one of more cestificates to this computer. Allowing an untrusted Web site to update your
- woul o nok trissk bo run on Ehis compuber and gain access ko your data,

Do you want this program ko add the certificates now? Click Yes F you brust this Web site, Othenvise, dick No.

Yes ' M

7tstedT ol & MEBTLICH

TE Do wou want ko A0D the Following certificate to the ook Store?
L

Subject : kobe, vpn, apt-vpn, ckd, nsw, a0

Issuer ! Self Issued

Tirne Malidity @ Monday, 25 August 2003 through Thursday, 25 August 2005
Serial Mumber : 43C2EEZE 43CES6AL 4457F2ZD2 23EDFEDZ

Thumbprint (shal) : 3047CEFE 27036580 CZBD4FaE FES300A0 3A927TE4E
Thumbprint {mdS) : A1EZ3EG1 0555353FA4 6EE4F 157 49ECT74F

Yes Mo

FOl LIEFLET Mx|ofl B #HEX| ZHolgtLict

o2t

11. Certificate Installed(&x|El 215 A)

Microsoft Cerificate Services - kobe

Certificate Installed

our new certificate has been successiully installed.

r
)
ol

12. AOIE 7tE0 M% ME E2{™ eToken Application ViewerE AF&&FL|C}



‘= eToken Properties

¢Token

M .ﬁ.dvanced ﬂ Refresh "’E Help

......

E - Details | Ssttings | Certificates & keyps

Local Maching
% ericetoken [ Delete
& Exchange key <beb2b14a-2935-4476-bfb3-8e22d95. ..
x'-'
| eToken [AKS IF...

Yerzion W3 -
Serial number 11 00 00 0000 00 54 41 81 23
Signature algorthm  RSA_SHATRSA
lzzuier AL, mew, ctd. apt-vpn, vpn, kobe
W alid framm Tussday, 14 Octaber 2003 2-24:58 AM
Walid ta Thurzdap. 14 October 2004 2-34:53 Al
Subject Al nsw, obd, cisco, wpncert, encetaken

_Ken containes heb?hl da-a835 AA7E-hh 322009753019 o

PIX0| H4ZAE3517] @3 2IEME Al

&35 Cisco VPN Ec}0|2d

E 34

CHE B A= PIX Q0] RIBAME ALE
£ 2EoiELCh
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|CF

5t == Cisco VPN 2C}0|¢1IEE 7
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L= O
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# YPH Client - Version 4.0.3 (Rel)

| Connection Entries Skatus Certificates Log Oplions Help

Connect ko to_pix ChHO b Cisco SysTems

Disconnect Chrl4+D '_nJ ﬁlj
-pdify Delete )
Zreate Sharkcut
Modify, .,
Host Transz
Delete
Duplicate

Set as Default Connection Entry

Irnpork. ..
Exit YPMN Client ChelH-O)
[ | i3
| Mot connected, _
2. AZE MF HEE st QB A 25 S X[Hstn ST U2 UBSME MEHELICH X
g SEELCH
—

LConnection Entry: 1tu:u_|:-i:-:

Description; {n:u:nnnec:tin:un b i

Host: |209.165.201.20

Authentication 1Tran3pn:nrt ] Backup Servers 1 Dial-Up ]

" Group Authentication

Marme: |

Paszword: |

Confirm Passwnrd:j

f+ Certificate Authentication

ILEEE | cricetoken [Microzoft]

| Send CA Certificate Chain

Eraze Uszer Pazsword Save Cancel

e

3. PIXo| CHBt Cisco VPN Client 212 & A|%3t24H 25t= Connection Entry(Q12 & 5)



5t Connect(Pid)E 2=/&LCt

"Q.:.nnnect.i-nn.El:ngri-és Status  Certificates Log Options Help

- Chrl4 @ % Cisto SysTEMS
Disconneck Ckrl+D M

-odify Delete

Create Shorkouk

Modify. ..

Host Trans
Delete 209.165.201_20 IPSe
Duplicate

Set as Default Connection Entry
Mew, .,

Import. ..

Exit WPM Client

KN

Mot connected.

eToken AOIE 7= E2I0|H A %]

L

CH2 CEHAO| M= Aladdin eToken AOE 7= EZIO|IHE Mx|sts wedg Hod S|},

1. eToken ZELY #F 3.51 A&| OFHALE HLICt


http://www.ealaddin.com/

i eToken Run Time Environment 3.51 Setup

Welcome to the eToken Run
| eToiie n' Time Environment 3.51
vour kew o esecuney IINStAllAtION Wizard

The Setup WWizard will install eToken Run Time
Environment 3.51 on your computer.

Click Mext to continue ar Cancel to exit the Setup
R I E Wiizard.

[ Meut » ] [ Cancel

2. 2tO|MIA AHoF okztol| S2o|5t 1 Next(CHZ)E S 2!8fLIct




i& eToken Run Time Environment 3.51 Setup

End-User License Agreement T i
Fleaze read the following icenze agreement carefully e 0 e n

“our ey to eSecurity

ALADDIN KNOWLEDGE SYSTEMS LTD.
ETOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE EEAD THIS AGEEEMENT
CAREFULLY BEFORE QPENIMNG THE PACKAGE AMND/OR USING
THE CONTENTS THEREOF AND/ORE BEFORE DOWHNLOADING OR
IMETALLING THE SOFI'WARE PREOGEAM. ALL ORDERS FORE AMND
USE OF THE ETOKEN ENETERFRISE PRODUCTS {including wathout
lirnitation, lihraries, utihities, diskettes, CD ROM, eToken® kevs and the User
Cide) Cheremnafter “Product™) SUPPLIED BY ALADDIN KNMOWLADGE o

{(#) | accept the licenze agreement
{1 do niot accept the license agreement

[ Heszet ] [ < Back " Mest > l [ Cancel

3. Install(&x)E S=|grL|Ct



iE eToken Run Time Environment 3.51 Setup

Ready to Install the Application T ck
Click, Mest to begin inztallation. e O e n

our Key to eSecurity

Please click Next to hegin installation.

[ < Back l[ Mext = J [ Cancel ]

. O|X| eToken AOIE 7IE E2}O|H7F A x|E|R&LICt OFES ZE2I5t04 Ax| OFHAF =

gruict

i
Ok



| i eToken Run Time Environment 3.51 Setup

eToken Run Time Environment

eTOé[(e n 3.51 has been successfully

Tour Fey to eSecurity InSta"Ed-

1 Click the Finizh buttan to exit this installation.

RTE

-

o dMoiM= Hm|aefo|Mo| Moz 2Sst=X| #lst= Ol AF8E =+ e HEE M3

U show BB £3 CIHIZE|H £ oM X[HEI=CEH(SHE 128, 0| ES ArE5tH show H

= 20| EA ANE B = Bl

- show crypto isakmp sa - I|0{2| $4Xl IKE(Internet Key Exchange) 29 9AZ4(SA)2 ZF EA|

gt
SV2-11(confi g) #show crypto isa sa
Tot al 1
Enbryonic : 0
dst src state pendi ng created
209. 165.201.20  209. 165. 201. 19 QM | DLE 0 1

. show crypto ipsec sa - 34K 20 HAZ M AFE5t= ™2 EAIRLICE
SV1-11(confi g) #show crypto ipsec sa
interface: outside
Crypto map tag: nymap, |ocal addr. 209. 165.201. 20
| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (10.0.0.10/255.255.255.255/0/0)
current _peer: 209.165.201. 19: 500
dynam c all ocated peer ip: 10.0.0.10
PERM T, flags={}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 7, #pkts decrypt: 7, #pkts verify 7
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

#send errors 0, #recv errors O

l ocal crypto endpt.: 209.165.201.20, renpte crypto endpt.:
path mu 1500, ipsec overhead 56, media nmtu 1500
current outbound spi: c9a9220e

i nbound esp sas:

spi: 0xa9857984(2844096900)

transform esp-3des esp-md5-hnac |,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec):

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

spi: 0xc9a9220e(3383304718)

transform esp-3des esp-md5- hnac |

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes

replay detection support: Y

out bound ah sas:

out bound pcp sas:

£X sti&

(4607996/ 28746)

(4608000/28748)

209. 165. 201. 19

o| AI|ado|M EXHEHEI0] CHEt XEAIEE LI 2 Troubleshooting the PIX to Pass Data Traffic

on an Established IPSec Tunnel(&%El IPSec E{E0| A TIO|E| EEHE HME S {8t PIX EHEH

22 BZSHAAR.

#Ed HeE

. Cisco Secure PIX Firewall 2 & x

- RFC(Request for Comments)

. IPSec(IP Security Protocol) X|# H|0|X]
. Cisco VPN ZCI0|HE X[ HO|X|

. PIX 500 Series &8}5 x| ¥ 1 O| X

- Technical Support - Cisco Systems
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