A HEQIT 9 B8 UEYT 74| IPSec 2t
B, S 22, NAT QHZE 7143

=it

271
AT 2T ALY
2T M

MNEEEFE 24

2R 7 B
2 3

vl

Ol MZ Au|adolMoMHE IPSec2 AF25104 AHM LIER/3(10.103.1.x)2F 22 UEY3
(98.98.98.x) 72| EEHM'E :.Eirérf B HoJELICH 98.98.98.x HERIE MM FA2

10.103.1.x UEIE= Z& FAE S35 98.98.98x HERA
£ mjorgfLict

NS T AHE

LT AE
Ol EMO|ME IPSec ZE2EZ0] CHSt 7|2XQ1 o|a7F ZELICH IPSecoi CHSF REAM|EH LHE 2
IPSec(IP Security) &5 35t A7HE R ESIAIAIL.

AEElETH A

Ol EMe| HE = Chg 2ZE9 o A stESo{ HHE 7[te = FLct

. Cisco I0S® AT E?|0{ Z2|A 12.3(5)
. Cisco 3640 Router

Ol Mol W= 5 ® 22| ClHto|AE EOiZ A EER&LICH o] EMo A8 El 2 E Clbt
OlAE ’<7|2P5|(7|§) Au|agoldez A EIRELICH B ERITL 5E 2 82, 2E

BHolo| HAHHQ F&FE OI2| SK[stAlZ7| HHEFLICH


//www.cisco.com/warp/customer/105/IPSECpart1.html

E7| 73

EM E7] &0 Cieh REMIEF L

=

ol A4ofl= of BAoIM L

182 Cisco 7|& &l 7| FEI2 HESIAAQ
I5te 752 #8517 e HETH EAIELLIT

I 0| EMoi| ALS El B et FIH HEE oot BHE X3 T F(SEE DA T E
ArSEfLct.
HE<L|3 clojo{1&Y
Ol EMoM= o| Ctolo{aRof| EAIE HIERZ HHEE MEFLIC
SE9898.1 9999992 999595991 9595951 95959852 10103175
3640-2b gatevway 3640-6a
"public™ router "private” router
S8.9898.x 10.103.1.x
public network private network

T4
Ol BMolME CHg 42 A8

. 3640-2b "2 2" B} F
. 3640-6a "ME" 2l 2H

gfLCH.

3640-2b "3&" 2} £

r p- 3640- 2b#show running config
Bui | di ng configuration..

Current configuration:

!

version 12.3

servi ce tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane rp-3640-2b

!

i p subnet-zero

crypto isakmp policy 1

!--- Defines an IKE policy. Use
I--- conmmand in gl oba

!--- Defines the Internet Key Exchange (IKE) policies.

configuration node.

the crypto isakmp policy
| KE policies
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l--- define a set of paraneters !--- that are used
during the | KE phase | negotiation.

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 95.95.95.2

!--- Configures a preshared authentication key, used in
!-—- global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This 1s an acceptable !---
combination of security protocols and algorithms, !---
which has to be matched on the peer router. ! crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to !--- establish the
IPSec security associations (SAs) that protect !--- the
traffic specified by this crypto map entry. set peer
95.95.95.2

I--- Sets the IP address of the remote end. set
transform-set rtpset

!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- This is used to assign an extended access 1list to a

!--- crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto
protection. ! interface Ethernet0/0 ip address

98.98.98.1 255.255.255.0 no ip directed-broadcast !
interface Ethernet0/1

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

no ip route-cache

!--- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use !--- the crypto map
"rtp" for IPSec. ! . . !--- Output suppressed. . . ip
cl assl ess ip route 0.0.0.0 0.0.0.0 99.99.99.1

!--- Default route to the next hop address. no ip http
server ! access-list 115 permit ip 98.98.98.0 0.0.0.255
10.103.1.0 0.0.0.255

!--- This access-1ist option causes all IP traffic !---
that matches the specified conditions to be !---
protected by IPSec using the policy described by !---
the corresponding crypto map command statenments.

access-list 115 deny ip 98.98.98.0 0.0.0.255 any

line con O
transport input none




line aux O
line vty 0 4
| ogi n

!

end

3640-6a " &" ctE

r p- 3640- 6a#show running config
Bui | di ng configuration..

Current configuration

!

version 12.3

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane rp- 3640- 6a
!

!
i p subnet-zero

!--- Defines the IKE policies. ! crypto isakmp policy 1
!--- Defines an IKE policy. !--- Use the crypto isakmp
policy !--- command in gl obal configuration node. |KE
policies !--- define a set of paraneters !--- that are

used during the | KE phase | negotiation

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 99.99.99.2

!--- Configures a preshared authentication key, !---
used in global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This 1is an !--- acceptable
combination of security protocols and algorithms, !---
which has to be matched on the peer router. crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to establish !--- the
IPSec SAs that protect the traffic !--- specified by
this crypto map entry. set peer 99.99.99.2

I--- Sets the IP address of the remote end. set
transform-set rtpset

!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- Used to assign an extended access list to a !---
crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto




protection. . . !--- Output suppressed. . . ! interface
Et hernet3/0 ip address 95.95.95.2 255.255.255.0 no ip
di rect ed- broadcast ip nat outside

!--—- Indicates that the interface is !--- connected to
the outside network. no ip route-cache

! --- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use the !--- crypto map
"rtp" for IPSec. ! interface Ethernet3/2 ip address
10.103. 1. 75 255.255.255.0 no ip directed-broadcast ip
nat inside

!--- Indicates that the interface is connected to !---
the inside network (the network subject to NAT
translation). ! ip mnat pool FE30 95.95.95.10 95.95.95.10
netmask 255.255.255.0

!--- Used to define a pool of IP addresses for !--- NAT.

Use the ip nat pool command in !--- global configuration
node.

ip nat inside source route-map nonat pool FE30 overload

!--- Used to enable NAT of !--- the inside source

address. Use the ip nat inside source !--- commmand in
gl obal configuration node. !--- The 'overload' option
enabl es the router to use one global !--- address for

many | ocal addresses.

ip classless
ip route 0.0.0.0 0.0.0.0 95.95.95.1

!--- Default route to the next hop address. no ip http
server ! access-list 110 deny ip 10.103.1.0 0.0.0.255
98.98.98.0 0.0.0.255

access-list 110 permit ip 10.103.1.0 0.0.0.255 any

!--- Addresses that match this ACL are NATed while !---
they access the Internet. They are not NATed !--- if
they access the 98.98.98.0 network. access-list 115
permit ip 10.103.1.0 0.0.0.255 98.98.98.0 0.0.0.255

!--- This access-1ist option causes all IP traffic that
! --—- matches the specified conditions to be !---
protected by IPSec using the policy described !--- by
the corresponding crypto map command statenments.

access-list 115 deny ip 10.103.1.0 0.0.0.255 any

route-map nonat permit 10

match ip address 110
!

|
line con O




line vty 0 4

!
end
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ol ZHu|zgjo|ME &Qlsted™ =20yl BFRE 10.103.1.752] o[ QIE{H O] A0 M XS E
%t ping BHE AlZ5tod HE2| 212E{2| 0|4 QIE{H0|AZ 98.98.98.1

. ping - 7|2 WEL3 A& TIEst= ol ASELI
r p- 3640- 6a#ping
Protocol [ip]:
Target | P address: 98.98.98.1
Repeat count [5]:
Dat agram si ze [ 100] :
Ti meout in seconds [2]:
Ext ended conmmands [n]: y
Source address or interface: 10.103.1.75
Type of service [0]:
Set DF bit in IP header? [no]:
Validate reply data? [no]
Data pattern [ OXABCD]:
Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 98.98.98.1, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 64/ 64/ 68 s

- show crypto ipsec sa - $31Xl(IPSec) SAVIM AF2 St MHE EAIELICH

- show crypto isakmp sa - Z|012| 24X 2= IKE SAE EAIEFLICH

- show crypto engine—&t = 8t I Tloj| CHer ZAm|Tefold HE | 22 EAIFLICH &H
EXEC 2 =0{ A show crypto engine B A ErLICH.

ME show 3

0| £3i2 5{E etRE oM A E show crypto ipsec sa BE 2| E=4QlL|C}.

r p- 3640- 6a#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 95.95.95.2

protected vrf:
|l ocal ident (addr/nmask/prot/port): (10.103.1.0/255.255.255.0/0/0)
renote ident (addr/nmask/prot/port): (98.98.98.0/255.255.255.0/0/0)
current _peer: 99.99.99.2:500
PERM T, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5
#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14
#pkts conpressed: 0, #pkts deconpressed: 0O
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#pkts not compressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 95.95.95.2, remote crypto endpt.: 99.99.99.2
path mu 1500, nedia ntu 1500
current outbound spi: 75B6D4D7

inbound esp sas:
spi: Ox71E709E8(1910966760)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576308/3300)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:
spi: 0x75B6D4D7(1974916311)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576310/3300)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:
O| B2 1m|oq 7tol|l + 5l IPSec SAE 2o{ELICH A S 8HE HI2 HE {3 98.98.98.01t
10.103.1.0 Zt0f| O|Sst= EEHEofl CH3H 95.95.95.2~99.99.99.2 AtO|0d| £+ FEL|CH CIHIRE &
O RHF2E0|AM 75 El & ESP(Encapsulating Security Payload) SAE & Qlg 4= Ql&LCt.
AH(Authentication Header) SAE AH7} Qi 22 AFEL|X| et &Lt
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- debug crypto ipsec sa - 2Et |9 IPSec &4 2 & Q15) IHI ArSELCt
- debug crypto isakmp sa - 1Et7AH| 2| ISAKMP &

o= T
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