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Version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptinme
service timestanps | og uptine

no service password-encryption

]
host nane noss
!
logging rate-linmt console 10 except errors
enabl e password ww

]
i p subnet-zero
!
no ip finger
!
ip audit notify | og

ip audit po max-events 100
]
crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.1

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
crypto isakmp client configuration address-pool local

RTP-POOL
1

.

crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1

crypto dynamic-map rtp-dynamic 20
set transform-set rtpset
1

crypto map rtp client configuration address initiate
crypto map rtp client configuration address respond
lcrypto map sequence for network to network traffic
crypto map rtp 1 ipsec-isakmp

set peer 99.99.99.1

set transform-set rtpset

match address 115

!--- crypto map sequence for VPN Client network traffic.
crypto map rtp 10 ipsec-isakmp dynamic rtp-dynamic

1
call rsvp-sync
!
interface Ethernet2/0

i p address 172.18.124. 154 255. 255.255.0
ip nat outside

no i p route-cache

no i p nroute-cache

hal f - dupl ex

crypto map rtp

1
interface Serial 2/0
no i p address

shut down

!
interface Ethernet2/1

i p address 10.13.1.19 255. 255.255.0
ip nat inside

hal f - dupl ex

!
ip local pool RTP-POOL 192.168.1.1 192.168.1.254




ip nat pool ETH20 172.18.124.154 172.18.124.154 netmask
255.255.255.0

ip nat inside source route-map nonat pool ETH20 overload
ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.1

ip route 10.1.1.0 255.255.255.0 172.18.124. 158

ip route 99.99.99.0 255.255.255.0 172.18.124. 158

no ip http server

1

!--- Exclude traffic from NAT process. access-list 110
deny ip 10.13.1.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 110 deny ip 10.13.1.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 110 permit ip 10.13.1.0 0.0.0.255 any

!--- Include traffic in encryption process. access-list
115 permit ip 10.13.1.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 115 permit ip 192.168.1.0 0.0.0.255 10.1.1.0
0.0.0.255

route-map nonat permit 10

match ip address 110

1

di al - peer cor custom

1

line con O

transport input none

line aux O

line vty 0 4

| ogin

!

end
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Current configuration : 2059 bytes

!

version 12.1

no service single-slot-rel oad-enabl e
service timestanps debug uptime
service timestanps | og uptine

no service password-encryption

!

host nane carter

!
logging rate-limt console 10 except errors
!
i p subnet-zero
!
no ip finger
!
ip audit notify |og

ip audit po max-events 100
!
crypto isakmp policy 1

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 172.18.124.154

crypto ipsec transform-set rtpset esp-des esp-md5-hmac
1

l--- crypto map sequence for network-to-network traffic.
crypto map rtp 1 ipsec-isakmp

set peer 172.18.124.154

set transform-set rtpset




match address 115
1
call rsvp-sync
1
interface Ethernet0/0

ip address 99.99.99.1 255.255.255.0
ip nat outside

hal f - dupl ex

crypto map rtp

1
interface FastEthernet3/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

dupl ex auto

speed 10

!

ip nat pool ETHO00 99.99.99.1 99.99.99.1 netmask
255.255.255.0

ip nat inside source route-map nonat pool ETHO00 overload
ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.2

no ip http server

1

!--- Exclude traffic from NAT process. access-list 110
deny ip 10.1.1.0 0.0.0.255 10.13.1.0 0.0.0.255
access-list 110 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 110 permit ip 10.1.1.0 0.0.0.255 any

!--- Include traffic in encryption process. access-list
115 permit ip 10.1.1.0 0.0.0.255 10.13.1.0 0.0.0.255
access-list 115 permit ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0.255

route-map nonat permit 10

match ip address 110

1

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogin

!

end
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show BEL2 £3 QI Z2|H & oM X|HE|=H(SSE D2, o] EE ALt show

- debug crypto ipsec - 2EHH| 2| IPSec &2 E Al LICH

- debug crypto isakmp - 17| 2| ISAKMP &&f 2 EA[ELICH
. debug crypto engine - & 3t EE{ZIE E A[ELICH

- clear crypto isakmp - 1EHH| et BHEAEl Hot HAAE X[ LCH
. clear crypto sa - 2Et Aot BHRAEl 2ot HAZAZ X|ZLCH.
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