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10.1.1.2 FaEOI"1

10.2.2.1 FaEOIO {PI}{ NATs t010.99.99.12 )

Device
2513A
— 10.1.1.1 {inside) {uutsme]
10.2.2.x% {IP)
AA(IPX
Netfwmg; T 10.3.3.1 10.99.99.2
(inside) EOM | {outside) EOID
Device Router 3660
25138
103.3.2 L
10.3.3.x% {IP)
CC {IPX)
MNetwork
3 ol MO ASE N IP FAE QE{HM Moz BIRBIE 4 iaLICole AL ol

M AFEE RFC 1918 A QILICY.

LHES{3 Ctolo{a® &1 Arg

. 10.2.2.104 M 10.3.3.1(IPX HIE$|3 BB) At0|2| GRE E{
. 10.1.1.2(10.99.99.12)01| A| 10.99.99.22 & |PSec E{d

74

C|HFO|A 2513A

i px routing 00e0. b064. 20c1l
!
interface EthernetO
ip address 10.2.2.2 255.255.255.0
no i p directed-broadcast
ipx network AA
!
iproute 0.0.0.0 0.0.0.0 10.2.2.1
! -—— Output Suppressed

2621

version 12.4



http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc1918.txt?number=1918

servi ce tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!

host nane 2621

!

i p subnet-zero

!

ip audit notify |og

ip audit po nmax-events 100

i px routing 0030.1977. 8f80

i sdn voice-call-failure 0

cns event-service server

!

crypto isakmp policy 10

hash md5

authentication pre-share
crypto isakmp key ciscol23 address 10.99.99.2

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/1
crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.2

set transform-set myset

match address 101

1
controller T1 1/0

!

i nterface Tunnel 0

ip address 192.168.100.1 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/0

tunnel destination 10.3.3.1

crypto map mymap

nterface FastEthernet0/0

ip address 10.2.2.1 255.255.255.0
no i p directed-broadcast

dupl ex auto

speed auto

ipx network AA

nterface FastEthernet0O/1

ip address 10.1.1.2 255.255.255.0

no ip directed-broadcast

dupl ex auto

speed auto

crypto map mymap

|

ip classless

ip route 10.3.3.0 255.255.255.0 Tunnel O

ip route 10.3.3.1 255.255.255.255 10.1.1.1
ip route 10.99.99.0 255.255.255.0 10.1.1.1

no ip http server
!

access-list 101 permit gre host 10.2.2.1 host 10.3.3.1
!

line con O

transport input none

line aux 0

line vty 0 4
!




no schedul er allocate
end

I -—-- Output Suppressed

PIX

pi xfirewal | # sh run
Saved

PI X Version 7.0

!

host nane pi xfirewal |

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
names

!

interface EthernetO

narei f outsi de

security-level O

i p address 10.99.99.1 255. 255.255.0

!

interface Ethernetl

namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!
gl obal (outside) 1 10.99.99.50-10.99.99.60
nat (inside) 1 0.0.0.0 0.0.0.000

static (inside,outside) 10.99.99.12 10.1.1.2 netmask
255.255.255.255 0 0

access-list 102 permit esp host 10.99.99.12 host
10.99.99.2

access-list 102 permit udp host 10.99.99.12 host
10.99.99.2 eq isakmp

route outside 0.0.0.0 0.0.0.0 10.99.99.2 1
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1

!l -—-- Output Suppressed

3660

version 12.4

service timestanps debug datetine
service timestanps | og uptine

no service password-encryption

!

host nane 3660

!

menory-size i onem 30

i p subnet-zero

no i p domai n-| ookup

!
i px routing 0030.80f 2. 2950
cns event-service server

!
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 10.99.99.12




crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/0
crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.12

set transform-set myset

match address 101

nterface Tunnel 0

ip address 192.168.100.2 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/1
tunnel destination 10.2.2.1
crypto map mymap

nterface FastEthernet0/0

i p address 10.99.99.2 255. 255. 255. 0
no ip directed-broadcast

i p nat outside

dupl ex auto

speed auto

crypto map mymap

nterface FastEthernet0O/1

i p address 10.3.3.1 255.255.255.0

no ip directed-broadcast

i p nat inside

dupl ex auto

speed auto

ipx network CC

!

i p nat pool 3660-nat 10.99.99.70 10.99.99. 80 net mask
255. 255.255.0

ip nat inside source list 1 pool 3660- nat

ip classless

ip route 0.0.0.0 0.0.0.0 Tunnel O

ip route 10.2.2.1 255.255.255.255 10.99.99.1

ip route 10.99.99.12 255. 255. 255. 255 10.99.99.1
no ip http server

!

access-list 1 permt 10.3.3.0 0.0.0.255

access-list 101 permit gre host 10.3.3.1 host 10.2.2.1
!

line con 0O

transport input none
line aux 0
line vty 0 4

l ogin

!
end

I -—-- Output Suppressed

C|HFo|A 2,513B

i px routing 00e0. b063. e811

!

interface EthernetO
ip address 10.3.3.2 255.255.255.0
no i p directed-broadcast

ipx network CC
|

iproute 0.0.0.0 0.0.0.0 10.3.3.1




I -—-- Output Suppressed

CtSS &QlgrL|Ct.

ol dMofM= Hu|aefo|Mo| Mz 2Sst=X| #Hlst= Ol ALY =+ Us SEE M3

U show BHL £3 QIHIZE|H £ oM X[MEI=H(SHE T2EH, 0| ES AHE 5t show &H
HEHo M FE & = UaLICh

. show crypto ipsec sa - 2EHH| 2ot 422 E A& LICEH

. show crypto isakmp sa - 2 & &35t QIZloi| CHE 34AH & 53t MM HAZE S EAIELICEH

. ¢EAX o Z: show interfaces tunnel number - E{' QIE{H|O|A HEE ZE AIELICEH

.showiproute- ZE 1’8 IP B2 E£&= (authentication, authorization, and accounting) &
EORELE 7|s2 ME5to] ExIEl BEE EAIFLICH

. show ipx route - IPX 2t & HIO|22| LIS E AR LICH.

=X =

ol Mol ME Hu|aeiold EXME sidste Ol AASE + U= SEE MSELICH

A &= B

o

|5 show BEL2 £ QIE{ZE[E| & oM X|HE|=O(SSE D) 0| E2 AE5HH show B

= E
EYo| EM ZANE & T A&LCh

o m

B 11: debug BHEE A=™st7| ol ClHT B0l CHEt S HEES HESFAAL.

. debug crypto engine - & 3 3t El EE=IS EAIELICH

. debug crypto ipsec - 2EH7H|2| IPSec 842 EAIELICH

. debug crypto isakmp - 1Et7| 2| ISAKMP(Internet Security Association and Key Management
Protocol) B4 2 E AIELICEH

. #EfX{ o 2 : debug ip routing - RIP(Routing Information Protocol) 2+ &! Ef|0|2 H|0|E 2!
route-cache IO|O|E0i| CHEF HMEE FE AR LICH

- C|HH ipx 2t & {&S | O|HIE} - C|HT ipx 2F & {activity | events} - E}RE{7} ELHT B =
IPX 2t & mZlof CHiEt §E & EAIRLICH

SA(Security Associations) X|<7|

. clear cryptpo ipsec sa - Z E IPSec 20t ¢4 E X|SL|C}.
. clear crypto isakmp - IKE £ ¢t ¢dZ4€ X|SL|Ct.
. {EYX{O 2 clear ipx route * - IPX Et & HIO|E0IM ZE ZBEE A M ELICH

#Ed HeE

- |P Security(IPSec) A& X|¢ H 0| x|
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