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E= Local Security Settings

Mi=] E3
aton Yew || & = | Bm| X FB| @] @3] %43
Tree | Name - | Description | Policy assigned |
;} Security Settings & Client (Respond Only)  Communicate normally (uns... Mo
=& Account Policies &1 secure Server (Requir... For all IP traffic, abways req... Mo
) Lj Local Pobicies E‘j Server (Reguest Secu..

. For all IP traffic, abvavs req...  No

%[0 Public Key Policies
@ IF Security Policies on

N N

|
2. O] oAl #&lofl= F 7He] EE{7F U&LICH Microsoft-Cisco &! Cisco-




to_cisco Properties |

Rules | General I

mpm|  Secunty rules for communicating with other computers

|F Security Rules:

IF Filker Lizt Filker Action Authentication... | Tu
Microzoft-Cieco Permit Preshared Key 17
Cizco-Microsoft Fermnit Freshared Key 17
O <Dynarnic: Drefault Responze Preshared Key M

1 | ]

Add... | Edit... | Remove | WV Use Add \wizard

Cloze I Canzel | Apply

Microsoft
3. Cisco-Microsoft IP Security Rule(Cisco-Microsoft IP 22t 7 %)) MEst O 2 Edit(HENE 2
2/5t04 IP Filter Lists(IP EE| S8)8& EHLt F7HHEE Lt




Authentication Methods

| Tunnel Setting

Edit Rule Properties K |

I Connection Type

IP Filter List | Filter Action
=,
N The zelected [P filker lizt zpecifies which nebwark, traffic will be
secured with thiz rule.
[P Filker Lizts:

M arme D ezcription
{2 Al ICMP Traffic Matches all ICMP packets betw...
{2 Al P Traffic Matches all IP packets from thiz ..
E} Cizco-Microzoft

) Microzoft-Cizco

Add... Edi...

Rermove

OF.

Cancel |

Apply

4.7

%]|9| General(2H) > Advanced(11&) Biol= IKE =3(480& = 28800%)0|
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to_cisco Properties E |

Fule: General |

ey bnchange settngs K]

[~ Maszter key Perfect Fonward Secrecy
Authenticate and generate a new key after eveny:
|4=3|J

rinutes

Authenticate and generate a new key after eveny:

ID sezsion(s]
Praotect identities with thege secunty methods:
Methods. ..

Intemet F.ey Exchange [IKE] for Windows 2000
Jointly developed by Microsoft and Cizco Spstems, [nc.

ak. I Cancel

Ldvanced...

Q. Cancel Apply

5. 7%/ 2] General > Advanced > Methods E{0ll= IKE €% 8} WH(DES), IKE 8§ &/(SHA1) &
Diffie-Helman L& (Low(1))0| & LICt



to_cisco Properties E |

- L
Key Exchange Security Methods EHE3 l
Lt Fratect identities during authentication with these security
methods.
Security Method preference arder:
F icrypion | kegrity Diffie-Hellman ... add...
ES SHA1 Lo [1]
ES SHA1 Lo [1] Edit...
BDES tD5 tedium [2]
ES tD5 Low [1] Remove
fowe up
ll | v Move down
] Cancel
k. Cancel Apply

6. ZI EE{ol= 5712| ®o| A& LICH RIS Y'H(IKE[Internet Key Exchange]& At
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Edit Rule Properties

Authentication bethods

[P Filker Lizt

i E3

Filter &ction

| Tunnel Setting I

Connection Type

The authentication method zpecifies how trust iz established

between the computerz. Offer and accept these

authenticzation methods when negatiating zecurty with

anather computer.

Authentication Method preference order:

i ethiod Detailz Add...
Preshared Key cizcol 23
Edit...
Hemowve
Mowe up
fd e down
ak. Cancel Apply

HE #3



Edit Rule Properties K |

IP Filter List | Filter &ction |
Athentication Methods I Tunnel Setting Connection Type
Ligl ] Thiz rule only applies to netwark: traffic over connections of
the selected type.

i~ Al netwark, connections

% |ocal area network, [LAMN)

i Remote access

aF. Cancel Apply
(LAN): LE| S&




Edit Rule Properties K |
Athentication Methods I Tunnel Setting | Connection Type |
IP Filter Lizt Filker Action
The zelected filker action gpecifies whether thiz rule negotiates
far secure network, traffic, and how it will zecure the tratfic.
Filker Actiors:
M arme Dezcription
(&) IPSec tunnel
) Parmit Permit unzecured IP packets to ..
{2 Request Security [Optional] Aocept: unsecured communicat, ..
{2 Fequire Security Aoocepts unsecured communicat. ..
Add... Edi... I Remowve | |- Uz Add Wizard
aF. | Cancel | Apply
(IPSec): IFilter

Action(BE] /) > IPSec E{'d > Edit(HH &) > Edit(FAZ])& ME45t I Custom(AF2 A} X&)
2|t



Modify Security Method K |
Security Method |

™ High [ESF]

Drata will be encypted, authentic and unmaodified

" Medium [&H]

Crata will be authentic and unmodified, but will not be enciypted

% Custom [for expert uzers)

Settings...

Q. I Cancel Apply

Settings(AH) -
IPSec HEH 2! IPSec &=HE F2/8LICH



i E3

Custom Security Method Settings
Specify the settingz for this custom zecurnity method.

[T Data and address integrity without encrvption [4H] ;

| Ftegrity algarithn;
[~

[MD5
I¥ Data integrity and enciyption [ESP):

[ntegrity algarnthm:
MD5 ~|

E ncryption alganthm:
DES ~|

— Sezzion Key Settings:
[T Generate a new key every
|35nn

W Generate a new key every

zeconds

|1nnnnn Kbutes

OE.

A A U L4 HIE 23 Cisco-Microsoft| A<

ok

3t

+ IP Filter List
B IP Filber list is composed of muliphe fiters, In this way multiple suboets, 1P
addreszes and protocols can be combined mbo one (P Fikes.
[ e |

—
-
I,
MName:
Cizoo-Miciozaft
Dezciphion:
=
=
Fillers: W Uze Add'Wizard
Mmared  Descnpbon Pratoceol | Source Part Destinabon Part Source DNS Mame | Source fAddress Source Ma
e ANY AN AR <& specitic [P Sub.. 19218210 285 265 2¢
|
ok | coael |
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! TP Filter List [ x|

-+ A IF fiber st is composed of multiple filers. In this wey muliiple subnets, IP
E: afdresses and protocoks can be combned into one I fiter,

Hame:

Microzoft-Cisco

Descoption: Add..
-] Edil..
=l Riemove
Fikess I Use tdd Wiz aed
Murored | Description Frokocol Source Post Drestination Poit Source DNS Mame | Sounce Addiess
e AMY AMY AN <4 gpeciic IP Sub... 1032500
1| ﬂ

Eld M™ - &% 3} I|04:Cisco-Microsofte| A<

Edit Rule Properties
2 IP Filter List | Filter Auction ]
Authentication Methods Tunnel Setting l Connection Type ]
= The tunnel endpaint iz the tunneling computer clozest to the
—

IF traffic destination, az zpecified by the azzociated IP Filter
Ligt. It takes two rules bo describe an IPSec Tunnel.

" Thiz mule does nat specify an IPSec tunnel.

" The tunnel endpoint is specified by thiz [P Address:
172 . 18 .124 . 157

QF. Cancel

Microsoft-




Edit Rule Properties K |

IP* Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type

The tunhel endpaint iz the tunneling computer clozest to the
IF traffic destination, as zpecified by the azsociated IP Filter
Ligt. It takes bwo miles to descrbe an IPSec Tunnel.

I

™ This rule does not gpecify an IPSec tunnel.
% The tunnel endpoint is specified by this P Address:
172 .18 .124 . 35

ak. I Cancel Apply
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- VPN 5000 Concentrator
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Cisco 3640 Router

Current configuration : 1840 bytes

!

version 12.1

no service single-slot-reload-enable
service timestamps debug uptime




service timestamps log uptime

no service password-encryption

!

hostname moss

!

logging rate-limit console 10 except errors

!

ip subnet-zero

!

no ip finger

!

ip audit notify log

ip audit po max-events 100

1

crypto isakmp policy 1

!--- The following are IOS defaults so they do not
appear: !--- IKE encryption method encryption des !/---
IKE hashing hash sha !--- Diffie-Hellman group group 1
!-—-- Authentication method authentication pre-share
!-—- IKE lifetime lifetime 28800

!--- encryption peer crypto isakmp key ciscol23 address
172.18.124.157

!

!--- The following is the IOS default so it does not
appear: !--- IPSec lifetime crypto ipsec security-
association lifetime seconds 3600 ! !--- IPSec
transforms crypto ipsec transform-set rtpset esp-des
esp-md5-hmac

!

crypto map rtp 1 ipsec-isakmp

! --- Encryption peer set peer 172.18.124.157

set transform-set rtpset

!--- Source/Destination networks defined match address
115

!

call rsvp-sync

1

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

ip nat inside

half-duplex

!

interface Ethernet0/1

ip address 172.18.124.35 255.255.255.240

ip nat outside

half-duplex

crypto map rtp

1

ip nat pool INTERNET 172.18.124.35 172.18.124.35 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.36

no ip http server

1

access-1list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-1list 101 permit ip 192.168.1.0 0.0.0.255 any
!--- Source/Destination networks defined access-1list 115
permit ip 192.168.1.0 0.0.0.255 10.32.50.0 0.0.0.255
access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101
1




line con 0

transport input none
line 65 94

line aux 0

line vty 0 4

1

end

PIX 4

PIX

PIX Version 5.2(1)

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!-—- Source/Destination networks defined access-1list 115
permit ip 192.168.1.0 255.255.255.0 10.32.50.0
255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

logging on

no logging timestamp

no logging standby

no logging console

no logging monitor

no logging buffered

no logging trap

no logging history

logging facility 20

logging queue 512

interface ethernet0 auto

interface ethernetl 10baset

mtu outside 1500

mtu inside 1500

ip address outside 172.18.124.35 255.255.255.240
ip address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

!--- Except Source/Destination from Network Address
Translation (NAT): nat (inside) 0 access-list 115
route outside 0.0.0.0 0.0.0.0 172.18.124.36 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00




sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
no snmp-server location
no snmp-server contact
snmp-server community public
no snmp-server enable traps
floodguard enable
sysopt connection permit-ipsec
no sysopt route dnat
!--- IPSec transforms crypto ipsec transform-set myset
esp-des esp-md5-hmac
!--- IPSec lifetime crypto ipsec security-association
lifetime seconds 3600
crypto map rtpmap 10 ipsec-isakmp
!--- Source/Destination networks crypto map rtpmap 10
match address 115
!--- Encryption peer crypto map rtpmap 10 set peer
172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap interface outside
isakmp enable outside
!--- Encryption peer isakmp key ******** address
172.18.124.157 netmask 255.255.255.240
isakmp identity address
!--- Authentication method isakmp policy 10
authentication pre-share
!-—-- IKE encryption method isakmp policy 10 encryption
des
!-—-- IKE hashing isakmp policy 10 hash sha
!--- Diffie-Hellman group isakmp policy 10 group 1
!-—- IKE lifetime isakmp policy 10 lifetime 28800
telnet timeout 5
ssh timeout 5
terminal width 80
Cryptochecksum:c237edl11307abea7b530bbd0c2b2ec08
end

VPN 3000 Concentrator 744

Lo 2k VPN Concentratorg T435t2{™ of2Holl ZAIE HlF SM L o7& AP ELICH

. IKE M|etE F7t5+2{™ Configuration(T+43) > System(A|A &) > Tunneling Protocols(El'& &
ZZ2E &) > IPSec > IKE Proposals(IKE X|2+) > Add a proposal(A| 2t &7 MHEHFHLICE

Proposal Name = DES-SHA

!-—- Authentication method Authentication Mode = Preshared Keys !--- IKE hashing
Authentication Algorithm = SHA/HMAC-160 !--- IKE encryption method Encryption Algorithm =
DES-56 !--- Diffie-Hellman group Diffie Hellman Group = Group 1 (768-bits) Lifetime
Measurement = Time Date Lifetime = 10000 /--- IKE lifetime Time Lifetime = 28800

LAN-to-LAN E{'=2 %4 2|52474 Configuration(Tt4d) > System(A|AE]) > Tunneling
Protocols(EI'€ 3 T2 E &) > IPSec LAN-to-LAN= ME{ErL|C}.

Name = to_2000

Interface = Ethernet 2 (Public) 172.18.124.35/28

!-—— Encryption peer Peer = 172.18.124.157 !--- Authentication method Digital Certs = none
(Use Pre-shared Keys) Pre-shared key = ciscol23 !--- IPSec transforms Authentication =
ESP/MD5/HMAC-128 Encryption = DES-56 !--- Use the IKE proposal IKE Proposal = DES-SHA
Autodiscovery = off !--- Source network defined Local Network Network List = Use IP
Address/Wildcard-mask below IP Address 192.168.1.0 Wildcard Mask = 0.0.0.255 /---
Destination network defined Remote Network Network List = Use IP Address/Wildcard-mask below
IP Address 10.32.50.0 Wildcard Mask 0.0.0.255



SA Name = L2L-to_2000
Inheritance = From Rule
IPSec Parameters

!--- IPSec transforms Authentication Algorithm = ESP/MD5/HMAC-128 Encryption Algorithm
DES-56 Encapsulation Mode = Tunnel PFS = Disabled Lifetime Measurement = Time Data Lifetime

= 10000 !--- IPSec lifetime Time Lifetime = 3600 Ike Parameters !/--- Encryption peer IKE
Peer = 172.18.124.157 Negotiation Mode = Main !--- Authentication method Digital Certificate
= None (Use Preshared Keys) !--- Use the IKE proposal IKE Proposal DES-SHA

VPN 5000 Concentrator T 4J

VPN 5000 Concentrator

[ IP Ethernet 1:0 ]

Mode = Routed

SubnetMask = 255.255.255.240
IPAddress = 172.18.124.35

[ General ]
IPSecGateway = 172.18.124.36
DeviceName = "cisco"

EthernetAddress = 00:00:a5:£0:c8:00
DeviceType = VPN 5002/8 Concentrator
ConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from Console

[ IP Ethernet 0:0 ]

Mode = Routed

SubnetMask = 255.255.255.0
IPAddress = 192.168.1.1

[ Tunnel Partner VPN 1 ]

!--- Encryption peer Partner = 172.18.124.157 !---
IPSec lifetime KeyLifeSecs = 3600 BindTo = "ethernet
1:0" !--- Authentication method SharedKey = "ciscol23"
KeyManage = Auto !--- IPSec transforms Transform =
esp (md5,des) Mode = Main !--- Destination network
defined Peer = "10.32.50.0/24" !--- Source network
defined LocalAccess = "192.168.1.0/24" [ IP Static ]
10.32.50.0 255.255.255.0 VPN 1 1 [ IP VPN 1 ] Mode =
Routed Numbered = Off [ IKE Policy ] !--- IKE hashing,

Configuration size is 1088 out of 65500 bytes.

encryption, Diffie-Hellman group Protection = SHA_DES_GI1l

Cte& &QlIBtL|Ct.
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2ot HAAE = 35t2{™ Configuration(T4) > Policy Management(&2] # 2|) > Traffic
Management(E.2{Z| & 2l) > Security Associations(=2 2t 24Z) > Modify(=3)&8 MEHELICt,



show EE2 £33 2IEZ2|E E oM X|E=EC(EEE nZ4oh. 0| E2 M5 show B

= &0 BA ZTHE B = UaLch

11 debug BHEE A=-SHT| ol ClHT B0l CHEt S HEES HESFAAL.

Cisco 3640 Router
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- debug crypto engine - & &3} & St= ¢ =3t ATlof cit ClHO HIAIRIE EAIE
L|Ct.

- debug crypto isakmp - IKE O|HIE O] CHEt HIA|X|E EAIFLICH

. debug crypto ipsec - IPSec O|HEE I A|EfLIC}.

. show crypto isakmp sa - IL|0{2| $4Xl IKE SA(Security Association)& 25 ZE A& LIC}.

. show crypto ipsec sa - 34K 20 A M AFE5t= ™S EAIRLICE

. clear crypto isakmp - (ZAIZ|Z280|M ZEO0M) 2ZE M IKE ¢1Z2E X|ZLICH

. clear crypto sa - (Z1I|2g|0|M 2 E0AM) 2 E IPSec £9F A2 ArAl|ghLICt.

- debug crypto ipsec - 2Et7H| 2| IPSec B &2 E AIEFLICEH

- debug crypto isakmp - 1Et74| 2| ISAKMP(Internet Security Association and Key Management
Protocol) &4 2 EA[ELICEH

- debug crypto engine - & & 3tE ECiES

- show crypto ipsec sa - 2EH7H| 20t 1AE

. show crypto isakmp sa - 1EH7| 20t A4S E AIFLICH.

. clear crypto isakmp - (Z1Z|28|0|41 2 = 0{ M) IKE(Internet Key Exchange) £+ 21732 x|
L|C}.

. clear crypto ipsec sa - (Z1I|184/0|M 2 =0i|A) IPSec E o 24722 X|SL|CH.

H > >

Iio

VPN 3000 Concentrator

. - Configuration(Z1Z| 22/ 0| M) > System(A|AH]) > Events(O|HIE) > Classes(Z24) >
Modify(Severity to Log=1-13, Severity to Console=1-3)2 &435}04 VPN 300 Concentrator |
HIE AlEELICH IKE, IKEDBG, IKEDECODE, IPSEC, IPSECDBG, IPSECDECODE

. - O|HIE 23 &= Monitoring(2 LIE{2)) > Event Log(OIHE 21)E MEN5t0{ X|R7{L} A&
= A&t

. - LAN-to-LAN E{'2 E2HZ!2 Monitoring > SessionsOlA ZLIE{&E = QU&LICH

. - E{'"d2 Administration(& 2l) > Administer Sessions(Z 2| Al4d) > LAN-to-LAN sessions(LAN-
to-LAN A|M) > Actions(Z+2]) - Logout(210F2)0| M X2 & U&Lict.

VPN 5000 Concentrator

- vpn trace dump all - A[ZF, VPN 1% I|o{9| &lA| IP £, AFRIET| A-ME MEl, 2FIF
Mot AT EQ|o{ ZEQ| REI YU QI HEE ZF5tod 2ZE UXISt= VPN 0] Ciet HEE

FE AIELICE.

- show vpn statistics - Users, Partners(At& X, TtEL]) L Total(efA|)oll CHEt CHE HEE EA
SLICH (228 2o B2 Zt & &R0 CHer Mol ZAIELICH) T & - 3 g
AZQILICH Negot - 34XH 244 @4, High Water - OFX|2F ZHE & 0|F Z|CH SA| &8 A4 ¢


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

2 LICt. Running Total - OFX|2} {2 E 0|F H3 8t & 4 LTt Tunnel Starts(E{'d A|%f
) - ' AIEF =ILICE Tunnel OK(E'E & Ql) - 27/ 7t Qi B S LICH BHHE 2F - 2LF 7+
Ae EHE =Lt

. show vpn statistics verbose - ISAKMP &4 &7 & ] i 2 & A4 SHE E AR LICH

2 HE

. Cisco VPN 5000 Series Concentrator 0 SE+ &
- IPSec HIE®|T Eot 74

COIEH 7| Mt HOt T2 EF T4
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