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version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname dude

!
memory-size iomem 15

ip subnet-zero

!

ip audit notify log

ip audit po max-events 100

| /-—-- TIKE policies. crypto isakmp policy 1
encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key ciscol23 address 200.1.1.2
|/-—-- IPsec policies. crypto ipsec transform-set to_vpn
esp-3des esp-md5-hmac

crypto map to_vpn 10 ipsec-isakmp

set peer 200.1.1.2

set transform-set to_vpn

!--- Traffic to encrypt. match address 101

1

interface Ethernet0/0

ip address 203.20.20.2 255.255.255.0

ip nat outside

half-duplex

crypto map to_vpn

1

interface Ethernet0/1

ip address 172.16.1.1 255.255.255.0

ip nat inside

half-duplex

!

ip nat pool mypool 203.20.20.3 203.20.20.3 netmask
255.255.255.0

ip nat inside source route-map nonat pool mypool
overload

ip http server
no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 203.20.20.1

ip route 172.16.20.0 255.255.255.0 172.16.1.2
ip route 172.16.30.0 255.255.255.0 172.16.1.2

| l-—-- Traffic to encrypt. access-list 101 permit ip
172.16.1.0 0.0.0.255 192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255
access-list 101 permit ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255
access-list 101 permit ip 172.16.20.0 0.0.0.255




192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 101 permit ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

!--- Traffic to except from the NAT process. access-list
110 deny ip 172.16.1.0 0.0.0.255 192.168.10.0
0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.1.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.20.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.40.0 0.0.0.255

access-list 110 deny ip 172.16.30.0 0.0.0.255
192.168.50.0 0.0.0.255

access-list 110 permit ip 172.16.1.0 0.0.0.255 any
!

route-map nonat permit 10

match ip address 110

!

line con 0

line aux 0

line vty 0 4
1

end
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Administration(Z 2]) > System Reboot(A|A R X5 2)> Schedule reboot(RHF 2! o|2f) > Reboot
with Factory/Default Configuration(3&/7|2 ZiI|az|o|Me 2 [EE)E M 3|' 1 VPN
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. Configuration > Interfaces > 2-public > Select IP Filter > 1. Private(7|24}).
- Administration(& 2l) > Access Rights(iM|& TEt) > Access Control List(MA XMoo S 8) >

Add Manager Workstation(# 2Ix} {3 AH|0|M F7hH2

Zesto] o/ BRI IP FAE &

LI,
Q[0 A VPN Concentratorg 2|5t x| k= B 0| Y2 ERstx| ef&LICH
1. GUIE EAIEt & QIE{H|0|AE CHA| 2 2I5tE{™ Configuration > InterfacesE =43} LIC}H

Configuration | Interfaces

Thiz section lets you configure the WFH 3000 C

I the table below, of mthe pochare, select and

chck the mterface wou want to conbgurs

romcentrator's networls interfaces and power supphies

| IP Address |suhnetmask| MAC Address  Default Gateway

o Power Supplies

Interfare Status
Ethermiet 1 (Privats) P [192.168.10.1 [255.255.255.0 |00.0%.40.88.00. 7D
Ethemet 2 (Public) TP [2001.1.2  [255.255.255.0([00.03.40.88.00.7E [200.1.1.1
Ethernet 3 (Extemal] [Mot Configured [0.0.0.0 lnnoo
DINS Serveris) DS Server Mot Conbipured
DNE Domain Mame

2. Configuration > System > IP Routing > Default Gateways& 41t

Gateway 2! IPsec& Tunnel Defaul

Bylo| AES =& F/dEfLICH

#3504 Default(Internet)
Z2to|Y! HER3 ol CHE A

(=)

t(LH5) Gateway for IPsec

Confipure the defmlt pateways for your swstem

Default Gateway 200111

Metric | |
Tunnel Defanlt

[192 168.10.2|

Gat
Ovemide Default S
Gateway
Apphy Cancel !

Enter the IF address of the defaudt gateswray or router. Enter 00000 for ne

defanlt router
Erter the metnic, from 1 to 16

Enter the TP address of the default gateway or router for innels. Enfer 0000
ft 1o defilt router
Check to allow learned default gatesrays to overnde the configured default

EAteway.

3. Configuration(ZI|1240|A) > Policy Management(&2 #2]) > Network Lists(LIEQ3 S5
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List Name [vpr_local_subnet

Idedily a confipured Detwork List. Chek on Generate Local List o penerate a neteark Hst based on routmg entnes on the
Frivate mi=rface.

Mame of the Memrorle Last vou are adding. The name must be

UL gue.

» Enter the Metworles and Wildcard masks uzing the

1592.168.10.0/0.0.0,255
192.168.40.0/0.0.0,255
1592 .168.50.0/0.0.0,255

Network List

Kl

Apphy | Cancel | Generata Local List

| s The Wildcard mazk may be omitted if the natural
L2

follvwrng farmat nhn i (e g
1010000000255 2550,

« Mote: Enter a wildcand mask, which is the reverse of
a submet mask. A wildcard mask has 1z mn bt posihons
todgnore, (s in kit posiions to match, For example,
10101000 0.0 255 =all 10.10.1 mm addrezses.

# Each Metworle and Wilde ard mask par must be entered
on a smgle ne.

Wildcard mask 12 to be used

List Name |[router_subnet

bioddy a confipured Metwork List Chek on Generate Local List to generate a neteeork list based on routing entries on the
Frovate mterface

172.16.1.0/0.0.0.255
172.16.20.0/0.0.0.255
172.16.30.0/0.0.0.255

Wetwork List

<]

Apphy | Cancel | Gienarate Local List

|

ol

IMame of the Metwork List you are addmg The name must be
unicjLe,

» Enter the Metworles and Wildoard masles namg the
follewnne Format o n LR (8 8.
10.10000000.0.255.255).

« INote: Enter a wildeard mask, which iz the reverse of
a suhnet mask. A wildeard mask has 13 in bit pogrticns
to gnere, Oz m ket postons to match For example,
1010105000235 =al 10.10. 1.onn addresses.

» Each Metworde and Wildcard mask pair must be entered
on a smgle fine,

o The Wildcard mask may be omitted o the naharal
Wildeard mask 15 to be used.
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Configuration | Policy Management | Traffic Management | Network Lists

Thiz section lets you add, modify, copy, and delete Network Lists.

Chck Add to create a Network List, or select a Network List and click Modify, Copy, or Delete.

Network List Actions

WM Client Local LAN (Defaulf)
wpn_local_subnet
router_subnet

Add
Modify

Copy
Deleta

5. Configuration(Z4X| 12} 0|4d) > System(A|A®) Tunneling Protocols(E{'dd Z2E&) >
IPSec LAN-to-LANZ2 41E45t T LAN-to-LAN E{dE Ho|gFL|ct

Ldd a new IPSec LAN-to-LAI connechon.

Enahle ¥

MName |I:n_rnutar
Interface |Ethemat 2 (Public) (200.11.2) =|

Connection Type I Brdireciional _":'I

203.20.20.2 |
Peers
=
Digital
CertiﬁratEIND"E (Lze Freshared Kﬂysjj

Certificate © Entre cerbficate chamn
Transmission & Tdensty certificate only

Preshared Eey |ciscol23
Authentication | ESEAMDEHMAC-12E =]

Encryption I 3DES-168 'I

TKE Proposal | IKE-3DES-4405 =l

Check to enzble thas LAD-to-LAW comnechon
Enter the name for thos LAt -to-LAT commechon.

Select the interface for thiz LA -to-LAMN connection

Choose the type of LA -to-LAN comnection An Cviginade-
Oy commechion may have multple peers speciisd below.

Enter the remote peer [P addresses for this LAN -to-LAT
connection. Crigimate-Omdy connection may specify up to ten
peer 1P addresses. BEnter one IF address per ne.

Select the digital certificats to use.

Choose how to send the digital certficate to the TE peer.

Enter the preshared key for this LA -to-LAN comnection
Specily the packet authenticabon mechamsm to uge.
Specify the enctyphon mechansm to uze.

Select the TEE Proposal to use for this LA -to-TATT

connschon.




Choose the Alter to apply to the traffc that 1= tunnel=d through
Filter |-Mane— - : .
J H this TAM -te-LAN confiection

Checle to let MAT-T compatble IPSec peers estabhsh thus

TPSec MAT-T T LAN-to-LAL connecton through a AT device, ¥eou mnst
alzo enable IPZec over FAT-T under MAT Transparency.
Bandwidth Policy im Choosge the bandwudth policy to apply to thes LTATT-to-LAT
CORTeCtor
R onting { Hons £| Choose the routmg mechansm to use Parameters below are

imored if Metwork Autodiscovery is chosen.

Local MNetworle If 2 TAN-to-LAT MJAT rul= 15 used, this 15 the Translated Mletwor address.

:I Specifi the local netwetls address st o the IP address and
wildcard mask for this LAN-te-LAN connechon

Metwork List |»pn_local_subnet

IP Address i Note: Enter a widdeand mask, which is the reverse of a
subnet mask. & wildcard mask haz 1z in bit postions o
Wildeard Mask ] iEete, O m bt poshions to match. For example,

1010100 0.0 255 =all 10.10. 1.nmn addresses.

Remote Metworke IFa LA -to-LAD MAT rule 15 used, thus 15 the Bemote Hetworls address,

Specdy the remote network address bst or the [F address and
wildcard mask for this TAM-te-LAN connection

] L T

IP Address | Tote: Enter a wildcarnd mask, which is the reverse of a
subnet mask, A wildoard mask has 1= in bat posibions o
Wildcard Mask 1 ignore, (s in bit postions to match. For example,

10010 1080000255 = all 10.10. 1 oom addresses.
[ Add ]| cancel |

6. Apply(X{&)E Z 2|6t LAN-to-LAN Eid A I|agjo|Me| Az Risez MME|E o
I|agolMat &7 of Zol EAIELCH
Save HI‘!I’:IiEIid

An TPSec LAN-t0-LAM connechon has been successfully configured. The following have been added to your configuration

i
[

Authenbicaton ¥erver [ntemal
Group 203 20202
Security Association L21: to_reuter

LZL: to_router Ot

Filter Rule
TReT TeS 1 27 b _router In

Modfirng any of these dems will affect the LA -to-LAT configuration The Growop iz the zarme as vour LA to-LAT peer
The Security Association ard Filter Bules zll start wath "L21:" to mecheate that they Borm a LA -te-LAN conbipuration

ok |
O[Zod| 28438t LAN-to-LAN IPsec Oi7f #4=== Configuration(T4d) > System(A|AH]) >
Tunneling Protocols(E{'d 3 T2 E Z) > IPSec LAN-to-LANMIAM E7{Lt =& = Ql&Lct




ower LAR-to-LATT, go to LATT-to-LATT ITAT Fules

Pletwaork Lists prior to creamng the connection

(T mebicates a dizabled LAM-to-LAI connection

LAMN-to-LAN
Connection

Trds zection lets vou confisre TP Sec LAT-to-LAM connections. LA -to-LAN comnections are established with other VFH
000 Concentrators, PO Grewalls, 7100000 sepes rowters and other [FSec-complant secury gateways, To configire a
WEPRT 3002 or other remote access connechion, go to Tser MManspement and configure a Group and Teer. To configure AT

[ you want to define a sel of nebworks on the local or remote ade of the LAN-to-LAN connechon, confpure the necessary

(Chek the Add butten to add 2 LAY -to-LAN connection, or select a commechon and chek Modify or Delete.

Save Needed E

Actions

bo_rouker (203.20.20.2) on Ethernet 2 [(Publiz]

Modify

Delata

il

7. Configuration(Z4I|22f|0| M) > System(A|AE]) Tunneling Protocols(E{'d & Z2E&) >
IPSec > IKE Proposals(IKE A|¢H)& 41E45t0{ &4 IKE Aot & IgrLICt

Add, delete, priorize, and confizure IEE Froposals,

zelect an Inactive Proposal and chek Activate to make & Active, or chck Modify, Copy or Delete as appropnate
Select an Active Froposal and click Dheactivate to make # Inactive, or click WMowve Up or Mowve Dioswn to change its

Cheke Add or Copy 1o add a new Inactive Proposal [EE Proposals are used by Secunty Sssocahons to specily IKE

oronmy.
paramebers.
Active
Proposals Artions
CiscovPRClent-30E S4405 :
IKE-3DES-MDS ccactveta |
IKE-3DES-MDS-DH1 I
IKE-DES-MOS o » |
IKE-3DES-MD5-DH? Movelp |
IKE-3DES-MD5-RSA
CiscavPNClient 3DE S-MD5-DHS Move Down |
CiscovPHClientAEST FE-5HA
IKE-AES128-5HA Add |
Madiy |
oy I
Delete |

Inactive
Proposals

IKE-3DES-EHADSA
IKE-3DES-MO5-RSA-0HT
IKE-DES-MD50HT?
CiscoYFHCent=30ES44 D5-FS5A
CiscowFRChent-30DES-SHADSA,
CiscoVFRHClient-30E S-44 D5-F5A-DHS
CiscoVFRHClient-3DES-SHADSADHS
CiscovFRClentAE 52 56-5HA,
IKE-AESZER-5HA

8. Configuration(Z4I| 12| 0|A) > Policy Management(Z2 #2|) > Traffic Management(E %

#2l) > Security Associations(®2 2t ¢Z)E MEi5l0 E ot
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Configuration | Pol

Eroposals to negonate IEE parameters.

gement | Security Assaciations

Thiz section lets yeu add, confipure, medify, and delete IP3ec Secunty Azsocialions (SA5), Securty Associations use JEE

Click Add to add an 54, or select an 54 and click Modify or Delete.

IPSec SAsx Actions
ESF-1DES-+4D5
ESF-1DES-+4D5-0HS
ESF-1DES-+4D5-0H?
ESF-IDES-MOME Add
ESF-AEST20-5HA 3
ESE-DES-MOS _ Moy |
ESP-LITR-TRANSPORT P
ESPAKE-IDES-MDS LDk |
L ta_rouber
9. Hot A 0|F 2 228t OIS =2 F2|5to{ 2ot A S =elgct
84 Name |L2L: fo_routar Fpecity the name of thos Security Associaton (340
Inheritance |Fn:|m Biule '] Felect the pramulsnity of this 3.4
IPSec Parameters
Auﬂl;lnhcstﬁ;l: | ESFMDEHMAL-T28 j Select the packet authentication alponthm to use
Forl
Algj I,n]'m | IDE=-164 'I Select the ESF encryphon alzorithm to use.
Em:apsuili;t:n |"'unne| *l Select the Encapsulation Mode for thus S4.
De
LU !;T:crer:: | Diseblad | Select the wee of Perfect Forward Secrecy.
M I']fEh:: |"'|r'ne 'PI Select the Ifetime measurement of the TPSec keys
B LUe LT
Data Lifetime |10000 Specify the data Ifetme in kilobytes (KE)
Time Lifetime |EE|SI:II:I Specily the trme Metine n seconds.
IEE Parameters
Connection Type Eidrectional The Comechon Type and [EE Peers cannot be modified on
IEE Peers 207 20202 TPSec SA that iz part of 8 LA -to-LAN Connection
MNegotiation Mode | tl i 'I Select the IEE Mepgotiation mode to use
Digital Certificate |N|:|ne (Jse Preshared Keys) :_] Felect the Dugtal Cerhficate to use.
& r\' IE I - : . . . .
Cpm'f-lt?m E_L n:erhli.r.al:t L Choose how to send the digtal certificate to the [EE peer
Transmission & Tdentity cersficate cnly
IEE Proposal | [¥E-3DES-MDG j Select the IEE Froposal to use as THE mhator.
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Sot=X| Eelst= ol AEE + Ues HEE MS

Output Interpreter E?(%%E.J DA SHE)(OIT)E §7E show B2 X|HELICEH OITE AHE St

01 show B £20| EME FLIC|.

. show crypto ipsec sa - 1A 292t ¢1ZAN|M AL 3l =

- show crypto isakmp sa - L|0{2| T4Ai 2E QIE{! 7| mE Hot (dAS E A[FLICY.

. show crypto engine connection active(2 238 ¢TI HAZ & EA)-ZE F
HR &M 55 MM AEE EAIRLICEH

|OS Command Lookup Tool(SEEl 1 Z{0HE Al
&LCt.

otod £ FHol| CHEr REAEH LHE

VPN Concentrator0f| A

2212 7424™ Configuration > System > Events > Classes > Modify® ME{gfL|C}. CI S
& = JU&Lct

. IKE
. IKEDBG
. IKEDECODE
. IPSEC
. IPSECDBG
. IPSECDECODE
7188 MZE =1-13

2&0f ot A E =1-3

Monitoring(2L|E{&) > Event Log(O|HE 21)E MEi5to{ O|HE 2O E ZAMEFL|C}.

X 3=

ot E{0f| M
debug BHEE AT 57| Mol C[HHT B0l Cist 5 HEE R ZTSHAAIL.
debug crypto englne S5tE EEfEHE EAELC

24 - B'dE AIEE =+ glgL]ct,

27 HAIX|

20932 10/26/2007 14:37:45.430 SEV=3 AUTH/5 RPT=1863 10.19.187.229
Authentication rejected: Reason = Simultaneous logins exceeded for user
handle = 623, user = 10.19.187.229,
specified>

oy —

&#5M

server = (none), domain = <not

2=
o= =

QU lof| Cht

A

SMHE A
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Yste SAl 2101 £8 FASHALL o A THSH S Al 2191 52 AR3EIH 0] SUS o=

Configuration(7+4d) > User Management(AF& X} £ 2]) > Groups(IL""‘) > Modify 10.19.187.229 >
General(& g} > Simultaneouts Logins(S Al 2122 o|53stod 2101 & 52 #HZASLICH

PFS
IPsec &4+0i| A PFS(Perfect Forward Secrecy)= 2t

Ct. 5 B 1|00l A PFSE & /935t = HIE M3t
LAN(L2L) IPsec E{'20| A™E[X| 2L &LICt

M =3t 7|7 o™ 7|9 2H&d0| =5 EL
LICH 2% X| 22 2t E{0f| LAN-to-

F
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g 92 [ IPsecOll A PFSE 275t = & xIYsl2H & 55t ¥ An|J2o|M
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set pfs [groupl | group2]
no set pfs

set pfs 0| A2
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odl:

Router (config) #crypto map map 10 ipsec-isakmp
Router (config-crypto-map) #set pfs group2

set pfs BZ0f| CHEE REAMIEH LI 2 Cisco 10S Security Command ReferenceE #ZE5H4AI2.
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