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nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password OnTr BUGLTpOednkr encrypted

passwd 2KFQhbNI dI . 2KYQU encr ypt ed

host nane goss-d3- pi x515b

domai n-nane rtp.ci sco.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!

!-—- Access list to avoid Network Address Translation
(NAT) !--- on the IPSec packets. access-list 101 permit
ip 10.1.1.0 255.255.255.0 10.1.2.0 255.255.255.0

pager lines 24

interface ethernet0 auto

interface ethernetl auto

nt u outsi de 1500

ntu inside 1500

!

!--- IP addresses on the interfaces ip address outside
172.18.124. 216 255.255.255.0 ip address inside 10.1.1.1
255.255.255.0 ip audit info action alarmip audit attack
action alarm ip local pool ippool 10.1.2.1-10.1.2.254
no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

!

!--- Binding ACL 101 to the NAT statement to avoid NAT
!--- on the IPSec packets. nat (inside) 0 access-list
101

!

!--- Default route to the Internet. route outside
0.0.0.0 0.0.0.0 172.18.124.1 1 timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h323 0:05:00 sip 0:30:00 sip_nedia 0:02: 00
timeout uauth 0:05:00 absol ute aaa-server TACACS+
protocol tacacs+ aaa-server RADI US protocol radius http
server enable http 1.2.3.5 255.255. 255. 255 inside no
snnmp-server |ocation no snnmp-server contact snnp-server
conmuni ty public no snnmp-server enable traps fl oodguard
enable ! !--- The sysopt conmand avoi ds conduit !--- on
the I PSec encrypted traffic.

sysopt connection permit-ipsec
no sysopt route dnat
1
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outside

vpngroup
vpngroup
vpngroup
vpngroup
vpngroup
vpngroup

term na

end

[ K]

isakmp policy 10
isakmp policy 10
isakmp policy 10
isakmp policy 10

l--- IPSec group

vpn3000
vpn3000
vpn3000
vpn3000
vpn3000
vpn3000

!--- Phase 2 encryption type crypto ipsec transform-set
myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap

!--- Binding the IPSec engine on the outside interface.
crypto map mymap interface outside

! --- Enabling Internet Security Association and !--- Key
Management Protocol (ISAKMP) key exchange. isakmp enable

isakmp identity address

!--—- ISAKMP policy for VPN Client running 3.x or 4.x
code. isakmp policy 10 authentication pre-share

encryption des
hash md5

group 2
lifetime 86400

configuration for either
address-pool ippool
dns-server 10.1.1.2
wins-server 10.1.1.2
default-domain cisco.com
idle-time 1800

password *hkkkkkkx

!--- To allow simultaneous access to the
network and to the Internet. vpngroup vpn3000 split-
tunnel 101

telnet tineout 5
ssh timeout 5

wi dth 80
Crypt ochecksum 94da63f cObb8cel67407b3ea21c6642c

VPN Client.
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# VPN Client - Version 4.0.1 {(Rel) | -10] x|

Connection Entries Status Certificates Log Options Help
Ciseo SysTems

=3-N A L

Canrect [ Irnpiost b iy
Connection E nties I Certifcates I Log I
| Connection Erty | Host | Transpon
172.18.124.216 IPSec/UDP

pixb.0

a| | H
| A4

Nt connected,
2. M 4730 CHEr = HEE Q248 LICH Connection Entry(9122 &5) ZE0o|M &850 0|E2
K|HELICHHost ZE0f PIX2| 38 QIE{H0|A 9| IP FAE /248 LIC} Authentication(@1F)
-2 HELchoie™ ME S 28

B2 MEYEH O} 08 L HILHE(E0I2 Is) T H)E UALICH
# ¥PM Client | Create New ¥PN Connection Enktr X|

Connection Entry: | pixe.0

Description:

Host: 17212124 216
E ................................... | Tranﬂpl:lrt Bal:kup Ser"‘llers | Dial-up I

f* Group Authentication

Mame: wpn 3000

BT

Password:

HEHEEEE

Canfirm Password:

™ Certificate Suthentication
=

M ame: I
[T Send Ch Certificate Chair

Save I Cancel

Eraze User Pazsword |

L|C}

3. Connect(Ydd)E 2 2!5t04 PIX0|| AZAE LICt



| =101 x|

Connection Entries Status Certificates Log Options Help

Efﬁ f@@ E@ ﬁ Ciseo SrsTems

Caonrect R Irmpiost bl life Dizlete ;
Connection E nties I Certifcates I Log I
| Connection Erty [ Host | Transpon
pix6.0 172.18.124.216 IPSec/UDP

a| | H

Not cornected, v

Cts& &QlIRrL|Ct.

A+&stod Zm|aefo|Mo| Mz 2Sst=X] &l

o| Al

=

g
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Output Interpreter T(SEE T B ) (OIT)E S show BHE X|HELICE OITE AL
01 show E&E £2i0| EME FLICH

- show crypto isakmp sa - I|0{0{ A 34X} IKE(Internet Key Exchange) £9F 91ZA(SA)E 25 &
L[C.
- show crypto ipsec sa - $1&ll SAOIM AL St MHE FELCh.

= -
=X -
ol Mol M= ZulasolM EXE HHE 4 AUsLic

27 sizd 2z

11 debug BB E AL 5t7| Tol| ClH B0l CiEt 52 HE S HESAAL.

- debug crypto ipsec - 2EHH| 2] IPSec 342 & QIS E Ol AFSELICH
- debug crypto isakmp - 1E-7| 2] ISAKMP £ 42 & Ql5t= of| AL ELICH
- debug crypto engine - &f 3t El ECHEE EAIELICE

ClHI =3 ME

C}= & Cisco VPN 3.0.x Cliento| M MM E SHE Cla MElL|ct.

goss- d3- pi x515b#debug crypto isakmp
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goss- d3- pi x515b#debug crypto ipsec
goss- d3- pi x515b#debug crypto engine
goss- d3- pi x515b#show debug

debug crypto ipsec 1

debug crypto isaknmp 1

debug crypto engi ne

debug fover status

t x Of
rx Of
open Of
cabl e Of
t xdnmp Of
rxdnp Of
ifc O f
rxip Of
txip Of
get Of
put Of
verify Of
switch Of
fail O f
fmsg Of

goss- d3- pi x515b# goss-d3- pi x515b#

crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.

QAK_AG exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 agai nst

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are not acceptable. Next

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are not acceptable. Next

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: aut h pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are not acceptable. Next

| SAKMP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are not acceptable. Next

| SAKMP: encrypti on DES- CBC
| SAKMP: hash SHA
| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

payload is 3
| SAKMP (0): Checking | SAKMP transform 2 agai nst

payload is 3
| SAKMP (0): Checking | SAKVMP transform 3 agai nst

payload is 3
| SAKMP (0): Checking | SAKMP transform 4 agai nst

payload is 3
| SAKMP (0): Checking | SAKMP transform 5 agai nst
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| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

| SAKMP (0): atts are not acceptable. Next payload is 3

I SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: ext ended auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 7 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 O0x9b

I SAKMP (0): atts are not acceptable. Next payload is 3
I SAKMP (0): Checking | SAKMP transform 8 against priority 10 policy

| SAKMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 Ox9b

ISAKMP (0): atts are acceptable. Next payload is 0
| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. message ID =0

| SAKMP (0): processing |ID payload. nessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renpote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP: Created a peer node for 172.18.124.96

| SAKMP (0): | D payl oad
next - payl oad : 10

type 1
pr ot ocol : 17
port : 500
I ength : 8

| SAKMP (0): Total payload length: 12
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID =0
I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, message ID =10

| SAKMP (0): processing notify | N Tl AL_CONTACT
| PSEC(key_engi ne): got a queue event...
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared

with 172.18.124.96

| SAKMP (0): SA has been authenti cated
return status is | KMP_NO ERROR



crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
| SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payl oad
from172.18.124.96. nmessage ID =0
| SAKMP:  Config payl oad CFG_REQUEST
I SAKMP (0: 0): checking request:

| SAKMP: attribute | PA_ADDRESS (1)
| SAKMP: attribute | PA_NETMASK (2)
| SAKMP: attribute | P4_DNS (3)

| SAKMP: attribute | P4_NBNS (4)

| SAKMP: attribute ADDRESS_EXPI RY (5)
Unsupported Attr: 5
| SAKMP: attribute APPLI CATI ON_VERSI ON (7)
Unsupported Attr: 7
| SAKMP: attribute UNKNOWN (28672)
Unsupported Attr: 28672
| SAKMP: attribute UNKNOWN (28673)
Unsupported Attr: 28673
| SAKMP: attribute UNKNOWN (28674)
| SAKMP: attribute UNKNOWN (28676)
| SAKMP: attribute UNKNOWN (28679)
Unsupported Attr: 28679
| SAKMP (0:0): responding to peer config from 172.18. 124. 96.
ID = 525416177
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
QAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QM | DLE
| SAKMP (0): processing SA payl oad. nessage | D = 805890102

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3,
hmac_al g 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O
I SAKMP (0): skipping next ANDed proposal (1)
| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC SHA

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3,
hmac_al g 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP (0): skipping next ANDed proposal (2)
| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_3DES

| SAKMVP: attributes in transform

| SAKMVP: aut henticator is HVAC MD5
| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds



| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3,
hmac_al g 1) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 4

| SAKMP: transform 1, ESP_3DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC SHA

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 3,
hmac_al g 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 5

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable.
| SAKMP (0): bad SPI size of 2 octets!
| SAKMP : Checking | PSec proposal 6

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC SHA

| SAKMP: encaps is 1

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal (prot 3, trans 2,
hmac_al g 2) not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP (0): skipping next ANDed proposal (6)
| SAKMP : Checking | PSec proposal 7

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SA life type in seconds

| SAKMP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

ISAKMP (0): atts are acceptable.
| PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. msg.) dest= 172.18.124.216, src= 172.18.124. 96,
dest _proxy= 172.18. 124. 216/ 255. 255. 255. 255/ 0/ 0 (type=1),
src_proxy= 10. 1. 2. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

I SAKMP (0): processi ng NONCE payl oad. nmessage | D = 805890102

| SAKMP (0): processing | D payl oad. nessage | D = 805890102
| SAKMP (0): ID_IPV4A_ADDR src 10.1.2.1 prot O port O

| SAKMP (0): processing | D payl oad. nessage | D = 805890102
| SAKMP (0): 1D | PV4A_ADDR dst 172.18.124.216 prot O port O
| PSEC(key_engi ne): got a queue event...



| PSEC(spi _response): getting spi 0x13b00d31(330304817) for SA
from 172.18.124.96 to 172.18.124.216 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 935083707

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
| SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
QAK_QM exchange
oakl ey_process_qui ck_node:
OAK_QM AUTH_AWAI Tmap_al l oc_entry: allocating entry 1
map_al l oc_entry: allocating entry 2
| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.96 to 172.18.124.216
(proxy 10.1.2.1 to 172.18.124.216)
has spi 330304817 and conn_id 1 and flags 4
lifetine of 2147483 seconds
out bound SA from 172.18.124.216 to 172.18. 124. 96
(proxy 172.18.124.216 to 10.1.2.1)
has spi 2130279708 and conn_id 2 and flags 4

lifetinme of 2147483 secondsl PSEC(key_engi ne): got a queue event...

IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.216, src= 172.18.124. 96,
dest _proxy= 172.18.124.216/0.0.0.0/0/0 (type=1),
src_proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = 0x13b00d31(330304817), conn_id= 1, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.216, dest= 172.18.124. 96,
src_proxy= 172.18.124.216/0.0.0.0/0/0 (type=1),
dest _proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = Ox7ef 97d1c(2130279708), conn_id= 2, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM AUTH_AWAI Tmap_al l oc_entry: allocating entry 3

map_al loc_entry: allocating entry 4

ISARMP (0): Creating IPSec SAs
i nbound SA from 172.18.124.96 to 172.18.124.216
(proxy 10.1.2.1 to 0.0.0.0)
has spi 4139858833 and conn_id 3 and flags 4
lifetine of 2147483 seconds
out bound SA from 172.18.124.216 to 172.18.124. 96 (
pr oxy 0.0.0.0 to 10.1.2.1)
has spi 1487433401 and conn_id 4 and flags 4
lifetine of 2147483 seconds
| PSEC(key_engi ne): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.216, src= 172.18.124. 96,
dest _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),



src_proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = Oxf 61 PSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.216, dest= 172.18.124. 96,
src_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
dest _proxy= 10.1.2.1/0.0.0.0/0/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
l'i fedur= 2147483s and Okb,
spi = 0x58a86eb9(1487433401), conn_id= 4, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 172.18.124.96, dest 172.18.124.216
I SAKMP (0): processing NOTIFY payl oad 36136 protocol 1
spi 0, nmessage ID = 1617869510
| SAMKP (0): received DPD_ R U THERE from peer 172.18.124. 96
I SAKMP (0): sending NOTI FY message 36137 protocol 1
return status is | KMP_NO ERR NO TRANS
goss- d3- pi x515b#
goss- d3- pi x515b#
goss- d3- pi x515b#no debug crypto isakmp
goss- d3- pi x515b#no debug crypto ipsec
goss- d3- pi x515b#no debug crypto engine
goss- d3- pi x515b#

#ed HE

. IPSec X|¥ HO|X]
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