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interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane sv2-5

fixup protocol dns maxi num|ength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

nanes

!-—- Access-list defined for nat 0. access-list 101
permit ip 192.168.10.0 255.255.255.0 172.16.1.0
255.255.255.0

!--—- Access-1ist applied on the outside interface.
access-list 102 permit tcp any host 209.168.201.9 eq www
access-list 102 permit icmp any any

pager lines 24

| oggi ng on

| oggi ng buffered debuggi ng

ntu outside 1500

nmu inside 1500

i p address outside 209.168.201. 70 255. 255. 255.0

i p address inside 192.168.10.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

!--- Set up the mode-config pool. ip local pool test
172.16.1.1-172.16.1.255

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

!--- Do not do Network Address Translation (NAT) for the
VPN Client pool. nat (inside) 0 access-list 101

nat (inside) 1 0.0.0.0 0.0.0.000

!--- Also allow *unencrypted* communication if desired.
static (inside,outside) 209.168.201.9 192.168.10.9
netmask 255.255.255.255 0 0

access-group 102 in interface outside

route outside 0.0.0.0 0.0.0.0 209.168.201.1 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact




snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

!--- These are IPSec parameters. crypto ipsec transform-
set myset esp-des esp-md5-hmac

crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap interface outside

!--- These are IKE parameters. isakmp enable outside
isakmp key ******** address 0.0.0.0 netmask 0.0.0.0
isakmp identity address

isakmp client configuration address-pool local test
outside

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tineout 5

ssh timeout 5

consol e tineout O

vpdn usernane cisco password ********* gtgre-| oca
terminal wdth 80

Crypt ochecksum 4f 21dc73759f f a€29935430132e662ef

: end

VPN &2to|HE o]

Net wor k Security policy:
1- TACconn
M/ ldentity

Connection security: Secure
Remote Party Identity and addressing
I D Type: | P subnet
192.168.10.0
255. 255.255.0
Port all Protocol al

Connect using secure tunne
ID Type: |P address
209. 201. 168. 70

Pre-shared Key=ci scol1234

Aut henti cation (Phase 1)
Proposal 1
Aut henti cati on nethod: pre-shared key
Encryp Al g: DES
Hash Al g: M5
SA life: Unspecified
Key Goup: DH 1

Key exchange (Phase 2)
Proposal 1
Encapsul ati on ESP
Encrypt Al g: DES
Hash Al g: M5
Encap: tunne
SA life: Unspecified
no AH




2- Ot her Connections
Connecti on security: Non-secure
Local Network Interface
Name: Any
| P Addr: Any
Port: All
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- debug crypto ipsec sa - 2EHAH|2| IPSec 42 E AIEFLICH.
. debug crypto isakmp - 1Et 74| 2| ISAKMP(Internet Security Association and Key Management
Protocol) &4 2 E AIELICEH
CHS ClHO &3 & &

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229,
dest: 209. 168. 201. 70 spt: 500 dpt: 500

OQAK_MM exchange

| SAKMP (0): processing SA payload. nessage ID = 0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP: encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication
using id type |1 D | PV4_ADDR

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229,

dest: 209. 168. 201. 70 spt: 500 dpt: 500

OQAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad
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| SAKMP (0): received xauth v6 vendor id

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229,

dest: 209. 168. 201. 70 spt: 500 dpt: 500

QAK_MM exchange

| SAKMP (0): processing |ID payload. nessage ID = 0

| SAKMP (0): processing HASH payl oad. nmessage ID =0

I SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, message ID =10

| SAKMP (0): processing notify | N Tl AL_CONTACTI PSEC( key_engi ne):
got a queue event...

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 209. 168. 202. 229

ISAKMP (0): SA has been authenticated

!--- Phase 1 is complete. | SAKMP (0): 1D payl oad next-payload : 8 type : 1 protocol : 17 port
500 length : 8 | SAKMP (0): Total payload length: 12 return status is | KMP_NO ERROR | SAKMP (0):
sendi ng phase 1 RESPONDER LI FETI ME notify | SAKMP (0): sending NOTIFY nessage 24576 protocol 1
VPN Peer: | SAKMP: Added new peer: ip:209.168.202.229/500 Total VPN Peers:1 VPN Peer: | SAKMP:
Peer ip:209.168.202.229/500 Ref cnt incremented to:1 Total VPN Peers:1

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229, dest: 209. 168. 201. 70 spt: 500 dpt: 500 CAK_QM
exchange ISAKMP (0:0): Need config/address

!--- Mode configuration. | SAKMP (0:0): initiating peer config to 209.168.202.229. ID =
2521514930 (0x964b43b2) return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229, dest: 209. 168. 201. 70 spt: 500 dpt: 500

| SAKMP_TRANSACTI ON exchange | SAKMP (0: 0): processing transaction payl oad from 209. 168. 202. 229.
nmessage | D = 16133588 | SAKMP: Config payl oad CFG ACK | SAKMP (0: 0): peer accepted the address!
return status is | KMP_NO ERROR crypto_i saknp_process_bl ock: src: 209. 168. 202. 229,

dest: 209. 168. 201. 70 spt: 500 dpt: 500 QAK_QM exchange oakl ey_process_qui ck_node: QAK QM | DLE

| SAKMP (0): processing SA payl oad. nessage | D = 1524017329 | SAKMP : Checking | PSec proposal 1
| SAKMP: transform 1, ESP_DES | SAKMP: attributes in transform |SAKMP: authenticator is HVAC MD5
| SAKMP: encaps is 1 !--- Phase 2 starts. ISAKMP (0): atts are
acceptable.IPSEC(validate_proposal_request):

proposal part #1,

(key eng. nsg.) dest= 209.168.201. 70, src= 209. 168. 202. 229,

dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 172.16. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 1524017329

| SAKMP (0): processing | D payl oad. nessage | D = 1524017329

| SAKMP (0): ID_IPV4A_ADDR src 172.16.1.1 prot O port O

| SAKMP (0): processing | D payl oad. nessage | D = 1524017329

| SAKMP (0): 1D | Pv4_ADDR SUBNET dst 192.168. 10. 0/ 255. 255. 255. 0 prot O port
0l PSEC(key_engi ne): got a queue event...

| PSEC(spi _response): getting spi 0x9f068383(2668004227) for SA

from 209. 168. 202. 229 to 209. 168.201.70 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src: 209. 168. 202. 229,
dest: 209. 168. 201. 70 spt: 500 dpt: 500

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QML AUTH_AWAI T

!-—- Phase 2 complete IPSec SAs are created. ISAKMP (0): Creating IPSec SAs
i nbound SA from 209. 168. 202. 229 to 209. 168. 201. 70
(proxy 172.16.1.1 to 192.168. 10. 0)

has spi 2668004227 and conn_id 2 and flags 4

out bound SA from 209. 168. 201. 70 to 209. 168. 202. 229



(proxy 192.168.10.0 to 172.16.1.1)

has spi 3326135849 and conn_id 1 and flags 41 PSEC

(key_engine): got a queue event...

IPSEC(initialize_sas): ,

(key eng. nsg.) dest= 209.168.201. 70, src= 209.168. 202. 229,

dest _proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

src_proxy= 172.16.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0x9f 068383(2668004227), conn_id= 2, keysize= 0, flags= 0x4
I PSEC(initialize_sas): ,

(key eng. nmsg.) src= 209.168.201. 70, dest= 209.168. 202. 229,
src_proxy= 192. 168. 10. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 172.16.1.1/0.0.0.0/0/0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,

|'i fedur= 0s and Okb,

spi = 0xc640ce29(3326135849), conn_id= 1, keysize= 0, flags= 0x4

VPN Peer: |PSEC. Peer ip:209.168.202.229/500 Ref cnt
incremented to:2 Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:209.168.202.229/500 Ref cnt
incremented to:3 Total VPN Peers:1

return status is | KMP_NO ERROR
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