5K 42 Hot oj7liHs el A2 olst B
2 EHERFEN AMZ2ElE EEM A3 EE

O] EM0AM & m|oq C|HFO|A ZHof|l SA(Security Associations)7t & 7|3+l K| s*
B0l IPsec =Xl & atLtoll CHaH ABEEFLICH et & 53t C|HHO|A = 1|0
SAZ ECjEE & E5tELCt

N T AN

T AE

ol EMoil cHet &7 @0 gi& Lt

AEElE FHE 24

—_

O] EXM 2l HE £ Cisco IOS® Release 15.1(4)M40i M &= El E1|/\E = 7|H9te 2 FLch A3 EE
X 72 O[T Cisco 10S A ZE Q|0 HTMUMT 2SaHofF gfLCH F oHES!2 25 Cisco 10S
Release 12.4(22)T O|&0i M x| E|= EEM(Embedded Event Manager) 7 3.02 A& 5t7| HE
L(ct.ae{u o= HAEEX| 2t &LCH.

Ol EMel HE= EY & 32| Cluto|aE ECHzE R EEIR{&LICE Ol Mol AL8El 2 & Cfbt
Ola= Z=7I3HEl(7|2) ZI|adolMez AI"*EI%QL—IEL?HXH HERF7 58 2 82, 2E
X

s |
jFo{e| Al Jd&g 2 ol2| SX|stAl7| HHEfLict
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S|

mZl2 o2 HIAIX|7} syslogdll 22|04 |01 A AFA||E LT

*Mar 12 18:22:10.706: %CRYPTO 4- RECVD_PKT_I NV_SPI: decaps: rec'd | PSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0
Z2E SPI(E O Oi7H B4 QleAyof CHet REMIBH LHE 2 IPSec %RECVD_PKT_INV_SPI 2F &
JéI-E =| SP| 231 E xl-_7|<_0|.AIA|o o| —'?'—A-|O-||A-|'— 7|-%-Ix-lo§ 027|. I:lI-AHol.'— A|L|-E|9_§ E 4%_{_}_

El5tE ol s AHSIH, Ol ER{E#El0| o3t C|o|E{& £75t7| oA &Lt

O] 8ol ExMle MHAXQRI VPN 2| sl 21 Z x| et&LICH 22X UM A CIHIE 7HKME £+ AUE
LICHZZ2E spI2 QI8 ZHdxol E{d Z3o| EX|E sl dstedH E‘dﬂ £ &t 5715l K|
ofe dheig =0oIsHok gFL|Ch Ol A UM Al7|E o|FsleE W2 2715622 EEM A3 EJ}
szl |ct

AN =

'é"r‘ﬁ'

0| syslog HIAIX|7F EE|7HE[Z| Tof o{E Lol Wdst=X]| o= 70| ELSFEZ Bt E0|M =2
HECHOE A& d¥stn Z29M Epfulo] JdES FX| &t == syslog A‘II:HE HM&ELIcho A
A

ASZIEOA LI} ZASHEIH syslog HIAIX|7H E2IE § MAEID R85 %| 948 + U
LICF.0l 210| Whlxieh 4 AlxjollA] Al + 2l ClHiz! 282 fan ZaL

debug crypto condition peer ipv4d <peer IP address> debug crypto isaknp debug crypto ipsec debug
crypto engine

EEM A3 BIEE OhE F 7HK| &g E oot = &§ A E[R&LICH

. 5 1 syslog HIAIX|7} HMHE & 18%F S0t =R E|H =A17|o| C|IHOE BLICHMHE C|
H-IIL/E:LOI ol 2t |4 EFO|HE -5l o & &= &LICt

2. SAl0| CIHOE H|E 355t SNMP ERE I|0{2 &5 5 5104 1I[0] C|HO|A0| A C
HIE HIE&stErLct.

SNMP 7Z1I|28 0]

SNMP(Simple Network Management Protocol) 42 CtS1} Zr&L|Ch

Recei ver:

snnp-server enabl e traps event-nanager
snnp-server host 11.1.1.3 public event-nanager
snnp- server nanager

Sender :


/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-ipsec-spi-errors-technologies-tech-note-00.html

snnp-server enabl e traps event-manager
snnp- server host 213.163.222.7 public event-nanager
snnp- server manager

ZS A3 EE

AR A g ARto CiEt A3 B EE Chgat 2 &L

Recei ver:

!--- To test if this output gets logged to the file called "hub" sh ip int bri | tee /append

di skO: hub.txt conf t ! event manager applet conmand_hub event syslog pattern "CRYPTO 4-

RECVD PKT_INV_SPI . *srcaddr=11.1.1. 3" action 1 cli command "enabl e" action 2 syslog nsg
"command_hub is running ..." priority informational action 3 cli conmmand "show crypto sockets
append di skO: hub.txt" action 4 cli command "show crypto isa sa | append diskO: hub.txt" action 5
cli conmand "show crypto i psec sa detail | append di skO: hub.txt" action 6 cli command "show
drmvpn detail | append diskO: hub.txt" action 7 wait 18 action 8 cli command "undebug all" action
8.1 snnp-trap intdatal 2323232 strdata "" action 9 syslog priority informational nsg "DONE ON
HUB" ! end

Sender :

event nmanager appl et spoke_app
event snnp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9

oi d-val "2323232" op eq src-ip-address 213.163.222.7 naxrun 35
action 1.0 syslog nsg "Received trap fromHub..."

action 2.0 cli command "enabl e"
action 3.0 cli comrand "undebug al I "
action 4.0 syslog nsg "DONE ON SPCKE'
!

end

EEMAIEE 23

EEM A3 2 E 21 HAIX| SE2 CtsT Z4&LiC.

Recei ver:

*Mar 12 18:22:10.706: %CRYPTO 4- RECVD _PKT_I NV_SPI: decaps: rec'd | PSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0

*Mar 12 18:22:10.727: %A EM 6-LOG comrand_hub: command_hub is running ...

hub#

*Mar 12 18:22:30.026: %A EM 6- LOG conmand_hub: DONE ON HUB

Sender :

spoke#
*Mar 12 18:22:30.542: %A EM 6-LOG spoke_app: Received trap from Hub. ..
*Mar 12 18:22:30.889: %A EM 6-LOG spoke_app: DONE ON SPCKE



&l

EXM 7t A=A = K] & elst2{H show debug BH

Recei ver:

hub# show debug

Sender :

spoke# show debug

2 HE
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