oI

2ol AlLIE|27F U= 02 AIO|E oM S st
VPNO|| CH3l &= IP 7+

HH7=I My
HE<2/3 Cclojo{234

Branch-1 7t43
Branch-2 Tt43
DC-2IE Zim|azo|M

vSmart 5354

Yol ZX| AlLtE|R

Branch-1 EZHZ! S & 2l ALIE|

Branch-2 EE{Z 5 & Qlbt A[L}Z|2

Almf AILIZ|S
Branch-1 &/TH A|LI2[2
Branch-2 AlTH A|LIE[2
El:gg =Ho |5k | EI:-

25 s

)|
O 2XM0lA= SD-WAN 2HHEi[0]2] 02{ AtO|Eo|AM S et VPNOI| 4 S7H0| S E|= AlLIE]
QE HEFELICH ME HESIZ, YEVTol =X AlLtE|29o| EiE S5, ZHm|asolMd X &els

Hoi ELCh.
AE QT AE

T AN



Ol EMe| HE = Chg ~ZEQ o A stESo{ HEE 7[gte=z FLICH

« SD-WAN Controller {7 20.6.3

Cisco IOS® XE(ZAEEZ{ 2E0i|A A=) 17.6.3a
« 3AE C|HO|A(CSR1000V) 17.3.3

Exo dEE &Y B #E2| C|Hto|AE ECHz X ITR&LICH Ol EMo AFEE ZE ClHf
|IZ2Bilolde 2 AFERELICH HA HEXHA 5SS 82 @ ZE
2l S X|stAlZ| HHEFLICH

"N
M
VI
=

—
Heo| BAIAIQl WEE O

HiE HE
047[0lM G AI2 O] ZIAtO] AFREl 20 S/ E 2 = USLICH
« HOt Qe HO|ES 0| - SIG

- JhY Bt A ZE - VRF

« 7t A - VPN

« &Y QlE{L! HMA -DIA

- HERZ F& HE - NAT

- HE|ZZEZ 80| 22[F - MPLS

» Service Side Network Address Translation - SS-NAT
- OlO|H ME{-DC

« QH{ZO| B2 Z2EZE - OMP

¢« CIHU Z2EEZ - IP

MH|A = NAT: AH|A = NATO|| CHSF REMIEH LI 2 Cisco EAME B ESHAAIL.

HE<3 Cclolo{13Y

0|I

Y 1. 0| EEZX|0IME ZF 23li%| Bl RE{Q| MH|A VPN 100 S AEIE|E= CIHIO|AON &
2 |P 192.168.10.0/240| A4 E|0] RI& L|C}.

Ol Ex EZZ X|of= MPLS 2! QIE|YH M4 S S5 SD-WAN 2E{EH0]0of (1A= 1719

DC(DCOl= MPLS & B UX|BH AKX AL 2|20 M= 042 HE 0| UE = UZ)2k 271o] EEHX|
LIxI7F QU&LIcH 2 f|xlof MH[A VPN 100| M4 E|0 & LICH EX|0|= Zscaleroll 7 &
SIG EHE(7|2 & Hied)0o| U&LICH DIA= S CHA IP7t ZscalerE R &It & TG ELICH E2H
%ol QIE{A &3 Trof7} wAE B RE ECEE MPLS M& 2 S35l DCE T™&5Hok gLct

eBGPE= A{H|A VPN 100{A Zscaler 2tE{7t DC Zoi = HEHE FHELICH DC EHREE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#service-side-nat

gko} OMPE RHHHZ E|L|C}.

Zscaler ZFRE{0IM 7|2 A=

N AT 0] Al AILIEIQ0] 1T E T8 |p FAL MEA RFC57370IA 7IK4S LICH

Branch-2 —

192.168.10.10 — =
i ven 10 [ M A \172.20.1.20 <' MPLS > DC-RTR

192.168.10.1 — % system-IP
172.31.31.23 Zgcaler-RTR

Host-BR-2 198.51.100.2 Sk -
172.20.1.30 \’ VEN 10 \’ .
: ke R BGP R

172.20.1.10 (l,

- %) @
VPN 10 198.51.100.1 ) Internet ,
i ZSCaler

Host-BR-1
Branch-1

DIA/Local Internet Breakout

=% SIG Primary/Backup
Tunnel to Zscaler

A

« MH|A & VPN 1004 A Branch-1 2! Branch-20i| CHal SE %= IP TAE 28|},
o U0l A|LFE| 204 M MPLS & QIE{H! & 0| 78 8L 42 VPN 102| EBfZI2 SIG H

22 Sl S=ollok ELICt

« EMIPOHY MF Ao A2 EBlEIR2 SIG BH{'dE 2 3|5t04 DIAZ S35l S&3H{of ghLct.
- OIE{4l 213 FoHel B VPN 100iAM 2 E/QIE{L HIQIE EEfZl0| DCE

ot
A=
=FM
QLT MEE 5F5t7| fI8 SD-WAN 7|52l MH|A & NAT & DIA with Data H20| AFE & LIC}.
« MH|A & NATE ME CHE NAT E IP FAZ ZF 3R] 21 RE o A E LI
- EZ{Z/0| SD-WAN 2HE (0|2 TS E M QEU &3 Mo B2, A4 IPE FEEINAT E

ol IP =AE NATELICE.
- DC EIRE0l= @Azl MEulof CHst AFE NAT FA7F EA|ELICE

Y £1: VPN 100 SIG E{dE S8 Uit ECi=E S EAl5tE{H g— IP 192.0.2.1000]| AF2 E|
g3 1 L P 7

= = |
1 54 FMX|ol= DIAE &3l 192.0.2.10| AASELICH 3 Zx|agjolMd2 Zm|Te ol
MM Lot A& LTt

74



Branch-1 T+ 4d

Branch-1 2t2E{ Z4I|2d|o|Me ctSat Z4 &L ch

vrf definition 10
rd 1:10
1
address-family ipv4
route-target export 1:10
route-target import 1:10
exit-address-family
1
interface GigabitEthernet?2
description "Internet TLOC"
ip address 198.51.100.1 255.255.255.0
ip nat outside
1
interface GigabitEthernet3
description "MPLS TLOC"
ip address 172.20.1.10 255.255.255.0
1
interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10
ip address 192.168.10.1 255.255.255.0
1
interface Tunnel2
ip unnumbered GigabitEthernet?2
tunnel source GigabitEthernet2
tunnel mode sdwan
1
interface Tunnel3
ip unnumbered GigabitEthernet3
tunnel source GigabitEthernet3
tunnel mode sdwan
1
interface Tunnel100512
ip address 10.10.1.1 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.1
tunnel vrf multiplexing
1
interface Tunnel100513
ip address 10.10.1.5 255.255.255.252
tunnel source GigabitEthernet2
tunnel destination 203.0.113.2
tunnel vrf multiplexing
1
ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat pool natpooll 172.16.2.1 172.16.2.2 prefix-Tength 30
ip nat inside source 1list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
ip nat route vrf 10 192.0.2.1 255.255.255.255 global
1
198.51.100.100
172.20.1.100

ip route

ip route
!



Branch-2 744

Branch-2 2t2E{ Z4I|1d|o|Me ctSat Z4 &L ch

vrf definition 10

rd 1:10

1

address-family ipv4

route-target export 1:10

route-target import 1:10
exit-address-family

1

address-family 1ipv6
exit-address-family

1

interface GigabitEthernet?2
description "Internet TLOC"

ip address 198.51.100.2 255.255.255.0
ip nat outside

1

!

interface GigabitEthernet3
description "MPLS TLOC"

ip address 172.20.1.20 255.255.255.0
1

interface GigabitEthernet4
description "Service Side VPN 10"

vrf forwarding 10

ip address 192.168.10.1 255.255.255.0
1

interface Tunnel2

ip unnumbered GigabitEthernet?2

tunnel source GigabitEthernet2

tunnel mode sdwan

1

interface Tunnel3

ip unnumbered GigabitEthernet3

tunnel source GigabitEthernet3

tunnel mode sdwan

1

interface Tunnel100512

ip address 10.10.2.1 255.255.255.252
tunnel source GigabitEthernet2

tunnel destination 203.0.113.1

tunnel vrf multiplexing

1

interface Tunnel100513

ip address 10.10.2.5 255.255.255.252
tunnel source GigabitEthernet2

tunnel destination 203.0.113.2

tunnel vrf multiplexing

1

|

ip sdwan route vrf 10 0.0.0.0/0 tunnel active Tunnel1100512 backup Tunnel1100513
ip nat route vrf 10 192.0.2.1 255.255.255.255 global
ip nat pool natpooll 172.16.2.9 172.16.2.10 prefix-Tength 30
ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload

ip nat inside source 1list global-Tlist pool natpooll vrf 10 match-in-vrf overload
!



198.51.100.100
172.20.1.100

ip route

ip route
|

0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

DC-2t? & Zm|2ei ol

DC 2t & Hu|aefo|M2 ot Z&LCh

vrf definition 10

rd 1:10

!

address-family ipv4

route-target export 10:10
route-target import 10:10
exit-address-family

!

interface Tunnel2

ip unnumbered GigabitEthernet2
tunnel source GigabitEthernet2
tunnel mode sdwan

|

interface GigabitEthernet2

ip address 172.20.1.30 255.255.255.0
description "MPLS TLOC"

!

interface GigabitEthernet4
description "Service Side VPN 10"
vrf forwarding 10

ip address 172.31.19.19 255.255.255.252
!

router bgp 10

bgp log-neighbor-changes

distance bgp 20 200 20

!

address-family ipv4 vrf 10
redistribute omp

neighbor 172.31.19.20 remote-as 100
neighbor 172.31.19.20 activate
neighbor 172.31.19.20 send-community both
exit-address-family

!

|

ip route 0.0.0.0 0.0.0.0 172.20.1.100
!

vSmart 23%=H

vSmart 42 @72 o[M2 ChExt Z&Lch

Q%& xF E%
12

Eix|of CHEF ZAH04| M nat pool 1 2 & EIx|8H 2
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<ffroot>

data-policy _'VPN10-VPN20_1-Branch-A-B-Centra-NAT-DIA

vpn-list VPN10
sequence 1

match

source-ip 192.168.10.0/24
|

action accept

nat pool 1

!

default-action accept
|

site-1ist BranchA-B
site-id 11

site-id 22

!

site-1ist DC

site-id 33

|

vpn-Tist VPN1O

vpn 10

|

prefix-Tlist _AnyIpv4PrefixList
ip-prefix

0.0.0.0/0

Te 32

!
apply-policy
site-Tist BranchA-B

data-policy _VPN10_1-Branch-A-B-Central-NAT-DIA from-service

ol =x| ALt

Uk AlLLE[2

<#root>
Branch-1#

show ip route vrf 10

Routing Table: 10

<SNIP>

o2 S ©&0| 25 7H5 HElel 32 7|

Ho| Ch2 £/ Eei=lo] 8] E{'dZ Tunne 10051371 &
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Ct.
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Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

Gl

AL
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10| Tunnel100512& 2 ElL|C} 7|2 H



S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets
n Nd 192.0.2.1 [6/0], 3d02h, Nul10
n Ni 172.16.2.0 [7/0], 3d04h, Null0
m 172.16.2.8 [251/0] via 172.31.31.2, 3d0lh, Sdwan-system-intf
Branch-1#

Traceroute= EZHE 0| SIG E{EE2 A& 2 B0o{&LICH

<ffroot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Host-BR-1#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec

2 203.0.113.1

79 msec * 62 msec
Host-BR-1#

EX Ciatol Cig EEHE2 192.0.2.1 DIA(NATed to WAN IP address) & S35 52 ELICH

<tfroot>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-1#

Branch-1#sh 1ip nat translation



Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.1:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-1#

Branch-2 EZHE 55 Ut AlLIZ|2

Branch-2 2t E{0I AT FAHEF S%0| 2HEELICH

<#root>
Branch-2#

show ip route vrf 10

Routing Table: 10
<SNIP>
Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/0], Tunnel 100512

192.0.2.0/32 1is subnetted, 1 subnets

n Nd 192.0.2.1 [6/0], 00:00:08, Null0
m 172.16.2.0 [251/0] via 172.31.31.1, 3d0lh, Sdwan-system-intf
n Ni 172.16.2.8 [7/0], 3d04h, Null0

Branch-2#

<ffroot>
Host-BR-2#

pi ng 192.0. 2. 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Host-BR-2#t

raceroute 192.0.2. 100 nuneric

Type escape sequence to abort.

Tracing the route to 192.0.2.100

VRF info: (vrf in name/id, vrf out name/id)
1 192.168.10.1 38 msec 7 msec 4 msec



2 203.0.113.1

79 msec * 62 msec
Host-BR-2#

<tfroot>
Host-BR-24#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/49/101 ms
Host-BR-2#

Branch-2#

show i p nat translation

Pro Inside global Inside Tocal Outside local Outside global
icmp

198.51.100.2:1

192.168.10.10:1 192.0.2.1:1 192.0.2.1:1
Total number of translations: 1
Branch-2#

A AlLt2(R
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Branch-2
192.168.10.10 VPN 10
172.20.1.20
MPLS DO—RTR
System-IP

L ]
- ;6000 .
Host=BR=2 193.51.1004”\ 172.31.31.3
N,
N\ - 172.20.1.30 VEN 10 Zscaler—RTR
BGP
172.20.1.10 (9

VEN 10

.
X —' 192.168.10.1

Host-BR-1
Branch-1

192.168.10.10

— — — —3» DIA/Local Internet Breakout
———3% S5IG Primary/Backup
Tunnel to Zscaler
mmm) Failover, All Internet bound traffic exit through DC.

QIE{ 237t 2Eld B2 E/0] Qe Yof B3 E AlZ8olMEfLICt

<#root>

Branch-1#

show sdwan control |ocal -properties

<SNIP>
PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX

INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabi t Et hernet2 198.51.100.1 12346 198.51.100.1 12346 1/0 bi z-internet down

GigabitEthernet3 172.20.1.10 12346 172.20.1.10 :: 12346 1/1 mpls up
Branch-1#

1% H2oiELIct.

-9

F AL2|l2 &0 Branch-1 2FRE{7F OMPE E3l| DCZIREIZEE 7|8 B2E 4

2
SEl| AlA 1PYLIC

<tfroot>

Branch-1#

show ip route vrf 10

<SNIP>
Gateway of Tast resort is



172.31.31. 3

to network 0.0.0.0

mt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:01:17, Sdwan-system-intf
<SNIP>

NATE 192.0.2.100 MH|A & NAT Z2 EL{1 DCE S8l Lt7IE EEf=lo| SXMK|LCH.

<tfroot>
Host-BR-1#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1:3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

Traceroute Z21t= EZHZIO| DC AR E A28 E0o4&LIC}. 172.20.1.302 DC 2FRE{2| MPLS 74 WAN IPRIL|CE.

<ffroot>

Host-BR-1#
traceroute 192.0.2.100 nuneric
Type escape sequence to abort.

Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec



2 172.20.1. 30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-1#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER INTERVAL(msec) UPTIME TRANSITION

172.31.31.2 22 up mpls mpls 172.20.1.10 172.20.1.20 12406 ipsec 7 1000 0:14:56:54 0

172.31.31.3 33 up npls npls 172.20.1.10 172.20.1.30 12406 ipsec 7 1000 0: 14:56:57 O

Branch-1#

n
n

L3t EYIP192.0.2.12 sl ECfES MHHIA S NAT 22 NATedE @11 DCE S| thA{LEZLICEH

1

<tfroot>
Host-BR-1#

ping 192.0.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-1#

<ffroot>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1
Branch-1#

<#root>



Host-BR-1#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1

1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1.30

10 msec 5 msec 27 msec
<SNIP>

vsmartollA % AIE! Clolef A 74

<ffroot>
Branch-1#

show sdwan policy fromvsnart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-1ist

VPNLO

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept
count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

from-vsmart 1lists vpn-1list VPN10O

vpn 10
|

Branch-1#
Branch-1#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1



172.16.2.1

172.16.2. 2

prefix-Tlength 30

Branch-2 ATH AlL}Z|2

QIE{A Folf Zx|7} IS B Branch-2 Bt RE|0M T A S2H0| ZHEHELICH

<#root>
Branch-2#

show sdwan control |ocal -properties

<SNIP>

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE MAX
INTERFACE IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR STATE CNTRL

G gabit Et hernet2 198.51.100. 2 12346 198.51.100.2 :: 12346 1/0 biz-internet down

GigabitEthernet3 172.20.1.20 12346 172.20.1.20 :: 12346 1/1 mpls up

Branch-2#

<#root>
Branch-2#

show ip route vrf 10

<SNIP>
Gateway of last resort is

172.31.31.3

to network 0.0.0.0
nmt 0.0.0.0/0 [251/0] via 172.31.31.3

, 00:10:17, Sdwan-system-intf
<SNIP>

<{froot>



Host-BR-2#

pi ng 192.0. 2. 100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-2#

<#root>
Branch-2#

show i p nat translations

Pro Inside global Inside Tlocal Outside Tlocal Outside global
icmp

172.16.2.9:3

192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-2#

<ffroot>

Host-BR-2#

traceroute 192.0.2.100 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.100
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1. 30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Host-BR-2#

ping 192.0.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 10/37/103 ms
Host-BR-2#



<#root>
Branch-2#

show i p nat translations

Pro 1Inside global Inside Tlocal Outside Tlocal Outside global
icmp

172.16.2.9: 4

192.168.10.10:4 192.0.2.1:4 192.0.2.1:4
Total number of translations: 1

Branch-2#

<#root>
Host-BR-2#

traceroute 192.0.2.1 nuneric

Type escape sequence to abort.
Tracing the route to 192.0.2.1
1 192.168.10.1 26 msec 5 msec 3 msec

2 172.20.1. 30

10 msec 5 msec 27 msec
<SNIP>

<#root>
Branch-2#

show sdwan policy from vsmart

from-vsmart data-policy _VPN10-VPN20_1-Branch-A-B-Central-NAT-DIA
direction

fromservice

vpn-Tist

VPN10

sequence 1
match
source-ip

192. 168. 10. 0/ 24

action accept



count NAT_VRF10_BRANCH_A_B_-968382210

nat pool 1

!
from-vsmart 1lists vpn-1list VPN10-VPN20

vpn 10
|

Branch-2#

Branch-2#

show run | sec "natpool 1"

<SNIP>
ip nat pool

nat pool 1

172.16.2.9

172.16.2.9

prefix-Tlength 30

DC 29Ef 2t Atef
2t9 & Blo2€ DC 2HPE{ol A Z={EILICH

£330l ZAIE Wx{™H, DC 2E{= AA LAN IPCHAI SS-NAT pool (172.16.2.0 & 172.16.2.8)01 A post-NAT IPZ} M El E A& 3104
F HAZX0IM &5 IPFA 192.168.10.0/24172.31.31.1 & F2& = 172.31.31.2 A 2 Branch-1/Branch-201 CH35H system-ip 744 ElL
Ct. System-IP7} 172.31.31.10 & & L|C} vSmart.

<{froot>
DC-RTR#

show ip route vrf 10

Routing Table: 10
<SNIP>
m

172.16.2.0

[251/0] via 172.31.31.1, 02:44:25, Sdwan-system-intf
m

172.16.2.8

[251/0] via 172.31.31.2, 02:43:33, Sdwan-system-intf
m

192.168.10.0



[251/0] via
172.31.31.2

, 03:01:35, Sdwan-system-intf
[251/0] via

172.31.31.1

, 03:01:35, Sdwan-system-intf

DC-RTR#

show sdwan onp routes

<SNIP> PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

10 172.16.2.0/ 30
172.31.31.10 6 1002 C,I,R dinstalled
172.31.31.1 npls

ipsec -
172.31.31.10 10 1002 Inv,U installed 172.31.31.1 biz-internet ipsec -

10 172.16.2.8/30

172.31.31.10 8 1002 C,I,R 1installed
172.31.31.2 npls

ipsec -
10 192. 168. 10. 0/ 24

172.31.31.10 1 1002 C,I,R 1installed
172.31.31.1 npls

ipsec -
172.31.31.10 2 1002 C,I,R 1installed

172.31.31.2 npls

ipsec -
172.31.31.10 12 1002 Inv,U installed

172.31.31.1

biz-internet ipsec -

=X sz
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cEdge Z4%1:

<tfroot>
Host-BR-1#

ping 192.0.2.100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.0.2.100, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Host-BR-1#

<#root>
Branch-1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global
icmp

172.16.2.1

:3 192.168.10.1:3 192.0.2.100:3 192.0.2.100:3
Total number of translations: 1
Branch-1#

WOW-Branch-1#show run | sec "natpooll"
<SNIP>
ip nat pool

nat pool 1

172.16.2.1

172.16.2.2

prefix-length 30

rr
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1. Qe MPLS F&0| 2 &
£t SD-WAN 2H{zi|0|& &3l 0|&
SSNAT 7|5& MEELICH [UTD + SSNAT]

2.0 U ME2 AISE £ QA EH VPN 102 2 E ERE(RM U SMEMEI RE 2
S5 2tREE + U&LICh ol ERE T HAAFCHA ol & = U&LICH [UTD + SS-NAT]
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= v 198.51.100.1 B Internet zscaler
| w, - -
Host-BR-1
Branch-1

= = = =3» DIA/Local Internet Breakout

= S5IG Primary/Backup

Tunnel to Zscaler

HQ

FM Q1328 & AILIZ|2 25 SSNAT X8 o] =

policy utd-policy-vrf-10

al-interfaces

vrf 10

threat-inspection profile TEST_IDS Policy
exit
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policy utd-policy-vrf-global

al-interfaces

vrf global

threat-inspection profile TEST_IDS Policy
exit
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