vManage 7|s ®IE 3 & ALE3t04 TLOC

VPN 7|5 ElZ 2]

C|HLO|A EIZ 2l

lok

FO|
i

= X =2 A|:E=|
A5t At%l—

ated Ay

|

C &z 7

Ol 2M0ME vManage 7|5 RIE3!E AL835104 TLOC & ¥ 2 7 st Lo s dBE=fLICH

AMH 7 A
QF Atg
CHe R0l Chet KIAIZ 2R5tD 208 RBELICH

- vManage 7|5 HEZZ! AFE
- vEdge C|HIO|A 27HE vManagedl 83 Mo =2 REESoF &

=)
MO
x
1o
0z
H
rr
r

IS AZEQ 0] 2 StE o] HEHE 7[Ete =2 gLt

« Cisco vManage H%1 20.6.3
« VEdge 20.6.3

Ol Mol HE= 54 & g Z2| CIHI0|AE ECIZ HYEE|R&LICH O] EA0] ALS
(71&8) du|asoldez AEER&ELICH B HEXHIAG HS S
MMM IS 0|2 SKIstAlZ| HFEfLICH

2 2E Clt
ol @R BE



HE 2|3 clo|o{1=H

—— — ~,
./ \_.‘\ ../ B =
I'd : ) /J ]
[ Privatel | { Private 2
A y N
1 ) \ )
S~ N~
Tunnel Interface TLOC-Extension
Primary WAN ’ JT l S Primary WAN
Inlerr};ace —~> ge0/0 NS N geo/o N\ )  |nterface
e ge0/1 ge0/1 e
_ geor2 geosz'u
TLOC-Extension Tunnel Interface

HER3 EZEZX|

A XA
=

ol

or
o
113
U
fo
lu

O EMollM= olo| LtHX| 7|5 EER 0l F& ko] QIot JHE & LT St 7|
Z 27} Cisco I0S® XE SD-WAN C|tto|A 0l M EL|ct.

& 4712|715 HER S ¥45t0d vEdge ClHIO|A R ES0f MLt
VPN 7l5 HES

0| 7|s ®E5!0l= VPN 0, VPN 2IE{H 0] O|H(7]=2 WAN 4Z), VPN 2IE{H 0] OfHH!
(Tunnel/NoTlocExt) 2 VPN 2IE{H 0| A O[S (TlocExt/NoTunnel)O| 2 & ElL|C.



vrH
B 58 1100 4G (Viptel O5)
Secwe Intemet Gateway (SIG) VPN VPN Interface Bridge
B ISR 1100 AGLTE" (Viptela
as) WAN LAN
B 1SR 1100 66 (Vintela OF)

B ISR 11005 46 (Viptela 0]

B i5i 100X 66 (Viptela OF)

VPN Interface Cellular VPN Interface Ethernet VPN Interface GRE
WaN Management  WAN AN

—

VPN Interface IPsec VBN Interface MATFool VPN Interface PRP
WaH

WAN

VPN Interface PPP Ethernet

WAN

|2 A MMM & VPNOI CHEF S5 C|HHO|A ZHe MEHSIT DNS MAM0fAM DNS

= Cilsco vManage Conhguration - Templates

o G

Basie Canfiguration ONS Adwnitise OMP Pyd Reute

Sarviee Route GRE Route IPZEC Route

~  BASIC CONFIGURATION

Mo data svailable
VPN O 7|5 HIE£3 7|& ZAu|zzlolM

IPv4 742 MMM 2702| CHS & FA(Z1E2 WAN 2 TLOC-EXT)ofl CHEt EX ClHIo|A 2o 2
FALE F7HELICH

kAl



M B Boute

Fra @ aonoe

Gtewary 0 Maxt Hop Nl 0 VPN DHC:

Mot o Hean Hep

Oiptional P Sateway Selecied Gaseway Configuration Action

N data available

VPNO7|s HIES IPv4 B2 OIS &

2. VPN QIE{H[0] A O|C{L(7 |2 WAN 242Z): QIE{H 0|27} B2 MEH7F OHX| 2HoIgtLICH QIE{H|
Ol& OIF, M W IP FA0f Chet S ClubolA 2t Mgt

= -1



Configuration - Templates oSS @ ;

— D

> > VP Inteetace Ethanet
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Peimary WAN Circuit

Engic Conliguration Tuneel AT VRRP ACLIOUS ARP BOZ.1X Advanced

URATION
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Tunnel Interface @~ O on Off

Per-tunnel Qos (5 On Off

Restrict @~ on off

Groups @-

Border @~ On Off

Maximum Control Connections @

vBond As Stun Server =~ On off

Excluce Controlier Group List (%

vManage Connection Preference ;- s

Port Hop &~ On Off

Low-Bandwidth Link @~ on off
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GRE wnnel source IP [k

Keonnect ©

IP Directed-Broadcast @~ On Off

TLOC-Ext QIE{H 0| A

4. VPN QIE{H|O|A O] (Tunnel Interface/No Tloc-ext): IE{H|O|A 7} ZF A EH7} Ot K| & Q!
gfLich QIE{m|o|A, MH 2 |P FA0| CHEH EX ClHlO|A Zh2 MEHSHLICH



R 1100X 4G (Viptela OSLISR 1100X 6G (Viptela OF)

S)ISR 1100 4GLTE* (Viptela OS) ISR 1100 6G (Viptela O;
Advanced

> WPH Interfage Etherngl

802X

Jevice Type ISR 110
Template Name Site35_Tunnel_MeTlaxExt
Site 35 TLOG Tunnel Gonfiguration Mo TLOG-Ext
Basic Cenfiguration Tunmel MNAT VRRP ACL/QoS ARP
FIGURATIC
Shutdown i~ Yes O Mo
Interface Name (121 Jof
Dascription (122 Jad |
Dynamic O static
B o
Secondary IP Address (Maximum: 4) (+) Add
DHCP Helper (&
I|1gofM
O|= |§|‘O St | |. AHAI-O' E x4 XI-'l7|'AEH-
A=K E I LICEH Tloc-Ext M4 S x| gL M=

E{'d QIE{H|O|A/No Tloc-ext 7|£ 74

E{'d QIE{H|0|A 7} ONCE A



Feature Template * #Add Template * VPN Interface Ethernet

Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP B02.1X Advanced

TUNNEL

@] O on Off

Tunnel Interf;

Per-tunnel Qos @~ On Off
Color = D
Restrict @~ On Off
Groups @ -

Border @~ On Off
Maximum Contral Connections @ -

vBond As Stun Server @ = Jn Off
Exclude Controller Group List @ =

wManage Connection Preference @~

Port Hop @~ On Off
Low-Bandwidth Link @~ On Off
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Attach Devices

Attach device from the list below

Available Devices
Al = (O Search AT
Mame Device IP

2 temns Selected

Selected Devices Select All
All = 1 Search v
Nama Davice IP
vEdge 10100007

vEdge 10.10.10.09

Cancel
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Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System P

Hostname

Name(vpn0_name)

Address(primary_WAN_next hop)
Address(tlocext_nexthop)

Interface Name(interface_tunm_notlocext)
Description(interface_description_tunn_notlocext)
IPv4 Address(interface_ip_tunn_notlocext)
Color{tlocext_color_value)

Interface Name(TLOC_NoTunnel_Interface)
Description(TLOC_MNoTunnel_lnterface_Description)
Py4 Address(TLOC_NoTunnel_Interface_IP)
Interface Name(primary_wan_interface)
Deseription({primary_wan_interface_description)
IPv4 Address(primary_wan_interface_IP)
Color(primary_WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID(system_site_id)

Generate Password

Zf UCI0IE 1

AO|E35_vEdge?2

complete
ISR1100-4GLTEGB-FGL2347LHTG
10.10.10.17
vEdge
Transport
10.201.237.1
192.168.30.5
gedi1
Tunnelinterface_NoTLOCExt
192.168.30.4/24
private2 v
geli2
TLOC_NaTunnelinterface
192.168.40.4/24
ae0f0
Primary WAN connection
10.201.237.120/24
privatel w
Sited5_vEdgel
10.10.10.17

35




Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

Hostname

Name(vpn0_name)

Address(primary_\WAN_next hop)
Address(tiocext_nexthop)

Interface Mame(interface_tunn_notlocext)
Description{interface_description_tunn_notlocext)
IPvd Address(interface_ip_tunn_notlocext)
Coloritlocext_color_valug)

Interface Mame(TLOC_MoTunnel_interface)
Description(TLOC_NoTunnel_Interface_Description)
IPv4 Address{TLOC_NoTunnel_interface_IP)
Interface Mame(primary_wan_interface)
Description(primary_wan_interface_description)
IPva Addressiprimary_wan_interface_IP)
Color(primary_\WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

AFO|E35_vEdgef

complete
ISR1100-4GLTENA-FGL2347LJ1G
10.10.10.19
vEdge
Transport
10.201.237.9
192.168.40.4
gedf2
Tunnelinterface_NoTLOCExt
192.168.40.5/24
private] w
gelf1
TLOC_NoTunnellnterface
192,168.30.5/24
ge0fo
Prirmary WAN connection
10.201.237.66/24
private2 v
Site35_vEdge2
10.10.10.19

35
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= CiscovManage () Select Resource Groupw

Device Templne
Sie35_FeatureTemplate

D st (Total: 2 dovicas)
FierfSomrch

1528 100- SOLTEMA-FILESATLIND
agelhDInI019

Conbgure Device Rolback Timer

IR EIE L]

Zu|agolM o2l 2711

AO|E35_vEdge?2

allowsservice sshd

o allov-ssrvice netoont
no allow-service ntp

o allov-service aspt
e allov-service stes
#llow-pervice huips

!

no adutdown

ip rowts 0.0.8.040 10.201.737.1 1

]
vpn 813
]

= Cisco vManage () Select Ressurce Group

Device Tamplate:
$ite35_FeaturaTemplate

Dwica list [Totnl: 2 dusicos)
FinarfSasrch

ESR1100-4GLTEGE-FOLIMTLITS
13,1, 10.17

Eorkgure Divice Bolhack Timer

sllowsssrvice sshd

o allow-sarvice natoont
5o allov-sssvice nip

o allev-sesvice capd
80 allov-sssvics awun
allowsservice Mips

]

25 mhutsoum

ip route 9.0.0.0/8 10,201.237.1 1

vp 312

Zu|agolM o2l £7] 2
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allowssarvice sshd
no allow-pervice netsoaf

no allow-servics nkp
no allow-service ospé

no ablow-service stun
allow-service hitps

no sbetdown

ip rosts 0.0.0.0/0 10.381.237-1 8

M5|  wpn 513

alloveasrvice sahd

o allow-service netoont
no allce-service nip

no allow-service aspé
fe allew-ssrvice stun
allovessrvice hULDs

'

no shutdoun

ip route 0.0.0.4/0 10.281.237.1 1

WA 813
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Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

Confirm configuration changes on 2 devices.
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AFO|E35_vEdgef

Site35_vEdgel# show run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.120/24
ipv6e dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TunnelInterface_NoTLOCExt
ip address 192.168.30.4/24
tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp




allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/2
description TLOC_NoTunnelInterface
ip address 192.168.40.4/24
tloc-extension ge0/0

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.30.5
|

Site35_vEdgel#

AFO|E35_vEdge2

Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2# sh run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.66/24
ipv6 dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
alTlow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1
description TLOC_NoTunnelInterface
ip address 192.168.30.5/24
tloc-extension ge0/0

no shutdown
|



interface ge0/2

description TunnelInterface_NoTLOCExt
ip address 192.168.40.5/24
tunnel-interface

encapsulation 1ipsec

color privatel
max-control-connections 1

no allow-service bgp
allow-service dhcp
allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.40.4
|

Site35_vEdge2#
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