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+ Cisco SD-WAN(Software-defined Wide Area Network)

* NAT(Network Address Translation)
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ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernet2 overload
ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60

interface GigabitEthernet?2
ip nat outside
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> Daefire Lists

Cu
Sebect a list type on the left and start creating your groups of interest
I Li
Colo
Community Name Entries Internet Protacal Rafurence Count Updated By Last Updated Aiction
Data Praf DlA_Prafic_Allow 10,1122, 106/32 1P 1 admin 18 Jul 2023 %:31:26 AM COT
alicer
Praf
App Prot
BLA Class
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VPN
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Select a st type on the left and start creating your groups of interest
Application
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Select a list type on the left and start creating your groups of interest
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Add policies to sites and VPNs

Palicy Name A
Palicy Description D&
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viptela-policy:policy
data-policy _DIA_VPN_DIA
vpn-Tist DIA_VPN
sequence 1
match
source-data-prefix-1ist DIA_Prefix_ATTow
I
action accept
nat use-vpn 0

count DIA_1164863292
!

et

DNS DSCP Packet Length PLP Protocal Source Data Prefix Sowrce Port Desti [

Actions

Acapt Enabled

Courner Name =Y

anco Save Match And Actions

Traffic Rules

Policy Application Topology

Action

Direction

service




default-action accept
!
Tists
data-prefix-Tist DIA_Prefix_Allow
ip-prefix 10.1.122.106/32
!
site-Tist DIA_Site_list
site-id 100004
!
vpn-Tist DIA_VPN
vpn 1
!
!
!
apply-policy
site-Tist DIA_Site_list

data-policy _DIA_VPN_DIA from-service
!
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cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + o O

Gateway of last resort is not set

cEdge_Sitel_East_01#
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C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 10.1.122.100: Destination host unreachable.
Reply from 10.1.122.100: Destination host unreachable.
Reply from 10.1.122.100: Destination host unreachable.
Reply from 10.1.122.100: Destination host unreachable.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),

C:\Users\Administrator>
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cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected
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Gateway of Tast resort is 0.0.0.0 to network 0.0.0.0
n*Nd 0.0.0.0/0 [6/0], 01:41:46, NullO

cEdge_Sitel _East_01#
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C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:



Minimum = 1ms, Maximum = lms, Average = 1lms

C:\Users\Administrator>
£ S0 M NAT #8H2 2x{stLCt

cEdge_Sitel_East_Ol#sh ip nat translations
Pro 1Inside global Inside Tocal Outside Tocal Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122

Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8
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cEdge_Sitel_East_0l#show sdwan policy from-vsmart data-policy
from-vsmart data-policy _DIA_VPN_DIA
direction from-service
vpn-1ist DIA_VPN
sequence 1
match
source-data-prefix-Tist DIA_Prefix_AlTlow
action accept
count DIA_1164863292
nat use-vpn 0
no nat fallback
default-action accept

cEdge_Sitel_East_01#
O|M| VPN 12| AL R}7} QIE{Hof A + U&LILCH.

C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
Reply from 8.8.8.8: bytes=32 time=4ms TTL=52



Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 1lms

C:\Users\Administrator>

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8

=& EH0|MHE NAT HEHS AT LICH

cEdge_Sitel_East_01#sh ip nat translations
Pro Inside global Inside local Outside Tocal Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

cEdge_Sitel_East_0l#show sdwan policy data-policy-filter
data-policy-filter _DIA_VPN_DIA
data-policy-vpnlist DIA_VPN
data-policy-counter DIA_1164863292
packets 4
bytes 296
data-policy-counter default_action_count
packets 0
bytes 0

cEdge_Sitel_East_01#
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cEdge_Sitel_East_Ol#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Blackhole



cEdge_Sitel _East_01#
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