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- Cisco SD-WAN(Software-defined Wide Area Network)

- Cisco IOS® XE CLI(Command Line Interface)
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KEMIEH LHE 2 E 248 Smart Licensing Using Policy Concepts2 0|5 g L|C}.

X2 SH

.- M ZE ol o{iH EHEfO| HSECKO EFO|MIAE Qi= A< 2 E ISR1000 Series, ISR4000 Series,
C8200, C8300, CSR1000v, C8000v 2! ISRve| 7|&2Z}2 250Mbps &I LICF.

. %|2|Z 0| 250Mbps 2} 70k 5= 7L B E ISR1000 Series, ISR4000 Series, C8200, C8300,
CSR1000v, C8000v 2! ISRvO{| HSECKO ElO|MIA 7} M x|x|o{ QJo{oF &FL|Ct.

. 2= ASR1000 Seriest|= 250MbpsE Z1t5t= HSECK97} E 2 5t X| et &LICT

. B E C85002 MZEZE 0l HSECK9 2to|MA Tt Mx|E ZHoe 2 of & ELCH J%X| 2 82
HSECKQ EtO|MAE =522 MR + JU&LICH

. ?’;'EEE-I el 2EME ®MEIF ZH|asolMHo| gi&s LIt HSECK9 EHO|MAE MX(5HH
ZY Fo/mZ! ZEMAM ATIO| RSS2 MEIFE 78" = U&LIChH

. HSECKQ 2to|MA MX| F 2|CH M2|F2 EHEQ| StEN 0] 7S et St ELCH RFAIE
LiE2 & E31E CIO|HAIEE FZHMAIR.

2to[dA 7t8d 0l

1B+A|. cisco Software Central.

2 E" 7=” .Smart Software Manager.

3EHA|. MEH inventory & 2 2IEFLICH

ATHA| MAHst SMHE MEHEFLICH virtual Account.

5EHA. Licenses B2 S 2IEFLICE.

> —_ = = =
6. BtO|MATE FIHEIR T ME 7HsEHX| = Qlgh LIt
isco Software Central > Smart Software Licensing T -
Smart Software Licensing
Inventory
Virtual Account: sdwan-lab «
Licenses Product instances Event Log
By Name By Tag
Manage License Tags License Reservation... (3 Show Licensa Transactions

[J License Billing

@ Rouler US Export Lic. for DNA Prepaid

Avallable to Use

In Use

Substitution

Balance

Plens

Advanced Search v

Actions


/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://software.cisco.com/#
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show platform software device-mode
show version | include mode

of:

Rout er# show platform software device-mode
Devi ce Operating-node: Controller-Mnaged
Devi ce- nbde bootup status:

8/ 03 00:44:16 Systemis green

Boot up Success

Rout er# show version | in mode
Rout er operating node: Controller-Mnaged

#1: 25 2 =0iM Autonomous(AtS) 7+ g B2 2L E{E Controller-Managed with(CF
2oz 7HAEER E|'E|EI=|)E O|S &fLICt. controller-mode enable WS A& EHL|CH
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cEdge#fconfig-transaction

cEdge(confi g)# license smart transport smart
cEdge(confi g)# license smart url default
cEdge(confi g)# commit

Conmit conpl ete.
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cEdge# show lic tech support | begin Smart Licensing Status
Smart Licensing Tech Support info


https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl
/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

Smart Licensing Status

Smart Licensing i s ENABLED

Li cense Conver si on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Feat ures Aut hori zed:
<none>

Uility:
St at us: DI SABLED

Smart Licensing Using Policy:
St at us: ENABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:

Type: Smart <<<<<<<<<<<<<<<<<<<<<<<<<<<< This must be Smart

URL: https://smartreceiver.cisco.com/licservice/license <<<<<<<<<<<<<<< URL must be pointed to
smartreceiver.cisco.com

Pr oxy:

Addr ess: <enpty>

Port: <enpty>

User nane: <enpty>

Password: <enpty>

Server ldentity Check: True
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Virtual Account: sdwan-lab =

General

Virtual Account

Description:
Default Virlual Account:

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
MNew Token...
Token Expiration Date Uses Expont-Controlied Description Created By Actions
MNo Records Found
No Records to Display

The token will be expired when either the expiration or the maximum uses is reached

2B M EE %

Create Registration Token

3 Used 10 neglsie

qurs

that is us
icensing con

will cr I.'I|I.' A loken
i

rr go o the Smart L
Virlual Account sdwan-lab
Descripticn hseckk Installation
= Expire After 30 Days
Belwesan T - 363, 30 days recommende
Max. Number of Uses:
Il be expined when either | eXpirali 3 XA 5 reacned

Allow expori-controlled functiona Ity on the products registerad with this token &
N
Create Token Cancel

A—|El=|- EE_O' AI.RElt %_I:Lo-" E_Ho} 7|-L__|-o|- A—||El§(l3=|||__|[:|.
E}O =tk 0| Z 0 ':'FE EZO|INME 80 g8 & +=lLICt
Z[CH AR A= EZ Z|CH ALE = ILICH MEY AR
E"%% E—||'O|_|g|=||'|—|L_—|'. Allow export-controlled Ad% AI_-IE_Il-IéI-XI 9@"9'?_:' E"OHkilé %%OI ’é‘ﬂH%P.T'_ Create
Token.
0 EZL2 0= £ =) AFR0f| TEstHE o2 E LT
23 XHMIEH Li2 8 2 P4™ Cisco Export TradeZ 0|55t AIA|L.
3EAH. EEES SAELICEH
LIk EF A Actions > copy EEE EE EAIY o e &
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/content/en/us/about/legal/global-export-trade.html
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Virtual Account; sdwan-lab =
General lcenses Product Instances Event Log

Virtual Account
Description:

Defauit Vinual Account Mo

x|
BBS2IF
BObzlu

Uses Export-Controlled Description Created By Actions

ODRIMjgOYWOQIMDK... B 2022-Sep-18 06:47:45 (in 30 days) Aliowed hseckk9 Installation ericgar

Copy
The token will be expired when either the expiration or the maximum uses is reached _
Dol

g 1 Record
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license smart trust idtoken TOKEN local force

of:

CEdge# license smart trust idtoken
ZThjOT1ImM2UtMjQ2ZC00YJI1LTgwNjctZGIXZjIzYJZiYmVMLTE2NJMON] I1%0AMjgyNTh8YWNVeTFiZU03N01CAdTFadmJ4e
jZBLOtoR2Mva2lodElrQmxDalFN%0AcVI3cz0%3D%0A local force

EHAEII MHEE 2FE 20| CSSMIe| SAl0| EA|ELICEH

cEdge# show logging last 50

<sni p>

*Aug 18 21:03:44.730: %CRYPTO_ENG NE- 5- KEY_DELETED: A key nanmed SLA-KeyPair?2 has been renoved
from key storage

*Aug 18 21:03:46. 146: %CRYPTO_ENG NE- 5- KEY_ADDI TI ON: A key naned SLA-KeyPair2 has been generated
or inported by crypto-engine

*Aug 18 21:03:53.221: %BYS-6- PRI VCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file
*Aug 18 21:03:56.107: %SMART_LI G- 5- COMW RESTORED: Communi cations with Cisco Snart Software
Manager (CSSM restored

*Aug 18 21:03:56.347: Y%SMART_LI G- 6- TRUST_I NSTALL_SUCCESS: A new |icensing trust code was
successfully installed on P:Cl111-8PWE, S: FGL2149XXXX.
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cEdge# show lic tech support | begin Communication Statistics



Commruni cation Statistics:

Conmmuni cati on Level Allowed: DI RECT

Overall State: <enpty>

Trust Establishment:

Attenpts: Total =1, Success=1, Fail=0 Ongoing Failure: Overall =0 Communi cati on=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Fai | ure Reason: <none>

Last Success Tinme: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00: 43 2022 UTC

<sni p>
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CEdge# license smart authorization request add hseck9 local

=1

cEdge# show logging | include SMART

*Aug 18 21:11:41.553: %SMART_LI C 6- AUTHORI ZATI ON_I NSTALL_SUCCESS: A new |icensing authorization
code was successfully installed on PID Cl111-8PWE, SN: FGL2149XXXX

*Aug 18 21:11:41.641: %SMART_LI G 6- EXPORT_CONTROLLED: Usage of export controlled features is
all owed for feature hseck9

Ft HEI EHett B2 AntE gto|dld O|HIE =10 Eto|MA @3 HEJF MEELICH

cEdge# show lic eventlog 0

* k k% Event Log * k k%

2022-08-18 21:11:41.538 UTC SAEVT_RESERVE | NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zati onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PV, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><smart Account >Ci sco Syst ens,

TAC</ smar t Account ><vi r t ual Account >sdwan-

| ab</ vi rt ual Account ></ cust oner | nf o><f | ag>A</ f| ag><ver si on>C</ ver si on><pi i d>d216f 143- 7e2c- 48df -
aa7l- 652bl5ealc7e</ pi i d><dat eSt anp>2022- 08-

18T21: 17: 45</ dat eSt anp><enti t| ement s><enti t| enent ><t ag>r egi d. 2019-

03. com ci sco. DNA HSEC, 1. 0_509c41lab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st ar t Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</|i censeType><di spl ayName>Rout er US Export Lic. for DNA</di spl ayName><t agDescri ption>U. S
Export Restriction Conpliance |icense for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</ t agType><st at us><success>t rue</ success></ st at us></ en
titlement></entitl ements><status><success>true</success><correl ati onl D>62f eac79ca9112704623118db
58bbc2c-

09b6eebc91ae833f </ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI BuNw8+ogf ZmlAbsRa+8
B+FOWnDZLr v5RXnB22r N/ he5Ai EAt f zzFVIL3dght 4sUYDxRvnUHF2KYi +vFv2vi vDF6r | s=</ si gnat ure></ snartLi cen
seAut hori zati on>"

2022-08-18 21:11:41.552 UTC SAEVT_TAG EXPORT export Al | owed="Fal se" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_TAG EXPORT export Al | owed="True" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:11:41.576 UTC SAEVT_STATE_RESERVE AUTHORI ZED

2022-08-18 21:11:41. 641 UTC SAEVT_TAG AUTHORI ZED count ="1" entitl enent Tag="regi d. 2019-

03. com ci sco. DNA HSEC, 1. 0_509c41lab- 05a8- 431f - 95f e- ec28086e8844"



2022-08-18 21:11:41. 641 UTC SAEVT_TAG EXPORT export Al | owed="True" count="1"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-18 21:12: 06. 119 UTC SAEVT_RESERVE_| NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zati onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PVEE, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust onmer | nf o><smar t Account >Ci sco Syst ens,

TAC</ smart Account ><vi rt ual Account >sdwan- | ab</ vi rt ual Account ></ cust omer | nf o><pi i d>d216f 143- 7e2c-
48df - aa71- 652b15ealc7e</ pi i d><st at us><success>f al se</ success><nessage>| ast update al r eady
confirnmed</ message><code>| ast update al ready

confirnmed</ code><correl ati onl D>62f eac7c4be974f 92eef c15a640f 938b-

f08787827763ca37</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI QDhl 8x+Rzf 7wyi bdohv
YY6q9/ 8puukf 8SuJ4ok48d4y5Q gdl 5/ z/ 7r Lu+LEd5gK9kgOxA2Vb+vnJUc TOVPo3/ ROpc=</ si gnat ur e></ smart Li cen
seAut hori zati on>"
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show license tech support | begin License Usage
show license authorization

show license summary

show license usage

of:

cEdge# show license tech support | begin License Usage
Li cense Usage

Handle: 1

Li cense: hseck9

Entitl enent Tag: regid.2019-03.com ci sco. DNA HSEC, 1. 0_509c41lab- 05a8- 431f - 95f e- ec28086e8844
Descri ption: hseck9

Count: 1
Version: 1.0
Status: IN USE(15) << <K<K

Status tinme: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOVWED
Feature Nane: hseck9

Feature Description: hseck9

Enf or cenent type: EXPORT RESTRI CTED
Li cense type: Perpetual

Measur ement s:

ENTI TLEMENT:

Interval : 00:15:00

Current Value: 1

cEdge# show license authorization

Overal | status:

Active: PID: Cl111-8PWE, SN. FGL2149XXXX

Status: SMART AUTHORIZATION INSTALLED on Aug 18 21:11:41 2022 UTC <K<K
Last Confirmation code: 0Ocde51c5

Aut hori zati ons:

Router US Export Lic. for DNA (DNA HSEC):

Description: U S. Export Restriction Conpliance |license for DNA based Routers
Total available count: 1

Enf or cenent type: EXPORT RESTRI CTED

Term i nfornation:

Active: PID Cl111-8PWE, SN: FGL2149XXXX

Authorization type: SMART AUTHORIZATION INSTALLED <<<<<<<<<<<<<

Li cense type: PERPETUAL



Term Count: 1

Pur chased Licenses:
No Purchase I nformation Avail abl e

Edge# show license summary
Li cense Usage:
Li cense Entitlement Tag Count Status

hseck9 (DNA_HSEC) 1 IN USE <<<<<<<<<<
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0FE URL(Uniform Resource Locator)0| 2 3t X|

27 ctolHlA oo 4

E|'O|A|_'”ﬁ7|' ?/!E 7|‘é>|' O'|9|"8- 0‘||A‘| Product Instances > Authorize License-Enforced Features.

= Smart Software Licensing B Cisco Systems, TAC -

Smart Software Licensing

Inventary

Virtual Account: sdwan-lab - /

Praduct Instances

" ; 1 . . -
Authorize License-Enforced Features... [';' search by vice or Dy Producl Type Q,

Name Product Type Last Contact Aleris Actions

Mo Records Found

cEdge UDI HE 7[XH27|

27 2to|MA of 2oil= UDI(Unique Device Identifier)7t 2 8 LICH.) cEdgel| A show license udi &
H2 Ar&3504 PID(ME ID) & SN(YE #H3)2 7HX{S Lt

cEdge# show license udi
UDI: PID: C1111- 8PWE, SN: FGL2149XXXX
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Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3

Enter Request Code Select Licenses

device to enable the features. Learn More

Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly. or through the Cisco Licensing Manager, to report the features they need
Single Device

W
Enter the identifiers for the device 1o be licensed
Display Name;

Uuip

Serial Number FGL21490000]

C11-8PWE

Hast ID

MAC Address

Virtual ID(SUVI)

You can use the ‘show license udi’ command 1o see the identifiers for a device

Cancel m
of|2f & 2to|MlA o= MEY

=

20|22 oo El BHo|MAL FHLI0IDE MRto HEE 2

HFO IR LICE AL AL 7HS
2kE Zotstx| et x| & elgLct.

Authorize License-Enforced Features

STEF 7| « STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confir

UDI Serial Numbser FGL214991A9

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve
Router US Export Lic. for DMA 1 1 1
WS Export Restriction Compliance Mcense for DNA based Routers

ctoldlA ClHO|A &3 M=

ClHIO|A R

7 A(Digital Network Architecture) On-Prem = DNA Cloud¥! &= J/2H
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oelect a Device Type

Some devices could not be identified based on the identifiers provided

Please select a device type

Device Type:

Unidentified Devices:

Device
Search
SN: FGL2
PID: C111
Selected: 1
M| ant to enable featt
fore 1
Q& I MM

DMA On Frem

Continue Cancel

Z1I|apio|ME ZAE 5t Generate Authorization Code® & 2| &LC}.



Authorize License-Enforced Features

Enter Request Code Select Licenses Review and Confirm Authorization Ce
Product Instance Details
ubIPID C1111-8PWE
DI Serial Number FGL214991A9
Device Type DNA On Prem
Licenses to Reserve
License Total Quantity to Reserve

Router US Export Lic. for DNA

R 156 for DNA based Routors

Cancel | | Back
SLACLCIREEL
SLACE IIUZ CIREE5tHL EREEH| SAHE = l&LCH
SLACE cEdge0i| S A

SLAC I} 2 cEdgedl SAlstE M

rlo

Ml 7EXI7F d& LI

- USB EE}O|E A+E:

cEdge# show file systems | include usb|Size
Si ze(b) Free(b) Type Flags Prefixes
15598043136 15596658688 disk rw usb0:

cEdge# dir usbo0:
Directory of ushO:/

5 -rwx 1557 Aug 19 2022 00: 43: 30 +00: 00 AuthorizationCode_SN_FGL2149XXXX.txt
15598043136 bytes total (15596658688 bhytes free)

cEdge# copy usb0:AuthorizationCode_SN_FGL2149XXXX.txt bootflash:
Destination filenane [Authorizati onCode_SN FG.2149XXXX. txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

o

- vManage through Control Connections(X|01 212 & & &t vManage)0i| A Transfer Files
between a cEdge and vManage(cEdge® vManage ZHofl I} T &) 2 0|S 3504 AHM[EH LIS
grolghLct.

. MH|A £9| SCP/FTP/TFTP.

SLAC Mx|


https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ko_kr/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

Smart ImportE AFE 3109 bootflasholl SLAC TS A x|gL|C.

cEdge# license smart import bootflash:AuthorizationCode_SN FGL2149XXXX.txt
I mport Data Successf ul

Last Confirmation code UDI: PID: Cl111- 8PV, SN: FGL2149XXXX

Confirnmati on code: aaa6b57e

£

cEdge# show logging | include SMART

*Aug 19 05:42:45.309: %SNMART_LI C- 6- AUTHORI ZATI ON_| NSTALL_SUCCESS: A new | icensing authorization
code was successfully installed on PID Cl111-8PWE, SN: FGL2149XXXX

*Aug 19 05:42:45.362: %SNMART_LI C 6- EXPORT_CONTROLLED: Usage of export controlled features is
all oned for feature hseck9

cEdge# show license eventlog 0
*k k% Event Log * Kk Kk k

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_| NSTALL_START udi ="PI D: C1111- 8PWE, SN: FGL2149XXXX"

aut hori zat i onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PVEE, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust oner | nf o><smar t Account >Ci sco Syst ens,

TAC</ smar t Account ><vi rt ual Account >sdwan-

| ab</ vi rt ual Account ></ cust oner | nf o><f | ag>A</ f | ag><ver si on>C</ ver si on><pi i d>0ceadf Oa- 3145-4779-
8cbb- 743c5a234a05</ pi i d><dat eSt anp>2022- 08-

19T705: 43: 11</ dat eSt anp><enti t | ement s><enti t| enent ><t ag>r egi d. 2019-

03. com ci sco. DNA HSEC, 1. 0_509c41lab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st art Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</|icenseType><di spl ayName>Rout er US Export Lic. for DNA</di spl ayName><t agDescri pti on>U. S.
Export Restriction Conpliance |license for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</t agType><st at us><success>t r ue</ success></ st at us></ en
titlement></entitl enent s><status><success>true</success><correl ati onl D>62ff 22ec38ab5858bdel12581a
2589b39-

bde12581a2589b39</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUC| QDr Ue11CPAsnj onKRmUJ
ed0ar qPi Y/ g/ Uf TGSJ1I drirkkr Al gF8G&2zoHI xz041 VO2J7ZHALMG1+QW Lz UGy Zsf vwK5t k=</ si gnhat ur e></ smart Li cen
seAut hori zati on>"

2022- 08-19 05:42: 45. 308 UTC SAEVT_TAG EXPORT export Al | owed="Fal se" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

2022- 08-19 05:42:45. 333 UTC SAEVT_TAG EXPORT export Al | owed="True" count="0"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"
2022-08-19 05:42: 45. 334 UTC SAEVT_STATE_RESERVE_AUTHORI ZED

2022-08-19 05:42:45.362 UTC SAEVT_TAG AUTHORI ZED count ="1" entitl ement Tag="regi d. 2019-

03. com ci sco. DNA HSEC, 1. 0_509c41lab- 05a8- 431f - 95f e- ec28086€8844"

2022- 08-19 05:42:45.362 UTC SAEVT_TAG EXPORT export Al | owed="True" count="1"

entitl ement Tag="regi d. 2019- 03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e- ec28086e8844"

Xl €83 #el

-

EtO|MATE SHIZH ERIZIR=X] FQlott{™ 22t YHI S U FHS ASELICH

show license authorization
show license summary
show license tech support | begin License Usage

MX[7F 2HI2™ Virtual Accountl| 2HO|MATL RSO 2 BIFEFLICH nuse ZHRE{ & ZF A Available
to Use ?f%E'l.



Virtual Account; sdwan-lab «

Eneral Licenses Product Instances

Manage License Tags

License Reservation...

G—»

Show License Transactions

By Name By Tag

O License Billing

Prepaid

Available to Use

In Use

Substitution

Manual Entry

MNIA CH000-HSEC

DMNA On Prem

EE Bt Product Instances 40| A cEdge 2| UDI
e RHMIEH LIEE 2 + U&LICH

co Software Central > Smart Software Licensing

Smart Software Licensing

Preferences

Inventory an Nsir Rer
Virtual Account: sdwan-lab «
Product Instances
Authorize License-Enforced Features... |‘:>
Name Product Type
upi_pin:ci11-spwe; UDL_snFGL2 1} DNA On Prem

HSECKO9 2} O Ml A dhet
2210l W

MHEED

2 =

—

2| 2E0M= 222l

o

= o
—

E7F &2 AIELUCH

Last Contact

2022-Aug-19 05:43:12 (Re

Q1 e

3]

2t 2

CEdge# license smart authorization return local online
Qper ation cannot be conpl eted because license is in use

CEdge# license smart authorization return local offline
Qper ation cannot be conpl eted because license is in use

2to|MA MDX|E K7t 2t REHE XS D=2 HEsHoF & LICH

cEdge# controller-mode disable

Di sabling controller node erases the nvram
rel oad the box!

Ensure the BOOT variable points to a valid

filesystem

i mge

renmove all

Advanced Search

Balance Alerts Actions
0 tions -
- naver -
Show Record
=2 3250 toldla S4of of
stems, T -
ort
Alerts Actions
Shawing 1 Record
FollM BtO|MAE Bheter = gL
configuration files, and



Conti nue? [confirni

1Z SD-WAN Zx|ado|MHe MHELICH eFAst ZoiAM x| 2d|o|

5™ cEdgeE HEED 2| ZEZ CHA| T&HE m A

;0| HE HEE2 3K
ME ¥idst= ol E&LICH o|FEAH|
o AZE MFFst= ol ==0| ELCh.

ch

E{7} A& ZE0f /e

il al
A=

o QIEf

SH

7tx| 7|2 Hm|aeolM¥E =

o

DNS(Domain Name System) & 2loj| 44
P

SHof &fL|C

1. WAN QIE{m[o|Ao0f CHEH IP

43 0rAT 7Y

2. WAN @IE{m|ojA0

o M 747|

.78 1P 432 74
4.DNS A2
5. DNS AMH{ F+4d

#F1: Autonomous Mode(XHS ZE)0AME

configure terminal & & At & 3104 configuration-

transaction @& CHAl HI|agolM REZ So4ZfL|Ct.

FH: A8 ZEUME HE AMES HUE HeIt dsLich chdl =~-E 2& Hun|as|olM
2 A ¢l 7|z ol ool MHEE LCY.

HSECKQ tE= DNA LHELH 7| X1I { 2to|MIA 7} e SUSt Virtual Account2] E2E AR EFLICH.

B EZO| e B2 M EES HMFLICH

cEdgeOl Mot S8 Mxtof et cCSSMut MM E ERHAEE MdEFLICEH

Rout er # configure terminal

Rout er (confi g)# license smart transport smart

Rout er (confi g)# license smart url default

Rout er (confi g)# end

Rout er# license smart trust idtoken TOKEN local force

Rout er# license smart authorization request add hseck9 local
3. o|ol| BHEt /ﬂI'—P St BHE AE504 SHIE ™S 8 U A0tE =417 URLO|
s adstE|T *._lil MHO| MB3Ho R 2= EIR=X| =elghLct

SAlo| 2R EO|MAE

7te o7t 2 Eo| ME A= CHA| BretgfL .

Rout er# license smart authorization return local online
Aut horization already returned with this code:

UDI: PID: Cl111-8PWE, SN: FGAL2149XXXX
Ret urn code:

=23

Rout er# show logging | include SMART
*Aug 18 22:00:22.998:

OmJHgn- 5CFUKd- ef f kCh- 4XqCpQ SgK5Sz- f QFf MB- 6qH7MA- 33hDbX- SXT

YSVART_LI G- 6- AUTHORI ZATI ON_REMOVED: A |icensing authorization code has

been renpved from PI D: C1111- 8PVE, SN: FAL2149XXXX.

Rout er #show | i cense eventlog O
* % k% EVent Log * %k k%



2022-08-18 22:08:53. 275 UTC SAEVT_RESERVE_RETURN_START udi =" PI D: C1111- 8PVEE, SN: FAL2149XXXX"

aut hori zati onCode="<smart Li censeAut hori zat i on><udi >P: C1111-

8PVEE, S: FAL2149XXXX</ udi ><aut hori zat i onCode><cust onmer | nf o><smar t Account >Ci sco Syst ens,

TAC</ smar t Account ><vi rt ual Account >sdwan-

| ab</ vi rt ual Account ></ cust oner | nf o><f | ag>A</ f | ag><ver si on>C</ ver si on><pi i d>519e0f 72- 85d6- 4a57-
8805- 5999e7b712be</ pi i d><dat eSt anp>2022- 08-

18T22: 08: 17</ dat eSt anp><enti t| ement s><enti t| enent ><t ag>r egi d. 2019-

03. com ci sco. DNA_HSEC, 1. 0_509c41ab- 05a8- 431f - 95f e-

ec28086e8844</t ag><count >1</ count ><st art Dat e></ st ar t Dat e><endDat e></ endDat e><| i censeType>PERPETU
AL</|icenseType><di spl ayName>Rout er US Export Lic. for DNA</di spl ayName><t agDescri pti on>U. S.
Export Restriction Conpliance |license for DNA based

Rout er s</ t agDescri pti on><t agType>PERPETUAL</t agType><st at us><success>t rue</ success></ st at us></ en
titlenment></entitl enent s><status><success>true</success><correl ati onl D>62f eb851b0b3a2264144901cb
3491c22-

ff31e87ded74f f de</ correl ati onl D></ st at us></ aut hori zat i onCode><si gnat ur e>MEUCI QCTL9Y/ Hr hJXgR3+0oxC
WH npLxezThnvoAMFRI O7BHzJgl gBNDnvAD4ulei QZ3Q g8uGc4l 6r LkbR/ pn3f Dv67eGbc=</ si gnat ur e></ smart Li cen
seAut hori zati on>"

31 CHS 2 M85t Bt REIE HE SR Bl ZEZ THA| 0|5 controller-mode enable BH S
AlsHstL|C}
=20oH B

Htet A== 2HREQ| 24 HE F0{E A& 35104 CSSMOI| A 0|2+ El EtO|MAE HABSHE O 2R
grLict.

Rout er# license smart authorization return local offline

Enter this return code in Csco Smart Software Manager portal:

UDI : PID: C1111- 8PWE, SN: FGL2149XXXX

Return code: CCKRUTg-Qg2Ytw-ZhSLg5-bDFw7e-VvWgf2-QwwBed-3MaRcT-fFfGcn-X6e <<<< Copy the string

odl<f A

EF M product Instances > Actions > Remove. CFHRE{O|A] B2 SAIeH HIEF I EE 204 21 Remove

Reservation.



Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-hDFwTe-VvWaf2-
OwwBed-2MaRcT-fFfGen-X6e

Remove Reservation Cancel

2ol MA ofef & x‘"}lﬂ@'—lcl‘ Qr&|0| Ht 2 CHZ ol EAIELICEH l:-|'A|, Actions > Remove > Remove

Instance.

Cl&= &elgrLct.

Mol gut2 A HSsHEX| 0I5t o] MM HE5HAAIR.
£ &8 Y

Hits 2etel E= 2zl ol Zt Bl DB ELICH

74
=

Ol

show license tech support
show license status

show license authorization
show license summary

show license history message
show license eventlog

license smart clear event log
license smart sync local
license smart factory reset

= —
T':x'“ 3H7é
ol MMM A EX a0 AHEE £+ = HEE MIELICH

Smart Licensing Using Policy= QE{4I2 S35l cEdge®?t CSSM 7+t2o| E ot ratsk S AS A8 50
S8 2 zloldlA 7tx 7o REldt 62 X A5 WmEEIL



Clukol& Zholl HIAIXIE SHE2H mete 4 olE UutaiQl AlLLEI27} QgL
e QI 2|

DNS &olo| 2§35l x| &S

smartreceiver.comOi| £4< 524 cEdgeoilA‘I THQl o|§2 &ele = Rlojof gLt J=EX| 2fe
™ URLO| 2t E 7}s58h IPE #HEL|X| o1 S&lo| AmELict o] 27 = UitXoz EE{AE

ME Al =0 LIEFLICE.

*Aug 18 20:45:10.345: %GMART_LI C- 3- COW _FAI LED: Comuni cations failure with the Cisco Snart
License Uility (CSLU) : Unable to resolve server hostnanme/ donai n nane

RIE{Slol IP 20| AU=X| ZlgfLch.

ping 8.8.8.8
HE AHE5H0 URLO| 285t CHal 2|F & x|of 2|sH ICMP(Internet Control Message
Protocol)7} AtEHEl ZA2 URLO] PingS +=25t01 DNS7t 2t S3st=X| 0{F E EelgLICt.

ping cisco.com
telnet cisco.com 80

EAETJL e Z2? DNS MHE F4J5t 1 DNS &Ql2 &g gL,

ip domain lookup
ip name-server 8.8.8.

8
9| DNS AMHE FHE = ol B2 2tRE0M 2Z DNs #elg 4L ch

cEdge# config-transaction
cEdge(config)# ip host smartreceiver.com A.B.C.D
cEdge(confi g)# commit

21 smartreceiver.com0l| & 35t= IPE 00k & A nslookup Windows E= Linux AlA
Bl o| 33239 |C}
H— O OoOH .

& 1: responder IP= AlZto| X|Eof 2t HEE = AU 20 Ciscodl Me HE A2 LElX|
pfoo 2 2Z DNS &0el2 HEEIX| et&aLct

SL(Smart Licensing) O|HIE Z 101 et2Ql @7 HIA|IX[7F EA|ELICH

cEdge# show license eventlog 0
* k k% Event Log * %k k%

2022-08- 18 20: 45:10. 345 UTC SAEVT_COW FAI L error="Unabl e to resol ve server hostnane/ domain

nanme"
2022-08- 18 20:45:57.804 UTC SAEVT_COW FAIL error="Unable to resol ve server hostnane/ domain

nane"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SNMART_LI C 3- COW _FAI LED: Comuni cations failure with the C sco Snart



Sof t war e Manager

SD-WAN E{'d &% DNS

SD-WAN E{= 9]

(CSSM : No detailed information given

gh
rr
oy
40
k=3
n
Jo
>
ro

FA|Z4 ACLO| =4I DNS S&& RIEH

cEdge# show license eventlog 0

*k k%

Event Log ****

2022-08-18 20: 45:10. 345 UTC SAEVT_COW FAI L error="Unable to resol ve server

nane

2022-08- 18 20:45:57.804 UTC SAEVT_COW FAI L error="Unable to resol ve server

nane

cEdge# show logging | include SMART

*Aug 18 20:59:44.914:

Sof t war e Manager

S5 AIDNS MH|AT} S8 El=X| & lgLCt.

(CSSM : No detailed information given

cEdge# show sdwan running-config sdwan
sdwan
interface G gabitEthernet0/0/0
tunnel -interface

encapsul ation gre

encapsul ation i psec weight 1

no

bor der

col or public-internet

no last-resort-circuit

no | ow bandwi dt h-1i nk

no vbond- as-stun-server

vmanage- connecti on- preference 5
port-hop
carrier default
nat-refresh-interval 5
hel | o-i nterval

no
no

al | ow servi
al | ow servi

al | ow service
allow-service
al | ow service
al | ow service
al | ow service

no al | ow servi
no al |l ow servi
no al |l ow servi
no al |l ow servi
no al |l ow servi
no al |l ow servi
exit

1000

ce
ce

al |
bgp

dhcp

dns <<<<<<<<<<<<<<<<<< MUST be allowed
icnp

sshd

net conf

ce
ce
ce
ce
ce
ce

nt p
ospf
stun
htt ps
snmp
bf d

& URLO| EHIEX| & LICt.

host nane/ domai n

host nane/ domai n

YSMART LI G- 3- COMM FAI LED: Comruni cations failure with the G sco Smart

M () Mxle] B2 7|8 ©M& 82 CSLU(Cisco Smart Licensing Utility) & L|C}.

cEdge# show license tech support | include Smart Licensing Status

Smart

Smart

Li censi ng Tech Support info

Li censi ng Status




Smart Licensing i s ENABLED

Li cense Conver si on:
Aut omati ¢ Conversi on Enabl ed: True
Status: Not started

Export Authorization Key:
Feat ures Aut hori zed:
<none>

Uility:
St at us: DI SABLED

Smart Licensing Using Policy:
St at us: ENABLED

Data Privacy:

Sendi ng Host name: yes

Cal I hone host nanme privacy: DI SABLED

Smart Licensing hostnanme privacy: DI SABLED
Version privacy: DI SABLED

Transport:

Type: cslu <<
Csl u address: <enmpty>

Pr oxy:

Addr ess: <enpty>

Port: <enpty>

User nane: <enpty>

Password: <enpty>

Server ldentity Check: False

20| YBrHel @ FelLct

cEdge# show license eventlog 0

* k k% Event Log * k k%

2022- 08-18 20: 45: 10. 345 UTC SAEVT_COW FAIL error="Unable to resolve server hostnane/ donain
nane"

2022- 08-18 20:45:57.804 UTC SAEVT_COW FAIL error="Unable to resolve server hostnane/ donain
nane"

cEdge# show logging | include SMART
*Aug 18 20:59:44.914: %SMART_LI G 3- COW _FAI LED: Conmuni cations failure with the C sco Smart
Sof tware Manager (CSSM : No detailed info

#F1: CSLUE Cisco SD-WAN(Cisco vManage)0llAl X2 E|X| ot 2, CSLUE AM& 50

Cisco vManaged| A & 25t= 2t ME QIAHAS| EIO|MA ASFHE ETE = gL
Ct. XFAMIEH LH2 2 CSLU(Cisco Smart License Utility)S &I ESHAIAIL.

AOLE Of0|MEQ| 7|2 URL 2 ME &
AMESHAAIRL.

TEOE Pl EECE MHEI EHAEE CHA|

o9t
fjo

CcEdge# configure terminal

cEdge(confi g)# license smart transport smart
cEdge(confi g)# license smart url default
cEdge(confi g)# commit

SD-WAN E{'d A&t HTTPS


/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

Smart Licensing & &2 HTTPS(Hypertext Transfer Protocol Secure) L E 4432 7|BIO 2 3122,
SD-WAN E{'20| =& HTTPS 8H 2 XEHéts d? S5, TEt F0i 2 X RUM 21 A £ &{0|
Ao gfct.

27 3 eventlogl| LEtEIQI @ FolL|C},

*Aug 18 20:59:44.914: %SNMART_LI C- 3- COW _FAI LED: Comuni cations failure with the C sco Snart
Sof t war e Manager (CSSM No detailed information given
S2 AIHTTPS MH|A7} SD-WAN E{ollA 518 El=x| gelgtict. 21X g2 #e 5185t

E 292 Trust EstablishmentE CHA| A|E5HAA|IL.

cEdge# show sdwan runnning-config sdwan
sdwan

interface G gabitEthernet0/0/0
tunnel -interface

encapsul ation gre

encapsul ation i psec weight 1

no border

col or public-internet

no last-resort-circuit

no | ow bandw dt h-1i nk

no vbond- as-stun-server
vmanage- connecti on- preference 5
port-hop

carrier default

nat-refresh-interva

hel l o-interva
no all owserv
no all owserv
al | ow service
al | ow service
al | ow service
al | ow service
al | ow service
no all owserv
no all owserv
no all owserv

5
1000
ce all
ce bgp
dhcp
dns
icnp
sshd
net conf
ce ntp
ce ospf
ce stun

allow-service https <<<<<<<<<<<<<<<<<< MUST be allowed

no all owserv
no all owserv
exit

ol=

ALO|E o} Z[EIX{7| &5t S AFE 510 EBElE M|0{35t= A< smartreceiver.cisco.comOi| CHEt E
E 4430| xFCHE|X| ot U= X| & QIELICH REMEH LIS Wale] B Er s QY MH|A 32X
(ISP)0f| 225l AlA|2.

2t R E{0f| M

ce snnp
ce bfd

H8lE0f|lA{ CSSM URL, IP EE = X E 443 X} Et

CEdge# telnet smartreceiver.com 443
Trying smartreceiver.com (X X. X X, 443)..

MH|A VRF S AE0M

Open

ericgar @i sco$ telnet smartreceiver.cisco.com 443



Trying X. X X X ..
Connected to smartreceiver.cisco.com.
Escape character is '""]"'.

QIE{Lloi CHet CtE elE{mo|A

RIE{H[0|A T} & 7 0|42l AR AlLIE2|20i M= cSsMate| S4lof AmELICH hitp A4 QIE{H|

OlALE BIRE{0AM AR 753t QIE{H|O|AR HZAE £ QlaLICH

cEdge# config-transaction

cEdge(config)# ip http client source-interface INTERFACE
cEdge(config)# commit

el HE

- Cisco E{ZEIO|= Bt 2E SEHES MAMZ AE5t= ANLE 20| M4
. Cisco Smart Licensing &! Smart Accounts FAQ

.- 24" SDWANE At-E735104 Smart Licensing 20| MIA EHE|

. 71 X Y 2 M - Cisco Systems



/content/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
/content/en/us/products/collateral/software/smart-accounts/q-and-a-c67-741561.html
/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/license-management.html
https://www.cisco.com/c/ko_kr/support/index.html
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