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Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

— Compliance
-V Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

@ Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filteringlﬂdvanced Malware Protection IDNS Security | TLS/SSL Decryption

* Custom
Build your ala carte policy by combining a variety of security policy blocks

Cancel
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<#root>

branchl-edgel#show sdwan running-config | section utd

app-hosting appid utd

app-resource package-profile cloud-Tow

app-vnic gatewayO virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252

|

app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.0.2.2 netmask 255.255.255.252

|

start

utd multi-tenancy

utd engine standard multi-tenancy

threat-inspection profile IPS_Policy_copy

threat detection

policy balanced

Togging level notice

|

utd global

file-reputation

cloud-server cloud-isr-asn.amp.cisco.com

est-server cloud-isr-est.amp.cisco.com
!

file-analysis



cloud-server isr.api.threatgrid.com
apikey 0 <redacted>

!

!

file-analysis profile AMP-Policy-fa-profile

file-types

pdf
ms-exe
new-office
rtf
mdb
mscab
msole?2
wri
xTw
flv
swf

|

alert level critical
!

file-reputation profile AMP-Policy-fr-profile

alert level critical
!

file-inspection profile AMP-Policy-fi-profile

anal ysis profile AMP-Policy-fa-profile

reputation profile AMP-Policy-fr-profile

!
policy utd-policy-vrf-1
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf 1

threat-inspection profile IPS_Policy_copy
exit

policy utd-policy-vrf-global
all-interfaces

file-inspection profile AMP-Policy-fi-profile

vrf global
exit
no shutdown
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5101512424 neodj DBO 2|2 5t04 vmanagedbAPIKEYNODE El0|2 2| LI g Selgtict

neo4j @neodj> match (n:vmanagedbAPIKEY NODE) return n; +




+|n|+
+ | (:-vmanagedbAPIKEYNODE { _rid:

"0:ApiKeyNode: 1621022413389:153", keyServerHostName: "isr.api.threatgrid.com", feature: "Amp", apiKey:
"$CRY PT_CLUSTERS$IbGLEMGIY MNRy1s9P+WcfA==$dozo7tmRP1+HrvEnX Qrax1VxSViY kKwQ4HBAIhXWOtQ=", devicel D: "CSR-

07B6865F-7FE7-BAOD-7240-1BDA 16328455} ) | +

Cisco Edge Router®| AMP S
UTD ZE{| 0| & EH =HQl

show utd BHE A& 504 TEHA QI UTD Z1E|O|L] & EfE = Qg LICH.

show utd engine standard config

show utd engine standard status

show platform hardware qfp active feature utd config
show platform hardware qfp active feature utd stats
show app-hosting detail appid utd

show sdwan virtual-application utd

<tfroot>

branchl-edgel#show sdwan utd dataplane config
utd-dp config context 0
context-flag 25427969
engine Standard
state enabled
sn-redirect fail-open
redirect-type divert
threat-inspection not-enabled
defense-mode not-enabled
domain-filtering not-enabled
url-filtering not-enabled
all-interface enabled

file-inspection enabled

utd-dp config context 1
context-flag 25559041
engine Standard
state enabled
sn-redirect fail-open
redirect-type divert
threat-inspection enabled
defense-mode IDS
domain-filtering not-enabled



url-filtering not-enabled
all-interface enabled

file-inspection enabled

AMP 22t E=oi| cet 20| dE ko] U=X] & lgL|ct

<tfroot>

branchl-edgel#show utd engine standard status file-reputation
File Reputation Status:
Process:

Runni ng

Last known status: 2021-06-17 16:14:20.357884-0400 [info] AMP module version 1.12.4.999

<{froot>

branchl-edgel#show sdwan utd file reputation
utd-oper-data utd-file-reputation-status version 1.12.4.999

utd-oper-data utd-file-reputation-status status utd-file-repu-stat-connected

utd-oper-data utd-file-reputation-status message "Connected to AMP Cloud!"

ThreatGridof| CHEF 2440| M E|o] /U =X| = elghL|Ct.

<#root>

branchl-edgel#show utd engine standard status file-analysis
File Analysis Status:
Process:

Runni ng

Last Upload Status: No upload since process init

<#root>
branchl-edgel#show sdwan utd file analysis

utd-oper-data utd-file-analysis-status status tg-client-stat-up

utd-oper-data utd-file-analysis-status backoff-interval 0
utd-oper-data utd-file-analysis-status message "TG Process Up"
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branchl-edgel#show utd engine standard statistics file-reputation
File Reputation Statistics

File Reputation Clean Count: 1
File Reputation Malicious Count: 4
File Reputation Unknown Count: 44
File Reputation Requests Error: 0
File Reputation File Block: 4
File Reputation File Log: 45
T 24 S ol

branchl-edgel#show utd engine standard statistics file-analysis
File Analysis Statistics

File Analysis Request Received:
File Analysis Success Submissions:
File Analysis File Not Interesting:
File Analysis File Whitelisted:
File Analysis File Not Supported:
File Analysis Limit Exceeding:

File Analysis Failed Submissions:
File Analysis System Errors:
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branchl-edgel#show utd engine standard cache file-inspection
Total number of cache entries: 6

FiTle Name| SHA256 | File Type| Disposition| action|
sand.png 78A908C1DDAC169A 69 1 1
putty.exe 13D8429D500E20BE 21 1 2
makemalware.exe AEBA9F39FE18D27E 21 3 2
putty_unknown.exe 833A609CA00665EB 21 1 2
documentl.pdf 5CBF56E3C3B07259 285 1 1
eicar.com.txt 275A021BBFB6489E 273 3 2
AVMP 2% 3E

0 NONE

1 UNKNOWN

2 CLEAN

3 MALICIOUS

1]
[N

AMP &9

I

0 UNKNOWN
1 ALLOW
2 DROP

o
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branchl-edgel#show utd engine standard cache file-inspection detail
SHA256: 78A908C1DDAC169A6E147A781E3B1B7EC637797E88BOF42A6A5B59810B8E7EES
amp verdict: unknown

amp action: 1

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: O

file name: sand.png

filetype: 69

create_ts: 2021-06-21 16:58:1624309104
sig_state: 3

SHA256: 13D8429D500E20BE8588F250449F70A6E8F8F34DF9423B2897FD33BBB8712C5F
amp verdict: unknown

amp action: 2

amp disposition: 1

reputation score: 0

retrospective disposition: 0

amp malware name:

file verdict: 1

TG status: 7

file name: putty.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309107
sig_state: 3

SHA256: AEBA9F39FE18D27E40D0629D80BA3B2EEEAO03FB5B33A376C611BB4D8FFDO3A6
amp verdict: malicious

amp action: 2

amp disposition: 3

reputation score: 95

retrospective disposition: 0

amp malware name: W32.AEBA9F39FE-95.SBX.TG
file verdict: 1

TG status: O

file name: makemalware.exe

filetype: 21

create_ts: 2021-06-21 16:58:1624309101
sig_state: 3

<SNIP>

UTD AT 24 7HA| = M 7Hstd™ CtE TP S AFSELICH

clear utd engine standard cache file-inspection
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debug utd engine standard file-reputation level info
debug utd engine standard file-analysis Tevel info
debug utd engine standard climgr level info

Ha
=

242 /tmp/rp/trace/vman_utd_R0-0.bin0l| A A[AR] Aof| M ZI] ZHM5HHL CFHS BHAH 2t
It g BHRE Tt A|ARIM SALE = JU&LCH

12

o 0

branchl-edgel#app-hosting move appid utd Tog to bootflash:
Successfully moved tracelog to bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz
branchl-edgel#

UTD £ 218 2

branchl-edgel#more /compressed bootflash:/iox_utd_R0-0_R0-0.5113_0.20210622110241.bin.gz

<snip>

2021-06-22 10:35:04.265: (#1) : SPP-FILE-INSPECTION File signature query: sig_state = 3

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION start_time : 1624372489, current_time : 1624372504,Dif
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_node_exists:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Signature not found in cache

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION file_type_id =

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Write to cbuffer

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Sent signature Tookup query to Beaker

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION File Name = /putty_unknown.exe, file_name = /putty_unk
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_extract_filename :: Extracted filename 'putty_unkn
2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_add:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION amp_cache_allocate:: Entry

2021-06-22 10:35:04.266: (#1) : SPP-FILE-INSPECTION Return FILE_VERDICT_PENDING

<SNIP>

N &3 206.1 0|40l M= utd acelogsE AMSt 1 E= 40| show logging process vman
module utd ... BHO| EF FM Q3 E2 o YX[ELIC.

HX[oM 2EIREZL

E Al 20|

- 1 =

o|X| C|H}O|A 7} AMP/TG 2015t 7|
5101 22 E MH|A QL ¢uleF S410| O|Fo{Fi=X| &Ql& = U&LICt.

branchl-edgel#show monitor capture amp parameter
monitor capture amp interface GigabitEthernetl BOTH
monitor capture amp access-1ist amp-cloud

monitor capture amp buffer size 10

monitor capture amp Timit pps 1000
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