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= Feature Template O|SEfLICH BZ 312 Transport VPN interface ME{5t T NAT
= Cisco SD-WAN () Select Resource Group
Feature Template » Cisco VPN Interface Ethernet » cEdge Basic_Transport] _NAT
@-] O on Off

MAT
NAT Type
UDP Timeout @ -
TGP Timeout @ - ®
STATIC NAT PORT FORWARD
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interface GigabitEthernet2

ip nat outside



ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet2 overload
ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60
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= Cisco SD-WAN ’\ Select Resource Groupw Configuration - Policies

ralized Policy » Define Lists

Select a list type on the left and start creating your groups of interest

Application
® New Site List

Color
Community

Marme Entries Reference Count Updated By
Data Predix

DCsite_100001 100007 3 admin
Palicer
Prefix
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= Cisco SD-WAN ’\ Select Resource Groupw Configuration - Policies

ralized Policy » Define Lists

Select a list type on the left and start creating your groups of interest

Application
® New Site List

Color
Community

Narné Entries Reference Count Updated By
Data Predix

DCsite_100001 100007 3 admin
Palicer
Prefix

3EHA|. £ Traffic Rules 438t L £ Application Aware Routing Policy A A48t L|C}.

Last Updated

11 Sep 2023 12:46:54 PM P,

Last Updated

11 Sep 2023 12:46:54 PM P,

Action

&

Action

&

o

o

a



= Cisco SD-WAN

ad Pal

Aware R

() Select Resource Group

Cloud_CnRamp_SAAS

Cloud_OnRamp_SAAS

Palicy » Edit Application Awsre Route Policy

Moanitor + VPN
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—_— E App Route Application Rou
| # Sequence Type
.
NE—— ® sequence Rule (5 ACI Sequence Rules  Drag and drop to re-amange rules
1, Dras f
= e e N
- Protocot 1Pud - Backup SLA Preferred Cobor Leg SLA Claszs List
i1 Ao Route H
Default Act
i Match Conditions Actions
Cioud Sass Application/Applcation Family List b Gounter Name L
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Cloud SLA Enabiled ®
Cancel
Preview ware Routini Cancel
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Add policies to sies and VPHs

Topology

@ Groate Groups of imerest

Cloud_OnRamp_SAnS

Cloud, OnBimp_SAAS

Application-Aware Routing

G Select Resource Groupw

Traffic Data  Cflowd

Clowd_COnRamp_SAAS

() New Site/Region List and VPN List

O Sie List

() Regioni

Site/Regien List

Back

viptela-policy:policy
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app-route-policy _VPN1_Cloud OnRamp_SAAS

vpn-list VPN1

Configuration - Policies
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sequence 1

match
cloud-saas-app-list office365_apps
source-ip 0.0.0.0/0

1

action

count Cloud_OnRamp_-92622761
|

|

!

lists

app-list office365_apps
app skype

app ms_communicator
app windows_marketplace
app livemail_mobile
app word_online

app excel_online

app onedrive

app yammer

app sharepoint

app ms-office-365

app hockeyapp

app live_hotmail

app live_storage

app outlook-web-service
app skydrive

app ms_teams

app skydrive_login

app sharepoint_admin
app ms-office-web-apps
app ms-teams-audio
app share-point

app powerpoint_online
app ms-lync-video

app live_mesh

app ms-lync-control
app groove

app ms-live-accounts
app office_docs

app owa

app ms_sway

app ms-lync-audio

app live_groups

app office365

app windowslive

app ms-lync

app ms-services

app ms_trandator

app microsoft

app sharepoint_blog
app ms_onenote

app ms-teams-video
app ms-update

app ms-teams-media
app ms_planner

app lync

app outlook

app sharepoint_online



app lync_online

app sharepoint_calendar
app ms-teams

app sharepoint_document
!

site-list DCsite_100001
site-id 100001

!

vpn-list VPN1

vpnl

!

!

!

apply-policy

site-list DCsite_100001
app-route-policy _VPN1 Cloud OnRamp_SAAS
!
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Select Resource Group»

= Cisco SD-WAN

CONTROLLERS WAN Edges
2 2 1 3
vBond vSmart wManaga Reachable

S2aS& Cloud onRamp A&
2EtA. 2 Applications and Policy O|S & L|C}.
i;i Select Resource Groups

= Cisco SD-WAN

Q. Search

Standard Applications

Office 365
Davices (0)
0 0
Active sitas a
4]

OHZ 2|7 0]4d 2l A42H AEH

Monitor - Ovenview

Tunnels Security VPN

CERTIFICATE STATUS

5

Warning

Dashboard

leush Siaiiciond Cloud onRamp for Sass

Cloud onRamp for laaS

LICENSING preao  Cloud OnRamp for Multicloud
0 0 c Ramp for
Assigned Last 2 an

3 Unassigned

SD-AVE Cloud Connector

Actions w

How o Get Started

I Applications and Policy

Client Sites
Gateways
Direct Internet Access (DIA) Sites

Custom Application Lists

37 LApplication > EnableZ Save O|S g LICH O3 Cl& 2 22§ LICHNext.



Dashboard

@ Appeations

() Select Resource Groups

s

Total Rows: 14 {5}

= Cisco SD-WAN
» Applications and Podey

mp lar Saas
Custom

Claud anfa

Please click on the table cofis Monitoring and Policy/Cloud SLA to enablefdisable them for the Cloud Applications.

Q. search
Applications Manitaring
Opted Out) Enable Application Feadback for Path Enatéed »
Oracle Dieatecd -
Salesforce Disabled
Disabled
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Sugar CRM
AEH Tl
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42H7|. 2 Direct Internet Access (DIA) Sites 0| S gHL|C}

O Select Resource Groupw

= Cisco SD-WAN
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Q. search

Standard Applications
Devices (0)
o

0

Active sites
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5CHA|. AFO|EZ Attach DIA Sites 0|5 5104 ALO|EE AEH

Dizabled

VPN (for Viptela 05 Device Models) (7)  Policy/Cloud SLA (for Gisco S Dovice Models) ()

Disabled
Disabled
Disabled

Disabled

Dashboard
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sessanrases
How to Get Started  §  Manage Cloud OnRamp for Saa5 ~ -3
Applications and Policy

Chient Sites
Gataways
Direct Intemst Access (DIA) Sites |
Custom Application Lists
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Cisco SD-WAN
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cloudexpress local-exits vpn 1 app 2 type app-group subapp 0 GigabitEthernet2

cEdge_West-01#sh sdwan cloudexpress Tocal-exits

application office365

latency 6
loss O
0| 32 Cloudexpress S& T2 2 EAIFLICH

cEdge_West-01#sh sdwan cloudexpress applications
cloudexpress applications vpn 1 app 2 type app-group subapp O

application office365
exit-type Tocal
interface GigabitEthernet?2
latency 6
Toss 0



2 o Eci=ol Cist 7H2E 5718 EoiELICh
<#root>
cEdge_West-01#sh sdwan policy app-route-policy-filter
NAME NAME COUNTER NAME PACKETS BYTES
_VPN1_Cloud_OnRamp_SAAS VPN1 default_action_count 640 66303
600 432292

d oud_OnRanp_- 403085179
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Troubleshoaoting

Manitor - Devices - Device 360

2 vManage GUI 2| MH|A B2 & Eo{ELICt.

=gq
M Ol =
= Cisco SD-WAN Sele sgource Groups
> Simulate
cEdge_West-01 | 11100 0 160001 vice Model: CE000v
VPN 1 —>ource
vd - 10220 v 10.2.20.88
otal next hops; 1 | Remote : 1
Remote IP 10.2.30.129
GigabitEthernet2

Source

v GigabitEthernet
Remote

Intertace

e > e 1.1.1.107
>

Advanced Options >

MHIA EA=
2 ClHho|A CLIC] service-pathE 2 04F LICH.
cEdge_West-01#sh sdwan policy service-path vpn 1 interface GigabitEthernet4 source-ip 10.2.20.70 dest-1i

ol &¥

Next Hop: Remote

A ¥y
« Cisco Catalyst SD-WAN Cloud OnRamp 711|784 0|M 7}0|E
Cisco7l& X S CIRZE

Remote IP: 10.2.30.129, Interface GigabitEthernet2 Index: 8

2


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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