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<#root>

cEdge(config)#

crypto i kev2 proposal pl-gl obal

cEdge(config-ikev2-proposal)#

encrypti on aes-cbc-128 aes-cbc-256

cEdge(config-ikev2-proposal)#

integrity shal sha256 sha384 sha512

cEdge(config-ikev2-proposal)#

group 14 15 16

2EHA|. Aot HEE X &5t IKE Mg &L CEH



<#root>
cEdge(config)#

crypto i kev2 policy policyl-globa

cEdge(config-ikev2-policy)#

proposal pl-globa

3TtAl A Eol P FAE HolFLCt

<#root>
cEdge(config)#

crypto i kev2 keyring if-ipsecl-ikev2-keyring

cEdge(config-ikev2-keyring)#

peer if-ipsecl-ikev2-keyring-peer

cEdge(config-ikev2-keyring-peer)#

address 10.4.5. 226

cEdge(config-ikev2-keyring-peer)#

pre-shared-key C sco

4T Q1B 2 QI8 B F(AH BR 7)E TABLICH

<#root>
cEdge(config)#

crypto i kev2 profile if-ipsecl-ikev2-profile

cEdge(config-ikev2-profile)#

match identity renote address
10. 4. 5. 226 255.255.255.0

cEdge(config-ikev2-profile)#

aut hentication renote



cEdge(config-ikev2-profile)#

aut hentication renote pre-share

cEdge(config-ikev2-profile)#

aut hentication |l ocal pre-share

cEdge(config-ikev2-profile)#

keyring local if-ipsecl-ikev2-keyring

cEdge(config-ikev2-profile)#

dpd 10 3 on-denand

cEdge(config-ikev2-profile)#

no confi g- exchange request

cEdge(config-ikev2-profile)#

5EHA|. 2535 & nE|& L Qs 2 2&st= XMeHE! transform-setS

<#root>
cEdge(config)#

crypto i psec transformset if-ipsecl-ikev2-transform esp-gcm 256

cEdge(cfg-crypto-trans)#

node tunnel

6EHA|. transform-set2 IPSec X241} 4738t L|C}.

<#root>
cEdge(config)#

crypto ipsec profile if-ipsecl-ipsec-profile

cEdge(ipsec-profile)#

set security-association lifetime kil obytes disable

cEdge(ipsec-profile)#

set security-association replay w ndow size 512

HolghLct.



cEdge(ipsec-profile)#

set transformset if-ipsecl-ikev2-transform

cEdge(ipsec-profile)#

set ikev2-profile if-ipsecl-ikev2-profile

7EHA. QEH O|A E{'HE M35t IPSec

<#root>
cEdge(config)#

interface Tunnel 100001

cEdge(config-if)#

vrf forwarding 90

cEdge(config-if)#

ip address 172.16.12.1 255. 255. 255. 252

cEdge(config-if)#

ip mu 1500

cEdge(config-if)#

tunnel source G gabitEthernetl

cEdge(config-if)#

tunnel node ipsec ipvé

cEdge(config-if)#

tunnel destination 10.4.5.226

cEdge(config-if)#

tunnel path-ntu-discovery

cEdge(config-if)#

R4 RH
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tunnel protection ipsec profile if-ipsecl-ipsec-profile
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show ip interface brief W2 Al&504 IPSec E{'HQ| 4ENE & QIFLICH.
<#root>

cEdge#

show i p interface brief



Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.4.5.224 YES other up up

--- output omtted ---

Tunnel 100001 172.16.12.1 YES other up up

cEdge#
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<tfroot>

cEdge#

show crypto ikev2 session

IPv4 Crypto IKEv2 Session

E Al5t24™ show crypto ikev2 session &

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status
1 10.4.5.224/500 10.4.5.225/500 none/90 READY

Encr: AES-CBC, keysize: 128, PRF: SHA1l, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Life/Active Time: 86400/207 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535

remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: OxFC13A6B7/0x1A2AC4A0

IPv6 Crypto IKEv2 Session

cEdge#

show crypto ipsec sa interface Tunnel10001 &2 Al
5t HEE EAIgLCY.

<tfroot>

cEdge#

show crypto i psec sa interface Tunnel 100001

interface: Tunne1100001

AlSH
(=)

5104 IPSec SA(Security Association)0d| CH

Crypto map tag: Tunnell00001-head-0, Tocal addr 10.4.5.224



protected vrf: 90

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.4.5.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 38, #pkts encrypt: 38, #pkts digest: 38
#pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

Tocal crypto endpt.: 10.4.5.224, remote crypto endpt.: 10.4.5.225

plaintext mtu 1446, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: Ox1A2AC4A0(439010464)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: OxFC13A6B7(4229146295)

transform: esp-gcm 256 ,

in use settings ={Tunnel, }

conn 1id: 2001, flow_id: CSR:1, sibling_flags FFFFFFFF80000048, crypto map: Tunnell00001-head-0
sa timing: remaining key lifetime (sec): 2745

Kilobyte Volume Rekey has been disabled

IV size: 8 bytes

replay detection support: Y replay window size: 512

Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox1A2AC4A0(439010464)

transform: esp-gcm 256 ,

in use settings ={Tunnel, }

conn 1id: 2002, flow_id: CSR:2, sibling_flags FFFFFFFF80000048, crypto map: Tunnell00001-head-0
sa timing: remaining key lifetime (sec): 2745

Kilobyte Volume Rekey has been disabled

IV size: 8 bytes

replay detection support: Y replay window size: 512

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
cEdge#

show crypto ikev2 statistics WS A&l5t09 IKEv2 MM 2RAE E74 4 7} 2E|E EAIELICH

<#root>
cEdge#

show crypto ikev2 statistics

Crypto IKEv2 SA Statistics



System Resource Limit: 0 Max IKEv2 SAs: O Max in nego(in/out): 40/400
Total incoming IKEv2 SA Count: 0 active: 0 negotiating: O
Total outgoing IKEv2 SA Count: 1 active: 1 negotiating: O
Incoming IKEv2 Requests: 0 accepted: 0 rejected: 0
Outgoing IKEv2 Requests: 1 accepted: 1 rejected: 0
Rejected IKEv2 Requests: O rsrc Tow: O SA Timit: O

IKEv2 packets dropped at dispatch: 0

Incoming Requests dropped as LOW Q Timit reached : 0
Incoming IKEV2 Cookie Challenged Requests: 0

accepted: 0 rejected: 0 rejected no cookie: 0

Total Deleted sessions of Cert Revoked Peers: 0

cEdge#

ClHto|A Q| g+ H ot MMoi| CHEt HEE E AlSH24™ show crypto session BES AT LICY.

<#root>
cEdge#

show crypto session

Crypto session current status

Interface: Tunnel100001

Profile: if-ipsecl-ikev2-profile

Session status: UP-ACTIVE

Peer: 10.4.5.225 port 500

Session ID: 1

IKEv2 SA: Tocal 10.4.5.224/500 remote 10.4.5.225/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

ClutolA THZ! Z 2 MIMof|A IPSec 218 IHZ! AfA[ol CHEF HWEE HdoedH Ot
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show platform hardware qfp active feature ipsec datapath drops clear

show platform hardware qfp active statistics &5 A|
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<#root>
cEdge#

show pl atform hardware qgfp active feature ipsec datapath drops clear

| PSEC detail ed dp drop counters cleared after display.

cEdge#



<#root>
cEdge#

show pl atform hardware gfp active statistics drop clear

Last clearing of QFP drops statistics : Thu Sep 28 01:35:11 2023

G obal Drop Stats Packets Cctets

| pv4NoRout e 17 3213
Unconfi gur edl pv6Fi a 18 2016

cEdge#

E{d CIE{H| oA
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show ip interface brief | E{'2 Z £100001

show platform hardware qfp active statistics drop(Z2ZH & =901 gfp 2 S EAl)

E5HE StER 0] gfp & 7|5 ipsec LIO|E| B2 AMK|| E A

<tfroot>
cEdge#

show i p interface brief | include Tunnel 100001

Tunne1100001 169.254.21.1 YES other up up
cEdge#
cEdge#sh p1 hard gfp act feature ipsec datapath drops

<#root>
cEdge#

show pl atform hardware gfp active statistics drop

Last clearing of QFP drops statistics : Thu Sep 28 01:35:11 2023
(5m 23s ago)

Ipv4NoRoute 321 60669
UnconfiguredIpv6Fia 390 42552



cEdge#

<#root>
cEdge#

show pl atform hardware qgfp active feature ipsec datapath drops

cEdge#

o —
St BH
<#root>

show crypto i psec sa peer <peer_address> detail

show crypto ipsec sa peer <peer_address> platform

show crypto i kev2 session

show crypto ikev2 profile

show crypto i saknp policy

show crypto nmap

show ip static route vrf NUMBER

show crypto isaknmp sa

debug crypto isaknp

debug crypto ipsec
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