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Zone VPN 10 (VRF 10)

Zone VPN 30 (VRF 30) 192.168.10.0/24
Py R10 _I 192.168.12.0/24
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\_ 192.168.20.0/24
R30 cE1 : cE2 R20 _I 192.168.12.0/24

Zone VPN 20 (VRF 20)
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ZE #& fu|aelolM

FQ Mo MAM A 2 EE VPN 10 2 200 VPN 3092 R E HA20o| B2 +4E &5t A
QlLICt. VRF 302 EtE{ cE104 Bt /1 VRF 10 2! 202 2} RE| cE20{| ATt 2L EIL|C} O|E £ H
2749| E & Z X|(Custom Control) 20| -‘rlééEI%.’; LICt CHS2 VPN 10 2 200{ M VPN 3022
DE ZE2E WEUs EEZX|LCH
= Cisco vManage ') Select Resource Group»  Configuration - Policies &S = ® [
View Custom Control Policy

Name

Description
Route Route
: Route
o = Match Conditions Actions
Default Action
VPN List: VPN_10_20 Accept
VPN Id Export To WPN_30
v
Default Action(7|&2 2 )2 Allow(F1&)2 HHEE|0] A2 TLOC E1 E= Xl intra-VPN
A2 ¥ RHEE TEFLC
= Cisco vManage ;) Select Resource Groups  Configuration - Palicies O = @ L

View Custom Control Policy

Default Action

** Route

Accept Enabled
| Default Action

OHEE7LR|2 E B2 | A
MEliaLch

VPN 300{AM VPN 10 L 2022 IR 8 MEE d4ta Z NS & 7
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- Policies O =@ 8

= Cisco vManage () Select Resource Groupw  Configuration

View Custom Control Policy

Mame

Description

E Route Route

,: Route
o = Match Conditions Actions

Default Action .
VPN List: VPN_30 Accept
VPN Id Export To: VPN_10_20
W
= Cisco vManage () Select Resource Group~  Configuration - Policies O = & 0

View Custom Control Policy

MName
Description
Default Action
+: Route
Accept Enabled
I Default Action

JHChs 5 EEE2X M 25 elapa(sd) S&o sigst= ALO|E S5of 2 ELICH VPN
302] Z2E vSmart HE 220l A cE1(site-id 11)0llA £ A1 I VPN 10 I 202] OMP(Overlay
Management Protocol) El|O|£ 2 LiE HL|C}.

i
@
&

= Cisco vManage () Select Resource Groupw Configuration - Policies &

Centralized Policy > Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs

Policy Name ROUTE_LEAKING

Folicy Description Route Leaking Policy

Topology  Application-Aware Routing Traffic Data Cflowd

—
CUSTOM CONTROL

LEAK_VPN30_to_10_20

(¥ New Site List

Direction = Site List Action

h
&)

SITE_M

m Save Policy Ghanges Cancel



OFEH7ER| 2, vSmartod A VPN 10 2! 202 A2 & cE204 A VPN 10 2! 20742]

E . 0
VPN 30 2t & E|0|E 2 LHE HL|CH(site-id 12).
= Cisco vManage ‘) Select Resource Groupw Configuration - Policies o= e 0
» Edit Policy
Topology Traffic Rules
Add policies to sites and VPNs
Policy Name ROUTE_LEAKING
Policy Description Route Leaking Policy
Topology Application-Aware Routing Traffic Data Cflowd
CUSTOM CONTROL
te List
Direction Site List Action
in SITE_12 &
Esh & X E |8t 2tedst Xlo{ MA Hu|ag|o|M Ol2|E 7|l Ct.

viptela-policy:policy control-policy LEAK_VPN10_20_to_30 sequence 1 match route vpn-list

VPN_10_20 prefix-list _AnyIpv4PrefixList

! action accept export-to vpn-list VPN_30 !

! default-

action accept

! control-policy LEAK VPN30_to_10_20 sequence 1 match route vpn-list VPN_30

prefix-list _AnyIpv4PrefixList ! action accept export-to vpn-list VPN_10_20 !
accept ! lists site-list SITE_11 site-id 11 ! site-list SITE_12 site-id 12 ! vpn-1list VPN_10_20
vpn 10 vpn 20 ! vpn-list VPN_30 vpn 30 ! prefix-list _AnyIpv4PrefixList ip-prefix 0.0.0.0/0 le
32 ! I ! apply-policy site-1list SITE_12 control-policy LEAK VPN10_20_to_30 in !
SITE_11 control-policy LEAK_VPN30_to_10_20 in ! !

vSmart ZAE £ 2{0f| M X 35l24H vManage Z1E £ &4 Configuration(Z1Z| 124 0|4) > Policies(& )
MMM &AM g A45} 5 ofF gFLICH.

! default-action

site-list

ZBFW Zdx|18jo|M
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VPN_10 PA L 518 e 7=

VPN_20 e YA L & 518

VPN_30 & HE g L 58

F2 SEE hE cE1 VPN 302| MH|A FEH0|A AZHE|0 VPN 1022 0|S3HX|EH VPN 202
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= Cisco vMar

Edit Firewall Policy

VBN_30_to_10

Q, Search

Nasme

2 Rubis 2 MNiA

EE B 2R E{ cE2 MH[A
100 M) 22 &S

Tjofok grL|ct.

= Cisco vMana

Ecit Firewall Policy

WPH_20,_t0,_30

Oder Name Rule Sets
1 Rule 1 NIA
2 Rule 2 L

Rula Sits

Mk

Sources
VPN_30
Actiam
[ inspect
B Inspect
=
=/

O

Action
B inspoct

B Inspect

Log

BiA

Nk

Configuration - Security

Apply Zone-Pairs

2 Rules

Log Source Data Profix Soares Por
NiA 192.168.30.0/24 Any
NiA 192.168.30.0/24 Ay

Configuration » Security

Apply Zone-Pairs

2 Rules

Source Data Prefix

Source Port
192.168.20.0/24 Any
192.168.12.0124 Any

wa Firgwall Policy Ca

Destinations

VEN_10

Alow b0 initiabe ICME® froem VPN 30

30w 10

Data Prafix.. Pait
192.168.10.0/24 Any
192.168.12.0/24 Ay

Destinat

WPN_30

BEMP from VPN 20 1o 30

Destination Data Prefic... Destination Port

192.168.30,0/24 Any

192.968.30.0/24 Any

Protacol

O = @8
v
~
Total Rows: 0 {5}
Protoest Appseatien List To D
1 Any
1 Any .

VPN 200iM @& ZE ICMP EZ{Z!/2 cE12] VPN 30 AH|A Z(VPN
{2 3sfoF & L|Ct. VPN 300{A VPN 202

= uhe ETe HSOE 58

™
L 'y

<

Total Rows: O

Application List Ta Dre

Any

Ary



= Cisco vManage ) Select Resource Group~ Configuration - Security Oy = & 0

ty » Add Security Policy

@ Firewall
O, Search
rewall Policy (Add a Firewall configuration)
Total Rows: 2
Marme Type Description Reference Count Updated By Last Updated =
VPN_30_to_10 B zoneBasedFwW Allow 10 initiate ICMP from YPN 30 to 10 (v} enk 25 Feb 2022 5:05:25 PM CET
VPN_20_to_30 B zoneBasedFW Allow to initiate ICMP fram VPN 20 to 30 o ank 25 Feb 2022 5:06:23 PM CET

o17|0 M & =& zBFW G O|2] E7| & & & & /&L

policy zone-based-policy VPN_20_to_30 sequence 1 seg-name Rule_1 match source-ip 192.168.20.0/24
destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! ! sequence 11 seg-name Rule_2 match
source-ip 192.168.12.0/24 destination-ip 192.168.30.0/24 protocol 1 ! action inspect ! !
default-action drop ! zone-based-policy VPN_30_to_10 sequence 1 seg-name Rule_1 match source-ip
192.168.30.0/24 destination-ip 192.168.10.0/24 protocol 1 ! action inspect ! ! sequence 11 seqg-
name Rule_2 match protocol 1 source-ip 192.168.30.0/24 destination-ip 192.168.12.0/24 ! action
inspect ! ! default-action drop ! zone VPN_10 vpn 10 ! zone VPN_20 vpn 20 ! zone VPN_30 vpn 30 !
zone-pair ZP_VPN_20_VPN_30_VPN_20_to_30 source-zone VPN_20 destination-zone VPN_30 zone-policy
VPN_20_to_30 ! zone-pair ZP_VPN_30_VPN_10_VPN_30_to_10 source-zone VPN_30 destination-zone
VPN_10 zone-policy VPN_30_to_10 ! zone-to-nozone-internet deny !

OF HMg M8 ste{™ ClHto|A BIZ 39| Additional Templates A49| Security Policy(& o %324
P° IHH-‘r M Mof = ot 7‘*"‘—.% EsH ok gfLct.

~—"



= Cisco vManage \ Select Resource Groupw Configuration - Templates Ty = & L
ot
Basic Information Transport & Management VPN Service VPN Cellular Additional Templates Switchport

Additional Templates

AppQoE Choose... »
Global Template * Factory_Default_Global_CISCO_Templ... =
Cisco Banner Choose... -
Cisco SNMP Choose... -
TrustSec Choose... -
CLI Add-0On Template Choose... -
Policy Choose... x
Probes Choose... -
Security Policy TEST_SECURITY_POLICY -
Nene Empty template selection.
Switch Port (¥) Switch Port w

Update Cancel

ClHholA & 30| Ao EH ot &o| Cluthol A 0fAf 2ot SA40] #4I8HEILICt Of
2ol CIZolME cE1 B E{OIMEH 2ot S BAEHE + UUSLIC

Cte& &QlgLic

Ol T4 ZBFW(E O BiAY) =

7t HEEIR=EX] ZQlsHok grLcH

FH

pingE A& 38t0d E|AE S VPN 100A VPN 3077HX| 2] EE{=lol| CHEH A El zone-pair7} gie=
2 zone VPN 10014 VPN 3071 x|2] EZHZl0| ofl 4THZ HE E|=X| &olgtiic)

R10#ping 192.168.30.30 source 192.168.10.10 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of

192.168.10.10 ..... Success rate is 0 percent (0/5) R10#ping 192.168.30.30 source 192.168.12.12
Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout is 2
seconds: Packet sent with a source address of 192.168.12.12 ..... Success rate is 0 percent
(0/5)

OFRE7ER| 2, 2 oF 22 741|328 0|Mof| A of| &8 CHE VPN 202| EEHZ!0| VPN 3001 5 ELIC}.

R20#ping 192.168.30.30 source 192.168.20.20 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of



192.168.20.20 !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R20#ping 192.168.30.30 source 192.168.12.12 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.30.30, timeout is 2 seconds: Packet sent with a source address of
192.168.12.12 11!l Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

2323 VPN 102] VPN 300A MEL192.168.10.0/242 2 O|S35l= ECE 2 A4 741|718 0|Mof|
M o AE CH2 2= L|C}.

R30#ping 192.168.10.10 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.10.10, timeout i1s 2 seconds: Packet sent with a source address of
192.168.30.30 !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

O| EcH=lo CH3H —T“SEI Q3od 40| Q17| 2 0f €24 VPN 202 VPN 300 M AHEL!
192.168.20.0/242 2 &s5t= ECHZ0| HFEELIC} ol of| A ElL|Ct.

R30#ping 192.168.20.20 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.20.20, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0 percent (0/5)

IP 2 192.168.12.122 ¥ VPN 10 E£= VPN 2001 QI £ oE 2 ping2 AT E m &4 Q
F7t AOE EQlE 4= 9o, SD-WAN 0| X| 2} E{ cE12| MH|A Zof = EHE{ R302| &
Hoﬂﬁ CHA VPN% Eolsh £~ iaLCt.

R30#ping 192.168.12.12 source 192.168.30.30 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.12.12, timeout is 2 seconds: Packet sent with a source address of
192.168.30.30 ..... Success rate is 0 percent (0/5)

ZA1tE VRF 302 2 E A A0 CHal S gLICt 2k ECMP(Equal-Cost Multi-Path) S A| &4
Aol S&SE[X| b&LC.

R30#ping 192.168.12.12 source 192.168.30.31 Type escape sequence to abort. Sending 5, 100-byte
ICMP Echos to 192.168.12.12, timeout i1s 2 seconds: Packet sent with a source address of
192.168.30.31 ..... Success rate is 0 percent (0/5) R30#ping 192.168.12.12 source 192.168.30.32
Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout is 2
seconds: Packet sent with a source address of 192.168.30.32 ..... Success rate is 0 percent
(0/5)

2K IP 192.168.12.129| HIAE ZIE 7|H2 2 VPN 200 M= ICMP o 2 %0l 2&H5tK|
ofo M VPN 300 VPN 202 22| ERHEIE 5|2t E T El zone- pa|r7|- 17| EEH+01I(do+E
ZA)BH 32 £ Ql&LICH IP AT} 192.168.12.1221 CHAFO| VPN 1001 /T ICMP ofl 2 230l 8
EhetClD 7H&dE 2, VPN 300A VPN 202 22| ICMP E2H=lof| CHEt ZBFW = o+ Zd&Hof| 2}
Ezi=l0| 3{&x|o{oF & LICt. CHA VPN & Ql5Hof §FL|CH.

= e B
44 1. OMP El|0|Z0llA Ci4 VPNE & oB{H

cE10iM 2t & E|0|= = ZHEHS| H2loiT &l CHY VPNE Olslists Ol ==0| EIX| e&Lct.
S2004] 22 4+ o= I w88 HEE CHe(169.254.206.12) 2| A|AE] IPO|MH, ECMP7t §iCt
= R

T ol

cEl# show ip route vrf 30 192.168.12.0 255.255.255.0 Routing Table: 30 Routing entry for
192.168.12.0/24 Known via "omp", distance 251, metric 0, type omp Last update from
169.254.206.12 on Sdwan-system-intf, 01:34:24 ago Routing Descriptor Blocks: * 169.254.206.12
(default), from 169.254.206.12, 01:34:24 ago, via Sdwan-system-intf Route metric is 0, traffic



share count is 1
CHA VPNE 3topdd HX{ cE12| OMP E|O|20iM sHE S Atoll CHEt MH|A Bjlo|2& 3totof
gt

cEl#show sdwan omp routes vpn 30 192.168.12.0/24 Generating output, this might take time, please
wait ... Code: C -> chosen I -> installed Red -> redistributed Rej -> rejected L -> looped R ->
resolved S -> stale Ext -> extranet Inv -> invalid Stg -> staged IA -> On-demand inactive U ->

TLOC unresolved PATH ATTRIBUTE FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE ---

———————— 169.254.206.4 12 1007 C,I,R installed 169.254.206.12 private2 ipsec -
cll0|& Zt0l 1007 S &g = U&LICH OIX|H 22, A|AE-IP 169.254.206.128 &
E{o M AEElE B E MH|A7} vSmart ZHE EE{0| M MEHEI A2 CHA VPNE &I E £

fjo

vsmartl# show omp services family ipv4 service VPN originator 169.254.206.12 C -> chosen I ->
installed Red -> redistributed Rej -> rejected L -> looped R -> resolved S -> stale Ext ->
extranet Inv -> invalid Stg -> staged IA -> On-demand inactive U -> TLOC unresolved PATH VPN
SERVICE ORIGINATOR FROM PEER ID LABEL STATUS —————————— - —m—m—m—m—m —m e —
———————————————————————— 1 VPN 169.254.206.12 169.254.206.12 82 1003 C,I,R 2 VPN 169.254.206.12
169.254.206.12 82 1004 C,I,R 10 VPN 169.254.206.12 169.254.206.12 82 1006 C,I,R 17 VPN
169.254.206.12 169.254.206.12 82 1005 C,I,R 20 VPN 169.254.206.12 169.254.206.12 82 1007 C,I,R

VPN 2|0|Z 100701 [rt2t CHA VPNO| 2021 X| & elgh = /&Lt

U 2. E5E& TEo T HUS 850 CHY VPNE X E U

Z31E BHo| T U E CHY VPNZ & 215t2{HH T X{ show ip vrf detail 30 5= show platform
software ip fO cef table * summary & 2| = Z &2 &0} cE1 2tE{0| A VPN 3001 CHE LIS VRF

IDE gto}of &L|Ct.

cEl#show ip vrf detail 30 | 1 Id VRF 30 (VRF Id = 1); default RD 1:30; default VPNID

O] B2 VRF ID 12 300|2t= VRFOI| & E|{& LICH platform B2 SD-WAN A E{|0{0f A
Cisco I0S-XE A X E 2fo{0f| A mi! ?S'EE AYste WR =Y =2[& LIEILi= OCE(Output
Chain Element) 7HA| X Ql12 & AIELICH.

cEl#show platform software ip FO cef table index 1 prefix 192.168.12.0/24 oce === Prefix OCE ===
Prefix/Len: 192.168.12.0/24 Next Obj Type: OBJ_SDWAN_NH_SLA_ CLASS Next Obj Handle: 0xf800045f,
urpf: 0 Prefix Flags: unknown aom id: 1717, HW handle: 0x561b60eeba20 (created)

2t & MF A= ID7F 0xf800045f2!1 OBJ_SDWAN_NH_SLA_CLASS(Service Level Agreement)2]
next-hop object& 7t2|7|MH, 0| 224 Rt 2 &Lt

cEl#show platform software sdwan FO next-hop sla id 0xf800045f SDWAN Nexthop OCE SLA: num_class
16, client_handle 0x561b610c3£f10, ppe addr Oxdbce6cl0 SLA_0: num_nhops 1, Fallback sla_flag
TDL_FALSE, nhobj_type SDWAN_NH INDIRECT ECMP: 0xf800044f 0xf800044f 0xf800044f 0xf800044f
0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0xf800044f 0x£800044f
0x£f800044f 0xf800044f 0xf800044f 0xf800044f SLA_1: num nhops 0, Fallback sla_flag TDL_FALSE,
nhobj_type ADJ_DROP ECMP: 0xf800000f 0xf800000f 0xf800000f 0xf800000f 0xf800000f 0x£f800000f
0xf800000f O0xf800000f Oxf800000f 0xf800000f 0xf800000f O0xf800000f Oxf800000f 0x£800000f
0xf800000f Oxf800000f

O|RZ2 ZI £E30|=2 2 EW SLA EcHA 7t FAE|X| 2foF 20 A1 157+ X|2| SLA EEAE ALFIR

&L|CH 25 SLA 11} %%‘ﬂ E 4 DROP QA2 7+EI9'LIE+ FE ZHAAMESLAOS U & °°='
(SDWAN_NH_INDIRECT)Z2| ext hop Z4&|QIL|CH ECMP7F @11 2 ID7t SYsicte Mz o ¢
A& LICHOxf8004f). .2 S2FfLICH £21F SHX| VPN L Mu|A BlolES Fe YHS of x}A15]



b

oI = A&LCH

cEl#show platform software sdwan FO0 next-hop indirect id 0xf800044f SDWAN Nexthop OCE Indirect:
client_handle 0x561b610£8140, ppe addr 0xd86bd4cf0 nhobj_type: SDWAN_NH_LOCAL_SLA_CLASS,
nhobj_handle: 0xf808037f label: 1007, vpn: 20, sys-ip: 169.254.206.12, vrf_id: 1, sla_class: 1

Y 3. MU FH EHo &= Yol Oy VPNE e Y'Y

CHAN VPNE 3HE £ CHE W2 AA|ZE EIREE S&l Adcls AN mZlg EME 4+ Qe I3
FM EQLIC CIHO ZHLIP T4 192.168.12.1210 =1dt= EpfZiol gi &St =2 AXMEEL|CH

cEl#debug platform condition ipv4 192.168.12.12/32 both cEl#debug platform packet-trace packet
10 Please remember to turn on 'debug platform condition start' for packet-trace to work
cEl#debug platform condition start

CHE OS2, R300IA pingS S5 E2HT0| AIZHE B2 cE10IA YR|sHE TS SHolstm 2t Tj
M2 HEE =olg 4+ 2Ltk 0] 79, & &M X M2 0YLIch 74 528 B2 <<<<<7|E

22X 4A|EI L|C}.

cEl#show platform packet-trace summary Pkt Input Output State Reason 0 Gi6 Tu3 DROP 52
(FirewallL4Insp) 1 Gi6 Tu3 DROP 52 (FirewalllL4Insp) 2 Gi6é Tu3 DROP 52 (FirewalllL4Insp) 3 Gi6 Tu3
DROP 52 (FirewallL4Insp) 4 Gi6 Tu3 DROP 52 (FirewalllL4Insp) 5 Gi6 Tu3 DROP 52 (FirewallL4Insp)
cEl#show platform packet-trace packet 0 Packet: 0 CBUG ID: 0 Summary Input : GigabitEtherneté6
Output : Tunnel3 State : DROP 52 (FirewallL4Insp) <<<<<<<<<<<<<<<<<<<<<<<< Timestamp Start :
161062920614751 ns (03/24/2022 16:19:31.754050 UTC) Stop : 161062920679374 ns (03/24/2022
16:19:31.754114 UTC) Path Trace Feature: IPV4 (Input) Input : GigabitEthernet6 Output :
packet-trace= ping2 S35l S El= CH 72| ICMP o 2 THZ!0| 25 AX| 2=
52(FirewallL4Insp)2t Bf7H &M E[RAZ 2 LIEHLICH MM 7|S: SDWAN ZLIE2 CH4 VPNO|
200|1 E{FRIE IHZ o LI S0l /= AlH|A BI0IE 10070] cE20 M SAX| VPNE X|H5t7|
fla MY E= 5 gLch MM 7|s: ZBFWE= ¥4 40| Input VPN 200 VPN 30 ¥o 2 & st
£ Ecf=ol cis] 2 EEX| ekt 2 miZlo| AMEIRASE F7H2 & QlghLct.
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cEl#fshow platform packet-trace packet 0 Packet: 0 CBUG ID: 644 Summary Input : GigabitEthernet6
Output : GigabitEthernet3 State : FWD Timestamp Start : 160658983624344 ns (03/24/2022
16:12:47.817059 UTC) Stop : 160658983677282 ns (03/24/2022 16:12:47.817112 UTC) Path Trace
Feature: IPV4 (Input) Input : GigabitEthernet6 Output :

1006 2i|O|= 0| 1007 CHA! MQEI%QIJ# £ VPN ID= #X 200] ot 10|t EE3F ZBFW &2
oF Mo 2k 20| B EIR 2 5HE zone-pair, class-map & policy O|& 0| X|HE|R&LIC}.
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o 2 EX7F 2ME 5= &LICt o] B0l MBS ZBFW E ot A 2 X} Het5| gtrfol 7HH
O|ARTE AILIZIRE A4S EAAIR. 0 & £04, VPN 300 A VPN 2022 0|55t EBEE 518
5t VPN 1022 0|S3ste A2 SER &Lt 7| M 74 0|Fof H{EEIRE B2, &oj
L= VPN 2001A1 192.168.12.0/24 A2 H3| ¥ 192.168.12.0/24 MeLlcz EpfZlo| At EHE! A
EN2 <ot QU&ELICH 192.168.12.0/24 B2 &= 045| VPN 100 RE &7 IHE /LI
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