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# -*- text -*-

#

# dictionary.viptela

#

#

# Version: $I1ds

#

VENDOR Viptela 41916
BEGIN-VENDOR Viptela

ATTRIBUTE Viptela-Group-Name 1 string

2CHA| ISEO]| AP E P2 EFLICEH 0| B2 Policy(Z%) > Policy Elements(&2 2 4) >
Dictionaries(AF™)2 0| S & LIC} Dictionaries(AH) 5 5 0l A Radius(Radius) > Radius
Vendors(RADIUS HIL{)Z 0|5 &t Cts E A|E 0|0|X[2F 20| Import(7tX27)E E=IFLCt.

‘tiee  Identity Services Engine Home b Contest Visiblity  » Operations » Adminigtration b Work Canters

Policy Sets  Profiling  Posture  Chent Provisioning | = Pobty Elernents

» Condilions  » Rosults

i Metwork Access
ld Matwork Condition
L MAAP

] MMAPExsension
It Mewmadised Radiss
] PassivelD

e Posture

Dictionaries RADIUS Vendors
[ = P] Jean ofeadd M oeckete @ Expont
_ ‘_';Gm — 7! Hame + | Vendor ID Description
- T— ':l Alrospace 14179 Dictionary for Vendor Alrespace
T [T — O Ascatob-Lucent 800 Dictionary for Viendor Alcatis-Lucent
b L ideeseyGroup ':I Aruba 14823 Dictionary for Vendor Aruba
L intermalCiy O Brocade 1588 Dictionary for Vendor Brocade
* L InbeenalEndgsing [ cisco 9 Dictionary for Viendor Cisco
e Inbemallisar O cisco-BBSM 5263 Dictionary for Viendor Cisco-BBSM
i el O Cisor-VPN3000 3076 Dictionary for Viendor Cisco-WPH3000
e O wac 25506 Dictionary for Vendor H3C
* Wie O we 11 Dictiorary for Vender HP
: : ﬁ SEE O suniper 2636 Dictionary for Vendor Juniper
* L MSE ] O mecroson 311 Dctienary foe Viendor Microzalt
v L D O] msterola-Symbed 388 Dictiamary for Vendor Motorola-Symbsol
b UL Multirnedis O Ruckus 25053 Dictionary for Viendor Ruckus
v L mETFLOW O waser 14122 Dictionary for Viendor WISPr
.
"
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"
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L]
L

i PROFILER
P L IETF
v RADIUS Viendors
L Seasicn
L Shaap
ld SXP
b TACACS
i TC-NAC
] Thread

L
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il |dentity Services Engine Home

CIsCO

» Context Visibility » Operations i » Administration » Work Centers

Policy Sels  Profiling Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditions  » Results

Dictionaries
( p)
"= e
* Ll Guest

L] Guesthccass
* LI Identity Mapping
* L IdentityGroup
¥ LU InternalCA
* L) InternalEndpoint
b L] InternalUser
L IOTASSET
» e
* L uoe
» Ll mac
* L MDM_LOG
L MSE
L MUD
* L Mulimedia
» Ll NETFLOW
» L] Metwork Access
* L Natwork Condition
LU NMAP
L] NMAPExtansion
*  LLj Mommalised Radius
¥ L.l PassivelD
L] Postura
* Ll PROFILER
* || Radius

v L IETF

» | RADIUS Vendors
*  LLi Session
v Ll shmP
Ll SxP
v LU TACACS
» LLj TC-MAC
* L Threat

Use this for to import a RADIUS Vendor. Select the file using the browser and click "Import”.

* Vendor file:
| Choose file | dictionary.viptela

Import || Cancel
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Al |dentity Services Engine

Home » Context Visibility » Operations » Administraton » Work Centers

Policy Sets  Profiling Posture  Chent Provisioning |~ Policy Elements
Dictionaries  » Conditions

L]

e Authorization Profiles > vEdge-netadmin

] ntication
Authorization Profile

« Authorization * Nam luﬁdge—netadmln ]

Authorization Profiles Description | p

Downloadable ACLs *Access Type | ACCESS ACCEPT v
+ Profiling Network Device Profile | &% Cisco = &
+ Posture Senvice Template
» Client Provisioning Teack Mcvement ()

Passive |dentity Tracking i

¥ Common Tasks

* Advanced Attributes Settings

|Radius:Senvice-Type [+]

= [nAS Prompt Q]

' [iptela:viptela-Group-ame T = [netadmin o)

« Attributes Details

Access Type = ACCESS_ACCEPT
Service-Type = 7
Viptela-Group-Name = netadmin
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Polcy Ss

+ Status  Policy Sat Mama Dwscription Conditions Allowoed Prolocols | Sarsar Sequence Hits  Actions  View
I @ Torrural ACooit I I 5 Radius NAS-Pod-Type EGUALS Virusl I I Defauh Metwork Accoss » v I z & m
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1l ls,
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Identity Services Engine Mo

Folicy Sets  Profing  Posture  Clend Provisioning  » Policy Elemaents
Palicy Sals = Terminal Access
Status  Policy Set Nama Description Conddons Allowed Protocols | Server Sequence Hits
(@ Terminal Access = Fadus MAS-Port-Typs EQUALS Vil Difaet Miistanck, A20hs w v o 2
¥ Authantication Policy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
* Authorization Policy (2)
Reults
+
Status  Rule Namo Conditions Profiles. Securty Groups Hits  Actions
[ @  vEsgenmisdmin . SO e EQUALS User ety e et + -* o
@  Dotam + Dierryleras -+ - o 0 o
- o . o x 3 — — — E — — o —
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'-;I;,'a;' Identity Services Engine Heamss C ibality ¥ Oparations ¥ Policy

» Systom  + idoniity Managemont | ~ Notwork Rosources | » Doviee Portal Managoment  patirid Servicos  » Feod Sendcn  » Theat Canirie NAG

« Metwork Devices  Network Device Groups  Network Device Profiles  Exiermal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extemnal MOM ¢ Location Serices

Matwork Devicos List > vEdge-01
Network Devices

Dafault Davice

I * Name | vEdge-01 |
Davice Seourity Sottings

| —

IPAddress  v| "1P: [ 1048.87.232 I

* Device Profile &t Cisco | » @

) e—
] E—

* Motwork Device Group

e [ =
] —h [T
Durvico Typo [am Devies Types © | | Set To Default

& |+ RADIUS Authentication Settings

RADIUS UDP Sattings
Prolsool  RADIUS

* Shared Soctel | e Show |

st Second Shaned Secret []

CaAPort [ 1700 | [ Set To Defautt

RADIUS DTLS Sottings i
DTLS Requirsd []
Shared Secrel | radius/dils i
CaAPont [2083 | [set o Defaun

Issuer CA of ISE Contificatos for CoA | Select if required (optional) =]

DNS Nama | |

General Ssttings
Enable KeyWrap ]
" Key Encryption Key Show
° Mossage Authenlicalor Code Koy Show
Koy Inpul Feemad = ASCH . HEXADECIMAL

6Tl VEdge/AEEHE FHELICH

system
aaa
auth-order radius local
radius
server 10.48.87.210
vpn 512
key cisco
exit
1

77|, &2l vEdgeol| 21¢l5t0{ B A KIo|A & El netadmin 1ES EH I LICEH

vEdgeCloudl# show users



AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME

33472 ekhabaro cli 10.149.4.155 ssh netadmin 2020-03-09T18:39:40+00:00

vEdge X! ZHEE ol CH8t TACACS 7|8 ALK} 215 & HE Hof

1EH7|. TACACS Z 21U S MdgfL|ct ol EAHoMe MM E TACACS Z21to| g ELct
(0dl: netadmin Tt 2l CIE ALSX}).

. Custom attribute(AF& A X|& E ) MMM Mandatory(Z2 )8 MEHSI04 CHS 1 ZH0| EME
Z=7bgh .
S8 olE 7tx|

Il Viptela-Group-Name(H|C|2-1&-0|&) netadmin

heea  Menlity Services Engine Home ¥ Conbaxt Visibility » Operations + Policy » Administration | BT
b MotworkAccess b GuestAccess  » TrstSec  » BYOD  » Proflor  » Postsr ¥ PassianiD
P Overdew b ldeniities  User Kenlity Groups  Extid Sowrces  + Netwirk Rescurces Darvice Admin Policy Sets Reports  Seltings
L]
E—— TACACS Profies > vEdge

TACACS Profile

* Network Conditions
Hame vEdge_netadmin

~ Resulis.

Dascrption
Allcrwed Protocok

TACACS Command Sats

Task Attribube View Raw View

Common Tasks

Common Task Type  Shell

Detault Priviiege {Soloct 0 1o 15)
Masdimeum Priviegs | | (seloct 0 10 15
Access Control List |
Aute Command
Mo Excape | | (Setect trus or false)
Teneout [ | Minustos {0-5999)
g Tima Minutos. (0-G999)

Custom Altributes

= Add B Trash~ Edit -
Type Name Value
Mandatory ¢ [ Viovels-Grouo-Hame | |netadmin ' I v
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 Systam b Mentty Management | = Networs Resturons | b Devics Porisl Managesan!  poded Serdced b Fosd Servicn  + Thveat Contvs: NAC
* Notwork Dewices Iwmﬁm le)wnl’-tﬂn Extomal RADSSS Sorvers  RADIUS Server Sequences.  MAL Managers  Exiomal MDM  # Locaton Services

identity Servioss Engine Hama

Metwork Device Groups

Al Groups Chocse group =

* Show groug members N import & Ewporie [l FaiTable " Expand Al # Coliapse A

& Retresh b Ade Cuphcain Exit Trash
Marr Dubaription Mo, of Nitwork Divvicas
= Al Dwvicsh Typad Al Diicn Typai

SDWAN ]
—
Ad L peatons Al oatars
¢ I PEEC Darvica Is s & RADIUIS ovar IPSEC Davdics

Add Group

Name * SD-WAN
Description
Parent Group * All Device Types = |

3EtAH|. C|HIO|AE FA5tT SD-WAN C|HO|A 20 gEhgh|ct.



MNetwork Devices List > vEdge-01
Network Devices

| * Mame |vEdge-01 |
i —

1P Address »| *1p: [ 10.48.87232 EE

* Device Profile | &% Cisco » &

el E—
soareveson ]

* Metwork Davice Group

Lacton s To et

IPSEC |no (] Set To Default
| Device Type [5p-wan © | [ Set To Default
T » RADIS Authentication Seftings
=

= TACACS Authentication Setlings

Shared Socret | ,eess | Show Retine

Enable Single Connect Mode []

* Legacy Cisco Davica
TACACS Draft Compliance Single Connect Support

O | sNMP Settings

[y Advanced TrustSec Settings

S e

4EH7A. ClHtol& #tE| EHE HolghLict
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Homa

B Motwork Access ¢ GuestAccess ¢ TrustSes ¢ BYOD & Profler ¢ Posture ~ Device Administration | ¢ PassivelD

# Overview b ldenifes  User identty Geoups  Exlkd Sources  # Nebwork Rlesources.  + Poloy Elemens  Devion Admin Policy Sets Reports  Selings
e

potoy Sets T D ©
+  Status  Policy Sel Name Description Condiions Alowed Protocols | Server Sequence  Hits  Actions  View
e @ vEdges @ DEVCE Davice Type EQUALS Al Device TypealSD-wan Dhivlnlt Doty Acterurs = = N5 F E
@2 Dl Tacacs Default polcy 8t D Dhirvecan v = v o =3 >
L Rosat ] savo J
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bl |dentity Services Engine [ree— ¥ Cantmt Viaitaty ¢ Oparators * Prolicy b B

* MNotwork Accoss ¢ GoostAccoss ¢ TnaSec ¢ BYOD  » Profler  » Postuow = Dovico Adminmtaton ¢ PassieslD)
v Ovenview 8 ldendies  User ldentty Groups  Est ld Sowces  # Nefwork Resources ¢ Policy Elemenis  Devos Admen Polcy Seis Reporis Selrge

Status  Policy Sol Name Dascription Conditions Alswed Prodocols | Sener Sequencs Hits
@ oE dgo = MEVICE Darvice Typs BOUALS A8 Device TypaalS0-WAN Dhfaat Do Ademian v

¥ sumoritication Policy (1)
¥ Authorization Policy - Local Exoaptions
¥ Authorization Policy - Global Excoptions

W Auhorization Polcy (2)

Rosults
"
Status  Rule Mamas Conditions, Command Sets Shell Profiles Hits  Actions
@ vi ige-ratadmn B entyGeoup Mame EOUALS User identty Groups 198 _sdmin + vEdge_retadmin v I o]
@ Dol = DA omeands | Doy AN Sl Prois = 6 o

5CE+AH. vEdge T43:

system
aaa
auth-order tacacs local
!
tacacs
server 10.48.87.210
vpn 512
key cisco
exit
1

6THAl. 22l vEdgeol 21215104 2173 AL Kol A & El netadmin 1S5S & QIgtLC.

vEdgeCloudl# show users

AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME
33472 ekhabaro cli 10.149.4.155 ssh netadmin 2020-03-09T18:39:40+00:00

5CE+AH. vEdge T4:
5Et7|. vEdge #43:
5CE+AH. vEdge T4:

#H e

. Cisco ISE C|HIO|A #E2| 1™ & MM hitps://community.cisco.com/t5/security-



https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId-298630973

documents/cisco-ise-device-administration-prescriptive-deployment-quide/ta-p/3738365#toc-
hid-298630973

- MAEX YM|A B PIF F4: https://sdwan-

docs.cisco.com/Product Documentation/Software Features/Release 18.4/02System_and Int
erfaces/03Configuring User Access and Authentication
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https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId-298630973
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
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