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1. Administration(22[) > Settings(4d%)0| A Email Notifications(O|H & & 2)E& T LICH

2. Monitor(%2 LIE{) > Alarms(Z2)H| A Email Notifications(O|H| & 2r2)E F A4 &Lt



1EtA. vManage Dashboard(CH A2 =)0l A Administration(# 2|) > Settings(A&’H) > Email
Notifications(O|H & & &) > Edit(Td&!)Z 0|5 3t L Enable Email Notifications(O|H & 22! &M 3})
MME FEELICH AT BIA o JLCt

Email Notifications Enabled

Enable Email Notifications: (@) Enabled Disabled

Security: None (® sSSL TLS

SMTP Server SMTP Port
smtp.gmail.com 465

From address Reply to address
vmanage(@viptela.com vmanage{@viptela.com

[7] Use SMTP Authentication

Username/Email Address Password

B2 l:ﬁ"'qrﬂall LUTT'I e e e T T R e e

MERO] 2t From FAE MEIE = UX|2H £l O|F0| HIY Mot Yx
<..username..>@cisco.comz} 3[4l A= noreply@cisco.com{L|Ct. &[4l
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A& XE7F GMail SMTP AMHHE AF83tE 4<%, GMailo| METIE| o EE|AH| 0|t S El= A0
P L|RELICH o|& §01, vManage= GMail& EtAt Y LICt. 2CHA A&  "|WHS 7t &
MBI E|QI=X| & QlsoF BLICH Google A% 2| ofziol & oF BHof| A AA&IEr 4 Q& LCh.
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2-Step Verification
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App passwords 1 password
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Email Address (Maximum 10)

l@gmail.com

@viptela.com

© Add Email
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B E 22 HTTP POSTE vManagediM 0|2 =&l CHY (5t 2E MH|AR TS E 5= iG]
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I CHE o= vManage & & & =41517] 2I8 £=(slack)olMH FI7HE dddst= AULICH
https://api.slack.com/incoming-webhooks2 & Z 5t &AL,

OlMIY &7IEf

Email Notifications(O|H| Y & 2l) mo|X|of| KAzt ZETt U&LICEH Monitor(Z2L|E) > Alarms(Z &£
) > Email Notifications(O|H &2)E o|S&LCt.

£ Oo|HY =& LIEtELUCE Z7|2@Mez 2T | 5712 ojH| Yol
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Email Threshold (Maximum emails sent in a minute) 5
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=3

vManage 21 & & IgLIC}. /var/log/nms/vmanage-server.log

28-Jul-2018 15:51:41,B47 UTC INFO [ts_vmanage] [NotificationsCo rl (yManzae-akka.actor.default-dispatcher=11) |default| Sending email.......

28-Jul-2018 15:51:41,854 UTC INFO [ts_wmanagel lNunhcanu stu nsumer] (yManage-akka.actor.default-dispatcher-11) |default| Recmle nt to : 3 . 1.com, from vmanage@viptela.com to vmanage@viptela.com
28-Jul-2018 15:51:41,894 UTC INFO lLs managel [NotificationsConsumer] (wManage-akka.actor,default-dispatcher-14) |default| Sending email.......
28-Jul-2018 15:51:41,9083 UTC INFO !LS vmanagel [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-14) |default| Recipient to < - — j.com, from vmanage@viptela.com to vmanage@viptela.com
Cl=2<2 & oSk
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From: \ @gmail.com
Subject: [NETWORK EVENT]Criticalinterface_Admin_State_Change

Date: July 28, 2018 at 8:51:41 AM PDT
To: _ @viptela.com
Reply-To: vmanage@viptela.com

o e e

“** This is an automatically generated email, please do not reply
An event with following details happened in your network:
Severity: Critical

Event: Interface Admin State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge w1]

Occurred on: Sat Jul 28 15:51:41 UTC 2018
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Audit-Log & QI

Xl vManage Audit-Log0il Al O|H| Y 0| TS KIS &= JUCtT e = UK AN Z= o|H YO
F=AME|X| ot BA7F &Lt olOlx|ofl EAIE! CHZ in/var/log/nms/vmanage-server.log It &2

Ls 1— &
Soff o|E e = U&LIcH

28 Jul 20 49 AM FDT admin 128107241169 Email Metification EmailMetifications updated Emal Email

B:42 AM POT Ly ELem 1.1.1.5 Email sént 1o Bl com

28-Ju1-2018 18:48:42,963 UTC INFO  [ts_wmapage] [MotificationsCopsumer] (wManage-akka.actor.default-dispatcher-13) |default| Sending email.......

28-Jul-2818 18:48:42,979 UTC INFO [ts_wmanagel [MotificationsConsumer] (wManage-akka.actor.default-dispatcher-13) |default| Recipient to -.@com, from wmanagegviptela.com to
vmanageiviotela. com

28-Jul-2018 18:48:43,2B6 UTC ERROR [ts_wvmanagel [MotificatiensConsumer] (wManage-akka.actor.default-dispatcher—13) |default| Se

javax.mail.AuthenticationFailedException: 535-5.7.8 Username and Password not accepted. Learn more at

535 5.7.8 https://support.goagle. com/mails?p=BadCredentials ®7-vesml2675153pgk.9 - asmtp
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535 5.7.8https://support.google.com/mail/?p=BadCredentials m92sm8305479qte.50 - gsmtp." O|
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SendAsDeniedException HA|X|E &

03-Dec-2018 15:46:37,177 CST ERROR [ts_vManage][EmailNotiUtil] (default task-84) |default| Sending emai
STOREDRV.Submission.Exception:SendAsDeniedException.MapiExceptionSendAsDenied; Failed to process messag

with message Cannot submit message

O|HIY HIAIX| &7} SMTP AMH{OICH CF2LCHE
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550 5.4.5 Daily user se

com.sun.mail.smtp.SMTPSendFailedException
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"Sending email notification failed

https://support.google.com/a/answer/166852
o| mi%! A

0iE 01 Gmail:
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Could not connect to SMTP host: mai

"Sending email notification failed : javax.mail.MessagingException
javax.mail.MessagingException: Could not convert socket to TLS;"

"Sending email notification failed

ol ZHx et &
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https://www.google.com/settings/security/lesssecureapps
https://support.google.com/a/answer/166852

A |tcp.stream eq 0 ] = | Expression... +
Ha. Time Source Destination Protocal  Length info
1 2020-85-30 20:49:55.736316 TP 74 45798-25 [SYN] Seq=@ Win=14600 Lens@ M55=146@ SACK_PERM=1 TSval=2983638644 TSecrs WS=128
2 2020-85-30 20:49:55.744878 TCP 74 25-45798 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=@ MS5=1380 SACK_PERM=1 TSecr WS=128
3 2020-85-30 2@:49:55.744891 TcP 66 45798-25 [ACK] Seq=1 Ack=1 Win=14720 Len=8 TSval=2083638653 TSecr=939879853
4 2020-85-30 20:49:55.755094 SMTP 150 5: 220 wewkeonio B e e T
5 2020-85-30 20:49:55.755109 TeP 66 45798-25 [ACK] Seq=1 Ack=B5 Win=14720 Len=0 TSval=2083638663 TSecr=009079863
6 2020-85-30 20:49:55.755204 SHTP 34 C: EHLO localhost.localdomain
7 2020-05-30 20:49:55.763506 TCP 66 25-45798 [ACK] Seq=85 Ack=29 Win=14592 Len=0 TSval=999079872 TSecr=2083638663
& 2020-05-30 20:49:55.763877 SHTP 266 S: 250 mail | 250 PIPELINING | 250 AUTH LOGIN PLAIN | 250 AUTH=LOGIN PLAIN | 250 XXCOOCKOCOOCOOOUCUOCOOUNOON0L.
9 2020-85-30 20:49:55.763915 SHTP 76 C: STARTTLS
10 2020-05-30 20:49:55.772400 SHTP 90 5: 220 Ready to start TLS
11 2020-85-30 20:49:55.772025 TLSvi. 314 Client Hello
12 2020-85-30 20:49:55.783568 TLSV1. 993 Server Hello, Certificate, Server Key Exchange, Server Hello Done
13 2020-05-30 20:49:55.783945 TLSv1.. 73 Alert (Level: Fatal, Description: Certificate Unknown)
14 2020-95-30 20:49:55.783080 TP 66 45798-25 [FIN, ACK] Seq=294 Ack=1236 Win=17536 Len=0
15 2020-85-30 20:49:55.792412 TP 66 25-45798 [FIN, ACK] 5eq=1236 Ack=295
16 2020-05-30 20:49:55.792422 TCP 66 45798-25 [ACK] Seq=295 Ack=1237 Win=17536 Len=0 TSval=2083638700 TSecr=9398799008
Frame 12: 993 bytes on wire (7944 bits), 993 bytes captured {7944 bits)

Ethernet I1, Src: 22:60:94:00:00:02 (22:60:94: Dst:
Internet Protocol Versien 4,
Transmission Control Protocol;
Secure Sockets Layer
» TLSv1.2 Record Layer: Handshake Protocol:
v TLSv1.2 Record Layer: Handshake Protocol:
Content Type: Handshake (22)
Version: TLS 1.2 (9x@303)
Length: 609
v Handshake Protocel: Certificate
Handshake Type: Certificate (11)
Length: 685
Certificates Length: 602
v Certificates (602 bytes)
Certificate Length: 599
v Certificate: 30820253308201bc020111300406002aB64886170d@10105. ..
v signedCertificate
serialNumber: 17
signature (shalWithRSAEncryption)
tquence

20:00:82)

T 309, Ack: 287, Len:

4vTYY

Server Hello
Certificate

v notBefore: utcTime (@)

utcTime: 11-12-15 BB:55:49 (UTC)
v notAfter: utcTime (@)
utcTime: 20-83-82 @B:55:4

az7

Viware_e7:6c:el (00:0c:29:e7:6¢:el)

3. ME{7t STARTTLSE X|#IsH=X| 2 QIgLICh XY 0] 7152 MY MEH7H vManageot B 74 &
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Date ,LII, 23,
To:
Reply-To:

tails hag

ving de

45 UTC 2018

From: @gmail.com

Subject: [NETWORK EVENTIMediumOMP_Site_Up
Date: July 23, 2018 at 1:07:42 PM PDT

To: . @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***

An event with following details happened in your network:
Severity: Medium

Ewvent: OMP Site Up

Devices: [11.1.1.3]

Hostnames: [N/A]

Occurred on: Mon Jul 23 20:07:40 UTC 2018

JIEf T E

@

From: @gmail.com
Subject: [NETWORK EVENT]Mediuminterface_State_Change

Date: Jul 118 at 12:20:50 PM PDT
To: ptela.com
Reply-To: vmanage@viptela.com

| with fol or.l-lJ ric.auls ha.,.,.,ner! in .SL r ret\.nrk
ity: Medium

Event: Interface St'ﬂe Change

Drevi "
Hostnames: [ts_vedge_w

QOccurred on: Mon Jul 23 19:20:50 UTC 2018

From: mail.e
Subject: [NETWORK EVENT] Rule has been added to receive alerts at this address
Date: July 23, 201 AM PDT

To:
Reply-To: v

M

This is an

atest

y generate

) i emai l‘|0\u
Rule has be i

ed in

This is nail to be sent to this asddress


https://cdetsng.cisco.com/webui/#view=CSCvv40941

23-Jul-2018 82:11:56,216 UTC INFO
23-Jul-2018 92 1 156,221 UTC INFO
ymananesomal

23-Jul-, 2019 82 :I.'.I. 56,358 UTC INFO
[admin]

23-Jul-2018 82:11:56,358 UTC INFO
23-Jul-2018 82: 6,423 UTC ERROR

com,
530 5.5.1 https://support.goo

{vManage-akka.actor.default-dispatcher-4) |default| Sending email.......
Its vmanage] [EventPataCollector] {(device-event-processing-2) || Configuration change event from device, Device IP:

Its

5.1 Authentication Required. Learn more at
m/mail/?p=WantAuthError rl6-v6sm11748122pfe.173 - gsmtp

{vManage-akka.actor.default-dispatcher-4) |default| Recipient to ...@g=ail.com,

from ymanage@gmail.com to
111.1.1.254] Device type:

I(sﬂ_gnnpgﬂgj [DeviceConfigChangeEventManager] (device-config-@) || Received configuration change event for dewvice 11.1.1.254
[NotificationsCon: rl {vManage-akka.actor.default-dispatcher-4) |default| Sending email notification failed :

[vedoe] User:

23-Jul-2018 82:18:27,614 UTC INFO
23-Jul=-2018 82:18:27,621 UTC INFO

ymanagegamail. com
23-Jul-2018 02:18:27,836 UTC ERROR

javax.mail.Authent icationFailtﬂEx:ep

[ts_vmanage] [NotificationsC r] (v kka.actor.default-dispatcher-18) |default| Sending email.......

[ts_vmanage] Irlot;fi;g;mpg;ongume;] {vManage-akka.actor.default=dispatcher=18) |default| Recipient to ...@gmail.com, from vmanage@amail.com to

[ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default| Sending email notification failed :

534-5.7.9 Please log in with your web browser and then try again. Learn more at
L/?p=WebloginRequired e19-vGsmd747376pgv.48 - gsmip

23-1ul-2018 @1:38:37,500 UTC INFO
23-Jul-2018 @1:38:37,509 UTC INFO

ymanage@viptela. com
23-Jul-2018 ©1:38:37,885 UTC ERROR

sy onsumer] (vManage-akka.actor.default-dispatcher-11) |default| Sending email..

I(swvlvémagel [N’Q)t, i qt;gnsv(\oﬁml‘g\r] {vManage-akka.actor.default-dispatcher-11} |default| Recipient to ,.@v}ggqlpb@-. from ymanage@viptela,com to

[ts_vmanage] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default| Sending email notification failed :
1ava>s nLai.'L nugh,epticm 1qnfailqa£xception 535-5.7.8 Username and Password not accepted. Learn more at

oogle, com/mail/ ?p=BadCredent ials nB@-vb6sm11951267pfb.95 - gsmtp

23-Jul-2818 81:51:58,983 UTC INFO
23-Jul-2818 #1:51:50,911 UTC INFO

ymanage@vintela. com
23-Jul-2018 01: 51 51,204 UTC ERROR

javax,=ail.AuthenticationFailedException: 534-5.7.9 Ap)

[ts_vmanage] [N
[ts_vmanage] [Noti

[ts_vmanage] [Motif

'] (vManage-akka.actor.default-dispatcher-13) |default| Sending email..

cation-specific password required. Learn more at

534 5.7.9 https://support,qoogle.com/mail/ Tp=InvalidSecondFactor 87-v6sml4806588pfn.183 - asmip

tionsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Sending email notification failed :

0| O|H Y2 vManage IP(VPNO & 2IE{H|0|A 2| Public-IP)MIAMH & ELICH

Return-Path: < '

Received: from localhost localdomain (ec2-_

@gmail.com>

by smtp. gmall.com with ESMTPSA id h62- vﬁsm2294?040pfa 146.2018.10.30.12.32.22

for =

——-fBgmail.com>

{versloﬂ=TL51_2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);

Tue, 30 Oct
From:

2018 12:32:23 -0700 (PDT)

I ~~_Bgmail.com

X-Google-Original-From: vmanage@viptela.com

Date: Tue, 30 Oct 2018 19:32:09 +0000 (UTC)
Reply-To: umanage@\rlptela com

To: | " ° ""“@fgmail.com

Message—ID: <499401607.28.1540927929205@1ocalhost>
Subject: [NETWORK EVENT]MajorBFD TLOC Down

MIME-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

us-west-2.compute.amazonaws.com. [.._.__.____

r
wgqn;ymerj (vManage-akka.actor.default-dispatcher-13) |default| Recipient to .....@vatglq com, from ymanage@viptela,com to

.2221])
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