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vpn O
!
interface ge0O/1
ip address 192.168. 103. 7/ 24
!
no shut down

nterface ipsecl
ip address 10.0.0.2/30
tunnel - source-interface ge0/1

tunnel - desti nati on 192. 168. 103. 130
i ke

ver si on 1

node mai n

rekey 14400

ci pher-suite aes128-chc-shal

group 2

aut henti cation-type
pr e- shar ed- key
pre-shared-secret $8%gzBt hmUSTMs541 xy HYZXVcny OWENXJ Gcx RQTO9X6SI =

| ocal -id 192. 168. 103. 7
renote-id 192. 168. 103. 130
1
!
!
i psec
rekey 3600
repl ay- wi ndow 512
ci pher-suite aes256-chc-shal

per fect-forward-secrecy group-2
1

no shut down
|

vpn 1
ip ipsec-route 0.0.0.0/0 vpn O interface ipsecl

Cisco IOS®-XE

crypto keyring KR vrf vedge2_vrf
pre-shared-key address 0.0.0.0 0.0.0.0 key test
crypto i sakmp policy 10

encr aes

aut henti cation pre-share

group 2

crypto i saknmp profile | KE_PROFILE
keyring KR

self-identity address
match identity address 0.0.0.0 vedge2_vrf
crypto i psec transformset TSET esp-aes 256 esp-sha-hmac
node tunne
crypto i psec profile | PSEC PROFI LE
set transformset TSET
set pfs group2
set isaknp-profile | KE _PROFILE
1



interface Tunnel 1

i p address 10.0.0.1 255. 255. 255. 252

description "*** | PSec tunnel ***"

tunnel source 192.168. 103. 130

tunnel node ipsec ipv4

tunnel destination 192.168.103.7

tunnel vrf vedge2_vrf

tunnel protection ipsec profile | PSEC PROFI LE i saknp-profile | KE_PROFILE
1

interface G gabitEthernet4

description "*** vEdge2 ***"

ip vrf forwarding vedge2_vrf

i p address 192.168. 103. 130 255. 255. 255. 0 secondary
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1. Z|o{o| A F A0

csr1000v2#pi ng 10.0.0.2
Type escape sequence to abort.
Sending 5, 100-byte |ICWMP Echos to 10.0.0.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/9 ns
2. IPSec Phase1 IKE(Internet Key Exchange)7} Cisco IOS®-XE 2+E{0l| MHE|0] U=X
LICt. & Ei= "QM_IDLE"O|o{oF &L |Ct,

csr1000v2#show crypto isakmp sa
| Pv4 Crypto | SAKMP SA
dst src state conn-id status

192. 168. 103. 130 192. 168. 103.7 QM I DLE 1004 ACTI VE

IPv6 Crypto | SAKVMP SA

3. Cisco IOS®-XE B+ E{0|AM IPSec 2EHAH|7F MHEIRE=X]| & RISt 5 ALO|E A "pkts

o
o A
encaps" & "kts decaps" Ft2E{7} 7= K| & IELCt.

csr1000v2#show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnel 1- head-0, |ocal addr 192.168.103. 130

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer 192.168.103.7 port 4500
PERM T, flags={origin_is_acl,}

#pkts encaps: 12, #pkts encrypt: 12, #pkts digest: 12
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O

#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O
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| ocal crypto endpt.: 192.168.103.130, renmote crypto endpt.: 192.168.103.7
pl ai ntext ntu 1422, path ntu 1500, ip ntu 1500, ip nmu idb G gabitEthernet4
current outbound spi: OxFFB55(1047381)

PFS (Y/N): Y, DH group: group2

i nbound esp sas:
spi: 0x2658A80C(643344396)
transform esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2023, flow.id: CSR 23, sibling flags FFFFFFFF80004048, crypto map:

head- 0

sa timng: remaining key lifetime (k/sec): (4608000/1811)
1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: OxFFB55(1047381)
transform esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2024, flow.id: CSR 24, sibling flags FFFFFFFF80004048, crypto map:

head- 0

4. 1PSec 1EtH| & 2CHA| M[A0| vEdget M E AHEE[R

sa timng: remaining key lifetime (k/sec): (4608000/1811)
1V size: 16 bytes

repl ay detection support: Y

St at us: ACTI VE( ACTI VE)

out bound ah sas:

out bound pcp sas:
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"IKE_UP_IPSEC_UP"0|0{0F &tL|C}.

vedge4# show i psec ike sessions
i psec i ke sessions 0 ipsecl

ver si on 1

source-ip 192.168.103. 7
sour ce-port 4500

dest-ip 192. 168. 103. 130
dest - port 4500

initiator-spi 8012038bc7cf 1e09
responder - spi 29db204a8784f f 02
ci pher-suite aesl128-chc-shal

dh- gr oup "2 (MODP-1024)"
state | KE_UP_I PSEC_UP
upti nme 0: 01: 55: 30

Tunnel 1-

Tunnel 1-

vedged# show i psec ike outbound-connections SOURCE SOURCE DEST DEST Cl PHER EXT | P PORT | P PORT

SPI

SUI TE KEY HASH TUNNEL MIU SEQ

192.168. 103. 7 4500 192.168. 103. 130 4500 643344396 aes256-cbc-shal ****ba9b 1418 no
5. Cisco IOS®-XE 2t E{0| A &Qlet UX[St= FH2EQ & tx L rx ZH2E7F 2
st=X| =elg|ct.

vedged# show tunnel statistics dest-ip 192.168.103. 130



TCP

TUNNEL SOURCE DEST SYSTEM LOCAL REMOTE TUNNEL
MBS
PROTOCOL SOURCE | P DEST I P PORT PORT IP COLOR COLOR MIU t x- pkts

tx-octets rx-pkts rx-octets ADJUST

i psec 192.168.103.7 192.168.103.130 4500 4500 - - - 1418 10
1900 11 2038 1334
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https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-
ipsec-debug-00.html
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- Amazon VPC "Customer Gateway"0l| CH&H RFAl|ISH HE:
https://docs.aws.amazon.com/en_us/vpc/latest/adminguide/Introduction.html
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https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/ko_kr/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://docs.aws.amazon.com/en_us/vpc/latest/adminguide/Introduction.html
https://www.cisco.com/c/ko_kr/support/index.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



