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<tfroot>
isr#

show cellular 0/ X/ 0 call-history

[VWed May 8 18:46:26 2024] Sessi on di sconnect reason = Regul ar deactivation (36)

HIH ZzMAz el O 230 HEE MSotx| 2t S B2 CFS BB 2Z Netflow THZ! 2%
g e + aLitt

isr#conf t

isr(config)#flow record NETFLOW_MONITOR
isr(config-flow-record)#match ipv4 protocol
isr(config-flow-record)#match ipv4 source address
isr(config-flow-record)#match ipv4 destination address
isr(config-flow-record)#match transport source-port
isr(config-flow-record)#match transport destination-port
isr(config-flow-record)#collect ipv4 source prefix
isr(config-flow-record)#collect ipv4 source mask
isr(config-flow-record)#collect ipv4 destination prefix
isr(config-flow-record)#collect ipv4 destination mask
isr(config-flow-record)#collect interface output
isr(config-flow-record)#exit

isr(config)#flow monitor NETFLOW_MONITOR
isr(config-flow-monitor)#cache timeout active 60
isr(config-flow-monitor)#record NETFLOW_MONITOR
isr(config-flow-monitor)#exit

isr(config)#interface cellular 0/X/0
isr(config-if)#ip flow monitor NETFLOW_MONITOR output
isr(config-if)#exit
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<tfroot>
isr#

show fl ow noni tor NETFLOW MONI TOR cache format table
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<#root>
isr#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES NVRAM administratively down down
FastEthernet0/0/1 unassigned YES unset down down
FastEthernet0/0/2 unassigned YES unset down down
FastEthernet0/0/3 unassigned YES unset down down
FastEthernet0/0/4 unassigned YES unset down down
Cellular0/1/0 | P_address YES |PCP  up up
Cellular0/1/1 unassigned YES NVRAM administratively down down
Async0/2/0 unassigned YES unset up down
Vlanl unassigned YES unset wup down
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isr#conf t

isr(config)#ip access-1ist extended 196
isr(config-ext-nacl)#permit ip host <IP_Assigned_by_Verizon> any
isr(config-ext-nacl)#deny ip any any

isr(config-ext-nacl)#exit

isr(config)#interface cellular 0/X/0
isr(config-if)#ip access-group 196 out
isr(config-if)#end
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<{froot>

isr#conf t

isr(config)#interface
isr(config-if)#ip nat
isr(config-if)#exit

isr(config)#interface
isr(config-if)#ip nat

cellular 0/X/0
outside

vlan 6
inside

isr(config-if)#exit

isr(config)#access-1ist 20 permit <IPv4_subnet_to_be_NATed> <wildcard>
isr(config)#ip nat inside source Tist 20 interface cellular 0/1/0 overload

- =M 3:IPsec E= 7|El BE{d ZAI|21|0o|M 3

Ol E{'d2 VerizonO| & &8t IP F4AZ SHELICH 2 E E2fEO| LHF0|A O|SSHER 2F
IP A HELX| ef&LCH

-S4 B2 Y FH

Zo| 2Ht2 AMEIT S HE B PHY

- SHPEOIM 48t ERfEO| = B2, EE = 5
2385104 "QIE{L 94Zd"0| QJ=x%| EQl5t T

H
A&LICH o E S0 E DN801| CHaH p A

ng 5 =0l
EfiZio| SHIZH AAMEEE B2 Mg 23HE = &L|CH
2t R E{0] 24Z2E! Cisco P-5GS6-GL 2 E0{|A AA 2|t 2X|E sZa5t= HRIE S &Lt
CG522-EQ| IP AA 2|4t
7|I2XMo 2 o|gq{st & x|e|l ZE0|M o] EXME MAHs= 7|s0| #MSE|o] U&LICH.

<#root>
CellularGateway#

show cel lular 1 drop-stats

Ip Source Violation details:

I pv4d Action = Drop
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Ipv4 Packets Drop
Ipv4 Bytes Drop

I pv6 Action = Drop

o o

Ipv6 Packets Drop
Ipv6 Bytes Drop

Ipv4/Ipv6 Action2| 4 E= DropOlo{of &fLICE ol i 7|50l
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CellularGateway#conf t
CellularGateway(config)# controller cellular 1



CellularGateway(config-cellular-1)# no ip-source-violation-action ipv4-permit
CellularGateway(config-cellular-1)# no ip-source-violation-action ipv6-permit
CellularGateway(config-cellular-1)# commit

Commit complete.

CellularGateway(config-cellular-1)# end
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