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Command Language EE = Python Expect A ZEE Sall 2 B F0M Risste = JUau
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RP/ 0/ RSP0/ CPUO: SAMDD( admi n- confi g) #1license smart enable
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Traditional Licensing= 2215 7| ¢l 22| EdiQloiq Z 7tX| BB Ade = &L/ g2
Smart LicensingZt Hw & [ £230| CHE 2 7t K| AFEILICEH

&3 7|Z 2to|MAI2 Cisco I0S XR 2 2|A 5.3.0 O|5tofA 7|& elo|dA mEQlL|Ct.

RP/ 0/ RSP1/ CPUO: ROA( admi n) #show license pools

Pool : Oaner

Feature: A9K-24X10- OPT- LI C A9K-24X10- VI D- LI C A9K-24X10G Al P- SE A9K- 24X10G Al P-TR
A9K- 2X100- OPT- LI C A9K- 2X100- VI D- LI C A9K- 2X100G Al P- SE A9K- 2X100G Al P-TR

A9K- 36X10- OPT- LI C A9K- 36X10- VI D- LI C A9K- 36X10G Al P- SE A9K- 36X10G Al P-TR



A9K- 400G Al P- SE A9K- 400G Al P- TR A9K- 400G OPT- LI C A9K-400G VID-LI C
A9K- 800G Al P- SE A9K- 800G Al P- TR A9K- 800G OPT- LI C A9K- 800G VI D-LI C
A9K- ADV- OPTI C- LI C A9K- ADV- VI DEO- LI C A9K- Al P-LI G- B A9K- Al P-LI G E

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license allocated

Featurel D: A9K-800G Al P- SE (Sl ot based, Pernanent)

Total licenses 1
Status: Allocated 1
Pool : Owner
Total licenses in pool: 1
Status: Operational: 1
Locations with licenses: (Active/Allocated) [SDR]
0/ 0/ CPUO (0/1) [Owner]

7|& eto|dld Bl 52| =T exec EL20IM A™AE = UX|E TX FF0| J= &2l Ed
Rlol M Agfst= Zdo| E&LICH

RP/ 0/ RSP1/ CPU0: ROA#show license ?

WORD Feature ID

active Currently checked-out/bei ng used by applications.
allocated Allocated to a slot but not used.

avai |l able Not currently active.

eval uation Display the evaluation |icenses.

expi red Di spl ay evaluation |licenses al ready expired.
| ocation Show information for a specific |ocation
| og The operational or administrative |ogs.

| Qutput Modifiers
<cr>

ADIE 2o 4l
Smart Licensing= OF&| M3t E|X| oF A X|TF, A|AEI0 EA|IEl= LIS ILICE.

7Aoo o|Mo| M E|X| StHEIE 7|12 LHEEl call home Z2I} U2 A|AH 2E| ZEE S5
Cisco HHAIE MHHE 7I2|7|= HTTPSE AFE & LICE O] M o] IR 20|M call_homed| CHEF A}
Mt i8S & ESHAAIL.

RP/ 0/ RSP1/ CPU0: ROA#show run call-home
% No such configuration iten{s)

RP/ 0/ RSP1/ CPU0: ROA#show call-home detail | i https
http proxy: Not yet set up
HTTP address(es): https://tools.cisco.conlits/service/oddce/services/ DDCEServi ce

2|4 FALas01Mel B 1EAHISH 4EAISH £ 35t X EILICH LI EHAlE e, 2
cHer Zieluict

o

=}
kl
2

1. 2[Rt ZEofA CHE BE S =gt
RP/ 0/ RSP1/ CPUO: ROA(adm n-confi g) #1license smart enable
RP/ 0/ RSP1/ CPUO: ROA(adm n-confi g) #commit

2. EXEC ZE0|M O|HY =49 22 [ BE2 knobE T85t7HLE, #E[AF Z4m|22lolAM0] 75!
2 ASeE ddkls ol 7|2 ZEEE AFSELICH
RP/ 0/ RSP1/ CPU0: ROA#show run call-home
cal |l - hore
service active
contact-emani |l -addr sch-smart-1icensing@i sco.com
profile G scoTAC 1
active



destination transport-method http

. #2|RF Z=0{ M Smart Licensing HX & & QIgFLICtH

RP/ 0/ RSP1/ CPUO: ROA(admi n) #show license version

Cisco Smart Licensing Agent, Version 1.1.4 throttle/16

B2 ZEOM Che B UL

RP/ 0/ RSP1/ CPUO: ROA(adm n) #license smart register idtoken
NjgyMWM2NDItMzI5My00YzQ2LThmMDItMzhhNWI2Mzk2YWUWLTEOMzUzZMzM3%

0aMDQWNDB8 SWRzZSGkvROA2MWZTZEhzK2RWUMJWMmMhOU1ZIa2tBVzBLZK11ZHhs%0AZGRPbz0%3D%0A ?
force Force Registration

<cr>

license smart register: Registration process is in progress. Please check
t he sysl og for the registration status and result

Force 7| E £ O|Xol| SEE C|Hlo|A Lt ZHEl B E MEE Ho{Ar T X|SLICH force 7|
cECEEA ILEI_I_ 5%‘&* A20o]| AFE3HoF ELICH == o AFE Xl QIE{H[0|AE AL 5104
O{ZI2E0|M C|HIO|AE MHE = U&LIC.

& & Effol| cet A2l
RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license register-status
Regi stration Status: Conpleted

Regi stration Start Tine: Wed Dec 17 2014 13:07: 23 PST
Next I D Cert Renew Tine: Mn Jun 15 2015 14:07:45 PST
Next I D Cert Expiration Time: Thu Dec 17 2015 13:01:41 PST
Last Response Tinme: Wed Dec 17 2014 13:07:45 PST
Last Response Message: OKi K

HEf7L 2= E'0| oI & L= syslog0ll HIAIX|7F EAIELICH CHE2 H S X2l syslog

HI AR LICH

RP/ 0/ RSP1/ CPW0: Dec 17 13:07:45.285 : licngr[310]: SMART_LI G 6- AGENT_REG SUCCESS:
Smart Agent for Licensing Registration with Cisco licensing cloud successful

RP/ 0/ RSP1/ CPUO: Dec 17 13:08:18.357 : licngr[310]: SMART_LI G 3- QUT_OF COVPLI ANCE:

One or nore entitlenents are out of conpliance':
. O] A|AHlo]= Bto|MATL HR et 3 7IX| 7|s0| FHE|0{ U2 ol E22 'Y lEH el
E LIELICH
RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license entitlement | i Tag | e Not | u sort

Tag: regid.2014-04. com ci sco. A9K- 24X10- OPT- LI C,
1. 0_66d3ccf 7- a374- 4409- a3f 9- 6bc56d645f 1c, Version: 1.0, Enforce Mde:
Qut of conpliance

Tag: regid.2014-04.com ci sco. A9K-24X10-VID- LI C, 1. 0_9f 03b94f - 3c76- 4a39- 82f 2
- 1b53cdf 5¢cb15, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-04. com ci sco. A9K- 24X10G Al P- TR, 1. 0_e5d7cec3- e8e3- 43c6- 88¢c9
-al13b76679f8, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 2X100- OPT- LI C, 1. 0_0Of 74bb00- 42af - 4c4d- b162
-bcb346¢7510a, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K-2X100-VID-LIC, 1. 0_a482b964- 6371- 4aad- 8e82
-2083c5749205, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 2X100G Al P- SE, 1. 0_ce447831- edaf - 4def - a98b
-3297f ab65561, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 36X10- OPT-LI C, 1. 0_92a8597a-f 591- 4af c- adeb
-9b212ceellbe, Version: 1.0, Enforce Mdde: Qut of conpliance

. 7|& o[ oM At WHEE AmELct B ol £330| CHELICH Smart Licensing =

Traditional Licensing CLIE 0{= L} AFE 4= QoM E Cl A8 E £ QI&LICHE oOlF/

2 C|HIO|AE FA/EF 5= O AFREILICH X|QUX|AE, B E= 7|5 g MF 22 5t
| 23

Lol B8 AFBE = SIELICh 2t SIAHE 2HOIMAE ofE | HEER| AHE + gLt &
B Wemlol S22 |8 AL S0 B Tof 2HO/tIAS ol W S ols s, ol 4
8 F7} £ HBE 4 AUCH, Ciscoo] T2 210] 24A7 SO 0|8 & + 8 + 9

&LCh.
RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license pool
Assi gned Pool Info: PATRICK NO LIC

8. 07| MFE A|AEH2 U AiSe = HECHO|UAE HQIFfLICH Foli7h L HstE A[AEI2



Fof & HMA A2 LICH Syslog HIA|

4A|ZH Set 202 0tCH A5t O Fof= 30 §¢F 5t
£ & o|R 2 LIEFHLICE CleHZ ol CHsi A

0%
X7t QIME|H, ol 4, A 7lsd, 84l &
£ Ol EAMe| IR E 0| M RtMls| B EFLICE.
9. ClHto|Ao| S5 S F[AstE{H OIS BHES =L
RP/ 0/ RSP1/ CPUO: ROA(admi n) #license smart deregister

license smart deregi ster: Success

Li cense command "license smart deregister " conpl eted successfully.

RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license register-status
Regi stration Status: Not Registered

10. X|HE MA[oA o ZfO[HIAE AMEE + U=X| YotEHe{H Chs BHES LT LICH
RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license features

Pl atform Feature |D:

A9K- ADV- OPTI C- LI C

A9K- ADV- VI DEC- LI C

A9K-i VRF-LIC

A9K- Al P- LI C-B

A9K- Al P-LI G E

A9K- MOD80- Al P- TR

A9K- MOD80- Al P- SE

A9K- MOD160- Al P- TR

A9K- MOD160- Al P- SE

A9K- 2X100G Al P- TR
out put sni pped .

ofF2/Fold = =8B

S8 Z2 30| HAHLIES olahsty| s 74 240] thst 712 ® 91 ofsh7+ TRt 1
L} 2ZEolo| 2% EE 750 HL HAIE KIES 2 X Qo= AbM X|Alo| TR3X| o
SLICH Of Mol M= ME AFES ¢ Moiste 7l% Siam Ix|LIoE e Bt



Smart Licensing flow

1. Admin config: “license smart enable”

6
,//’/) g:-:k_m:l 2. Liemgr process establishes an IPC connection
gk with call-home process,

3. Licmgr process will send “service turn on”
request to call-home,

4. call-home writes the configuration below to sysdb:
7 HJTP response eall-home
N — [ R — garvice activae
contact-omail-addr sch-gmart-licensingleisco.com
profile CisceTAC-1

active

dastination transport-meathod htEp

G HTTP requipst

5. Licmgr sends request to call-home.

6. call-home formats the request, and sends it to
the backend serveriservice.

a 7. call-home receives the http response from the
Sysdb backend server/service.

8. call-home extract the hitp response, and sends
it to licmgr process.,

0

Smart Licensing2 20| Hot 22| E0|d X 28 Z=of 2HHE 27 AFZ ol ek 042 AlLLE]
F

. ASROK7| Cisco 2t E/HA= M| A AL T E 5{835X| &2 = U&LICH o] B
2 FLHM ' ZE A MHE Al o|'_|_ tated EEHZ 58 3! Smart Licensing OHZ 2|710|4A40|
ROl EOtQF AWOﬂ o= E2&st=X #HElg = U&LICt 0|42 Windows E= Linux
OSO|M A™El= QE LA Apache AZEQ0{E S5l &lAH MY + A&t

. E= 2 E ASROK C|HIO|AE Cisco BiYlE MHZ MY 57| Mol 2 E ASRIK C|HFO|A Q| 2
ERZLH™EE sAE £ QA': F &7 ZAE0 2E ASRIK C|HIO|AE A4S IR & =
EL—ll:l'. Linux 2 Windows0llM A& E[= & HO|ES0| AZEL|0{ 240|MH Cisco & Al
O|EQJO| CIREE0M CIR2EEE &= Ql&LICt

- EE= Linux & Windows0i| M A-E|= 2Zp|0[A AZEQ0{E AFE5I0{ 2tTs| RZEIRle
2 25t ol 2=h0|A SAE'D Cisco Cloud2te| 2HO|MIA HE TEHS st HEE =
e = OJEE &&5tm, 2|5 ClHIO|A0 7 & HEfo et HEE NS = J}U&L
Ct Ol AZEQJo{E= & E2|A 5.3.1 O|H M AFSE = JU&LICEH

HTTPSE xl%ﬂ" 74 Q|od| = VRF(Virtual Routing Forwarding) &M AZEQ0{E MY T
SEFdEdg 2 %L—IEF Ol S Sall 2to|dA HEO| ME WAE O MEXHOE Mo{g = UE


/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html
/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html

EStIPveE 7|BHMo 2 K|HEIH QIE{LIE S5l Cisco HAE MBS SAI5H7| YIHME AlAR
FE8HIP6 FAL oM FLCH

Ol248t Z1m|2 2y o|MHoi A= ASRIKZF DNS(Domain Name System) = IPv4/IPv6 THIQI A E
E F4E|0] oIF HERXI o dd5t7| s EAE O|F2 =g £ Uctm 7H-EELIC.

H =3

ol = Q1B M MO A|ARIZ 5718151248 NTP(Network Time Protocol)E T 443l ok & L|C}.

RP/ 0/ RSP0/ CPU0: ROA#show run domain
domai n nane ci sco.com

domain list cisco.com

domai n nane-server 171.70.168. 183
domai n nane-server 2001: 420: 68d: 4001:: a

RP/ 0/ RSP0/ CPU0: ROA#show run | i ipvé host
Bui | di ng configuration..
domai n i pv6 host tools.cisco.com2001: 420: 1101:5::a

HTTP Z5A| 74

OPEPil T2 0| =22 HYIE B0t X|2H QIE{H o= o] HHAHE HLHE
O| Bfo| UCt. 7|52 EoiF 7| </sH, OPHPKI._ ZE 800 M ZtEtEt &
‘*A|5| Apache2| mod_proxy2| C|H &2 & Xt AL,

J2{Lt Smart Licensing2| B¢ ZEA| MHo| 0|F1t ZEPF Q1Z 6t F440| O ZHEFEFLICH A
|20l Cisco B = Mol | o335t H E—.AI Mol @ - g TEst7|er ghulct.
ZEAN MHE QYE HESESE FHE ZE WSS Sl Mol HEFLICH HTTPSE ALSst
£ Zd0| Z&LICH http-proxy mybastion.cisco.com ZE 80 2|0 C}E AHu|ago|M2 EHe K| ¢
&Lct.

RP/ 0/ RSPO/ CPUO: ROA#show run call-home

cal | - home

service active

htt p- proxy nybastion. ci sco.com port 80

contact-enmil -addr sch-snart-1licensing@isco.com

profile G scoTAC 1

active

destination address http https://tools.cisco.conmits/servicel/oddce/services/ DDCEService
destination transport-nethod http

registration & admin license smart register idtoken <|dtoken> 21235t £230{ ASRIK7} =
st QF o':*Ol T AE|l=X| 2QIFLICE timestamps & Success & FI2EE = QIFHLICH.

RP/ 0/ RSP0/ CPU0: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred
I nqueue: I n queue waiting to be sent.

Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMVI-08:00)
ENTI TLEMENT 1 0 0 0 2015-01-12 21:06: 56
DEREGQ STRATI ON 0 0 0 0 n/ a

REGQ STRATI ON 1 0 0 0 2015-01-12 21:06: 21
ACKNON_EDGEMENT 1 0 0 0 2015-01-12 21:06: 38



S2 QHO0| ZE 443 HTTPS ZZEZ0|M LI7tE W€ E0{F = Apache HMA 29| =7t

root @wbastion:/var/log/httpd #tail -f proxy-*

==> proxy-error.|log <==

[Mon Jan 12 21:06: 10 2015] [debug] nod_proxy_connect.c(70): proxy: CONNECT:
canoni cal i sing URL tools.cisco.com 443

[Mon Jan 12 21:06: 10 2015] [debug] proxy_util.c(1515): [client 172.27.130.65] proxy:
*: found forward proxy worker for tools.cisco.com443

[Mon Jan 12 21:06: 21 2015] [debug] nod_proxy_connect.c(109): [client 172.27.130.65]
(70014) End of file found: proxy: CONNECT: error on client - ap_get_brigade

[ Mon Jan 12 21:06:21 2015] [debug] nod_proxy_connect.c(425): proxy: CONNECT
finished with poll() - cleaning up

==> proxy-access.|og <==
172.27.130. 65 - - [12/Jan/2015: 21: 06: 10 - 0800] "CONNECT tools. cisco.com 443 HTTP/1.1" 200 -

& AHo|EH o] 78

O| AlLt2|20| M= Transport Gateway OHZ 2(71|0|40] Linux B2 = Windows EAE M| MX|E|T 1
24 FLHO| ASRIK C|HFO|AO|M BFO|MA @S 415104 Cisco B E ME{ZE 2 OIFHES
MEILICEH REAI8H LI 2 Transport Gateway Deployment and User GuideE & X235t A A|2.

b xd

A&t

ME

(@]
el

rok
ok
rot

ASR9KZQ| ZiI|azfo|M2 & E0of 2teL|Ct CtE2 MEQL|Ct o 4|3

clolM2 dBME HZstalAl2.

cal | - home

profile G scoTAC 1

destination address http

https:// TG | P-or - FQDN Tr ansport gat eway/ servi ces/ Devi ceRequest Handl er

VRF 7

VRF= #El EEE o & Mo{g £ UE= 5t Smart Licensing0ll 72| B& & O|x|X| et&L
Ct. 2 2{Lt Smart Licensing &~ Z E||017} Cisco B = Mol 1Z23t2{D & [ 7|& A Z E |0
7t MA E|O|Z0| ot il VRF El|O|2E 2 & X5t & st2{H & £ Zx|aaio|40]

o17|0fl ZAIE EXtE 2 AlAaHE0| 74E VRF O|F LI

RP/ 0/ RSPO/ CPUO: ROA( confi g) #http client vrf MGMT

Call Home &' A| &2

Call HomeO| MCHZ 2 & 35l=X| &2l

—

b

HE £70| o470l ZA|EILICH

P

ol
rr

RP/ 0/ RSP0/ CPUO: ROA#show call-home detail

Current call home settings:
call home feature : enable
call home nessage's from address: nyl ab-roa@isco.com; optional, any address
call home nessage's reply-to address: pasoltan@i sco.com; optional

reci pi ent address


/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

vrf for call-honme nessages: Not yet set up ; Not supported natively yet

contact person's emmil address: sch-smart-licensi ng@isco.com; default

contact person's phone numnber: +1-408-526-8438 ; optional

street address: 1550 Soltani Lane, Cisco System Drive, North Pole,
customer I D: Not yet set up

contract ID: Not yet set up

site I D: BU LD N&0-125 ; optional

source interface: Not yet set up ; can be configured to use a specific interface.
Mai | -server[1]: Address: bastion.cisco.comPriority: 1 ; optional

Mai | -server[2]: Address: 171.68.58.10 Priority: 10 ; optional

Mai | -server[3]: Address: 173.37.183.72 Priority: 20 ; optional

http proxy: Not yet set up ; when configured will change.

Smart |icensing nessages: enabl ed

Profile:

Ci scoTAC-1 (status: ACTIVE) ; default profile supported.

Can not be renaned, del eted, but can be nodified, activated, deactivated.

aaa- aut hori zati on: disable ; optional
aaa- aut hori zati on usernane: callhone (default) ; default
dat a- pri vacy: normnal ; can be configured to use the hostname or not.

syslog throttling: enable

Rate-limt: 5 nessage(s) per mnute

Snapshot command: Not yet set up

;. Non-snart

licensing configuration for alerts, data collection, defaults.

Avai l abl e al ert groups:

Keywor d State Descri ption

configuration Enabl e configuration info

envi r onment Enabl e environnental info

i nventory Enabl e inventory info

snhapshot Enabl e snapshot info

sysl og Enabl e syslog info
Profiles:

Profile Nane: Ci scoTAC 1
Profile status: ACTIVE
Profile nmode: Full Reporting

Reporting
Preferred

Dat a&col on; Smart Call Honme, Smart Licensing
Message Format: xmi

Message Size Limt: 3145728 Bytes

Transport

Met hod: http

Emai | address(es): call home@i sco. com
HTTP address(es): ; Only configuration needed if default is not desired.
http://tool s.cisco.conmits/servicel/ oddce/ servi ces/ DDCEServi ce

https://tool s.cisco.conlits/servicel/oddce/ services/ DDCEServi ce

Periodic inventory info nessage is schedul ed every 23 day of the nmonth at 11:2

Al ert-group Severity
envi r onment m nor
i nventory nor nal
Sysl og-Pattern Severity

critical
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syslog & ®IEH C|O|E{ =&t Fo{ HEE 5t F Call HomeS +
OfMl &) ZFedut 274 O|HIE Soil CiEt O|MH|2 2 =

Call HomeOl|A = Z|8t HE = Smart Licensing AF& Xt 0|§ L HIZHS
(https://tools.cisco.com/sch/reports/deviceReport.do) & S35l &Qlg = &Lt

INE=3 3P04 Ao HEIE F= WHof CHEE AHA[EH LHE 2 "2ted HE" MMM L&
EAME FXSHAAIR. O|HY 2o MET "Odds and Ends" AlMof Q& LICt.

CIHa

H7|X|E T Este B2 7+ 24 IHEH Smart Licensing 2AZEQ0{€ C|HZ 5= o =5 it
=hni = -T-n"'il% dgLlct Ut 2 7hX| el M w2 chol 2xME FEict 07| E 7t
x| Meto| d&LCt,

Syslog

TX] syslogE HQIELICH o{H £ &S HX HAtsor st=X|of CHEF A E ¥E = U&LICH O]
c{2t HIA[X|ol= L2 2B M EX|2t Call Home HTTP HIA|X| ©& Aui{7t EAIELICH OFX|2f 2
Z Silo| SHELICH

RP/ 0/ RSPO/ CPUO: ROA#sh log | i SMART

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:28.522 : licngr[308]: SMART LI G 3-1D_CERT_RENEW FAI LED:
ID certificate renewal failed: Response error: {"product_instance_identifier":
["Product | nstance ' 8baecf b5-2688-429b-8519- 10a3f 0dec6b5' is not valid"]}

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:34.273 : licngr[308]: SMART_LI G 3- AUTH RENEW FAI LED:
Aut hori zation renewal with Cisco licensing cloud failed: Response error:
LS_UNVATCH_SI GNED_DATA&col on; Signed data and certificate does not nmatch

RP/ 0/ RSPO/ CPUO: Dec 17 18:26:24.009 : |icngr[314]: SMART LI C- 3- COWM FAI LED:
Conmmuni cations failure with Csco licensing cloud: Fail to send out Call Hone
HTTP nessage

RP/ 0/ RSPO/ CPUO: Dec 17 18:28:03.057 : licngr[314]: SMART_LI C- 3- AGENT_REG FAI LED:
Smart Agent for Licensing Registration with G sco licensing cloud failed:
Conmmuni cati on nessage send error

RP/ 0/ RSPO/ CPUO: Dec 17 18:30:09.247 : licngr[314]: SMART LI G- 5- COVM RESTORED:
Conmmuni cations with Cisco licensing cloud restored

RP/ 0/ RSP0/ CPUO: Dec 17 18:30:21.923 : licngr[314]: SMART_LI C- 6- AGENT_REG SUCCESS:
Smart Agent for Licensing Registration with G sco |licensing cloud successful

MR E A7 e HEHo| CHE HES 71X 221 show BHE £=2 MEHFLICE 070l 2
412|E|, IPsec(Internet Protocol Security) 2! SE|Z 2tO|MdA 7} E A|E L|C.

RP/ 0/ RSPO/ CPU0: ROA#admin show license entitlement
Entitl enent:

Tag: regid.2014-06. com ci sco. A9K- MBI LE- LI C, 1. 0_e447924c- Oa6f - 41be- 9202- 8ae60f cc2972,
Version: 1.0, Not In Use


https://tools.cisco.com/sch/reports/deviceReport.do

Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-09. com ci sco. A9K- | PSEC- 20G LI C, 1. 0_al165db99- eb3f - 474b- bdf O-
ce4b140d9b45, Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: | NSTALLMER, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid. 2014-04. com ci sco. A9K- 24X10- OPT- LI C, 1. 0_66d3ccf 7- a374- 4409- a3f 9-
6bc56d645f 1c, Version: 1.0, Enforce Mdde: Qut of conpliance
Requested Time : Mn Jan 12 2015 20: 47: 07 PST, Requested Count: 1
Vendor String:
out put snipped ...

2HolMA 78 E4E el

RP/ 0/ RSP0/ CPU0: ROA#admin show license status
Conpl i ance Status: Qut of conpliance

O EO| &4 &EfIX| FlgfLCt.

RP/ 0/ RSP0/ CPU0: ROA#admin show licence pool
Assi gned Pool Info: PATRICK NO LIC

eto|dle QIS ME & lgfL

RP/ 0/ RSPO/ CPU0: ROA#admin show license cert
Li censing Certificates:
ID Cert Info:
Start Date: Mn Jan 12 2015 21:00: 13 PST. Expiry Date: Tue Jan 12 2016 21:00: 13 PST
Serial Nunber: 24724
Version: 3
Subj ect/ SN:  60f e47f 8- aaaa- 40f c- ae3e-f ae9c7b6d0ac
Common Name: 138091632beblf 2e38069e9eec8f 9c626de47lac: : 1, 2
Signing Cert Info:
Start Date: Wed Sep 11 2013 12:05: 34 PST. Expiry Date: Sun May 30 2038 12:48:46 PST
Serial Nunber: 3
Version: 3

eto|Me HHE = lgfL

RP/ 0/ RSP0/ CPU0: ROA#admin show license version
Cisco Smart Licensing Agent, Version 1.1.4 throttle/16

O| BE2 83 W/EE Auligt 2 & Aol cHEt SHE EAIELICH

RP/ 0/ RSP1/ CPU0: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
I nqueue: In queue waiting to be sent.

Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMJI-08:00)

ENTI TLEMENT 1 0 0 0 2014-12-17 21:08: 35
DEREG STRATION 1 0 0 0 2014-12-17 14:33: 17



REG STRATI ON 1 0 0 0 2014-12-17 21:07:53

ACKNON_EDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08: 57
Call Home T2 A|A

ASROKZE} Cisco Cloud 7t2| &2 ASRIKOMIA B EIStEE CHE 22 call_ home ZZ M| A0 CHE
FM g &olgtLct

RP/ 0/ RSP0/ CPU0: ROA#show call-home trace error last 2

81 wrapping entries (576 possible, 320 allocated, O filtered, 81 total)!
Jan 28 10:10:29.729 call _honme/error 0/ RSPO/CPUO t10 call _hone_http_resp_data(),
httpc response error, Host nane resolution failed

Jan 28 10:10:39. 730 call _honme/error 0/RSPO/CPUO t19 cal |l _honme_events_handler() failure status 67

ADLE ZHAHAZ ES0] of0|HE

AOIE X =0IstL|Ct. 0|g{8t X2 Cisco 2R E AMH{QF2| 2lo|MA A S X222 LIEHH

RP/ 0/ RSP0/ CPU0: ROA#admin show license trace smartlic last 2

987 wrapping entries (1088 possible, 0 filtered, 987 total)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]

Failed to bind to SysDB - ' Subsysten(2091)' detected the 'success' condition
' Code(45)': Unknown Error(292)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]
SMART ERROR - SASACKExpi rati onJob: expirySeconds=3842

Licmgr Z2AA ZA}

Ol T2 MA= ASRIKS| AOLE 2tO|MAlo] CHE 7|2 QIE{H|O|AO|H CHYSE 71 @A 7Ho| &
2z ZFFEu o

RP/ 0/ RSP1/ CPU0: ROA#admin show license trace

557 wrapping entries (576 possible, 0 filtered, 5403 total)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
Client search success pkg/bin/rsi_agent (No error)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
A9K- MOD160- Al P- SE regi d. 2014- 06. com ci sco. A9K- MOD160- Al P- SE,

1. 0_7f1b3d9c-al83-41d1- 8d0b-d98dcc2751a8 (No error)

#H& S5 FH

3 E O| PD(Platform Dependent) 22 5% 23 2l0[E2{2|Y # O|X|gF 2to|MA AEIO[EHE
RYE EC|Hste ol 8 dg S FLCH et 2loldla |, 7+~ 1t e EXME siE
%I-L||:|.

=

RP/ 0/ RSP1/ CPU0: ROA#admin show license trace platform all last 5

1849 wapping entries (5440 possible, 3136 allocated, O filtered, 183450 total)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 Agent Client Audit Crd Start: ver:1,
node: 0x00000041 cnd: Audi t (5) req: Mobil e(9) feature: AK- MOBI LE-LI C(13) grant:

Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 Agent Client Audit Cnd Start #2:



client restarted: Fal se up for a day: True

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License Start:
request: Mobil e(9) slot:4 grant: Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License End
request: Mobil e(9) slot:4 grant: Not Pendi ng(0) rc: 0x00000000 No error

Dec 17 20:43:33.480 vkg_lic/audit 0/RSP1/CPU t1 Agent Client Crd End: Audit(5),
sl ot:4 rc:0x00000000 No error

ClH= 77

CHE 2 & JOo| AT & A2, CIHOE 7410 QB M = QEIO|IETHE S| A 2C|oH
Mg ¢la2d stct. o] C|H{1= ASRI9K®} Cisco Cloud Services 7t2| R E ERMTME £l 0F &
LIC}.

RP/ 0/ RSP0/ CPUO: ROA#debug smartlic
RP/ 0/ RSP1/ CPUO: ROA#show debug

#### debug flags set fromtty 'aux0O_RSP1_CPUQ' ####
smartlic debug flag is ONwith value O

Z|1™ Ul/Cisco Cloud Server C|HHZ 2 AtE & = i&LICH EX7F e B asr9k-smart-
lic@cisco.com2 E O|HYS ELi FAAIR

HE

1. S22 2fojtl~ Bolx AEtoISRI=E @17 SIsH of2d ol #A} THE B9, € siLtol
Clehol£0f BHolMA T B EEHE BE ClHho|A 7k 0OCYILIL Ol F2 E3 g Zie|o|
2 Bt aEE o Cixtel MEolcH MEe SHO AB B 74S 35 Yelaol ¥
ME 4 Qs SEE AL

2. 2&0|M Ed show BE £2I2 o|HY=E & EHL|Ct. 2 EL 2 BH Flof MOIZE
2 AM&¢8fLICt Call Home Smart Licensing®t ZH#AL|X| of2 ot 2 =heig £3istL|CH OIS
2 Call Home2| & AtzlL|Ct 2 & 3ol oiall =8e = s A™ 52l ZHulag|o|M
dL(Ct.

RP/ 0/ RSP1/ CPU0: ROA#show run call-home
cal |l - hone

service active

site-id BU LD N&0- 125

sender reply-to pasoltan@i sco.com

sender fromroa@i sco.com

al ert-group syslog

al ert-group snapshot

alert-group inventory

mai |l -server 171.68.58.10 priority 10

mai |l -server 173.37.183.72 priority 20

mai | - server 2001: 420: 303: 2008::24 priority 2

mai | - server nybastion.cisco.compriority 1

phone- nunber +1-408-526- 8438

cont act - enmni | -addr sch-smart-1icensi ng@i sco.com
street-address 1550 E. Tasman Drive, San Jose, CA 9513
profile G scoTAC 1

active

destination address http https://tools.cisco.conmits/service/oddce/services/ DDCEServi ce
reporting smart-call-home-data

reporting smart-|icensing-data

destination transport-nmethod http

RP/ 0/ RP1/ CPUO: ROA#call-home send "show run call; admin show platform"
email pasoltan@cisco.com msg-format long-text



Sendi ng ondemand CLI output call-hone nessage ...
Pl ease wait. This nmay take sone tinme ...

3. show call-home smartlic status &2 '+ 3'0[2t= EH01E AL & LICH O|= Call-home &
MlA o] ol M EF&=3| ASRIKOI M Cisco Cloud Server22| HIA|X| T& 0| M3 H0|US
o|ojgtulch. 224Lt 2= cha s A Cisco Cloud ServersE A28 e & = 20| 4l Al ZHed
Ol dSCtL & = UELICEH & Eof X AY, 2BM Soll EX7F U= B2 call-
home2 HIAIXIE M&etT MBS E EAISHK|EH Al MOl 2O|MAE HASHE TR
Aol Almig +~ U&LICH
RP/ 0/ RSP1/ CPU0O: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.

I nqueue: I n queue waiting to be sent.
Dr opped: Dropped due to incorrect call-home configuration.

=3

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMVI-08:00)
ENTI TLEMENT 1 0 0 0 2014-12-17 21:08:35
DEREGQ STRATION 1 0 0 0 2014-12-17 14:33:17
REGQ STRATI ON 1 0 0 0 2014-12-17 21:07:53
ACKNON_EDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08: 57
4.1Pv42t IPv6E 25 ALE5to] Z#HE| QIEHO|AE FEYH B2, 0|F A =AM IPFL E

= DNS & QI2 HZX] IPv6 L}

RP/ 0/ RSP1/ CPUO: ROA#show run int M*

interface Mynt Et hO/ RSP0/ CPUO/ 0

cdp

i pv4 address 172.27.130.64 255.255. 255.128

i pv6 address fe80::172:27:130: 64 |ink-1|ocal

i pv6 address 2001: 420: 303: 2008: 0: 28: 1: 64/ 80
sni pped out put

RP/ 0/ RSP1/ CPU0: ROA#ping tools.cisco.com
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 2001:420:1201:5::a, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 44/45/49 s

RP/ 0/ RSP1/ CPUO: ROA#pi ng i pv4 tool s. cisco.com
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 173.37.145.8, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 43/ 44/ 45 ns

o e

- Smart Call Home AF& AEM - HTML
. Smart Call Home AF2 AHA] - PDF

- Smart Call Home = 9t

- Cisco Support Community

. HIC|L: Call Home 74

. Smart Licensing & - HTML

- Smart Licensing & - PDF

. 8l8t M5 Smart Licensing

- Smart Licensing FAQ



/content/en/us/td/docs/switches/lan/smart_call_home/book.html
/content/dam/en/us/td/docs/switches/lan/smart_call_home/SCH_Security_WP.pdf
https://supportforums.cisco.com/community/4816/smart-call-home
/content/en/us/td/docs/routers/asr9000/software/asr9k_r5-3/sysman/command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter_010001.html
/content/dam/en/us/products/collateral/customer-smart-software.pdf
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/content/en/us/td/docs/switches/lan/smart_call_home/SCH23_Ch4.html
https://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/services_qa0900aecd8060c287.pdf
https://www.cisco.com/c/ko_kr/support/index.html
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