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<{froot>
Router#
pi ng

198.51.100.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5),

round-trip mn/avg/ max

2/ 109/ 541 s

ping2 0174 0% =0l Q0| AAOAM CHY XIS RTT(E S AlZh), & 2[4(2), B (109) 2! =|CH
(5418 LE|x T2 LE{ELICE &, BtRE7 S TEE AIHRE ClHo|A SHMX|M S
Rt IS NESY)/ N [e] 7|7+°'LII:+ it Lot B2 Folut |:4 e HEE Eoixxles &
XoH &0 wEA EME G$RE = e Yot

2. 4g|

Traceroute= pingdt OFEF7HX|2 AZIE Qe AR HoZ AISY = o &0t 5T RTTE AM
%FLJEP
=] .

<ttroot>

Router#

traceroute

198.51.100.1
Type escape sequence to abort.
Tracing the route to 198.51.100.1
VRF info: (vrf in name/id, vrf out name/id)
1 10.0.3.1 5 msec 6 msec 1 msec
2 10.0.1.1 1 msec 1 msec 1 msec
3 10.60.60.1 1 msec 1 msec 1 msec
4 10.90.0.2

362 nmsec 362 nsec 362 nsec

<<<< you can see the RTT of the three probes only on both hops

5 10.90.1.2

363 nmsec 363 nsec 183 nsec

6 10.90.7.7 3 msec 2 msec 2 msec
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7|(F Rl AR ARE 4 UXIT, 0f2] 7HX| 01 B MZ CHE 1P A4, CHY S0/ 2 HeE

1245t x| e &L

HOIEAIE THe BHQIB N +

ST OHE IO, A, B8t = S Kol MEH 4
S XF 2 4 USLICH MEtshor & & Wl ALE B st QEE olsistn 2ME O RHAIS| &
olst0d, c+g TS0l Erotm AL ojaf# AHelol =80| H 4+ ALt

- BloIEHAlE &4 S/l E&fE E= o Z2/7o|Mol|2F BFFE EL7H? of: UDP, TCP,

ICMPEE...

- JFCHH o] EEfE|= Tt AR U&LIT? of: £ QoS 0hE, A™E %! 3718
P =M.

- BYES L= MEXEE MOIE = of: otLt O] o] & MHEU stLf ol¢f o e ZAE o

L} 0|4 2| C|bhol£0fl HZE A ALOIE..
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5t

HESIToIM AHSE 4 2= BLIER £7 U ¥ 74x| AHS3HE Of2{3t Zalol B2 T20| E
o ARIZ 93 BlaAc TRE M8 mhat EHELIC

E{EnEol HRIE Metett & #Hel(od: MBEl traceroute 0f)2 2 Qlst7| AlEte &= l&LICH
F e CHE &o= AZ(E OHE 7ttt Mz HelE & = J&Lith
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Eo| B2 BtREE &Qlst= 71 R85t 7|28l HHE2 Chant Z&Lct
I REQ| MEtA ol Ms:
<{froot>

Router#

show pl at f orm resour ces

**State Acronym: H - Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical State
RPO (ok, active) H
Control Processor 1.15% 100% 80% 90% H
DRAM 3631MB(23%) 15476MB 88% 93% H
bootflash 11729MB(46%) 25237MB 88% 93% H
harddisk 1121MB(0%) 225279MB 88% 93% H
ESPO(ok, active) H
QFP H
TCAM 8cel1s(0%) 131072cells 65% 85% H
DRAM 359563KB(1%) 20971520KB 85% 95% H
IRAM 16597KB(12%) 131072KB 85% 95% H
CPU Utilization 0. 00% 100% 90% 95% H
Crypto Uilization 0. 00% 100% 90% 95% H
Pkt Buf Mem (0) 1152KB(0%) 164864KB 85% 95% H
Pkt Buf CB1k (0) 14544KB(1%) 986112KB 85% 95% H
HEZE2l & CPU A E S & Holl &Qlst= ol 8350, ZF CPUN| CHEH IAHZtat S Y&t

QFP(Control Plane and Data Plane)£ L}ElLICH. HIZ2 2| XAl MH= BIOIEA| 22X 7 M5t K| oF
&LICH 2Lt HAEE Z2(2lof Cis DRAM HIZ22[7t I 0|4 @12 ™ Cisco CEF(Express
Forwarding) 7} I:II2*0§|-EI_|_ CPU AETF0| Blot BIO[HAI7I 4 dE = U222 FRE HHHQ
MEE RX[ete R0l ELELICE HEZE EHERT0 et 7|2 dEMHe HelE sdo{Ltx(gh 2
HHE MMo| 88 B3 E HESIMAIR.

Control Processor, QFP CPU EE= Crypto utilization™| CH3H =2 CPU7I B X|E|™ ChS BHE2 At
& = U&Lct

ZHEE Z82e

—-



MYE T ZMA cpu A

<#root>

Router#

show processes cpu sorted

CPU utilization for five seconds:
99% 0%

; one minute: 13%; five minutes: 3%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

65 1621 638 2540 89.48% 1.82% 0.41% 0 crypto sw pk pro

9 273 61 4475 1.56% 0.25% 0.05% O Check heaps

51 212 64 3312 0.72% 0.21% 0.05% 0 Exec
133 128 16 8000 0.60% 0.08% 0.01% 0 DBAL EVENTS
473 25 12 2083 0.48% 0.04% 0.00% 0O WSMAN Process

84 1173 353 3322 0.36% 0.07% 0.02% 0 IOSD ipc task

87 23 12 1916 0.24% 0.02% 0.00% O PuntInject Keepa
78 533 341 1563 0.12% 0.29% 0.07% 0 SAMsgThread
225 25 1275 19 0.12% 0.00% 0.00% O SSS Feature Time
386 4 4 1000 0.12% 0.00% 0.00% O Crypto WUI
127 204 18810 10 0.12% 0.02% 0.00% O L2 LISP Punt Pro

ZHEE Z8|9I CPU7I 2 Z#L(0| dMlE Z2MA MR 99%), ZE2MAE Zd2|sHof 5+, Of
of et 2|8 TI-ELICHARP £ Ao HERT miZlat 22 mfZlo| MBE[HL 2tRE Z2
EZ, HE|FHAE, NAT, DNS, 253 EBHE EE= MH|ATHE = /US).

E24T = B0 ufet, EEHT0| ClojE| B0 B E 4+ UL BHLER Y| s TP £t A
o

HlolE] &2f2l:

show platform hardware qfp active datapath utilization [summary]

<#root>
Router#
show pl atform hardware qgf p active datapath utilization

CPP 0: Subdev 0

5 secs
1 min 5 min 60 min
Input: Priority (pps) 0 0 0 0
(bps) 0 0 0 0
Non-Priority (pps) 231 192 68 6
(bps) 114616 95392 33920 3008
Total (pps) 231 192 68 6
(bps) 114616 95392 33920 3008
Output: Priority (pps) 0 0 0 0

(bps) 0 0 0 0



Non-Priority (pps) 3 2 2 0

(bps) 14896 9048 8968 2368
Total (pps)
3323 2352 892 0
(bps)
14896 9048 8968 2368

Processing: Load (pct)

3
3 3 3
Crypto/I0
Crypto: Load (pct) 0
0 0 0
RX: Load (pct) 0 0 0 0
TX: Load (pct) 1 1 0
Idle (pct) 99 99 99 99

Hio|e Eci2lo] =2 ER(XM2l 2= 71 100%0 =& 5t= E2) EtREE SHsts EefEo &
(28 & WA = A =T HIE )1 EEL| XMEF 5 & ook FLICHSE ClolE AlEo]
CHEr otolClo7} RlE & R/US)

O] EBHE | of & o{F & & QI5t7| {8l IZ! ZIXH(EPC) EE= Netflowet Z2 ZLIEHE 7|82 F
7t 2A0 AL E = UELICH H IR Eel AR 2 ohs Z2 &Lt

- Egi=lo| R&5IH O] 2HREE SutaHok g LImt?
- HEYMOIEHT S8 E= O =2 £ & AMEELICH
- XY WA I E2 F WA o 37|18 LIt Ol HIAIRIZF EAZl=X] E= ZefaH
E3t 2X7t }e=X| =IFFLIct
£ EiEo| ol B2 EE AN E2E = JU&LICH I8 O 2t REIM A->E=
7158 5 Hm 2222 %o} show running-configE Sl 2A48HLICt CHEE QIE{H 0] A1 A,
identify 223 7|52 &Qlst HIE S5t HL EClTE W 4A5t0 CPU AlO|E2 2 222 F

LICH.

JeqLt E34E Xigtoil| cHet 1= B2, etRE7F miZlol CHEt X[HE FItst=XIE YUS St
| & =

v | 0]
L H
£ = CH2 R88 50| FIA £HQIX

EHolg + e, Zh miZlol s AL E HEE T2 A A
7t CHR 22| 2§ sdste 7SS &Y & J&LICH T £2 CPU EX| s 22 o] EA12
HPE SoiLix|Eh 2 HE MMof e B3 & HRstAAL.
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MTU 2! CHEAS}

MTU(Maximum Transmission Unit)= S2|M @371 MY & £ Qe SE9| fof et &=l
CH ofZ! Zoluct 22| Bilojo{ Z2EZ0| 7|2 IPH HIO|EHE T™&st IP Ao At ZOo|7t
A2 MTUEC 2 22 A2 ZeglJHER 2 ELICH HERI M O|FA 27|17t Zotx|H &
2 MEH oMz M2l 2ol  Bfotx|1 #2| Yol HEtX|=EE |5 m(sHok gLlct.

NAT EEE Zone Based FirewallZt Z 2 U7 7|52 B2 7ty Elo{dSEl= "tIA mZ! &2 ol E
Retn, B L2 MEst, Ze|OHEE MY stH, 2lofdl=E AHE S H 7|8l oF &LICE. O]
ZZMAE CPU AMOIEE FIHstH 2F 7 &dlietr| E&LIch

U= ofE 2|0l ZejaHEStofl O|F 5X| pfLICh MTU
& tLtE no fragment M2 AF&35HE pingO|H, CH &t
address df-bit size number2L|C}. pingO| AT{stH EF0
S MTUE £=H&LICt

T30 X 7[gt 2t U SLUHIE OHE 2 22
7|58 A85tH X EXM7I Y4 UE o R E S22 OO S0l o B2 277t Y5t
o £2 o{d= AlZH 5 1D ¥ &4 & mZlo| gdg = J&LICH ol2e EXM & Y57 mhet k|
T ItsEt 3 ol ZEfIHESE s EAAR. ZEiOHET Qo HAAHRI EX7t A=K
RISt stLte| BH2 show ip traffic?

|l
)
I
g
[m
ﬁm
r
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»
mo
>
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gh
rir
el
|m

J>|

<tfroot>
Router#

show ip traffic

IP statistics:
Rcvd: 9875429 total, 14340254 local destination
0 format errors, 0 checksum errors, 0 bad hop count
unknown protocol, 0 not a gateway
security failures, 0 bad options, 0 with options
end, 0 nop, 0 basic security, 0 loose source route
timestamp, 0 extended security, 0 record route
stream ID, O strict source route, 0 alert, O cipso, O ump
other, 0 dignored

Opts:

[eNeNeNoNeNe)

Frags:

150 reassenbl ed
, 0
ti meouts

0 could not reassenble

0

fragment ed



, 600

fragnents

, 0

coul d not fragment

0 invalid hole

Bcast: 31173 received, 6 sent

Mcast: O received, 0 sent

Sent: 15742903 generated, 0 forwarded

Drop: 0 encapsulation failed, 0 unresolved, 0 no adjacency
0 no route, 0 unicast RPF, 0 forced drop, O unsupported-addr
0 options denied, 0 source IP address zero

<output omitted>

E£20{ M Frags Mol ZF2 Ho{e= OIS S HESHAAIR.

o

+ Reassembled(Z2|0{&EE): 2lo{dEF THZ! =L}
o AlZh Z3: iz = Zbof CHEt 2lo{ M= AlZHO| Bt

- Zo{HEE = oIS 2l EE + e WA =uct

« Fragmented(ZZt3t): MTUE Z 1ttt £Z28HE =7t Qe izl ol =¢lLct
 Fragments(ZZt): I{Zl0o| =gt El H3
o XZISHE = Q& MTUE Z=1}5HX|8F &=

HU
L
i=]
o
o

ol

ZfOHESI I A KD 7H2E{7F Bt AL 7IR2EE El{MEEY £ gl 4%, &3
2 M EXE &elstT| I B 7HK| W2 QFP AKX E S5l =&5t= 0|, 4K A
EollM MHEEH 240l S USH HWAES AR ELICE show platform hardware gfp active statistics drop
TcpBadfrag, IpFragErr, FragTailDrop, ReacsDrop, ReacsFragTooBig, ReacsTooManyFrags,
ReacsTimeout F£= &3 @72 2 &LICH Z 70|lAE BE ZE|lOHE, 55, CPU EX 52 7}
M2X| ete 5 ME CHE HelE 7HE = JU&LICH ChA| Bt |, 71 24 & AN =-Ho| 888
=2 FIAFH L Au|ago|M HAAZt E &= [&LCH

I

of 9

H
10| i
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TCP= O| 2XIE sHZ3st7| I5H MSS(Maximum Segment Size) HIFLIE S
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8ot2 = X[ AlZH HA| E= HESIT d50 dFE 0IE =~ UA&LICH IGPE B 2(¥2l E=2
g MEfgfLICH &, HI 0| H I X|BH 7HE XMEE F20|HU 71 H2 X G2 He s ola
LICHCHSZ ol €2 B2 71E £2 B2 E + U8)

2t Z2E 20| 2ol 2|5 0/stol 20| WAE + AALICH HI|TBOIM Ei B
A7, SM HP(EERX| M £ 23 AW), A B FE HIZS VIHo R B ET AL
of2l, B Ei Tof Zx(SH Z7olAM W B2 2 0|S) 5 CHE AFolAE 2K} 0| 0iX|
x| oLt

EFOIABLE EE TLIEY o{EBt0I1A0% 22 S ASSHH S5 E220f Ch3t o243 &
¥ mersts o T20| E 4 2o, Ol2{E B2 CHE od2f 2010l mat HEEIHOIM 27 ALg
S 555D XI9f AT B 2t M EE ST AXILlof>o| WRE 4 s

QoS(Quality of Service)

QoS(Quality of Service)& *45tH CHE EcHE KPS S S|

2 Melg = U&LICH QoS7t gictH ClHOlA THZ! LIZO[LE 2 7(of B-AH|g10
best-effort AHIAE MBS ELICE O] ClHIO|A AME[M, X|od HR| E= XMElF 2 25K et o=
2 M&ELc

QoS7t U= B etRE EA| RIEA| E
QI35 policy-map [name_of_policy_map
interface_id]= =2 HIZ2, &KX = 22
ElL|cH

7! 27 e sst=X| &Qlstn Au|acioldE &
L—

=]
ZeiAE olslistE ol =&0l

Mol ol £5tx| Ex|2F, Alzhofl 21Z

QoS 72 e EAJ0| et SOiE 2ol o] &
o I3t T Bre X|9d AlzhTh o E 27 01M RIS S HLE YRS

o

f—
gF o Z 2|7 0] 2| S
7| @lsl 0|& nedst= 2ol E&LICH

CHE 742 S At MM M2 Ei UhsQl 23 M52 Holsotsts B9 £7He 4 9
aUch 15 YRE o3 ZaUct

ClHFO|AOIAM MElet 2 2EE EXE 2! AXMULICH QIEEH oA 2o 3 & E3 &
TE = elstiok gLct.

I

<tfroot>

Router#sh interfaces GigabitEthernet0/0/1
GigabitEthernet0/0/1 is up, line protocol is up
Hardware 1is vNIC, address is 0ce0.995d.0000 (bia 0ce0.995d.0000)
Internet address is 10.10.1.2/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255



Encapsulation ARPA, Toopback not set

Keepalive set (10 sec)

Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:19, output 00:08:33, output hang never

Last clearing of "show interface" counters never

I nput queue: 0/375/6788/0 (sizel/ max/drops/flushes); Total output drops: 18263

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 114000 bits/sec, 230 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
193099 packets input, 11978115 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles

1572 input errors

12 CRC

, 0 frame,
1560 overrun

, 0 ignored

0 watchdog, 0 multicast, O pause input

142 packets output, 11822 bytes, 0 underruns

Output O broadcasts (0 IP multicasts)

0 output errors, 0 collisions, 0 interface resets

23 unknown protocol drops

0 babbles, 0 late collision, 0 deferred

0 Tost carrier, 0 no carrier, 0 pause output

0 output buffer failures, 0 output buffers swapped out
Router#

LHEA M3 E= ES2 ChEs &Lt
. 2124 CH7|d AFR|: ZF QIE{H|0|A = BIRE!
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Zlol Hix|El= L™ CH7|E(+=HE = A= 4o
[K=1 st

=
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ECHE S3F Al HO|HA|7F & 7d=|H o|qEt 2|71 L3 K| efokok & L|Ct.
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E£3ole ctSo| Z&ELUCH
- EHOVIE 4A: Z QEEolAE EX CHV|EE ARELICH 047[M = EH 0|20 A H
&g ¢l miZlof bix|ELIcH RPof| ola 23 CHZ Qo Hix[E & &l iZ!of HIE 0| 2IE{m[0]
A7t HZlE HE&Y & JE HIEE Ztets B2 U&LICH 0|2 2l Qos7t gl 82
ds X L 2lIo|HA| EX7H g + AU&LICH 2EX] ._!.2'.:'_4 £d 8A0o| HEX|o{ 0]
Tt Bt = e QR E[HL EQF ESiEHE EE 5T EEst7| 2ls Qos Zm|2e o]
Mg #elstHLE Fedst & e & U&LICH

OFX[Efo 2, QFPL| AMA|= BlIOIEHAIE o7& = UE
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<#root>
Router#

show pl atform hardware gfp active statistics drop

Last clearing of QFP drops statistics : never

Global Drop Stats Packets Octets
Disabled 2 646
Ipv4NoAdj 108171 6706602
IpvbNoRoute 10 560
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