=

Mo

Cisco IOS® XEZ ASR10002] ISG 047}
s 2A si4

RADIUS 741|224 0|M
PPP-Client-1 Z1I|12{|0|M
BRAS-ASR1K 74

Cisco I0S® XE Show & &

aaa Mt E A

show aaa method-lists accounting
show aaa sessions

aaa MH|A T2 I EA|

aaa ALSXF E A

7HURE MM ALE XL O|F E A
7HUAXE MH|A O|F E A

7HURE MM ALE XL O|F E A
show subscriber session username PPPoE-Client-1 | i &2 X|
ssm A2|X|id EA|

7 T Al H&H

show platform software subscriber fp active account

show platform software subscriber fp active M| ZHE

ESHE AT EQ0] 7t fp B MOTHE id E A

show platform software subscriber session username

QFP(Quantum Flow Processor)/ESP(Embedded Switch Processor) Show &%
show platform hardware qfp active feature subscriber session

SSHE StEQo] ofp B M 7|5 IR MOIHE id EA

show platform hardware afp active feature subscriber session id
SSHE StEQo] ofp B M 7|5 7H R MOIHE id EA

show platform hardware afp active feature subscriber session id
show platform hardware gfp active feature 7t Xl & E} 7|5 07| 2 &
Cisco I0S® XE C|H1

ClHI £3

el

0| 2 Mo ME Cisco IOS® XEE Al25HE ASR10000IAM EEHE! A "CIE{HI"S AL 5}
PPPoE M40l MEE! ISG 07} 28 7|s2| m&of cHal M ErL|Ct.

rr



ABElE T 24

O| EMo| MEE EX & 2+Z9|C|HIO|AE ECHE R ME|RELICE o] EMol AFEE E% C|H}
OolAE §7|§+ |2gi0|Mo 2 AIZE|RAELICE A HEQAV &S 521 4 =
H2do| ZrA A Ol Q&S O|2| S KIGHA|Z| HFEFLICE

o rﬂ

N

| rlﬁ
NI

El

1ISG HE &2l

o] EMoll= Z4m| 22 0]4, Cisco I0S® XE2| 7|5 #Ql, Linux 7ol Z=2 2 2 Ql, st=2lod
(QFP/ESP)2| 7|5 Z2aeid el A MM X 7[R B 2=/ x| 2FEE CIHIIF Z&E[0] UG
L{Ct.

ISG 04728 7|52 ZEl0|HE S| ™A MM E= MH|A0 CHE A8 SHE +EE L

0| oflofl M= RADIUS AMtH2| A& AF L A{H|A ZZ Lo A RADIUS S48 Soll M8 EaiE 2
BiA QIE{LI(MHE|A)0l ISG 07t 20| M E|A &L

KEMEH LIE2 S S HZstA AL,

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-
accounting.html

EEE2X|
RADIUS Server
oo P ==
==
PPP-Client-1  gipsas0 Gi2/3/4 Gi2/0/4.200
BRAS-ASR1K

Ay
ISG MM 2 MH|A o7t Elo| Zdx|azi oM of ILCt.

RADIUS Z1I|ad|o|A
RADIUS AFE AL 2! MH|A T2 It 20|71 07[0 AFSE:

HiHHE A K T2 E M O| tHHH


/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html
/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html

PPPoE-Client-1 Cleartext-Password := "cisco"

P Z2EZ = PPP,

Service-Type = ZH|&,

Cisco-Account-Info += "AINTERNET",

#H QB MH|A T = E HO| #HHH

7|8 MFAb=="INTERNET", 2/& /& = ¢

Cisco-AVPair += "ip:traffic-class=in access-group name ACL-Internet-In",
Cisco-AVPair += "ip:traffic-class=in default drop",

Cisco-AVPair += "ip:traffic-class=out access-group name ACL-Internet-Out",

Cisco-AVPair += "ip:traffic-class=out default drop",

Cisco-AVPair += "accounting-list=ACCTN_LIST1",
PPP-Client-1 Z4x| 12| 0|

I

QIE{H| 0| A GigabitEthernet0/3/0

M T A 1ISG to BRAS-ASR1K Gi2/3/4 #iHHHHHH}

o~

T

W
50
0jo

(@)

OfM
>
Of1

Kt

of
Jy
h

pppoe enable group global(2& ™ & 43}
pppoe EEt0|QIE CtO|H E #1352

!

IE{m|0|A Cto|dEq2

MO tHHHHHHHE 7S PPP CHO| U B #iHHHHHHE

mtu 1492

=|
=

S

=k
k>
o
0%

flli)

8t ppp

Ctolde] & 2



ctolde] RF Alzh &gt o

x|& 519l Chold

ppp 218 pap callin

ppp pap sent-username PPPoE-Client-1 password 7 104D000A0618

BRAS-ASR1K 74

!

aaa M| 2 &

!

!

aaa & MH{ radius RADIUS_AUTH

ME{ 192.168.111.9

ip radius &4 2IE{H 0| A GigabitEthernet2/0/4.200
HZ=E 3

load-balance method least-outstanding ignore-preferred-server
!

!

aaa Q185 201 7|2 2&4

aaa 215 ppp 7|2 £EZ 1 & RADIUS_AUTH

aaa 218 UE®|3 7|2 1& RADIUS_AUTH &

aaa ™et 204 4 7|2 1& RADIUS_AUTH

aaa 215 7HUR MH|A 7|8 =24 I5 RADIUS_AUTH
aaa 215 71X MH|A HAE 2Z4 O& RADIUS_AUTH
aaa accounting delay-start all

aaa ™ UO|0|E F7| 21

aaa accounting include auth-profile framed-ip-address(aaa 017} 2 & Z &)



aaa accounting include auth-profile framed-ipv6-prefix
aaa 017} 2&l0l|lE 215 Z 21}t delegated-ipv6-prefix 7t E & ElLICH.
aaa A #E| HERXHZ 7|2 AlE &% 21& RADIUS_AUTH

aaa A 2| HE/3 ACCT_LIST1 A2 £X| 2& RADIUS_AUTH

QIE{m|O[A F LU

M e S PPP MM 3 X8 oM
ip =4 192.0.2.0 255.255.255.255

!

QIE{H| 0| A GigabitEthernet2/0/4.200

=3t dot1Q 200

ip =4 192.168.111.1 255.255.255.0

!

QIE{H|O| A GigabitEthernet2/3/4

M HHHEH# PPP-Client-1 Gi0/2/0 ###HH#H#01 CHE ISG

o)
0|0

4

LN

a

ip

3=|

'I'

Kt

0H1

pppoe enable group Static-PPPoE(pppoe E 43t 1& 11 PPPoE)
cdp & &3t

!

QIE{m|O|A Virtual-Template2

M #HH Static-PPPoE #it#HH}



[

LT

Fol-
rlr

ip 2
ip verify unicast source reachable-via rx
ip tcp adjust-mss 1452

no logging event link-status

o4 7|2 ip T4 £ syd-dhcp

ppp ipcp dns 192.0.2.4 192.0.2.5

]

ip 2Z £ syd-dhcp 192.0.2.1 192.0.2.6

Cisco I0S® XE Show HH

Cisco |IOS® XE L AAA/RADIUS MEH2te| QA0 M ISG o7t 2 &l & ol
aaa At{ EA|

BRAS-ASR1K#aaa At B Al

RADIUS:id 1, @M=2]1, EAE 192.168.111.9, Q|13 ZE 1645, A& X E 1646

AFEN: $4XH UP, 7|7t 73946, O|F 7|7t Os

Dead: & AlZt 0s, 7R E 0

m

FHEIE: ot
Authen: request 2902, timeouts 0, failover 0, retransmission 0
SE: accept 2897, reject 5, challenge 0

SH: o7Ix[ &2 0, M 27/ 0, ZEE 0, AlZt 2ms

EZiMM: M 2902, Aui

(@)

XM XE request 8690, timeouts 0, failover 0, retransmission 0

S & accept 8690, reject 0, challenge 0



S o7|x| &2 0, MH 2F 0, 2= 0, AlZF 2ms

HHE: 273 18, Alzh Mgt o, Foll =X 0, TS 0
2¥: M35, &7t10, 5% 3
SH: A& 5, &7k 10, BX( 3
SHE: d7|xl &2 0, HH 2% 0, ZE 0, AlZF 7ms
ERiAM: 45 18, al1i 0
HNgHE: EIAME o, Al X3t 0, AlI 0

7t2E{7t Otx|Z ez X|Tl o|F Zapet AlZH: 20h32m

MgtE ol & HMA EBHTHM: 0
KEHE of &b 3|H| ERAFM: 0

Z|cH MEHA EHRM: AMA 0, AE 0

E5 - 20A[ZF 308 ™: 12

FZ-20A|ZH 328 ©: 0

)5
N

9
show aaa method-lists accounting

BRAS-ASR1K#show aaa method-lists accounting
acct queue=AAA_ML_ACCT_SHELL

acct queue=AAA_ML_ACCT_AUTH_PROXY
acct queue=AAA_ML_ACCT_NET

name=ACCT_LIST1 §$&=TRUE ID=AE000012 &}2i=A|Z} & X| :AFE}=ALIVE :
SERVER_GROUP RADIUS_AUTH

show aaa sessions



BRAS-ASR1K#aaa Al|4d E Al
OX|Sf CHAl 22 0|F & MM £=: 2921
MM 1d: 2922

19 Id: 2931

A8} O|F: PPPoE-Client-1

IP F4:192.0.2.3

f7F AlZh0

P

1ol
L
uin
.C.D

@)

TS
aaa A{H|A Z2I] FA|

BRAS-ASR1K#aaa AMH|A T2 T FA|

1> AMH|A O|&: QIEHA
show aaa user <UID>

BRAS-ASR1K#show aaa user 2931
T8 1D 29310| #xH AHS S LI
3 00 CHet CllolE{7t gi&LCt.
EXEC &0 i CllolE 7t gi&Lict.
CONN &of CHt cllolE{7t & LCt.
NET: AL X} O|&=PPPoE-Client-1

A|44 1d=00000B6A 115 1d=00000B73

H1H7| AlEF=1 SX|E=N

stop_has_been_sent=N

HIME S E£=7F742FA2D8F8: 0|& = 7|27}

Am

H eS8
7F7430450570 0 00000001 session-id(408) 4 2922(B6A)
7F74304505B0 0 00000001 start_time(418) 4 20164 8€ 302! 13:06:47

7F74304505F0 0 00000081 clid-mac-addr(42) 14 35 30 35 37 2E 61 38 64 38 2E 30 32 64 38



7F7430450630 0 00000002 session-type(692) 4 ipv4-only
7F7430450670 0 00000001 Framed-Protocol(111) 4 PPP
7F7430451998 0 00000002 media-protocol-state(980) 4 statup
7F74304519D8 0 00000001 addr(8) 4 192.0.2.3
7F7430451A18 0 00000001 ZEE=(337) 4 ip

NET: A& X} O|&=PPPoE-Client-1

M| 1d=00000B6B 117 1d=00000B73

H1LH7| AlEF=1 S X|Bt=N

stop_has_been_sent=N

HAE S8=7F7419C2CE40 : O|f/ = ACCTN_LIST1

Am

o EFE:
7F7430450D80 0 00000001 session-id(408) 4 2923(B6B)
7F7430450DC0 0 00000001 start_time(418) 4 2016' 8% 30! 13:06:48
7F7430450E00 0 00000001 Framed-Protocol(111) 4 PPP
7F7430450E40 0 00000081 ssg-service-info(489) 9 IE{4!!
7F7430450E80 0 00000081 parent-session-id(404) 8 00000B6A
7F7430450ED8 0 00000001 addr(8) 4 192.0.2.3
7F7430450F18 0 00000001 protocol(337) 4 ip

Z22 ID= 1&LCt.
Cli hdl2 4AIL|CH000002
215 ClolH eig

CMD &Alof CiEt Clo|E{7t eig L.

SYSTEM 4|0 CHet olO|E{7} gi&LICt.

VRRS &0l CHt Ci|o|E{7} ei&LiCt.

78 RM =£0f Cih o|o|E{7} gi&LICt



RM VPDN ®&oi CHet o] 7t gi&Lct.
7Y 215 TR Ao it HlO|E{7t & LT
DOT1X &0 cHEt o|o|E{ 7t &Lt
CALL s3oi ciEt ollo|E{ 7t gig Lt
VPDN-TUNNEL &oi| cigt Cl|o|E{7} gi&LCt,
VPDN-TUNNEL-LINK &0 CHEt CIO|E{7} Qi& LICt.
IPSEC-TUNNEL ®&0oi CHet o[o|E{7} gi&Lct.
MCAST &Aloj chét Cllo|E{7t gi& L.
RESOURCE R&9| H|O|E gig
SSG f&of Ci#t Cllo|E{7t &Lt
& Al Dol CHEt Cllo|E{ 7t QA& Lt
ConnectedApps 32| C|O|E §ig
o{7}2&!:
log=0x1000000020C241
7|5 E O|HE:
S35} Al
ATTR CHA|
A
IPCP_PASS
St AEf
VPDN NET UP
A2 L7
AH0|E HAME:
7|
dclolE 7+ = 1260

Oleid "Xl BlZ2&: 0



7F7430450ED8 0 00000001 connect-progress(75) 4 LAN Ses Up
7F7430450F 18 0 00000001 M4 T A[Z+(334) 4 0(0)

7F7430450F58 0 00000001 nas-tx-speed(481) 4 1000000000(3B9ACA00)
7F7430450F98 0 00000001 nas-rx-speed(78) 4 1000000000(3B9ACA00)
7F7430450FD8 0 00000001 elapsed_time(414) 4 958(3BE)
7F7430450D80 0 00000001 bytes_in(146) 4 1592(638)

7F7430450DCO0 0 00000001 bytes_out(311) 4 1574(626)
show subscriber session username <username> detail

BRAS-ASR1K#0 &= 7t Xt A4 At& Xl O PPPoE-Client-1 Ml HE 7} Ltet &Lt
$£8: PPPoE, UID: 900, & Ell: authen, ID: PPPoE-Client-1

IPv4 $£48:192.0.2.3

MM 7S AlZt: 00:21:13, OFX|2F #44: 00:21:13

QIE{H|O|A: Virtual-Access2.1

22| x| ID: 15701

x4

02
o
=

J
HL

ZARIA E 7F7439B43390: $1E 8BO00F38

AAA_id 00000B73: Flow_handle O

215 4 Ef: authen

CREEE A8 A T2 E(AMHIA A 2)):
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Z 2]
ssg-account-info 0 "@IE{A"

Cte2c#t AL A Z2E(MHIA ZE:
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Z 2]

ssg-account-info 0 "@IE{:"



ssg-service-info 0 "QIE{A"

traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "7 | E&"

traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"

H™ =5 0"ACCT_LIST1"

KMol cigt Zm| el o|M 7|§ (&l 2~22):

A O[HIE: £7} 7| 74K 7|(MHI2)
Z 2L o|F: eI, &= 371

ssg-service-info 0 "QIE{4iI"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "7 |2 E&"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"
H™ =55 0"ACCT_LIST1"

BM A FE: PPP 2EI0|HE: SM

R4=H
o™=

o

|HIE: &7} 7| 7t 27|

K

2

ls]

O|&: PPPoE-Client-1, 3 references
Framed-Protocol 0 1 [PPP]
service-type 0 2 [Z 2]
ssg-account-info 0 "QIE{LA"

HMA R PPP Z2I0|E: SM

R4=H
o™=

o

HIE: F£7I 7| 7} 27|
I 2 E O0|&: PPPoE-Client-1, 3 references
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Z 2]



ssg-account-info 0 "QIE{AI"
Ml AZEEl g4 MH|A:
O| & "QIE{A"

subscriber rule-map default-internal-rule
Z 71 always event service-start
1 service-policy type service identifier service-name

T

AL

Class-id Dir Packets PriJL|C}. & 9]

01n 55000 Yx|

500 074 & 17 L x|

11584 In 500 0 ACL x| ACL-Internet-In
11585 5 500 0 ACL x| ACL-Internet-Out
4294967294 In 0 - AFX]|

4294967295 0 0 - A+ A

7|s:

o{7}2&!:

Class-id Dir Packets HIO|E. ¢&

550071 2IE{ 11584

11585 50071 QIE{4!

al
0x
>

A

M AlZH AAA MH|A ID 0|8 1=
SVC 00:21:13 385875970 RIE{4d!
A2 RF00:21:13 - AL X}

INT 00:21:13 - Virtual-Template2

7%t MHH|A O|& <name> MHIF HE A



BRAS-ASR1K#show subscriber service name QIE{4! & A HE
MH| A "QIE{LAI
HZ 1.
SVM ID: B20001F1
ZeiA 1d 2123 00011584

2214 1d £3: 00011585

Z 2L 7F7439BF3510
L2 o|F: eI, &= 371
ssg-service-info 0 "QIE{:AI"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "7 |2 E&"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"

HE 55 0"ACCT_LIST1"

E
o

7|s: 047}

Ho

o
ze

N
or
]

IDB £8: 22

o

H

ol

7|5 HlO|Eq: 32H} 0| E:
: 000000 00 00 B2 0001 F1 0000 .........
: 000008 00 00 00 00 7F 74 3A 09 .....t..
: 000010 31 58 00 00 7C OF 00 00 1x...]..
: 000018 00 01 00 00 00 00 00 00......
"QIES" MH[AE MEste B 7HUR HE

& M =21



AL Lterm - Local Term, Fwd - forwarded, unauth - unauthenticated, authen -
CISE TCCt. - 7|2 MMe| ECHEl EEiA £

Uniq ID Interface State Service Up-time TC Ct. A%}

900 Vi2.1 authen Lterm 02:17:59 1 PPPoE-Client-1
show subscriber session username <username> 7|5 7|d | M8 HE

BRAS-ASR1K#0|E 71Xt Al ALK} O|& PPPoE-Client-1 7|5 HI™ &2I7F XHAIS| LI &
LICt.

$£8: PPPoE, UID: 900, & Ell: authen, ID: PPPoE-Client-1

IPv4 =4~:192.0.2.3

MM 7HS AlZh: 02:16:05, OFX|SF §#473: 02:16:05

QIE{H| O] A: Virtual-Access2.1

A X| ID: 15701

715:

o728

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6 Source

11584 500 O Internet

11585 500 0 0 /{44
& ACL:

Class-id Dir Packets-v4 Bytes-v4 Packets-v6 Bytes-v6 Source
& ACL H9l:

show subscriber session username PPPoE-Client-1 | i 2| %]

BRAS-ASR1K#show subscriber session username PPPoE-Client-1 | i &2 ${ %]

A%l ID: 15701
show ssm switch id <A {|%| ID>

BRAS-ASR1K#show ssm switch id 15701



Switch-ID 15701 4 EH: Open
MIHE ID: 23895 f&: Lterm[21]

A% ID: 15701

M[ 1D 900

In
N
olr
A
o

L2 O} 2HI=2

Zai4: ADJ

FAd
o

ok

*"EH;

Il

LTERM H/W A Q|3 HEAE:
M| 1D 900
ALY EE 1
L2 Ot RHIRE 7|5 &E
MIHME ID: 19798 $&: PPPoE[19]
A Q|| ID: 15701

%EI- ol-xl'i Ol CPU



M| 1D: 2902
00
: 0x38000B56

(o]

1% ID:

2
mn

PPP
: 0x00000000

2
muin

SSS
: Gi2/3/4

om
H

4 Al
7t& M| A @IEH O] A: Vi2.1
MAC 24 2Z4: 0027.0d2b.4fb4 ¥Z: 5057.a8d8.02d8

PPPoE encap & At [20H}O|E]:
5057A8D802D800270D2B4FB4886411000B560000

24 ADJ

AEN: EM
StESo] MOIMHE 2&: L2HW_PPPOE
ESS M1MHE= 0x7F742A544BB0, Z2H1= 0x16, EVSI= 80, extended segment_id=

utok

0x0000005000004D56
I|0{ ESS M2 E= 0x7F742A544AC0, R3= 19, MO HE= 0x7F7430243F30

Feature-ID: 7512 f8: ISG £/ AH14]

MIIHE ID: 19798
t: O] CPU

L=

: 8SS

>

=

My

0z
m
=
ik
0x

My
)
|>
>
O
Ll

ik
0x

A EN:
Feature-ID: 11609 7&: Accounting[6]
M2™HE ID: 19798

4tk Both [11584.11585]

X} O] CPU

ZoiA: SSS



FAd

él' EH: S

utok

24 ADJ

Al/E: Act

7d BEA| BH

Linux 7{'0{| A ISG 047} 2 & &2l

[=> 2 R

Mo

show platform software subscriber fp active account
BRAS-ASR1K#show Z3H& A X Egfo] 7t} fp &4 of7I2E!
7t %t 3[AH 2= 'A: 1

MIHE Z2HA Id In/Out EVSI QFP Hdl AOM 2 Ej

0x0000005000004d56 11584/11585 16908315 81 44|
show platform software subscriber fp active Al 21HE.

BRAS-ASR1K#show platform software subscriber fp active Al 21HE.
7R MIOHE: $A: 2

MIHE SegType EVSI7} AOM Id AOM A EHE B4 EFL|CH

0x0000005000004d56 PPPoE 80 0x00000000 13008 443

0x0000005000005d57 LTERM 80 0x00000000 13009 444
show platform software subscriber fp active segment id <PPPoE Segment ID>

BRAS-ASR1K#show &3 & A X E Q0] 7} X} fp A MIIHE id 0x0000005000004d56

MIHE SegType EVSIZ7} AOM Id AOM A EHE B4ZEFL|CH

0x0000005000004d56 PPPoE 80 0x00000000 13008 A&
PPPoE Al id 0xb56
MAC enctype 0x1

AQX| 2 E 0x2



Z|CH MTU 0x5d4

VLAN cos 0x8

Phy Intf(CPP2| Z<) 0x31
U8 Cle{2 A

MAC F4 2Z: 00270d2b4fb4

o

MAC Address Remote(MAC F4 #2): 5057a8d802d8

PPPoE encap & At [20 bytes]:5057a8d802d800270d2b4fb4886411000b560000

11584 0 16908315 1573220256.1 BHE ACL:

ACL-QIE{4l Q1=

E24 ZajA: (71 AA))

40

d

Me=2

ok

E EVSI 222 J8 d 2EEH &

o

ZH Ol

11585 0 16908315 1589997875.1 HHE ACL:
ACL-QIE{H 'l
show platform software subscriber fp active segment id <LTERM Segment ID>

BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000005000005d57

M HE SegType EVSIZt AOM Id AOM A ENE B4 L|CH.

0x0000005000005d57 LTERM 80 0x00000000 13009 444

LCP OHZ! 0x2b68bfb2



A x| EE 0x2
%|CH MTU 0x5d4
LCP PFC: 117|

=R ClHa: x|
show platform software subscriber session username <username>

BRAS-ASR1K#show platform software subscriber session username PPPoE-Client-1

MM HMIHE SegType1 MIHE2 SegType2 AOM 4 EY

80 0x0000005000005d57 LTERM 0x0000005000004d56 PPPoE 2§43 E

M| 1D: 80
EVSI #3&: PPP
SIP HIZ®HE ID: 0x5000004d56
SIP MIZHE R8: PPPOE
FSP MIZ®™E |D: 0x5000005d57
FSP MZ1ME {%: LTERM
QFP %{2| 045 80
QFP 2IE{H0|A O|&: EVSI80
SIP TX A|HA 350

SIP RX A|#HA &

o

0
FSP TX AlZA ®#Z: 0

—

FSPRX A|3A #%: 0
Z7d C|E#{2: 0x00000000
TC 7|5 AtE

MM



MIHE SegType EVSIZt AOM Id AOM A EHE #4Z38FL|CH.

0x0000005000004d56 PPPoE 80 0x00000000 13008 44+ E
PPPoE Al|4d id 0xb56

MAC enctype 0x1

ALR[X| 2E 0x2

Z|CH MTU 0x5d4

VLAN cos 0x8

Phy Intf(CPP2| ZZ<) 0x31

2R ClH SHiA|

MAC F4 £2Z: 00270d2b4fb4

MAC Address Remote(MAC £ #79): 5057a8d802d8

PPPoE encap XAt [20 bytes]:5057a8d802d800270d2b4fb4886411000b560000

xid-
ST

=3

M|kl

40

ok

HAst/oE X2 222 11

©°

2 Foi&: 1718 ArA|)

o
40

ME=Q SE EVSI Z2oiA I8 Id ZE 8.

ZE 0|&

11584 0 16908315 1573220256.1 HHE ACL:
ACL-2IE{- 13
£ o2 1718 AtA)
Id @M&2 58 EVSI 224 O8 Id 2E| f3:

ZE 0|5

11585 0 16908315 1589997875.1 HHE ACL:



ACL-QIE{H! &r Al

MZE ID: 0x5000004d56
EVSI: 80
Ijo{ M2 HE ID: 0x5000005d57
QFP vsi(A 2| Al): 80
QFP 2IE{H0|A O|&: EVSI80
H1HE R%: PPPOE
AR CIH 04F: 0
SIP 04%: 1
MZHE AEH: BOUND
Macstring Z0l: 20
00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
00000010 0b56 0000 000 000 0000 0000 0000 00000
&3t HE exmem BE: 0x0
MM id: 2902
ved: 0

mtu: 1492

MO

2| & if 49

2
i

S Al Z2f: 0x00003f00
1z FeiA: 1

ZoiA Id & EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
&2 SolilA: 1

ZoiA Id 58 EVSI CG Id QFP Hdl




11585 16908315 1589997875.1 81

MIHE SegType EVSIZI AOM Id AOM & EHE #4788 Lt

0x0000005000005d57 LTERM 80 0x00000000 13009 4444
LCP OHZE 0x2b68bfb2
ALQ|X| BE 0x2
Z|CH MTU 0x5d4
LCP PFC: 11.7|
ZHE ClH3: A
MZHE ID: 0x5000005d57
EVSI: 80
Ijo{ MIZHE ID: 0x5000004d56
QFP vsi(AM 2| Al): 80
QFP QIE{H 0|A O|&: EVSI80
MH2HE R8:LTERM
AR ClHa o480
SIP 04£: 0
MIHE 4Ef: BOUND

Macstring Z0l: 0

H&3 ME exmem $HE: 0x0
Q= FoiA: 1

ZoHA Id 28 EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81

&3 oA 1



224 1d & EVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81

M| ID: 16908315

EVSI §8: TC_FLOW

SIP M| E ID: 0x5000004d56

SIP MIZHE R8: PPPOE

FSP MZHE ID: 0x0

FSP MO1HE ¥ -

QFP *{2| 0{¥: 81

QFP QIE{H 0|A O|&: EVSI16908315
SIP TX A|#HA #1350

SIP RX A|3HA H

—

ok

0
FSP TX Al3A |#%: 0
FSPRX A|3A ®#%: 0
Z7d C|E#2: 0x00000000
HY el 7|15 ALS

M4

QFP(Quantum Flow Processor)/ESP(Embedded Switch Processor) Show 3&

QFP/ESPO| Z2 Y E ECfE A "QlE" U ISG 0728 = ¢l

| — A= [=> i [y

show platform hardware qfp active feature subscriber session

BRAS-ASR1K#show &3H& st=9l0] ofp &M 715 7R MM
A MM 2 1

A HETC 2&: 1

715 £8: A=Accounting D=Policing(DRL) F=FFR L=L4redirect P=Portbundle T=TC



MM 98 M2HE1 SegType1 M1HE2 SegType2 7|5 7|E}

0%

80 PPP 0x0000005000004d56 PPPOE 0x0000005000005d57 LTERM ----T-

16908315 TC_FLOW 0x0000005000004d56 PPPOE 0x0000000000000000 ---- A-----
show platform hardware qfp active feature subscriber segment id <LTERM Session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber segment id
0x0000005000005d57

M2HE ID: 0x5000005d57
EVSI: 80

Ijo{ M2 HE ID: 0x5000004d56
QFP vsi(X{2| Al): 80

QFP 2IE{H0|A O|&: EVSI80
MHO1HE f8: LTERM

ZR ClHHa o480

SIP 04£: 0

MZHE AEH: BOUND
Macstring Z0l: 0

&3t HE exmem BE: 0x0

2z FEiA: 1

iy

2l 1d & EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
&2 FoiA: 1

224 1d & EVSI CG Id QFP Hdl

115685 16908315 1589997875.1 81

show platform hardware qfp active feature subscriber session id <session>



BRAS-ASR1K#show platform hardware qfp active feature subscriber session id 80
Al 1D: 80

EVSI #8: PPP

SIP M|Z1™HE ID: 0x5000004d56

SIP MIZHE R%: PPPOE

FSP MIZ®™E |D: 0x5000005d57
FSP MZ1ME {%: LTERM
QFP & 2| 0{%: 80

QFP 2IE{H0|A O|&: EVSI80
SIP TX A|#HA #Z: 0

SIP RX A|#HA H

o

0
FSP TX Al#A ¢

—

o

:0
FSPRX A|3A #%: 0

Z7d C|H#{2: 0x00000000

TC 7|

olr

AL

Ml

show platform hardware qfp active feature subscriber segment id <Segment ID>

BRAS-ASRIK#EE & SI=01 qfp M 7|S 71Xt MZHE ID 0x0000005000004d56 F Al
HI2HE ID: 0x5000004d56

EVSI: 80

I|o{ MIZHE ID: 0x5000005d57
QFP vsi(X{2| Al): 80

QFP QIE{H|0|A O|&: EVSI80
HOHE |8: PPPOE
AR CIH 04710

SIP 048: 1



MHE 4Ej: BOUND

Macstring Z0l: 20
00000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
00000010 Ob56 0000 000 000 0000 0000 0000 00000

- 0x0

2
mn

H&3t HE exmem
MM id: 2902
ved: 0

mtu: 1492

MO

2| & if

2
i

149
SHA| Zk: 0x00003f00
olzd EoiA: 1

ZoiA Id & EVSI CG Id QFP Hdl

11584 16908315 1573220256.1 81
&2 FoiA: 1

ZoiA Id & EVSI CG Id QFP Hdl

11585 16908315 1589997875.1 81
show platform hardware qfp active feature subscriber session id <session>

BRAS-ASR1K#show platform hardware qfp active feature subscriber session id 16908315
M| ID: 16908315
EVSI #8: TC_FLOW
SIP A|IZ™HE ID: 0x5000004d56
SIP M[2HE |R&: PPPOE
FSP MZI™E ID: 0x0

FSP MO1HE R&:



QFP % 2| 0{5: 81
QFP QIE{H 0|A O|&: EVSI16908315
SIP TX A|EA HS:0

SIP RX A|#HA d

—

o

0
FSP TX A|3A ®#%: 0
FSP RX AlZHA #H%: 0
Z7d C|E#2: 0x00000000
HYE &2 715 A8

Al

show platform hardware gfp active feature 7} 2lA} A El 7|5 07| 2 &
BRAS-ASRIK#E R & =901 ofp B 7|5 71t &E) 715 A #e| ZA
7R AR AEH:

& M $:2

& MH H=: 1

acct_dbg_cfg: 0x00000000

SBS = (= dir): 0x111bd9a8
SBS #HE (£ 3 dir): 0x111bda80
Cisco I0S® XE C|HH

ISG 017t 2&!0| M8 E PPP A|Mof cial +=&E CltHa



F1: debug BB FOIshM ABSHANL. YEHSO 2 0|23t WL S BHE 7L
m 2R E 71% x| SRl RIAIO] MHEtMEH AHR St 0| EALICH CIHYS B As
o LIS LIEQIT0IM £2 2 £710| waE 0 2t e Ao| FEE 4 BLICH L
MEZO|&€M3E 42 &€ XEo 23 HAIX|7I LQHEEE|= AI °H MlA M7 Zt
Moz BXIE 4 YaLic

debug BEE &d3tet7| ol o] B2 E HEstAMAL.

https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-

isdn-channel-associated-signaling-cas/10374-debug.html

CIH = <ip | mac T4

CItH radius

CIH 57 7| O|&f AE o|HE

ClHO 715X 7|5 01§ AE 2F

ClH 71Xt 7|5 OlF HIH #El M5 HE
7HUXt B D ClH

ClH3 75X AMH|A

ssmfim 25 C|H1
ssmfhim O|HIE C|HH2

ssmcm 2/ C|H2
ssmcm O|HE C|H
ssmsm 2&F C|H2
ssmsm O|HE C|H
CIH ssm xdr 2F

ssm xdr O|HIE C|HH1
ClH1 &%

82 302 02A] 62 47% 698: AAA/AUTHOR: auth_need : user= 'cisco' ruser= 'BRAS-
ASR1K'rem_addr="'10.137.80.251" priv= 1 list=" AUTHOR-TYPE= 'commands'

8¢ 302 02A| 68 472 976: SSM CM: SSM A9 x| ID 15701 [0x3D55] &2 H
83 302 02:06:47.976: SSM CM: provision switch event, switch id 15701
8¢ 302 02:06:47.976: SSM CM[19798]: &'F MOHE.: &'gE ID

8% 30 02:06:47.976: SSM CM[19798]: | 1HE & SSM ID &3


https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

8% 30¥ 02:06:47.976: SSM SM ID & &: [PPPoE Discovery Daemon:id_lock:19798] locker
<SIP>: count 0 —> 1

82 302 02:06:47.976: SSM CM[19798]: && MIHE: CH7|Q &4

88 302 02:06:47.976: AAA/BIND(00000B73): Bind i/f Virtual-Template2

II

8% 30 02A] 6E 47% 976: SSS PM: 'GigabitEthernet2/3/4'0lA{ ANCP7| & d3tE|X| S - 7|
Mol Zt2 HMetR| ot

F

= 300' 02 |6—F-_'—4 Z 976: SSS PM: 'GigabitEthernet2/3/4'0il A{ ANCP7t & &3t E|X| o8& - 7|2
Mol Zt2 AM3tX| i 5

82 302 02:06:47.977: SSM SM ID £ 2: [PPPoE Discovery Daemon:id_lock:19798] locker
<S8SS>: count 0 —> 1

82 30 02:06:47.978: SSM CM[19798]: & MIHE: o E MIHE ID

82 302 02A| 68 472 978: SSM SM ID £ 2: [SSS Manager:id_lock:19798] locker <SSS>:
count1 —> 2

8% 302! 02:06:47.979: SSS PM [7F7439B43390][AAA ID:0]: Create context 7F7439B43390

8E& 302! 02:06:47.979: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Authen & FEN 24O|O|E,
34Xl "unauthen"

89‘I 30 02A] 6 472 979: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: assert T
LT

r°l-

82 30 02A] 62 47X 979: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: O[HIE Al
M YH0|E ELH7|

8% 30 02A| 682 472 980: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Username key not
found in set domain key API

8% 30 02A] 62 47% 980: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Username key not
found in set domain key API

8% 30 02A] 6 477 980: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AAA ID 293104| CH
gt NAS ZE H|0|E

82 302! 02A| 62 47% 980: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: O[HIE A
M ddolE E L7

82 302 02A] 62 47X 981: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 31 8B0O0OF380]
A= 2EI0|HE EF 71K 7|0 EEI0|HE E50| NULLRILICE

82 30 02A] 6 47% 981: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: HCIOIEE 7| &

=.
.

82 302 02A| 62 47% 983: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AAA-Acct-Enbl =
1(od))



82 30 02A] 61 47% 983
1426064214(55000356)

8% 30 02A| 6 47% 983
"GigabitEthernet2/3/4"

8% 30 02A] 62 47% 983
3(PPPOE)

8% 30 02A 6 47% 983
O(PPP Access Protocol)

8% 30 02A 6 47 983
Ci)

82 30 02A| 6& 47X 983
(LS EIX| L&

82 30 02A] 6= 472 983

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SHDB-Handle =

: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 223 CIE{H|O|A =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Access-Type =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Protocol-Type =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Media-Type = 1(0|

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Authen-Status =

. SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Nasport =

PPPoEoE: slot 2 adapter 1 port 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

8% 30 02A 6 47% 983
found in set domain key API

8% 30 02A] 6 47 983
found in set domain key API

82 30 02A| 6= 47% 983

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Username key not

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Username key not

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 35 8B0O0OF380|

A= 2EIO|UE =25 7HX{27(0AM SEH0|AE S 50| NULLLICH

30 02A| 6= 477 983

e

82 30 02A| 6= 47% 985
1(odl)

82 30 02A] 61 47% 985
1426064214(55000356)

82 30 02A] 68 47% 985
"GigabitEthernet2/3/4"

82 302 02A| 6 47% 985
3(PPPOE)

82 30 02A] 68 47% 985
O(PPP Access Protocol)

8% 30 02A 6 47% 985
Ci)

82 30 02A| 6& 47X 985
(LS EIX| L&

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: HHIO|EEl 7| §

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AAA-Acct-Enbl =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SHDB-Handle =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: /24 QIE{mH|O|A =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Access-Type =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Protocol-Type =

: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Media-Type = 1(0|

: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Authen-Status =



82 302 024 6 475 985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Nasport =
PPPOEOGE: slot 2 adapter 1 port 4 IP 10.66.79.146 VP 0 VCI 0 VLAN 0

82 302 02A| 62 477 985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Session-Handle
2902460078 (ADOOOBAE)

8% 30 02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SM H& $ & - MH|A
RERCES

82 302 02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: HA|A 23 PPPoE

82 302 02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 7|
SUBTYPE_CONVERTEDE FALSEZ Z7}3#& Lt

82 302 02:06:47.985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T+2!: O|HIE MM A=t
= 7|

g ozt F4 &

8% 302 02A| 62 47% 985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 7+ Z!: Intf CloneSrc
Vt2: service-rule any: None

8% 302 02A] 682 477 985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7+=!: Intf Inputl/f
Gi2/3/4: service-rule any: None

82 302 02A| 62 472 985: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: T+ Z!: Glob:
service-rule any: None

8% 30 02A] 62 47 985: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: RM/VPDN
disabled: RM/VPDN author not needed

82 302 02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7| E2: Unauth-User

82 302 02A| 62 47 986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SIP [PPPoE]0il A

o E2 718 M3E = ALt
82 30 02A| 61 47% 986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: =4 MH|A 2F

82 302 02A] 62 47% 986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O[HIE <L 7[>,
AEf- T X7 7 A

82 302! 02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: & SEt- &7} 7| TQ

82 30 02A] 6 47% 986: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: EL: 2!
.|

™
82 302 02:06:47.986: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: M& SE - F7| 7| ER

8% 302 02A| 682 47% 986: SSM SM ID & 2: [SSS Manager:id_unlock:19798] locker <SSS>:
count 2 —> 1

83 30 02:06:47.986: SSM CM[19798]: &E F& HMIHE: AHE S/ SSMID: & F|4 247



82 30 02:06:47.986: PPP: &' ZARIA E [7F74247B3350]
82 302 02:06:47.986: ppp900 PPP: Bt MM &

8% 302! 02:06:47.986: SSM CM[19798]: Z2H|XM'E MO2ME: C{7| RP7} & RPOIM Z7|E IDE

SaBBLICH

82 302 02:06:47.986: SSM XDR[19798]: SSM M& M1HE, & %S £2(0x0) 0x0 =H| ot
E, HAIRIZE EAEIX]| &S

82 302 02A| 62 472 986: SSM SH[19798]: alloc sbase 0x7F7430243E88 hdl 4D56

8 302 02:06:47.986: SSM CM[19798]: [PPPoE] Z 2 H|X{'=l0| K| &=l 7|2 (0|xof oi| =
)2 ZEH|XIE L

8% 30! 02:06:47.986: SSM CM[19798]: CM FSM: st Idle, ev Prov seg->Down

82 302 02:06:47.986: SSM SH[19798]: init segment base

8% 302 02:06:47.986: SSM SH[SSS:PPPoE:19798]: init M| ZTHE Z2iA

8% 302 02:06:47.986: SSM SH[ADJ:PPPoE:19798]: init M| IMHE Z2iA

8% 302 02:06:47.986: SSM CM[SSS:PPPoE:19798]: ZE2H|™ MIHE 1

8% 302 02:06:47.986: SSM SM[SSS:PPPoE:19798]: ZZ2H|H MOIMHE: RF > Z2H
8% 302 02:06:47.986: SSM CM[ADJ:PPPoE:19798]: ZE2H|™ M1HE 1

8% 302 02:06:47.986: SSM SM[ADJ:PPPoE:19798]: Z2H|™M MOIMHE:. R F > Z2H
8% 302 02:06:47.986: SSM SM[ADJ:PPPoE:19798]: ZZ2H|M MIIMHE

8% 30 02:06:47.986: SSM CM[19798]: [PPPoE] 22}0|ME O|HIE EL{7|, type=AMZHE O|H!
E

8% 302 02:06:47.987: ppp900 PPP: vpn A% S35} Y& AL

82 302 02:06:47.987: ppp900 PPP: 73S L AIXIZ ®{Z|

824 30 02:06:47.987: ppp900 PPP: M4 31 5[38000B56] A4 id[900]

8% 302! 02:06:47.987: ppp900 LCP: Event[OPEN] State[lnitial to Starting]

8% 302! 02:06:47.987: ppp900 PPP LCP: Enter passive mode, state[Stopped]

8% 302 02:06:47.991: ppp900 LCP: | CONFREQ [Stopped] id 1 len 14

8% 30! 02:06:47.991: ppp900 LCP: MRU 1492 (0x010405D4)

82 302 02:06:47.991: ppp900 LCP: MagicNumber 0x5BFE77FB (0x05065BFE77FB)

82 302! 02:06:47.991: ppp900 LCP: O CONFREQ [Stopped] id 1 len 18



82 302 02:06:47.991:
82 30 02:06:47.991:
82 302 02:06:47.991:
82 30 02:06:47.991:
82 302 02:06:47.991:
8¢ 30 02:06:47.991
82 302 02:06:47.991:
82 30 02:06:47.992:
82 302 02:06:47.992:
82 30 02:06:47.992:
82 302 02:06:47.992:
82 30 02:06:47.992:
8% 302! 02:06:48.008:
8¢ 30! 02:06:48.008:
82 302 02:06:48.017:
8% 30! 02:06:48.017:

82 302 02:06:48.018:

ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
: ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 LCP:
ppp900 PPP:
ppp900 LCP:
ppp900 PAP:
ppp900 PAP:

ppp900 PPP:

MRU 1492 (0x010405D4)

AuthProto PAP (0x0304C023)

MagicNumber 0x2B68BFB2 (0x05062B68BFB2)
O CONFACK [Stopped] id 1 len 14

MRU 1492 (0x010405D4)

MagicNumber Ox5BFE77FB (0x05065BFE77FB)
Event[Receive ConfReq+] State[Stopped to ACKsent]
| CONFACK [ACKsent] id 1 len 18

MRU 1492 (0x010405D4)

AuthProto PAP (0x0304C023)

MagicNumber 0x2B68BFB2 (0x05062B68BFB2)
Event[Receive ConfAck] State[ACKsent to Open]
Phase is AUTHENTICATING, this end

State is Open

| AUTH-REQ id 1 len 25 from "PPPoE-Client-1"
21& x|o{ PPPoE-Client-1

Phase is FORWARDING, Attempting Forward

82 30 02:06:48.019:

E ZHQ 7| APIO| 22 & 7|= 7t

SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AFE X} O|F F|of M
eigLct,

82 30 02A] 62 48 019: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:

found in set domain key API

Username key not

2

82 302 02A| 6 48% 019: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:
UE 22I0|HE E5 7Ix{27/0i M 22t0|ME ES 0| NULLYLICH.

AN L =2

£ 8B0O00OF380]

30 02A| 6 48% 019: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: YHIO|EEl 7| §

[00)
M o

8% 30 02A] 62 48% 021: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Access-Type =
0(PPP)

82 302 024 62 48X 021: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AAA-Acct-Enbl =
1(od))

82 302 02A| 62 48 021: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SHDB-Handle =



1426064214(55000356)

82 30 02A] 6 48% 021: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 2124 QIE{H|O|A =
"GigabitEthernet2/3/4"

8% 30 02A| 62 48 021: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Converted-
Session = O(NO)

82 302 02A| 6 48 021: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Media-Type = 1(O|
Ci4)

82 30 02A| 62 48% 021: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Authen-Status =
1B EIX| &t 2)

8% 30 02A| 682 487 021: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Nasport =
PPPoEOE: slot 2 adapter 1 port 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

82 302 02A| 62 487 021: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Session-Handle =
2902460078 (ADOOOBAE)

8% 30 02A] 682 487 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Protocol-Type =
O(PPP Access Protocol)

82 302 02A| 6 48% 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Unauth-User =
"PPPoE-Client-1"

o

82 302 02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SM M2 5= . { ©
7| 7t M27|

ol

82 302 02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: HAM|A 7 PPP

82 302 02A| 6 487 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T+&!: O|HIE XM

Nztg 9i3t A &7

8% 30 02A| 62 48% 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 7+ Z!: Intf CloneSrc
V12: service-rule any: None

8% 302 02A] 682 487 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7+=!: Intf Inputl/f
Gi2/3/4: service-rule any: None

8% 30 02A| 62 48% 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: T+=!: Glob:
service-rule any: None

82 30 02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:  Bf2 Z=7| 7| =4

82 302 02A] 6E 48% 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|tHIE <rcvd
keys>, &FEl: check-auth-neededE /&t need-init-keys

8% 30 02A] 62 48% 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T8t S04 HAF X
2|

82 302! 02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: XHAJXt T =0l



8% 30 02A] 682 48% 227 : SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Unauth-User,
Nasport, Input Interface, Accle-Hdl, AAA-Id, AAA-Acct-Enbl, SHDB-Handle, Media-Type, Protocol-
Type, Session-Handle, Authen-Status, Converted-Session

8% 30 02A| 62 48 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Want keyset:
Auth-User

82 302 02A| 6 48Z 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 'Auth-User' 7|7}
AELI?

82 302 02A] 6 487 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SIP [PPP]oilAf

B2 718 M3E + UA&LICH

82 30 02A] 62 487 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Z3ZH0o]| 'Auth-User'
7|7t 2 &hLct.

82 302 02A] 65 48% 022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|HIE <ZIQ 7|5,
AMEHf: check-auth-needed to need-more-keys

82 302! 02:06:48.022: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T& St - &7

—_

7|22

82 30 02A] 6 48% 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: EL: 2!
S-AHE X}

8% 30 02A] 62 48% 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: ZHAF AFEH
Al 62 487% 022: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: 23, #
82 30 02A] 62 48% 023: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: &| 2!, #
2l MM QIS MEH =BIZE QIS

82 302 02A] 6 487 023: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: Al440] ¢!
SEIX| A2

82 302 02A| 65 48% 023: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O[HIE. <idmgrO|
7|18 7t K| et &>, & Ell: need-more-keys to need-keys

82 30 02A] 6 48%= 023: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ECtO[AE0]| F7}

7|23

82 302 02:06:48.023: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: & S - X7} 7|

e

L%
8% 302! 02:06:48.023: ppp900 PPP: Phase is AUTHENTICATING, Unauthenticated User

8% 302! 02:06:48.023: AAA/AUTHEN/PPP (00000B73): &t S5 '7[& 2" MEH

8¢ 30 02:06:48.024: RADIUS/ENCODE(00000B73): %2l +4 24 |88 = PPPoE

8% 302! 02:06:48.024: RADIUS: DSL 3| & §40| F7HE[}&LICE.

82 30 02:06:48.024: RADIUS(00000B73): 743 NAS IP: 192.168.111.1



82 302 02:06:48.024: RADIUS(00000B73): Config NAS IPV6: ::

o]

P X of

82 30 02:06:48.024: RADIUS/ENCODE: IDB §ig! ZHYE IP T4

il

iz

rr
i

82 30 02:06:48.024: RADIUS/ENCODE(00000B73): acct_session_id: 2922
82 302 02:06:48.024: RADIUS(00000B73): 1%

82 302 02:06:48.025: RADIUS(00000B73): Send Access-Request to 192.168.111.9:1645 id
21691/86, len 140

8% 302 02A] 6& 482 025: RADIUS: 215X} 61 FF 91 F9 08 29 2F DD - DC 1D 4D 62 BC A5
CC 03

82 30%! 02:06:48.025: RADIUS: Framed-Protocol [7] 6 PPP [1]

8% 302 02A] 6& 48% 025: RADIUS: A& X} O|& [1] 16 "PPPoE-Client-1"
8¢ 30 02:06:48.025: RADIUS: A X 2t [2]18 *

8% 302 02:06:48.025: RADIUS: NAS ZE 28 [61] 6 7+4f [5]

8 30%! 02:06:48.025: RADIUS: NAS-Port [5] 6 738197504

8% 30% 02:06:48.025: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8% 302! 02:06:48.025: RADIUS: 3= %A, Cisco [26] 41

83 302 02A] 6& 483 025: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 30%! 02:06:48.025: RADIUS: Service-Type [6] 6 Framed [2]

8% 30% 02A] 6& 48% 025: RADIUS: NAS-IP-Address [4] 6 192.168.111.1
82 302l 02:06:48.025: RADIUS: Event-Timestamp [55] 6 1472522808

8% 302 02:06:48.025: RADIUS(00000B73): IPv4 Radius IZ! M&

8 30%! 02:06:48.025: RADIUS(00000B73): 5% AlZt =1} A&t

83 302 02:06:48.026: RADIUS: Received from id 21691/86 192.168.111.9:1645, Access-Accept,
len 49

8% 302 02:06:48.026: RADIUS: 21& X 40 8A 85 44 B9 61 A0 80 - 2C 1E 18 1B ED 29 87 57
8% 30%d 02:06:48.026: RADIUS: Framed-Protocol [7] 6 PPP [1]

82 30%! 02:06:48.026: RADIUS: Service-Type [6] 6 Framed [2]

88 302 02:06:48.026: RADIUS: &= 4|, Cisco [26] 17

82 302 02A] 6 48% 026: RADIUS: ssg-account-info [250] 11 "Alnternet”



8 30%! 02:06:48.026: RADIUS(00000B73): ID 21691/8601| M &
83 302 02:06:48.027: ppp900 PPP: Phase is FORWARDING, Attempting Forward

828l 302 02:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Authen A Ef C/|0|E.
4l "authen"QJLIC}.

83 302 02A| 6& 483 027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: assert
authen status "authen"

82l 309] 02A| 6 483 027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: O|HIE A
M do|lE EL7|

8% 302 02A] 6& 48% 027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: At &%} Of
& "PPPoE-Client-1"

82 302 02A| 62 48% 028: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Ml & M35} M4

82 302 02A] 62 48% 028: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AHE X} 0|5 7|0
MHEE T Q! 7| APl £ 7|E 7} Qi&LICh.

(o]

2 302! 02A| 612 482 028: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: A& X%} O|F (o]
HEl ZHel 7] Aplol 72 7|57t ei& Lo

W

82 302 02A| 6 487 028: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: $1S 8B0O00OF380|
A= 2EI0|UE 25 71X 27(|0lM Eet0|HE =5 0| NULLYLICEH

302 02A] 642 487 028: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: MCI0|EEl 7| =

[00)
M o

82 302 02A| 6 48% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AAA-Attr-List =
05001CFF

82 302 02A| 6 487 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Framed-Protocol 0
1 [PPP]

8% 302 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: service-type 0 2
[Framed]

8% 30 02A| 62 482 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: ssg-account-info 0
uol_l E-Iljilu

8% 30 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Access-Type =
0(PPP)

82 302 02A| 6 48 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Unauth-User =
"PPPoE-Client-1"

82 302! 02A| 62 48 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AAA-Acct-Enbl =
1(od))

82 302 02A| 6 48% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SHDB-Handle =
1426064214(55000356)



212 QIEH|o|A =

82 302 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:

=
"GigabitEthernet2/3/4"
8% 30 02A| 6% 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Converted-

2 = 48%
Session = O(NO)
8% 30 02A] 682 48Z% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Media-Type = 1(O|

Ci)

82 302 02A] 62 487 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Authen-Status =
82 302 02A| 6 487 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Nasport =

CIEH)
=2 48% :
PPPoEOE: slot 2 adapter 1 port 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN O

0(
82 302 02A] 6 487 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Session-Handle =

= = E .

2902460078 (ADOOOBAE)

82 30 02A] 62 483 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Protocol-Type =
2|5 = 1(0d)

82 302 02A| 6 487 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]

O(PPP Access Protocol)
= 48% :
82 30 02A] 6 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Auth-User =
"PPPoE-Client-1"
82 302 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SM H2 $ & - { B2
7| 7tM 27|
82 302 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: HM|A R& PPP: final
key
82 302 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: A& 5tedH A4S M
&t ok =FL|Ct.
82 30 02A] 6 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: E2+0|HE 0| 71|
Jg|o1MH 2 X2
8g 3 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|HIE <Z Z A|A
T "é> °=*7|> AEH: need-more-keys to need-more-key
82 302! 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: MZ| ZZM|A T4
8¢ 30 02A] 6E 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AAA S50 74
QLYY ME

T43: Framed-Protocol 0 1 [PPP]

service-type 0 2 [Z 2]

-
82 302 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: AAACY H| PPPoE-

74

ssg-account-info 0 "Alnternet"



Client-1 284 EL7|

oo
H e
w
o

OE' 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM: AtEXtHE =2

Ml
0
H
ot

82 302 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SSS PM: E& ZAEIAE
of AHSAHHE T2 2 HE F7}

82 302 02:06:48.032: SSS AAA XX} [uid:900][AAA 1D:2931]: £ E SIP PPPoE
82 302 02:06:48.032: SSS AAA K{A} [uid:900][AAA ID:2931]: PPPoE T & £ &3}
8% 30 02:06:48.032: SSS AAA XA} [uid:900][AAA ID:2931]: PPP T+ & £ &3}

82 302 02:06:48.032: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: ACTIVE HANDLE[0]: &
o HHAE Ol M A4 2]

==

82 30 02A] 62 48% 032: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE
HANDLE[O]: Active CONTEXT M A&l

82 30 02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <make request>, & El
7t ©F AEfol A FHEF Ho{E HHZIE

82 302 02:06:48.032: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Active key set to Auth-User
82 302 02:06:48.032: SSS AAA A{A} [uid:900][AAA ID:2931]: 218 7| PPPoE-Client-1

82 302 02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: 2F ZIEl AAA 3|2l0] 7|
PPPoE-Client-101| CH3H M& |4 LICH

82 30 02:06:48.033: SSS AAA X{X} [uid:900][AAA 1D:2931]: AAA THA =4

8% 302! 02:06:48.033: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [7F7439B43390]:Reply
message not exist

i

7

g

MEZMYZEES01[PPP]

% 7| attr service-type 0 2 [Z 2 Y]

% 7| &4 ssg-account-info 0 "QIE{!"

82 302 02A] 65 48% 033: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:

MM 7| S50l IPv4 FAT}F iaLICH

82 302 02:06:48.034: COA_HA: [ERR] shdb 0xOllAf coa_ctx& 7HK{g 4 Qi&LICH55000356

8% 302 02A| 62 48% 034: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T+&!: AMH|A O|F
= QlEfL A

82 30 02:06:48.034: SSS PM: PARAMETERIZED-Qo0S: QOS O 7Hgd ==

82 302! 02:06:48.035: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: F2!: VRF Parsing £El:



Framed-Protocol 0 1 [PPP]
service-type 0 2 [Z.0{|¥]

ssg-account-info 0 "QIE{Sl"

0x
H
rr
A
2k
o
_>'|_|
o

82 302 02:06:48.035: SSS PM: VPDN £
82 302 02:06:48.039: SSS AAA X{X} [Uid:900][AAA ID:2931]: SIP PPP[7F756CC2B030] A&

8% 302 02:06:48.039: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: SIP PPP[7F756DAD3800]
Parsing as Ignore

82 302 02:06:48.039: SSS AAA XA} [uid:900][AAA ID:2931]: SIP PPPoE[7F756CCD6BF0]7} A
32z & EMEI&LICH

824 30 02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <service not found>, 4
EN7} authorization®| A complete 2 B EIA& LIC}.

82 30 02:06:48.039: SSS AAA AUTHOR [uid:900][AAA ID:2931]: AMH|A HEt o HEE &S

T ei&LCh
824 302 02:06:48.039: SSS AAA X{X} [Uid:900][AAA ID:2931]: B4d S 9IS - B6000D41

82 302 02A| 62 487 039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Apply config
handle [82001D03] now set to [EA001CDB]

82 302 02A] 62 48% 039: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: ACTIVE
HANDLE[0]: A4F0| Active ZAEIA E0f| M Policy ZAEIAE 2 £|SZ&LICH

82 302! 02:06:48.039: SSS AAA X{X} [uid:900][AAA ID:2931]: & 44 HE 3{A|; SSS K& ZHEAA
E #S = 8BOOOF38

82 302 02:06:48.039: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE
HANDLE[29305]; £ $HE A

8% 302 02A| 682 48% 039: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: PROFILE: store
profile "PPPoE-Client-1"

8% 30! 02:06:48.039: SSS PM: PROFILE-DB: is profile "PPPoE-Client-1" in DB
8% 302 02:06:48.039: SSS PM: PROFILE-DB: H|4tEl SfA| 24 = 4099343087
8% 302 02:06:48.039: SSS PM: PROFILE-DB: OlLI2, M 5§ F7}

8% 30¥ 02:06:48.040: SSS PM: PROFILE-DB: create "PPPoE-Client-1"

82 30 02A| 62 48% 040: SSS PM: PROFILE-DB: create "PPPoE-Client-1"/7F7439BF34EQ hdl
A1001D54 ref 1

82 302 02A] 62 48% 040: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Z2E!: create
7F7439BF7DAO, ref 1



82 302 02:06:48.040: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <free request>, AHE7}
complete0i| M terminal@ 2 B8R &LICH.

82 302 02:06:48.040: SSS AAA XXt [uid:900][AAA ID:2931]: R #|A

8% 302! 02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Handling Author Not
Found O|HE

8 302! 02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Apply of config finished;
return

i
o
N
N

82 302 02:06:48.040: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SM H& &

82 302 02A| 62 487 040: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: T+&!: O|HIE XM

Azt 9I8t 75 &)

8% 302 02A| 62 48% 040: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 7+ Z!: Intf CloneSrc
Vt2: service-rule any: None

8% 302 02A| 682 487 040: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7+=!: Intf Inputl/f
Gi2/3/4: service-rule any: None

82 302 02A| 62 48Z 040: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: T+ Z!: Glob:
service-rule any: None

82 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: &7+ 7| 44l

82 302 02A] 6E 48% 041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|tHIE <rcvd
keys>, &' Ell: check-auth-needed| CHEF needed-more-keys

82 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Tt E 04 ZHAl X2
82 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 2 MA}I Z e ol

8% 30 02A] 62 48% 41%: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Unauth-User,
Auth-User, Nasport, Input Interface, AAA-Id, AAA-Acct-Enbl, Resource-Determined, SHDB-
Handle, Media-Type, Protocol-Type, Session-Handle, Authen-Status, Converted-Session

8% 302 02A| 62 48% 041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Want keyset:
Auth-User

82 302 02A| 62 48 041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 'Auth-User' 7|7}
UE L2

82 302 02A] 6 4875 041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|tE <send
auth>, &El: check-auth-needed to authorization

82 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AAA AH|A 3t Hod
Sl=]

82 302! 02A| 62 48X 041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 'PPPoE-Client-
1'01l CHEH AAA 27 ELH7|



2 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: SSS PM: AI8XtH =2
e st

mE°°
0

8% 302! 02:06:48.041: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: Authorization:Fetching
method list from SIP:PPPoE

8% 302 02:06:48.041: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: Authorization:SIP0| M HME
S5 HM& Hof:PPPoE

8% 302 02:06:48.041: SSS PM 27: 2 ZAE| A E 7t NULLO|7{L} aaa 4K} passwd S5 7+
27| APIo]| Zt40| ei&LCt.

82 302! 02:06:48.041: SSS AAA X{X} [uid:900][AAA ID:2931]: £ E SIP PPPoE
8% 30 02:06:48.041: SSS AAA XA} [uid:900][AAA ID:2931]: PPPoE 7t & E41 &3}

82 302 02:06:48.041: SSS AAA X{X} [Uid:900][AAA ID:2931]: PPP 12 £4A4 &

0x

3t

82 302 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE HANDLE[0]: &
E:

=
S T A0l M AL H

82 302! 02:06:48.041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: ACTIVE HANDLEJ0]: &
E: Al

HAd =
|

8 302! 02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <make request>, AFEH
7} @& AFEJOIA HEF Bo{2 B =

82 302 02:06:48.041: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Active key set to Auth-User
82 302 02:06:48.041: SSS AAA XXt [Uid:900][AAA ID:2931]: 915 7| PPPoE-Client-1
82 302 02:06:48.042: AAA/AUTHOR (0xB73): Pick method list 'default!

8% 302! 02:06:48.042: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: Set authorization profile type
default - user

82 302 02:06:48.043: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: 7| PPPoE-Client-10f CH#t
AAA Q7 Hi

82 30 02A] 62 487 043: SSS PM [7TF7439B42FBO][AAA ID:0]: ZIEIA E 7F7439B42FB0 THS
7

82 302 02A| 62 48X 043: SSS PM [7TF7439B42FBOJ[AAA ID:2931]: 78 7| 2= 0| H|o{ &
&Lich.

82 302 02:06:48.043: SSS PM [7F7439B42FBO][AAA ID:2931]: Authen A El IHIO|E, $4xY
"unauthen"

8% 302 02A| 682 487 043: SSS PM [7F7439B42FBO][AAA 1D:2931]: IDMGR: assert authen
status "unauthen"

82 302 02A| 62 48 043: SSS PM [7TF7439B42FBOJ[AAA 1D:2931]: AH|A [QIE{S]: Parent
7F7439B43390



82 302 02A| 62 48X 043: SSS PM [7TF7439B42FBOJ[AAA 1D:2931]: AH|A [QIE{SA]: o ] A|Z
e oLl

82 302 02A| 62 487 043: SSS PM [7TF7439B42FBO]J[AAA 1D:2931]: IDMGR: AMHE|A 7} OFZ] Al
S E| K| ot &LICH YOOI EE + gi& LIt

82 302 02A| 62 48X 043: SSS PM [7TF7439B42FBO][AAA ID:2931]: @15 AEHE IDMGRZ &
Cllo|ESIX| et 2

82 302 02A| 6& 48% 043: SSS PM [7F7439B42FB0][AAA 1D:2931]: Username key not found in
set domain key API

8% 30 02A] 62 487 043: SSS PM [7TF7439B42FBO][AAA 1D:2931]: Username key not found in
set domain key API

82 302 02A| 62 487 043: SSS PM [7TF7439B42FBO]J[AAA 1D:2931]: AAA ID 293101 CHEH NAS
ZE AololE

82 302 02A| 62 487 043: SSS PM [7TF7439B42FBO][AAA 1D:2931]: IDMGR: O|HIE Al |
OlE ELi7|

82 302 02A] 62 487 044: SSS PM [7TF7439B42FBO][AAA 1D:2931]: 1S D8000F3B7} e &
CIO|ME E8 7K 7|0 ECH0|1E E50| NULLYILICE.

82 302 02A| 62 487 045: SSS PM [7TF7439B42FBO][AAA ID:2931]: MCIO|EEl 7| 2=
82 302 02A| 612 487 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: Logon-Service = "QIE{LI"

82 302 02A| 62 48 046: SSS PM [7TF7439B42FBO][AAA ID:2931]: Nasport = PPPoEOE: & &
2 0{THE{ 1 ZE 4 IP 10.66.79.146 VP1 0 VCI 0 VLAN 0

8% 302 02A| 62 487 046: SSS PM [7F7439B42FBO][AAA 1D:2931]: Access-Type = 11 (Web-
service-logon)

8% 30 02A| 62 48 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: Authen-Status = 1(2!5 &l
x| o=

Ls 3

8% 302 02A| 62 48% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: Session-Handle =
2902460078 (ADOOOGAE)

8E 302 02A| 62 487 046: SSS PM [7F7439B42FBO][AAA 1D:2931]: Service Command-
Handler & £ & - Service-Start

8% 30 02A| 62 48% 046: SSS PM [7F7439B42FBO][AAA 1D:2931]: UM|A & Web-service-
8% 302 02A| 682 487 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: T+2!: O|HIE MH|A AlRf
82 302 02A| 62 48% 046: SSS PM [7F7439B42FBOJ[AAA ID:2931]: TH&!: Intf CloneSrc Vt2:

service-rule any: None

82 30 02A| 62 48 046: SSS PM [7F7439B42FBO][AAA 1D:2931]: T+ &: Intf Inputl/f Gi2/3/4:



service-rule any: None

i

82 302 02A| 612 487 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: T+2!: Glob: service-rule

any: default-internal-rule

i
x
=
>
>
a
ffo
1
g:'

8E 302 02A| 6 487 046: SSS PM [7TF7439B42FBO]J[AAA ID:2931]:
"default-internal-rule"2 ZW7}ghL|C}.

i
e
2
ol
A
ro
0jo

8% 302 02A| 682 487% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: T+
"default-internal-rule/always event account-logon"

8% 302 02A| 62 48% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: 7+
"default-internal-rule/always event idle-timeout"

i
e
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Ojo
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ne
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8% 302 02A| 682 487% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: 7+
"default-internal-rule/always event session-timeout"

8% 30 02A| 62 48% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: 7+
"default-internal-rule/always event keepalive-timeout"
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Ojo

s
ne
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]
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8% 302 02A| 682 487% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: T+
"default-internal-rule/always event flow-timeout"

8% 302! 02:06:48.046: SSS PM [7F7439B42FBO][AAA ID:2931]: RULE: Matched "default-
internal-rule/always event service-start"

8% 302 02A| 682 487% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: RULE: Matched "default-
internal-rule/always event service-start/1 service-policy type service identifier service-name"

82 302 02A| 62 48% 046: SSS PM [7F7439B42FB0][AAA 1D:2931]: RULE[0]: A|Zf

8% 302 02A| 682 487% 046: SSS PM [7TF7439B42FBO][AAA 1D:2931]: RULE[0]: default-internal-
rule/always event service-start/1 service-policy type service identifier service-name

8% 30 02A] 6 48% 046: SSS PM CCM: H2H ZHEIA E 0x7F7439B01| CHEl SHDB BHE
0x550003562 &t &LICH43390

82 302 02A| 6 48 046: SSS PM CCM: [SESSION PM EVENT] O|HIE = AT Q% (ctx:
0x7F7439B43390, 294: APPLY-SERVICE)

82 302! 02:06:48.046: SSS PM HA: Dyness not required shdb = 0x55000356 spol_ctx =
0x7F7439B43390

8% 302 02:06:48.046: SSS PM CCM: PM HAZ ZH| ot Elo2 M&(M4M 0x55000356) 432
82 302 02:06:48.046: SSS PM HA: PM HA CH7|dof| X4 & 7H(APPLY-SERVICE $&)

82 302 02A] 68 48 046: SSS PM HA: NE: In policy_ha_add_session_info, shdb=0x55000356,
last=APPLY-SERVICE (6)

8% 30 02A] 62 487 046: SSS PM HA: In policy_ha_nett_effect_process:
ctx=0x7F742BC552A8, action-type=APPLY-SERVICE, event=SERVICE-START, state=INIT-
STATE



il

X Z™EL

iu}

82 302 02:06:48.046: SSS PM HA: NE: S2 = MH|A XM ®Hoig
82 302! 02:06:48.046: SSS PM HA: 0x00{ M 0x7F742BC50EEQ/HX|2| HF @A M

8% 30 02A| 62 48 046: SSS PM CCM: Af 3 M[M(shdb 0x55000356), ctx
0x7F7439B43390, dsess_hdl 0x0, APPLY-SERVICE OK

8% 30 02A| 62 487 046: SSS PM [7TF7439B42FBO][AAA ID:2931]: RULE[0]: Have key Logon-
Service

8% 302 02A] 62 48% 047: SSS PM [7F7439B42FBO]J[AAA 1D:2931]: RULE[0]: O] AMH|A QIE{d!
O| F|AZIX| A2 HeZ EAIFH

82 302 02A] 65 48% 047: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: AHEH: check-auth-
neededO CHEH 7| 2F

82 302 02A| 6 48% 47%: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: O|tE <send
auth>, &' El: check-auth-needed to authorization

82 302 02A| 6 487 047: SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931]: AAA AH|A &t
g0 &2

8% 302 02A] 6 48% 048: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: 'Internet'oi| CHEF
AAA 23 ELH7|

82 302 02:06:48.048: SVM [uid:900][7F7439B42FBO]J[AAA ID:2931] [Internet]: CIR2E

82 30 02:06:48.048: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: MH|A "RIE{S"0| FHA|
of gi&LIct Ch22 =7 Ze Lot

82 302 02A] 6 487 049: SVM [uid:900][7F7439B42FBOJ[AAA 1D:2931] [B20001F 1/Internet]:

SYE HH 1

82 302 02:06:48.049: SVM [uid:900][7F7439B42FB0][AAA 1D:2931] [B20001F 1/2IE{ ).
[D8000F3B]: 22I0|HE CH7 |4

8% 30! 02:06:48.049: SVM [B20001F1/Internet]: [PM-Download:D8000F3B] locked 0->1
8% 302! 02:06:48.049: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: MH|A CIREE
8% 302 02:06:48.049: SVM [B20001F1/2/E{]: [AAA-Download:7F743125EECO] locked 0->1

8% 302! 02:06:48.049: SSS AAA AUTHOR [uid:900][AAA 1D:0]: Authorization:Fetching method
list from SIP:Web-service-logon

8% 302! 02:06:48.049: SSS AAA AUTHOR [uid:900][AAA 1D:0]: Authorization:Failed method list
access from SIP:Web-service-logon

82 302 02:06:48.049: SSS AAA XX} [uid:900][AAA ID:0]: £ E SIP PPPoE

=t
=

1

P

0x
Yol

8% 302 02:06:48.049: SSS AAA X1X} [uid:900][AAA ID:0]: PPPoE & &£

F

utok
0x

82 302 02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0]: PPP 72 44 &t A5}



82 30 02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0]: Enable Web-service-logon
487 050: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: ACTIVE

parsing
8% 30 02A| 68
HANDLE[Q]: &4 HEAE M AHAF ZHR]
8% 302 02A| 62 48% 050: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: ACTIVE
HANDLE[0]: Active Context 43

ol&s
iy

=

i o
8% 30 02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0]: Event <make request>, state
8% 302! 02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0]: Active key set to Apply-Service

= =
changed from idle to authorization

of>

E

[o]]

o

82 302 02:06:48.050: SSS AAA KX} [uid:900][AAA ID:0]: 7| RIE{!
2 ¢

8% 30¥ 02:06:48.050: AAA/AUTHOR (0x0): Pick method list 'default'
8¢ 30! 02:06:48.050: SSS AAA AUTHOR [uid:900][AAA ID:0]: Set authorization profile type to
S 2 AElE 2fsH

U RHS MHIAE M)
8% 302! 02:06:48.050: SSS AAA XA} [uid:900][AAA ID:0]: AAA 20|

=
service(T18t F£0{ T2 1}
8¢ 30 02A] 62 487 050: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: RULE[0]: AMH|A

78 = PPPoE

E=|
= 487% 050:
82 302 02A] 62 48% 050: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: RULE[1]: AI&t
M oA

=
"OIE'ILjilu EI'_E_EE
RADIUS/ENCODE(00000B73): 2421 744
Ho| FIHE[UR&LICE.

RADIUS: DSL 8| &£ &

82 30 02:06:48.051
RADIUS(00000B73): 43 NAS IP: 192.168.111.1

8% 30¥ 02:06:48.051
8% 302 02:06:48.051
82 302 02:06:48.051: RADIUS(00000B73): Config NAS IPv6

RADIUS/ENCODE(00000B73): acct_session_id: 2922

8% 302 02:06:48.051:
8% 302 02:06:48.051: RADIUS(00000B73): &
8% 302 02:06:48.052: RADIUS/ENCODE(00000000): e 78 2
RADIUS(00000000): Config NAS IP: 192.168.111.1
RADIUS(00000000): Config NAS IPV6: ::

M

82 302 02:06:48.053:

82 30 02:06:48.053:
82 30 02:06:48.053: RADIUS(00000000):
8% 302 02A] 6& 48% 053: RADIUS(00000B73): Send Access-Request to 192.168.111.9:1645

=
id 21691/87, len 134
82 302 02:06:48.053: RADIUS: 2/& X} AB 9B 13 37 28 45 B9 5F - 8A 0C 45 79 DE 03 67 9A



8% 302 02A] 68 48% 053: RADIUS: At Xl O|& [1] 16 "PPPoE-Client-1"

88 302 02:06:48.053:
82 30% 02:06:48.053:
88 302 02:06:48.053:
82 30 02:06:48.053:

88 302 02:06:48.053:

RADIUS: AHEAF &F % [2] 18 *

RADIUS: NAS ZE 3 [61]6 74 [5]
RADIUS: NAS-Port [5] 6 738197504
RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

RADIUS: 32|, Cisco [26] 41

82 302 02A| 6 48 053: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"

88 302 02:06:48.053:

RADIUS: Service-Type [6] 6 Outbound [5]

82 302 02A] 6 48% 054: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8 302 02:06:48.054:
82 302! 02:06:48.054:
8 302 02:06:48.054:
8¢ 302 02:06:48.054:

88 302 02:06:48.054:

21691/88, len 66

8% 302 02:06:48.054:
8% 30% 02:06:48.054:
8% 302 02:06:48.054:

88 302 02:06:48.054:

RADIUS: Event-Timestamp [65] 6 1472522808
RADIUS(00000B73): IPv4 Radius I{Z! &%
RADIUS(00000B73): 5% Alzt =1} A|Z}
RADIUS: nas-port-id(87) 7} 2 &oll gi&LICt.

RADIUS(00000000): Send Access-Request to 192.168.111.9:1645 id

RADIUS: 215X} 88 26 9B 9D 00 39 F7 BB - 95 D3 93 67 B5 FB 35 9A
RADIUS: At X} 2+% [2] 18 *
RADIUS: At& %t O|& [1] 10 "QIE{-A"

RADIUS: Service-Type [6] 6 Outbound [5]

82 302 02A] 6 48% 054: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8% 30% 02:06:48.054:
8% 302 02:06:48.054:
8% 309 02:06:48.054:

8% 302 02:06:48.055:

len 49

8% 309 02:06:48.055:
8% 302 02:06:48.055:

88 302 02:06:48.055:

RADIUS: Event-Timestamp [65] 6 1472522808
RADIUS(00000000): IPv4 Radius T{Z! T&
RADIUS(00000000): 55 Alzk =1t A|%}

RADIUS: Received from id 21691/87 192.168.111.9:1645, Access-Accept,

RADIUS: @I& X} 2C 28 38 54 02 DF 34 8A - AD A4 C6 6A CB E3 AB E9
RADIUS: Framed-Protocol [7] 6 PPP [1]

RADIUS: Service-Type [6] 6 Framed [2]



88 309 02:06:48.055: RADIUS: 22, Cisco [26] 17

8% 302 02A] 68 482 055: RADIUS: ssg-account-info [250] 11 "Alnternet"
8 30%! 02:06:48.056: RADIUS(00000B73): ID 21691/8701| M &

8% 302 02:06:48.056: SSS AAA XX} [uid:900][AAA ID:2931]: AAA THA =4l

8% 302! 02:06:48.056: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: [TF7439B43390]:Reply
message not exist

ZI7| S8 ZE Y Z2EZ 01[PPP]

% 7| attr service-type 0 2 [Z24| ]

% 7| &4 ssg-account-info 0 "QIE{!"

82 302 02A| 65 483 056: SSS PM [uid:900][7F7439B43390][AAA ID:2931]:
Y™ 7| S50 IPv4 A7 ei&LICH

82 302! 02:06:48.057: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: F2!: MH|A 0|2 =QIE{
ol M4oiM o|O] &N dEfo|2 2 S MHIAE MEIRFLICH

82 30 02:06:48.057: SSS PM: PARAMETERIZED-Qo0S: QOS O 7Hg# =

82 302 02:06:48.057: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: RULE: VRF Parsing &

gl
Framed-Protocol 0 1 [PPP]

service-type 0 2 [Z 2]

ssg-account-info 0 "QIE{"

0x
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82 302 02:06:48.058: SSS PM: VPDN &

82 302 02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: SIP PPP[7F756CC2B030]
SuccessZ & EME

8% 302! 02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: SIP PPP[7F756DAD3800]
Parsing as Ignore

82 302 02:06:48.062: SSS AAA XX} [uid:900][AAA ID:2931]: SIP PPPoE[7F756CCD6BF0]7} A

(== — |
ILE & EMFE

8 302 02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <service not found>, Af
EN 7} authorizationd| A complete 2 B33 & LIC}.

8% 302 02:06:48.062: SSS AAA AUTHOR [uid:900][AAA 1D:2931]: MH|A #8t 2o HEE 3t
£ olaLch

82 302 02:06:48.062: SSS AAA XAt [uid:900][AAA ID:2931]: & HE US - 3D000D42



82 302 02A] 62 48% 062: SSS PM |[uid: 900][7F7439843390][AAA ID:2931]: 58 S 0|
NULLRILICH T+ $1E X & [25001CF0]0|(7t) AMAHE|X| 2f b & LCt.

82 302 02A| 62 48% 062: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: ACTIVE
HANDLE[0]: 2'24FO] Active ZAEIAE A M HEIAE R E|SZ&LICH

82 302 02:06:48.062: SSS AAA X{X} [uid:900][AAA ID:2931]: & 44 BHE 3{A|; SSS K& ZHEAA
E #S = 8BOOOF38

82 302 02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: ACTIVE
HANDLE[29305]: &4 $HE Al

8% 302 02A| 62 487 062: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: PROFILE: store
profile "PPPoE-Client-1"

8¢ 30! 02:06:48.062: SSS PM: PROFILE-DB: is profile "PPPoE-Client-1" in DB

8% 302! 02:06:48.062: SSS PM: PROFILE-DB: H|&HEl S A| Zf = 4099343087

8¢ 302 02:06:48.062: SSS PM: PROFILE-DB: 7|& ZZZo| sHA| Zt1t LUX|

82 302 02:06:48.062: SSS PM: PROFILE-DB: Attribute content & %|

8% 30 02:06:48.062: SSS PM: PROFILE-DB: Yes, is a known version( 24 %! )

82 302 02A] 62 48% 062: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Z2E!: create
7F7439BF7D78, ref 1

824 30 02:06:48.062: SSS AAA AUTHOR [uid:900][AAA ID:2931]: Event <free request>, AFE7}
complete0ll M terminal@ 2 B A& LICH.

82 30 02:06:48.062: SSS AAA A{X} [uid:900][AAA ID:2931]: 28 F|&

8% 30! 02:06:48.062: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Handling Author Not
Found O|HE

82 302l 02:06:48.062: RADIUS: Received from id 21691/88 192.168.111.9:1645, Access-Accept,
len 277

8% 302 02:06:48.062: RADIUS: 28Xt EE 5E F0 5E 63 B6 4C 3D - 5E C6 A6 4F 7A B8 43 66
88 30 02:06:48.062: RADIUS: 22 2#, Cisco [26] 17

8 302 02A] 68 482 062: RADIUS: ssg-service-info [251] 11 "@IE{A"

8% 302! 02:06:48.062: RADIUS: 3= %A, Cisco [26] 61

8% 302 02A] 6& 48% 062: RADIUS: Cisco AVpair [1] 55 "ip:traffic-class=in access-group name
ACL-Internet-In"

82 302 02:06:48.062: RADIUS: 3= 4*|, Cisco [26] 40

83 302 02:06:48.062: RADIUS: Cisco AVpair [1] 34 "ip:traffic-class=in default drop"



82 302! 02:06:48.062: RADIUS: 32, Cisco [26] 63

8% 302 02A] 62 48% 062: RADIUS: Cisco AVpair [1] 57 "ip:traffic-class=out access-group
name ACL-Internet-Out"

8% 302 02:06:48.062: RADIUS: 3= A, Cisco [26] 41

83 302l 02:06:48.062: RADIUS: Cisco AVpair [1] 35 "ip:traffic-class=out default drop"

82 302 02:06:48.062: RADIUS: 3= 1, Cisco [26] 35

8% 302 02A] 6&# 482 062: RADIUS: Cisco AVpair [1] 29 "accounting-list=ACCTN_LIST1"

82 302 02:06:48.063: RADIUS/DECODE(00000000): &t DB7} Qi&LIC B|Al MH AME ™HE
7t ZI1REIX| ft&LIC.

8% 302 02:06:48.063: RADIUS(00000000): Received from id 21691/88
82 302! 02:06:48.063: SSS AAA X{X} [uid:900][AAA ID:0]: AAA S} =4l
=7| o ssg-service-info 0 "QIE{LiI"

% 7| attr traffic-class 0 "in access-group name ACL-Internet-In"

% 7| attr traffic-class 0 "in default drop"

% 7| attr traffic-class 0 "out access-group name ACL-Internet-Out"

% 7| attr traffic-class 0 "out default drop"

% 7| %o accounting-list 0 "ACCTT_LIST1"

82 302 02A| 62 487 063: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]:
YA 7| S50 IPv4 ATt gisLIct

8% 302 02:06:48.064: SSS PM: PARAMETERIZED-QoS: QOS Oi7HEd =+

82 302 02:06:48.064: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: RULE: VRF Parsing 5

El:
ssg-service-info 0 "IE{I"
traffic-class 0 "in access-group name ACL-Internet-In"
traffic-class 0 "7 |2 E&"
traffic-class 0 "out access-group name ACL-Internet-Out"
traffic-class 0 "out default drop"

H S5 0"ACCT_LIST1"



A
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82 302 02:06:48.065: SSS PM: VPDN S E£= &2
82 30 02:06:48.066: SVM [B20001F 1/Internet]: 24 ID 44%: 11584.11585
82 30 02:06:48.068: SSS AAA XX} [uid:900][AAA ID:0]: SIP PPP[7F756CC2B030] &3

8% 302! 02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: SIP PPP[7F756DAD3800]
Parsing as Ignore

82 302! 02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: SIP PPPoE[7F756CCD6BF0] 7}
MZoz 72 BMEluaLI

8% 302! 02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: Event <service not found>, state
changed from authorization to complete

82 302 02:06:48.068: SSS AAA AUTHOR [uid:900][AAA ID:0]: MH|A H3t Hof MEZ 32 £
A&t

82 302 02:06:48.068: SSS AAA XXt [Uid:900][AAA ID:0]: &4 $1S Q/S - FDO0OD43

82 302 02A| 62 48 068: SSS PM [U|d 900][7F7439842FBO][AAA ID:2931]: &M S £ 0|
NULLILICH M& 7 $HE [0]01(7}) RHA M E|X| £ 4 &LICE.

82 30 02A] 62 48% 068: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: ACTIVE
HANDLE[0]: 2 4FO| Active ZIEIAE O MM HEHIAE Z TF|ERELICH

2

8% 302 02:06:48.068: SSS AAA XX} [uid:900][AAA ID:0]: & &t
= = D8000F3B

mn

SMAl; SSS MM HEAE
82 302 02A| 62 48% 068: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: ACTIVE
HANDLE[29305]: &4 $HE Al

82 302 02A| 62 48 068: SSS PM [7F7439B42BDO][AAA ID:0]: ZIEIAE 7F7439B42BD0 gt
E7|

8% 302! 02:06:48.068: SSS PM: PROFILE-DB: is profile "Internet" in DB

8% 302! 02:06:48.069: SSS PM: PROFILE-DB: AH|&HE! SHA| Zf = 4239442925
8% 30! 02:06:48.069: SSS PM: PROFILE-DB: OtL|2, M & F7}

8% 302 02:06:48.069: SSS PM: PROFILE-DB: create "Internet"

82 302! 02:06:48.069: SSS PM: PROFILE-DB: create "Internet"/7F7439BF3510 hdl 74001D20
ref 1

L

82 302! 02:06:48.069: SVM [7TF7439B42BDO][AAA ID:0] [B20001F1/QIE{L]: H|X | $HE MK

C

8% 30 02A| 62 48% 069: SVM [7F7439B42BDO][AAA ID:0] [B20001F 1/QE{Lll]: A4 B4Rl BT

CIe2E

82 302 02:06:48.069: SSS AAA XAt [uid:900][AAA ID:0]: "Internet"ol CHEt SVM CIR2EE H4



82 302 02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA ID:2931] [B20001F 1/Internet]:
[D800OF3B]: 22I0IYME Ce2E M

82 302 02:06:48.069: SVM [B20001F 1/Q1E{!]: [SVM-to-client-msg:D8000F3B] & Z 0->1

82 302 02:06:48.069: SVM [B20001F 1/Internet]: [AAA-Download:7F743125EECO] unlocked 1-
>0

82 302 02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0]: Event <free request>, state
changed from complete to terminal

82 302 02:06:48.069: SSS AAA AUTHOR [uid:900][AAA ID:0]: 23 %4

82 30 02A] 62 48% 069: SSS PM [7F7439B42BDO][AAA ID:0]: ZAEIA E 7F7439B42BDO I}
7

8% 302! 02A| 682 487 069: SSS PM: [PARAMETERIZED-QoS]: In
removed_from_rbpl_ctx_temp_hold for policy handle[8FO00F39

82 30 02A] 62 48% 069: SSS PM [7F7439B42BDO][AAA ID:0]: [PARAMETERIZED-QoS]:
[BF000F39] HEofl CH3H A4 El rabapol ZARIAE 7L @i&LICH BtetE L8 0| ei&LICt

82 302 02:06:48.069: COA_CCM: [MIA g1 2] M= ctx: 0x7F7439B42BDO

A

8% 302! 02:06:48.069: COA_CCM: F =& MM - HA HEIAE 0x7F7439B42BD0 F A|(M|4A40] of

)

J

8 302 02:06:48.069: SSS PM CCM: [MIAM 9421 &2 cix: 0x7F7439B42BD0

82 30 02:06:48.069: SSS PM CCM: [ERR] & MM - H& HEIAE 0x7F7439B42BD0 F A
(HA A|440| ot)

8% 302! 02:06:48.069: SSS PM [7F7439B42BDO0][AAA ID:0]: = 2 Z!: destroy all config

82 302 02:06:48.069: SSS PM [7F7439B42BDO][AAA ID:0]: SSS PM: X& ZHEIAE M ZE

MR Z2 L ME AKX

82 302 02A| 62 48 069: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: SVM AMH|A Ct&

2 MZ

8% 30 02A] 62 48% 069: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: "QIE{H!" H{ZF 10|
CHet CIREE 2=

82 302 02A] 62 48% 069: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F1/Internet]:
alloc 7|s HE

8% 302! 02:06:48.069: SVM [B20001F1/2IE{]: [SVM-Feature-Info:7F7439BF3C10] & Z 0->1

o

| 02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F1/Internet]: %34

82 30
o

o=
S

|
KA

Ojo

82 302 02:06:48.069: SVM [B20001F 1/QIE{L]: [PM-Info:7F7439BE9D78] & Z! 0->1



@)

82 30

AiH Ol
ST A

| 02:06:48.069: SVM [uid:900][7F7439B42FBO][AAA 1D:2931] [B20001F1/Internet]: %34

mjo 1

83 30 02:06:48.069: SVM [B20001F1/2/E{]: [PM-Info:7F7439BE9D18] & & &l 1->0

82 302! 02:06:48.069: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Z 2 &: & A T Z El
uoI_IE_IL;-ﬂu

8 302! 02:06:48.069: SSS PM: PROFILE-DB: incremented ref "Internet"/7F7439BF3510 hdl
74001D20 ref 2

82 302 02A| 6 487 069: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Z2Z: create
7F7439BF7D50, ref 1

82 302 02A] 6 487 069: SVM [uid:900][7F7439B42FBOJ[AAA 1D:2931] [B20001F 1/Internet]:
MR ZEo[HE

8% 302! 02:06:48.069: SVM [B20001F 1/Internet]: [PM-Download:D8000F3B] unlocked 1->0
8% 302! 02:06:48.069: SVM [B20001F1/2IE{4!]: [SVM-to-client-msg:D8000F3B] & = sHA| 1->0

82 302 02A| 6 48% 069: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: T+%!:
VRF/Classname &Ql: MM 2192 = L= VRF/Classname &4 o}l

82 302 02:06:48.069: SSS PM [uid:900][7F7439B42FBOJ[AAA 1D:2931]: Handling Author Not
Found O|HIE

82 302 02:06:48.070: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: 7|5 &
7F7439BF3C10 ®3: MH|A 7

8% 302! 02:06:48.070: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]:: Config level: Service
Profile

8% 302 02A| 682 487 070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: : IDB #&: Sub-if
or not required

82 302 02A| 62 48 070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]:: 16HI0|E:

SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: : Tl O|E{: 000000 00 00 B2 00 01 F1 00 00

SSS PM [uid:900][7F7439B42FBO]J[AAA I1D:2931]: : Tl O|E{: 000008 00 00 D8 00 OF 3B 00 00

82 302 02A| 62 48Z 070: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: A{H|A A|%t

82 30 02A] 6 48% 070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: AMH[A [RIE{H:
52 7F7439B43390

82 302 02A| 62 48 070: SVM [B20001F 1/QIE{L]: [PM-AH|A:7F7439BFBE98] & 2 0->1

82 30 02A] 62 48% 070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: 2EI0|HE E£0|
1= 8BO0O0F382| ECI0|ME E& 71X 2 7]0{ A NULLILILCE.



8% 302 02A| 62 487 070: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: SERVICE
[Internet]: Start-pending request: Ok

8% 30 02A] 62 487 070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: O|HIE <srvf Q1S
> AFEN: check-auth-needed T8t £ 04

82 302 02:06:48.070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: CtS T8t £0{ ZHAF &
=]

82 302 02A| 6 487 070: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: RULE[0]: A%

8% 30 02A| 62 48 070: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: RULE[0]: default-
internal-rule/always event service-start/1 service-policy type service identifier service-name

82 302 02A] 6 487 070: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: RULE[0]: &l &t

PN Jof Ik K=2
= H HAE

82 302 02A| 6 487 070: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: RULE[1]: A%

8% 302 02A] 682 487 070: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: RULE[1]: default-
internal-rule/always event service-start/1 service-policy type service identifier service-name

8% 302! 02:06:48.070: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: RULE[1]: Give default
directive

82 302 02A] 6 487 070: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: RULE[2]: AI%

8% 30 02A| 62 48 070: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: RULE[2]: default-
internal-rule/always event service-start/1 service-policy type service identifier service-name

8% 30 02A] 62 487 070: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: O|HIE <srvf 74
> AFEH: check-auth-needed to wait-for-events

8% 30 02A| 62 48Z 070: SSS PM [uid:900][7F7439B42FBO]J[AAA 1D:2931]: CIR2EE K| 11 74
NE ZE RS MulL, 721 A% 7%

8% 30 02A] 62 48 70%x: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: MH|A & X
7 4

| M 55 . K5 Muls G22EE
8 302 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SMO| Config & %12

8% 30 02A] 62 48 070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: OF& MH|A T} A|
SEIX| S ci7|

8% 302! 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Giving the default-
directive

82 30 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: S 8H - EH T =&

Ok

82 302 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: &fEl: =7| 230l 2I&

82 302 02A| 62 48 070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: O|HIE <srvf &+ 74

> AEf: O|HIE CH7|E I8t 7| 2F



82 302 02A| 6 487 070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: MH|A g8k %2

Oh
fu

82 302 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 4% S - 24

82 30 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: FSP7} otL|2t 7|2X 2
2 HiEtEt Aot

82 302 02:06:48.070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: M S& - 24 E&

Ok

8% 302 02A| 682 487 070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: RULE: LOOKING
for event session-service-found

8% 302 02A] 682 487 070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7+=!: Intf CloneSrc
Vt2: service-rule any: None

8% 302 02A| 62 48% 070: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 7+ &!: Intf Inputl/f
Gi2/3/4: service-rule any: None

8% 30 02A| 682 487 070: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: T+ =!: Glob:
service-rule any: None

82 302 02:06:48.082: SSM CM[23895]: ZE2H|M MIOHE: &ZE D
8% 302 02:06:48.082: SSM CM[23895]: Z2H|X{d MZHE: SSM ID &=

8% 302! 02:06:48.082: SSM SM ID & 2: [SSS Manager:id_lock:23895] locker <SIP>: 7 0 —>
1

82 302 02:06:48.082: SSM XDR[23895]: SSM M& M1HE, & %S £2(0x0) 0x0 =H| ot
E, HAIRIZE EAEIX]| &S

8% 302! 02:06:48.082: SSM SM ID &= [SSS Manager:id_lock:19798] locker <SSF>: 7§ 0 —>
1

8% 302! 02:06:48.083: SSM SM ID & 2: [SSS Feature Manager:id_lock:19798] locker <SSF>:
count 1 —> 2

82 30 02:06:48.083: 0{7}2&!: MH|A T2 T Hu|2 0lMolM Ol RHISE WaF MK

2 7l

82 30 02:06:48.083: 017t 2&!: 047}
AR A E 3HE(0x4A000002)

olr

cp ZIEIA E(0x7F743A303CF0)0l| CHal EE &

o

8% 302! 02:06:48.084: Accounting[uid:900]: Seg hdl[%x] Acct Context[%x]: MH|A A%
(iedge_acct_install_service_accounting) 7% & 2|

82 302 02:06:48.084: Accounting[uid:900]: ctx[7F743A303CF0] type[3]0il CHE S 7|3} CIO|E{E
7tXK{@e{1 &L|ct.

8% 302! 02:06:48.084: SVM [B20001F1/2/E{]: [Accounting-Feature:7F743A303CF0] & Z! 0->1

82 302 02 | 6= 48% 086: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: A{H|A0f CHEt
AAA EE22 MM 2l grof&LICH AAAID: 0xB73



TN

82 302! 02:06:48.088: Accounting[uid:900]: 047} 2& 7|51t HIZAE Z2Z2 ID

8 302 02:06:48.088: Accounting[uid:900]: AAA & |DO]| CHEH & S5 ME

IS

82 302 02:06:48.088: Accounting[uid:900]: AAA £ & IDO]| CHal| &L E ALEXt O|F

Ut
0x

8 30! 02:06:48.088: Accounting[uid:900]: iedge acct contextZ7t NULLO|74L} acct Z4&f 440
StE|X| ik & LICE

82 302! 02:06:48.088: Accounting[uid:900]: SSS CQ liboil A Bl Z E(7F743A14CD90)E 7HXS
82 302 02:06:48.088: 2|H|: iEdge Accounting 22 A% HZE HZ2 AAAMAH M&ELICE.
82 302! 02:06:48.088: Accounting[uid:900]: A|Z HlZ =0 MEMo 2 FI}HELICH

82 302 02:06:48.088: Accounting[uid:900]: AH|A A% BZE MEE

82 30¢ 02:06:48.088: 047t 28! MH|A Z2H Z4T|TJ2f|0[ MM QHtRE YEF AO|0|E

8¢ 30 02A] 6E 48% 089: SVM [B20001F 1/2IE{5!: [FM-Bind:ADO00GAE] & Z 0->1

8% 30 02A] 62 48 089: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: MHIA [RIE{H]:
Bind notify: Ok

83 30 02:06:48.089: SSM CM FH[19798:ft 7512:7512]: d*%| 7|5

82 302! 02:06:48.090: SSM XDR[19798]: SSM 7|5 M x|, 2% ¢12(0x0) 0x0 Z=H| o+ &, HA|X|
7t EAE[X| EZ

8% 302! 02:06:48.090: SSM CM FH[19798]: x| 7|5 queue ok [Ready]
8% 302! 02:06:48.090: SSM CM FH[19798:ft 11609:11609]: A %| 7|s

82 302 02:06:48.090: SSM XDR[19798]: SSM 7|5 Mx%|, €% 2i2(0x0) 0x0 £H| ¢ &, HIA|X]
7} EAEIX| ES

82 302 02:06:48.090: SSM CM FH[19798]: A %| 7|5: queue ok [Ready]
82 302 02:06:48.090: SSM CM FHI[ft 11609:11609]: YCI0|E 7|5

82 30 02:06:48.090: SSM XDR: SSM 7|5 UO[0|E, &€& 913 (0x0) 0x0 &H| e+ &, HIA|X|7t
E A o2

82 302 02:06:48.090: SSM CM FHI[ft 11609:11609]: &G 0|E 7|5: queue ok [Ready]

82 30 02A| 6& 48 090: SVM [B20001F1/2IE{]: [SVM-Feature-Info:7F7439BF3C10] & =
SiAl 1->0

21 02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: SM & 3 &

-
0x
il

82 302 02A] 6 48% 90%: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]:
[PARAMETERIZED-QoS]: [8BO00F38] 1S 01| CH3H oF ! A4 A4 El rabapol ZAEIAE 7} i, S8



8% 302 02A] 682 487 090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: O|HIE <got apply
config success>, & Ell: wait-for-events to wait-for-events

82 302 02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Apply Config ZZl; &3
82 302 02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: MM A|Zf 2t2

82 302! 02:06:48.090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 2 *Z|E EAM ==
O| M7A[RRA& LICE.

8% 30 02A] 682 487 090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: AMH|A [RIE{H:
Complete-Pending

82 302 02A| 62 48Z 090: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: AMH[A Al

Xt
o

8% 30 02A| 62 48 090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: send
event Service Assert

8% 302! 02A| 62 482 090: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: MH|A O]
£ "Internet"

83 30 02:06:48.090: SVM [B20001F 1/Internet]: O|O| CIREEE; 37

8% 302! 02A| 62 487 091: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: assert
authen status "authen"

82 30 02A] 62 48 091: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: O[HIE A
HIA AC|0|E ELH7|

8% 302! 02:06:48.091: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: MH|A O|&
"Internet"

83 30 02:06:48.092: SVM [B20001F 1/Internet]: O|O| CI2E=E; 37

82 302 02A| 62 48Z 093: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: IDMGR: ¥Cl|0|E
MH|A

82 302 02A| 6 48 093: SSS PM [uid:900][7F7439B42FBO]J[AAA ID:2931]: IDMGR: O[HIE A
HIA HI0|E ELHZ|

8E 302 02A| 62 487 093: SSS PM [uid:900][7F7439B42FBO][AAA ID:2931]: IDMGR: MH|A O]
£ "Internet"

83 30 02:06:48.093: SVM [B20001F 1/Internet]: O|O| CI2E=E; 37

(]

2 302! 02A| 612 482 094: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: MH[A [QIE{H:

AH=
=

>

82 302! 02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: Callback Northol| CH &t
H

HH O
HA

MU
0jo



82 302 02A] 62 48% 094: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: $HE 8B0O0OF380|
A= ECIO|ME 28 71X 7|0 M ZEI0|HE EF 0| NULLILICE

82 30 02A] 62 48% 094: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: Null 22}0|¢1E £
2, RPE UHOIEY + 2

8% 30 02A] 62 48% 094: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: $HE 8B0OOOF380|
A= ECIO|ME 28 71X 7|0 M ZEI0|HE EF 0| NULLILICE

8% 302 02A] 62 487 094: SSS PM [uid:900][7F7439B42FB0][AAA 1D:2931]: AUTOSERVICE
[Internet]: Clearing set callback

8% 30 02A] 62 48 094: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: AUTOSERVICE
[Internet]: Result Apply Config Success

82 30 02A| 6E 48% 094: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: AUTOSERVICE
[Internet]: MH|A0| 2a2%&LCt

8% 302 02A| 62 487 094: SSS PM [uid:900][7F7439B42FBO][AAA 1D:2931]: AUTOSERVICE
[Internet]: &2 HM HEIAE SES0|M AHS MH|A &= M7

82 302 02:06:48.094: COA_HA: [ERR] shdb 0xMI M coa_ctxS 7+ & 4 ¢i&LICH55000356

82 302! 02A| 6 487 094: SSS PM CCM: X2 ZHEl A E 0x7F7439B01| CH et SHDB $HE
0x550003562 & A &LICH3390

8% 302 02A] 62 487 094: SSS PM CCM: [SESSION PM EVENT] O[#HIE = REQUEST-
SUCCESS(ctx: 0x7F7439B43390)

e

P
o

82 302 02:06:48.094: SSS PM CCM: shdb $HE 0x5500035601| CiEt S5 HES Ol & Al S
A& LICH(stLE 4 dsloF &).

8% 302 02:06:48.094: SSS PM HA: In policy_ha_session_update: PM HA Al44 0x55000356 4Ll
O|E(ZHHIAE O0x7F742BC552A8)

82 302 02:06:48.094: SSS PM HA: A 2| 24 7F742BC50EEOQ
82 302 02:06:48.094: SSS PM HA: 7F742BC50EEQO| $4XH AFEH 10 Q)& L|C}.
82 302 02:06:48.094: SSS PM HA: 7F742BC50EEQ AtEf7} 22 HZA K& LICE

82 302 02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931] R AH(A|Ad A|Z=H) A
EH READY-STATEO! £/ &¢I =efo| gi&LICt.

82 302 02A] 62 485 094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931] XA E & =0
2o 17H(MIA AIZF & 2t2) A'Ef READY-STATES & t&Lch

1
2

82 302 02:06:48.094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931] R4 27 =0l
A (MM AR £ 2t2) AEf PENDING-STATE

82 30 02A] 62 483 094: SSS PM HA: [uid:900][7F7439B43390][AAA 1D:2931] KHAY(M|A A| =k
) 4 E} SYNCED-STATEO| 27 £QI 5td2 &g 4 giauot.



82 302 02A] 62 48% 094: SSS PM HA: [uid:900][7F7439B43390][AAA ID:2931] XA £ = =0l
£HQd Qg (MM A|ZH 5 2t 2) AEH SYNCED-STATE

82 302 02:06:48.094: SSS PM CCM: policy_ha_ccm_update_session: READY %4 174 &l
SYNCED %4 0717} /22 Z CCM READYZ EA|

82 302 02:06:48.094: SSS PM CCM: PM HAE S7|5t £H| 4 Ei2 % (MM 0x55000356) &S

82 302 02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: XZ|& £ Sl oI
E Qg
82 30 02:06:48.094: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: 5 &0 O|HIE QI8

82 302 02:06:48.094: Accounting[uid:900]: TC A|Moi of7I28l2 Mx|g 2o 7l

88 30 02:06:48.096: SSM XDR[19798]: SSM JH|0|E MIHE,
oF H, HIAIXIZ} EAIEIX| &t =

Ls 3

82 302 02:06:48.096: SSM CM[19798]: UCIO|E MOIHE: F A

82 302 02:06:48.096:

SSM CM: Query Lterm to PPPoE switching, enabled

82 302 02A| 6 487 096: SSM SH[23895]: alloc sbase 0x7F7430243DBO0 hdl 5D57

82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:
82 302 02:06:48.096:
82 30 02:06:48.096:

82 302 02:06:48.096:

(=)
=

SSM CM[23895]: [Lterm] & Hm{ ST E 7|2 M F, o | K|
SSM CM[23895]: CM FSM: st Down, ev Prov seg->Open
SSM SH[23895]: init segment base

SSM SH[SSS:Lterm:23895]: init M| ZHE ZeiA

SSM SH[ADJ:Lterm:23895]: init A|IZHE Z2iA

SSM CM[SSS:Lterm:23895]: ZZH|XME MOIHE 2

SSM SM[SSS:Lterm:23895]: ZZH|M M1MHE: &% > ZZH
SSM CM[23895]: [SSS] shQ request send ready event

SSM CM[ADJ:Lterm:23895]: ZZ2H|X{'d MI1HE 2
SSM SM[ADJ:Lterm:23895]: ZZH|™ MO1MHE: RF > Z 2=
SSM SM[ADJ:Lterm:23895]: Iterm provision segment siptype:0
SSM CM[23895]: [ADJ] shQ request send ready event

SSM CM[23895]: SM msg event send ready event

SSM SM[SSS:Lterm:23895]: MI1THE ZFH|FE

SSM SM[SSS:Lterm:23895]: Found segment data: Prov -> Ready



8% 302! 02:06:48.096:
8¢ 30! 02:06:48.096:
8% 302! 02:06:48.096:
8¢ 30! 02:06:48.097:
82 302 02:06:48.097:
8¢ 30! 02:06:48.097:
8% 302! 02:06:48.098:
8¢ 30! 02:06:48.098:
8% 302! 02:06:48.098:
8¢ 30! 02:06:48.098:
8% 302! 02:06:48.098:
8¢ 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8¢ 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8% 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8% 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8¢ 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8% 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8¢ 30! 02:06:48.099:
8% 302! 02:06:48.0909:
8¢ 30! 02:06:48.099:

82 302 02:06:48.099:

SSM CM[23895]: SM msg event send ready event
SSM SM[ADJ:Lterm:23895]: M1 HE ZFH|H

SSM SM[ADJ:Lterm:23895]: Found segment data: Prov -> Ready
SSM CM FHIft 7512:7512]: alloc base: ok

SSM CM FH[19798:ft 7512:7512]: alloc 224 ok

SSM FH [19798:ft 7512:7512]: M| 7|5: /&% > Mx|H
SSM CM FH[19798:ft 7512:7512]: CH7|¥ O|HIE: 7|5 &H|E
SSM CM FH[19798:ft 7512:7512]: Ad%x| EcliA

SSM CM FH[19798:ft 7512:7512]: alloc 224 ok
SSM FH [19798:ft 7512:7512]:
SSM FH [19798:ft 7512:7512]: £ & J|s
SSM CM FH[19798:ft 7512:7512]:
SSM CM FH[19798:ft 7512:7512]: A
SSM CM FH[19798:ft 7512:7512]:

SSM CM FH[19798:ft 7512:7512]: 7|S O|HE: 7|5 &H]|

SSM FH FH[19798:ft 7512:7512]: Feature data ready: Installed -> Ready

SSM CM FH[19798:ft 7512:7512]: 7|S &H]|, H}QIE?

HE Almj

SSM CM FH[SSS:PPPoE:19798]: 25 &Ql: M|

SSM CM FH[19798]: 2 5F HAI £H|: 224 SSSof CHsH Almj

(=

I:

SSM CM[SSS:PPPoE:19798]: Y& MOME/7|s0| EH|Z/X| Q

SSM CM FH[19798:ft 7512:7512]: 7|S O|HE: 7|5 &H]|

SSM FH FH[19798:ft 7512:7512]: Feature data ready: Installed -> Ready

SSM CM FH[19798:ft 7512:7512]: 7|S &H]|, HIQIE?

SSM CM FH[ADJ:PPPoE:19798]: check ready all: segment failed

SSM CM FH[19798]: 25 Ql: 22{A ADJO AlmigtieLct.

(o] X=1
s/

SSM CM[ADJ:PPPoE:19798]: €& MaIME/7|s0| EH|Z/X|

SSM CM FHIft 11609:11609]: alloc 7|&: ok



82 302 02:06:48.099: SSM CM FH[19798:ft 11609:11609]: && S 2HA: ok
82 302! 02:06:48.099: SSM FH [19798:ft 11609:11609]: x| 7|5: R F > MxIH
82 302 02:06:48.100: SSM 27 FH [19798:ft 11609:11609]: CIO|E{ Z&|Q! HHAE ig

8% 302! 02:06:48.100: SSM FH [uid:900:19798:ft 11609:Accounting:11609]: 244 =
7F743A3BC360

82 302 02:06:48.100: SSM FH [uid:900:19798:ft 11609:Accounting:11609]: &7}
7F743A3BC360 [outbound]

>
il

8% 30 02:06:48.101: SSM FH FH[uid:900:19798:ft 11609:Accounting:11609]: A %|&!: ok

i

s ok

>

82 302 02:06:48.101: SSM FH FH[uid:900:19798:ft 11609:Accounting:11609]: A
82 302 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: CH7|Q O|HIE: 7|5 FHIFH
8% 302 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: M%|E Zeia

82 30 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: && Z2HA: ok

olr
=0
on
v
I

]

82 302 02:06:48.101: SSM FH [19798:ft 11609:11609]: A x| 7|
82 302 02:06:48.101: SSM FH FH[19798:ft 11609:11609]: ZHE 7|5 x|

82 302 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: CH7| O[HIE: 7|5 ZH|=
82 302 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: Ad%|El SafA

82 30 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: A x| ok

82 302 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: 7|5 O|HIE: 7|5 &H]

8% 30! 02:06:48.101: SSM FH FH[19798:ft 11609:11609]: Feature data ready: Installed ->
Ready

82 302! 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: 7|5 ZH|, HICIZ?

82 30 02:06:48.101: SSM CM FH[SSS:PPPoE:19798]: 25 & 9l: Ma1HE Almj

82 302! 02:06:48.101: SSM CM FH[19798]: 25 ZAl £H|: 224 SSSoi| CHaH Almf

82 30 02:06:48.101: SSM CM[SSS:PPPoE:19798]: Y& M1ME/7|50| EHIZIX| &t2
82 302! 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: 7|5 O|HE: 7|5 FH|

8% 30! 02:06:48.101: SSM FH FH[19798:ft 11609:11609]: Feature data ready: Installed ->
Ready

82 30 02:06:48.101: SSM CM FH[19798:ft 11609:11609]: 7|5 &HI, HIIE?

82 302 02:06:48.101: SSM CM FH[ADJ:PPPoE:19798]: check ready all: segment failed



82 302 02:06:48.101

82 30 02:06:48.101

82 30 02:06:48.102:
8% 30 02:06:48.102:
82 302 02:06:48.102:
8% 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:
82 302 02:06:48.102:
82 30 02:06:48.102:

82 302 02:06:48.103:

: SSM CM FH[19798]: 25 &Ql: Zaia

: SSM CM[ADJ:PPPoE:19798]: & MI1MHE/7|50| &H|Z|X|

ADJO]| A& LICE.

(o] X=1
s/

SSM FH FHIuid:900:ft 11609:Accounting:11609]: 2G| 0| E: ok

SSM FH [19798:ft 11609:11609]: ACI0IE 7|5: &

SSM FH [19798:ft 11609:11609]: 444JE 7F743A3BC308

SSM FH [19798:ft 11609:11609]: &7} 7F743A3BC308 [QlHIR =

SSM FH FH[19798:ft 11609:11609]: A x|&: H&
SSM FH FH[uid:900:19798:ft 11609:Accounting:11609]: H|O|E.: ok

SSM CM FH[19798:ft 11609:11609]: ¥CI0|E: ZaiA SSS YH|0|E

SSM FH [19798:ft 11609:11609]: CI0IE 7|s: AMEH

L

SSM FH FH[19798:ft 11609:11609]: 22 & 7|5 HClo|E

SSM CM FH[19798:ft 11609:11609]: CI0|E: 1A ADJ YHIO|E
SSM CM FHI[ft 11609:11609]: ACI0|E: 24

SSM CM[19798]: M2 HE UHI0|E

SSM CM[19798]: CM FSM: st Open, ev Upd seg->Open
SSM CM[SSS:PPPoE:19798]: M1ME H|0|E
SSM SM[SSS:PPPoE:19798]: HI0|E M|l MEN HE QIF, prov
SSM CM[19798]: [SSS] shQ request send ready event

SSM CM[ADJ:PPPoE:19798]: MIHE C|o|E
SSM SM[ADJ:PPPoE:19798]: AH[0|E MIMHE: AE}
SSM SM[ADJ:PPPoE:19798]: MZHE H|0|E

SSM CM[19798]: [ADJ] shQ request send ready event

HE

SSM CM[19798]: SM HIA|X| O|HIE T1& &H| OfHl
SSM SM[SSS:PPPoE:19798]: MIZME Z=H|E

SSM SM[SSS:PPPoE:19798]: Found segment data: Prov -> Ready
SSM SM[SSS:Lterm:23895]: HFRIE MIMHE: Ready -> Active

SSM CM[23895]: [SSS] shQ request send ready event



82 302 02:06:48.103:
8% 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
8% 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:
82 30 02:06:48.103:
82 302 02:06:48.103:

82 30 02:06:48.104:

8% 3
I.

>.O

-

=2
=,

utok
0

82 30 02:06:48.104:

82 302 02:06:48.104:

.|

o
[

|/LLNY

o

I.

>

.|

ajo
0

2 02:06:48.104:

2] 02:06:48.104:

SSM SM[SSS:PPPoE:19798]: HIQI=E M2 E: Ready -> Active

SSM CM FHIft 7512:7512]: HI 1= =H]

SSM FH [19798:ft 7512:7512]:

HFRIE 7|S: Ready -> Active

SSM CM FHIft 11609:11609]: HQIE! FH]|

SSM FH [19798:ft 11609:11609]: H}PIE 7|5 Ready -> Active

SSM FH [uid:900:19798:ft 11609:Accounting:11609]: HFQIE!

SSM CM[19798]: SM HIA|X| O[HIE ®&

SSM SM[ADJ:PPPoE:19798]: Al 1HE ZH|Z

SSM SM[ADJ:PPPoE:19798]: Found segment data: Prov -> Ready

SSM SM[ADJ:Lterm:23895]: HF2I= M| IHE: Ready -> Active

SSM SM[ADJ:Lterm:23895]: bind segment siptype:0

SSM CM[23895]: [ADJ] shQ request send ready event

SSM SM[ADJ:PPPoE:19798]: HIQI= M2 E: Ready -> Active

SSM SM[ADJ:PPPoE:19798]: HIQIE MOHE

SSM CM FHIft 7512:7512]: Ht 2!

SSM FH [19798:ft 7512:7512];

SSM FH [19798:ft 7512:7512]:

g £Hi

HFQIE 7|S: Ready -> Active

=|

ZHIE
=] (=

A

olr

Hi 2l

E
=

\d

SSM CM FHIft 11609:11609]: HI2IE &=H]|

SSM FH [19798:ft 11609:11609]: HIQI= 7|5: Ready -> Active

SSM FH FH[19798:ft 11609:11609]:
SSM CM[23895]: SM M| A|X| O E
SSM SM[SSS:Lterm:23895]: M|1™

SSM SM[SSS:Lterm:23895]: M2 HE H|O|E{E & A &LICH

SSM CM[23895]: SM H|A|X| O|HIE & & H|
SSM SM[ADJ:Lterm:23895]: M| 1THE

SSM SM[ADJ:Lterm:23895]: M|I1THE H|O|E{E

|m

—_—

&L

0

i
oY
52



82 302 02:06:48.104: SSM CM[19798]: [PPPoE] 22I0|91E O|HIE E L{7|, type=MIIHE o[t
=

82 302 02:06:48.104: SSM CM[23895]: [Lterm] 22}0|4E o|HIE
E

217, type=MI I HE O[H

82 302 02:06:48.104: AAA/BIND(00000B73): Bind i/f Virtual-Access2.1

82 30 02:06:48.104: Vi2.1 PPP: Q

X
C>

EtAH, QB E AL R

82 302 02:06:48.104: Vi2.1 PAP: O AUTH-ACKid 1len 5

82 302 02:06:48.104: SSM SM[ADJ:PPPoE:19798]: platform get counters

82 30 02A] 62 48% 104: SSS PM: 'GigabitEthernet2/3/4'0l A ANCP7} & A48} E|X| &

A:”ol_u_.l 7't° 7-|AH°|.7;| OJ-O

82 302! 02:06:48.105:

H 2t 2 AMsHR| Bf S

89‘1

2 302 02:06:48.105:
82 30 02:06:48.105:
82 302 02:06:48.105:
82 30 02:06:48.105:
82 302 02:06:48.105:
8¢ 30! 02:06:48.105:
8% 302! 02:06:48.106:
8¢ 30! 02:06:48.106:
8% 302! 02:06:48.106:
8¢ 30! 02:06:48.106:
82 30 02:06:48.107:
8% 30! 02:06:48.107:

8 30%! 02:06:48.107:

SSS PM: 'GigabitEthernet2/3/4'0l A ANCP7} & %

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

Vi2.1

O
=I

- 7|8

ore
Ls A

S| x| - 7|2 Mo

PPP: Phase is UP

IPCP: ZEEZ FE, CP &El AIF[E7(]

IPCP: Event[OPEN] State[Initial to Starting]
IPCP: O CONFREQ [Starting] id 1 len 10
IPCP: 4~ 192.0.2.0(0x0306C8C8C8C8)
IPCP: Event[UP] State[Starting to REQsent]
IPCP: | CONFREQ [REQsent] id 1 len 10
IPCP: &2~ 0.0.0.0(0x030600000000)

IPCP ZH Xl AR TL42| F£4 0.0.0.0, ®2l= 0.0.0.02 & EtCh
IPCP MR} &t&2. J149| 4 0.0.0.0, ®2l= 0.0.0.02 etct
IPCP: & gt 192.0.2.3

IPCP: O CONFNAK [REQsent] id 1 len 10

IPCP: &4~ 192.0.2.3(0x03061E1E1E0Q3)

8% 302 02A| 682 48 107: Vi2.1 IPCP: O|H E[Receive ConfReq-] & Ef[REQsentE T&]

82 302 02:06:48.107: Vi2.1 CDPCP: | CONFREQ [UNKNOWN] id 1 len 4

82 302! 02:06:48.107: Vi2.1 LCP: O PROTREJ [Open] id 2 len 10 T2 E2 CDPCP

(0x01010004)



8 30%! 02:06:48.107:

8¢ 302! 02:06:48.107:

Vi2.1 IPCP: | CONFACK [REQsent] id 1 len 10

Vi2.1 IPCP: &4~ 192.0.2.0(0x0306C8C8C8C8)

8% 30 02A] 6& 48% 107: Vi2.1 IPCP: Event[Receive ConfAck] State[REQsent to ACKrcvd]

8¢ 302! 02:06:48.107:
8 30%2! 02:06:48.107:
8¢ 302! 02:06:48.107:

8 30%2! 02:06:48.107:

Vi2.1 IPCP: | CONFREQ [ACKrcvd] id 2 len 10
Vi2.1 IPCP: 4~ 192.0.2.3(0x03061E1E1EQ3)
Vi2.1 IPCP: O CONFACK [ACKrecvd] id 2 len 10

Vi2.1 IPCP: 4~ 192.0.2.3(0x03061E1E1EQ3)

82 302 02A| 68 48% 107: Vi2.1 IPCP: Event[Receive ConfReq+] State[ACKrcvd to Open]

82 302 02:06:48.135:
8% 302 02:06:48.144:
82 302 02:06:48.144:
8% 302! 02:06:48.145:

8 30%! 02:06:48.145:
= 2/3/4/0

8% 30! 02:06:48.145:
82 302 02:06:48.145:
8% 30! 02:06:48.145:
82 30 02:06:48.145:

82 30 02:06:48.145:
= 2/3/4/0

8 30%! 02:06:48.145:
= 2/3/4/0

8& 302! 02:06:48.146:
8 30%2! 02:06:48.146:
8& 302! 02:06:48.146:

8% 302 02:06:48.150:
21691/89, len 193

Vi2.1 IPCP: State is Open

Vi2.10] H|o|HH B2 AVL E2|o| F7}F: topoid 0, address 192.0.2.3
Vi2.1 IPCP: 192.0.2.30i| CHEt x| Z=
RADIUS/ENCODE(00000B73): 221 744 @4 {3 = PPPoE

RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port

RADIUS(00000B73): 743 NAS IP: 192.168.111.1
RADIUS(00000B73): Config NAS IPv6: ::
RADIUS(00000B73); X%
RADIUS/ENCODE(00000B73): 2 4 24 {3 = PPPoE

RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port

RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port

RADIUS(00000B73): 743 NAS IP: 192.168.111.1
RADIUS(00000B73): Config NAS IPv6: ::
RADIUS(00000B73): X

RADIUS(00000B73): Send Accounting-Request to 192.168.111.9:1646 id

8% 302 02A] 6& 482 150: RADIUS: 2/1&X} 1C OF 3E 87 1C E2 83 59 - BB 04 18 D5 9B 90 C9

2C



8% 302 02A] 68 48% 150: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"

8% 30% 02:06:48.150: RADIUS: Framed-Protocol [7] 6 PPP [1]

8% 302 02A] 65 48% 150: RADIUS: Framed-IP-Address [8] 6 192.0.2.3

8% 302 02A] 6& 48 150: RADIUS: A&X} O|& [1] 16 "PPPoE-Client-1"

8¢ 302 02:06:48.150: RADIUS: 24|, Cisco [26] 35

83 302 02A] 6& 48 150: RADIUS: Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"
8 302 02:06:48.150: RADIUS: A|™d 21& [45] 6 RADIUS [1]

8% 302! 02:06:48.150: RADIUS: Acct-Status-Type [40] 6 A|Z} [1]

8 302 02:06:48.150: RADIUS: NAS ZE 2% [61] 6 74 [5]

8% 30% 02:06:48.150: RADIUS: NAS-Port [5] 6 738197504

8% 302 02A] 68 482 150: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

88 302 02:06:48.150: RADIUS: &= 44|, Cisco [26] 41

8¢ 302 02A] 62 48= 150: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
83 302 02:06:48.150: RADIUS: Service-Type [6] 6 Framed [2]

82 302 02A| 65 48% 150: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

8% 302 02A] 6& 482 150: RADIUS: Acct-Delay-Time [41] 6 0

82 302 02:06:48.150: RADIUS(00000B73): IPv4 Radius I1&! &

8% 302 02:06:48.150: RADIUS(00000B73): 5% AlZh =1} Al%}

82 30%! 02:06:48.151: RADIUS(00000B73): Send Accounting-Request to 192.168.111.9:1646 id
21691/90, len 211

8% 302 02:06:48.151: RADIUS: 21& X 3B 66 00 B4 0A 1E 8B OE - 88 8A F1 3E 3E 4C BD A2
8% 302 02A] 62 482 151: RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"

8% 30%d 02:06:48.151: RADIUS: Framed-Protocol [7] 6 PPP [1]

82 302 02:06:48.151: RADIUS: 32, Cisco [26] 17

88 302 02:06:48.151: RADIUS: ssg-service-info [251] 11 "@IE{AI"

82 302 02:06:48.151: RADIUS: 32, Cisco [26] 42

88 302 02:06:48.151: RADIUS: Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"



8% 302 02:06:48.151: RADIUS: Framed-IP-Address [8] 6 192.0.2.3

8% 302 02A] 6 48 151: RADIUS: A&X} O|& [1] 16 "PPPoE-Client-1"
82 302! 02:06:48.151: RADIUS: Acct-Status-Type [40] 6 A|Z [1]

8% 302 02:06:48.151: RADIUS: NAS ZE & [61] 6 74 [5]

82 302 02:06:48.151: RADIUS: NAS-Port [5] 6 738197504

8% 30% 02:06:48.151: RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"

8 302 02:06:48.151: RADIUS: &2 i#l, Cisco [26] 41

83 302 02A] 6& 48 151: RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
8 30%! 02:06:48.151: RADIUS: Service-Type [6] 6 Framed [2]

8% 302 02A] 6&# 48 151: RADIUS: NAS-IP-Address [4] 6 192.168.111.1
8% 302 02A] 68 48% 151: RADIUS: Acct-Delay-Time [41] 6 0

8% 30% 02:06:48.151: RADIUS(00000B73): IPv4 Radius T{Z! &

82 302 02:06:48.151: RADIUS(00000B73): 5% Al7F =1} AlZ}

8% 30% 02:06:48.152: RADIUS: Received from id 21691/89 192.168.111.9:1646, Accounting-
response, len 20

88 302 02A| 68 483 152: RADIUS: 218X}t D4 05 9F FC 5C 10 86 93 - 9E 3F E1 E9 73 87EB
CB

8% 30% 02:06:48.153: RADIUS: Received from id 21691/90 192.168.111.9:1646, Accounting-
response, len 20

82 302 02A| 68 487 153: RADIUS: 215Xl E1 E1 BD 8965 E29A C3-1841E371214AE4
59

82 302 02A] 62 48% 824: AAA/AUTHOR: auth_need : user= 'cisco' ruser= 'BRAS-
ASR1K'rem_addr="'10.137.80.251" priv= 1 list=" AUTHOR-TYPE= 'commands'

<<<SNIP>>>

8% 302! 03:35:00.977: SSM SM[ADJ:PPPoE:19798]: platform get counters

m|0I-

8% 30 03 35:00.977: SSS PM: 'GigabitEthernet2/3/4'0{ A ANCP 7t & M3tE|X| 2I& - 7|2 MO
| =

H 2t AMetx| efS

8¢ 302! 03:35:00.977: SSS PM: 'GigabitEthernet2/3/4'0l A{ ANCP 7| & M3t E|X| &fS - 7|2 MO

H 22 AMsHR] Bf S

82 302 03:35:00.981: RADIUS/ENCODE(00000B73):¢2l 7t 24 R = PPPoE



82 30¥ 03:35:00.981:
= 2/3/4/0

82 30¥ 03:35:00.981:
82 30 03:35:00.981:
82 30 03:35:00.981:

8% 302 03:35:00.982:
21691/97, len 285

8% 302 03:35:00.982:
83 30¥ 03:35:00.982:
8% 302 03:35:00.982:
83 30¥ 03:35:00.982:
8% 302 03:35:00.982:
83 30¥ 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:

88 302 03:35:00.982:

RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port

RADIUS(00000B73): 43 NAS IP: 192.168.111.1

RADIUS(00000B73): Config NAS IPv6: ::

RADIUS(00000B73): T

Of

RADIUS(00000B73): Send Accounting-Request to 192.168.111.9:1646 id

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

21& Xt 6B D7 E9 30 D1 77 35 AF - 48 3E 36 70 0D B9 91 EF
Acct-Session-Id [44] 18 "2/3/4/0_00000B6A"
Framed-Protocol [7] 6 PPP [1]

Framed-IP-Address [8] 6 192.0.2.3

AEX} Ol [1] 16 "PPPoE-Client-1"

2=2Y#, Cisco [26] 35

Cisco AVpair [1] 29 "connect-progress=LAN Ses Up"

oH

=, Cisco [26] 31

Cisco AVpair [1] 25 "nas-tx-speed=1000000000"
22 Y#, Cisco [26] 31

Cisco AVpair [1] 25 "nas-rx-speed=1000000000"
Acct-Session-Time [46] 6 5292
Acct-Input-Octets [42] 6 9200
Acct-Output-Octets [43] 6 9182
Acct-Input-Packets [47] 6 627
Acct-Output-Packets [48] 6 625

H’E elE [45] 6 RADIUS [1]

HE el 84016 #Al[3]

NAS ZE 2% [61] 6 7H4 [5]

NAS-Port [5] 6 738197504

NAS-Port-Id [87] 9 "2/3/4/0"



8% 302 03:35:00.982:
8% 302 03:35:00.982:
83 30¥ 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
8% 302 03:35:00.982:
83 30¥ 03:35:00.982:

8% 30% 03:35:00.983:
response, len 20

82 30! 03:35:00.983:
82 30 03:35:35.914:
8¢ 30 03:35:35.914:
82 30 03:35:35.914:

82 30 03:35:35.915:

RADIUS: 32 %#, Cisco [26] 41

RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
RADIUS: Service-Type [6] 6 Framed [2]

RADIUS: NAS-IP-Address [4] 6 192.168.111.1

RADIUS: Acct-Delay-Time [41]16 0

RADIUS(00000B73): IPv4 Radius H{Z! &

RADIUS(00000B73): 5% A|Zt Z=1t A|Zf

RADIUS: Received from id 21691/97 192.168.111.9:1646, Accounting-

RADIUS: 215X} 78 14 A6 05 ED FA E1 5A - 68 67 96 10 08 92 2A F8
EPC CP: wireshark X[ & 7|2 0t S &0l

EPC CP: Wireshark X| /x| ot

EPC CP: Wireshark & It M2 X[ |X| et &LICH.

AAA/AUTHOR: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=

'"10.137.72.162' priv= 15 list=" AUTHOR-TYPE= 'commands'

82 30¥ 03:35:35.915:
82 30 03:35:35.915:
82 30¥ 03:35:35.915:
82 30 03:35:35.915:
8% 30¥ 03:35:35.915:
82 30 03:35:35.915:

82 30¥ 03:35:35.915:
1

82 30 03:35:35.915:
82 30¥ 03:35:35.915:

82 30 03:35:35.915:
2

82 30¥ 03:35:35.915:

82 30 03:35:35.915:

EPC CP: Z{x{ AtA|
EPC CP: Zi&x{ AKX

EPC CP: In epc_free_cp

EPC CP: Freeing Capture mycap
EPC CP: 2/E{H|0|A HE|

EPC CP: 35 HA

EPC CP: GigabitEthernet2/0/4.200 dir 3, New if to attach Control Plane dir

EPC CP: Target not found
EPC CP: = ZAAM

EPC CP: GigabitEthernet2/0/4.200 dir 3, New if to attach Control Plane dir

EPC CP: Target not found

EPC CP: 2 E QIE{H0|A A



8% 30! 03:35:35.922: EPC CP: Removed Capture, #0

82 302 03:35:36.966: %CDP-4-DUPLEX_MISMATCH: STLD1-630.06.08-7600-RU25
E;gfbitEthernet1/3(7.<_+o|§)ﬂ+ &t 7H FastEthernet0/0/0(T10|5 ot )0l M O|F ELX|7t HMEIUR&E
82 302 03:35:39.726: EPC CP: wireshark X| 2 7|82 2 mj SM &0l

82 302 03:35:39.726: EPC CP: Wireshark X| /x| &t

82 302 03:35:39.726: EPC CP: Wireshark 2! I} SM2 K| /x| ek&LICH.

82 302 03:35:40.305: EPC CP: wireshark X|¥2 7|82 2 m} S &0l

8% 302! 03:35:40.305: EPC CP: Wireshark X| 2 E|X| &t S

82 302! 03:35:40.305: EPC CP: Wireshark & I} S M2 x| E|X| et&LCt

82 302 03:35:41.049: EPC CP: wireshark X|¥2 7|82 2 mjd S M &0l

82 302 03:35:41.049: EPC CP: Wireshark X| /x| &t

82 302! 03:35:41.049: EPC CP: Wireshark 2! m} SM2 K| /x| ek&LICH.

82 302 03:35:41.404: EPC CP: wireshark X|¥2 7|82 2 m} S M &0l

8% 302 03:35:41.404: EPC CP:; Wireshark X[ HZ|X| &t S

82 302 03:35:41.404: EPC CP: Wireshark & m} 2 S M2 x| E|X| et&LCt

8& 302! 03:35:41.404: AAA/AUTHOR: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162' priv= 15 list=" AUTHOR-TYPE= 'commands'

8¢ 302 03:36:32.726: %CDP-4-DUPLEX_MISMATCH: STLD1-630.06.08-7600-RU25
GigabitEthernet1/3(T101&) 1t &7 FastEthernet0/0/0(Z10|& ot=)ollM 015 EUXI7I AMEIRE
L|CF.

8% 302! 03:36:42.885: Accounting[uid:900]: CllO|E{ Z£&{|2l0{M 047l 2 & F+2E YOI0|E

8% 302! 03:36:42.885: SSM FH [19798:ft 11609:11609]: £ 1A B 7|: ok

82 302! 03:36:42.885: SSM FH FH COUNTER[19798:ft 11609:11609]: Platform get feature
report

82 30 03:36:42.885: SSM FH [19798:ft 11609:11609]: £ 1A K| 7|: ok

82 302 03:36:42.885: SSM FH [19798:ft 11609:11609]: Platform Clear Feature Report
82 30 03:36:42.885: SSM CM FH[ft 11609:11609]: Z2F 21 2t2

82 302 03:36:42.885: SSM CM FHIft 11609:11609]: 211 M E7| &t =2

8% 30 03:36:42.885: Accounting[uid:900]: 222 07|20 CiEt HZE =7



82 30 03:36:42.885:

A& LICH

82 302! 03:36:42.885:

AE IR & LI

8& 302! 03:36:42.885:
82 302! 03:36:42.886:

82 30 03:36:42.886:

report

82 30 03:36:42.886:
8% 302! 03:36:42.886:
82 30 03:36:42.886:
8% 302! 03:36:42.886:
82 30 03:36:42.886:
8% 302! 03:36:42.886:

82 302! 03:36:42.888:

Accounting[uid:900]: ctx 7F743A303CF00] CHal S™ ti|=2

Accounting[uid:900]: ctx 7F743A303CF00]| CH$t Ao HE Bl=

Accounting[uid:900]: HIO|E{ E&2IM 047} 2% 712 E YHI0|E

SSM FH [19798:ft 11609:11609]: £ T A| & 7|: ok

SSM FH FH COUNTER[19798:ft 11609:11609]: Platform get feature

SSM FH [19798:ft 11609:11609]: £ T A| X|27]: ok
SSM FH [19798:ft 11609:11609]: Platform Clear Feature Report

SSM CM FHIft 11609:11609]: 25 £11 &=

SSM CM FHIft 11609:11609]: 211 M E7| &t =2

Accounting[uid:900]: 44 4Cl|0|E: 10;500

=

Accounting[uid:900]: £4 4|0/ E: 00;500

RADIUS/ENCODE(00000B73): 212l 74 @4 R% = PPPoE

8¢ 30! 03:36:42.88: RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port =

2/3/4/0

8% 302! 03:36:42.88: RADIUS/ENCODE(00000B73): Acct-session-id pre-pended with Nas Port =

2/3/4/0

82 30 03:36:42.888:
82 30 03:36:42.888:
82 30 03:36:42.888:

88 302 03:36:42.889:

21691/98, len 269

82 302! 03:36:42.889:
8% 30%d 03:36:42.889:
82 302! 03:36:42.889:
8% 30%d 03:36:42.889:
82 302! 03:36:42.889:

88 302 03:36:42.889:

RADIUS(00000B73): 73 NAS IP: 192.168.111.1
RADIUS(00000B73): Config NAS IPV6: ::
RADIUS(00000B73): &

RADIUS(00000B73): Send Accounting-Request to 192.168.111.9:1646 id

RADIUS: ¢I& %t FB FB EC 49 B6 CF 62 C6 - D9 74 96 78 FF C1 74 71

RADIUS: Acct-Session-Id [44] 18 "2/3/4/0_00000B6B"
RADIUS: Framed-Protocol [7] 6 PPP [1]
RADIUS: 224, Cisco [26] 17
RADIUS: ssg-service-info [251] 11 "QIE{I"

RADIUS: 222, Cisco [26] 42



8% 302 03:36:42.889:
8 30%d 03:36:42.889:
8% 302! 03:36:42.889:
8 30%d 03:36:42.889:
8% 302 03:36:42.889:
8 30%d 03:36:42.889:
8% 302! 03:36:42.889:
8 30%d 03:36:42.889:
8% 302! 03:36:42.889:
8 30%d 03:36:42.889:
8% 302! 03:36:42.889:
8 30%d 03:36:42.889:
82 302 03:36:42.889:
8% 30%d 03:36:42.889:
82 302 03:36:42.889:
8% 30%d 03:36:42.889:
82 302 03:36:42.889:
8% 30%d 03:36:42.889:
82 302 03:36:42.889:
8% 30%d 03:36:42.889:
82 302 03:36:42.889:
8% 30%d 03:36:42.889:
82 302 03:36:42.889:

88 302 03:36:42.890:

response, len 20

88 302 03:36:42.890:

8% 30 03:36:45.912:

X DOWN

RADIUS: Cisco AVpair [1] 36 "parent-session-id=2/3/4/0_00000B6A"
RADIUS: Framed-IP-Address [8] 6 192.0.2.3
RADIUS: A&t O|& [1] 16 "PPPoE-Client-1"
RADIUS: 32 %A, Cisco [26] 14

RADIUS: ssg-control-info [253] 8 "10;500"
RADIUS: 324, Cisco [26] 14

RADIUS: ssg-control-info [253] 8 "O0;500"
RADIUS: Acct-Input-Packets [47] 6 5
RADIUS: Acct-Output-Packets [48] 6 5
RADIUS: AHI™E 212 & [42] 6 500

RADIUS: Acct-Output-Octets [43] 6 500
RADIUS: Acct-Session-Time [46] 6 5394
RADIUS: A #Ef & [40] 6 ZAl [3]
RADIUS: NAS ZE 38 [61] 6 7+ [5]
RADIUS: NAS-Port [5] 6 738197504

RADIUS: NAS-Port-Id [87] 9 "2/3/4/0"
RADIUS: 22, Cisco [26] 41

RADIUS: Cisco AVpair [1] 35 "client-mac-address=5057.a8d8.02d8"
RADIUS: Service-Type [6] 6 Framed [2]
RADIUS: NAS-IP-Address [4] 6 192.168.111.1
RADIUS: Acct-Delay-Time [41]16 0
RADIUS(00000B73): IPv4 Radius I{%! &
RADIUS(00000B73): 5 Alzh =3 A|Zf

RADIUS: Received from id 21691/98 192.168.111.9:1646, Accounting-

RADIUS: ¢& %t 55 05 DC BD 7B 39 B0 5F - 9D 9C 0C FF FC 58 26 22

%PIM-5-NBRCHG: VRF C1: 4|0|E4 10.11.0.7 2/E{H|0|A Tunnel4 DRO|



82 302! 03:36:45.912: %PIM-5-DRCHG: VRF C1: Q/E{H| 0| A Tunnel40ilA{ 1% C|HIO|A
10.11.0.704|A 10.11.0.22 DR 4%

8 30%! 03:36:48.779: AAA/AUTHOR: auth_need : user= 'cisco' ruser= 'BRAS-ASR1K'rem_addr=
'"10.137.72.162' priv= 15 list=" AUTHOR-TYPE= 'commands'
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