= = A
CEF #&d @ & HAIX| EHERE
Sxt
A
M T AHE
T ALE
Ml FHE 24
E7| 1A
HiE HE
VIP 2! LCO| A Cisco Express Forwarding AEH £t Ql
XDR(Q|E H|O|E] E3) 7L
=AM sHZ
%FIB-3-FIBDISABLE: A1Zt8t 22 &2 #:HZ 2| 2 2! %FIB-3-NOMEM:Malloc Failure, 2} 9!
FtE0{ A dCEF H|EH4] §+
%FIB 3-FIBDISABLE: &{Ztst @ 7 &% [#]:& HAIX|Z7} gi&LICEH RP IPCOil CHE LC7t A S 5HX|
or&L|Ct.
%FIB-3-FIBDISABLE: &2t $t @ F, &% [#]:IPC Almj
%FIB-4-RPPREFIXINCONST2/1 &! %FIB-4-LCPREFIXCONST2/1
%FIB-3-NORPXDRQELEMS [#]01l CH8t HIA|X|E FH|SlE SO XDR i 2471 5 AL
A& L|Ct
%F1B-3-FIBBADXDRLEN 2! %FIB-4-FIBXDRLEN
%FIB-3-FIBLC OSEQ:£% HI2(E) A& £ Q& LICEH AIFHATL QA& LICH[#Ol(7H) E e FtH|
#H2(E) &rY&LICt
%FIB-4-PUNTINTF:CEF T&! miZ!0| [int](2)E MetE|o{ LIS =Bl ZE 3! %FIB-5-
NOPUNTINF:CEFO| A [int]2 THZ! A&t CEA| A|E
%HW RES FAIL-4-LOW _CEF _MEM:&Z [char]O|(7}) &7 AlfE|T & L|Ct.
%FIB-4-FIBCBLK2:[IP_address][IP_netmask]0il CH &t [chars] O|HIE & cef tableid [dec]Ol(7}) Q&
L|LC}.
TAC MH|A 23S MME Z2 EXM &6id HE =&
7|E} A silZA 2|AA
ad My
dCEF) £ 2|%&l(Cisco 7500 Series
0 A LHFA QI Cisco Express
AL}

9|
ZEHE
= AR

2 ghHoi| CHsh

v |
0| 2 M0 A= Distributed Cisco Express Forwarding(0
Router 2! Cisco 12000 Series Internet Router)2 *'g”éPE
Z0 2t RP(Route Processor) !
2 RPE RSP(Route Switch Processor)2t1

Forwarding(0|™ 2| CEF) #2 257 HA|X[Q] 42l & EA| 5
HEl E2
I—IEP 12000 Seriest| A RPE GRP(Gigabit

11 Di
LC(Line Card)E CtE2H =X
5tH LCE VIP(Versatile Interface Processor)2t 1 &
£ gLt

# 1: Distributed Cisco Express ForwardingO|
LIC}F.7500 SeriesQ| B
Route Processor)ct 5t04 LCE LCEt



MEF ME
2F A%

ol 2Mo Cigh £ 2740 ei&LCH.

Ol BME EX 2ZES o] X stESI0 HEOZ B EIX| &L
7|

2 TFRI0fl CHE RHMI 3 LIS 2 Cisco 71& B BV 74

HiE HE

filo
ot

D5HAAIL.

Cisco Express Forwarding Switching2 <=2 i &1t grHiEl EXE sHA5H7| e & 2Hed &
?| 2 ILICt.Cisco Express Forwarding A 2| &M= Lt o2 B2 FHA|o| MEEl= HETHO
o OlOo|Ef + X2 2 & EL|Ct.Cisco Express Forwarding ZE= RPO|AM 0248t OIOIE| =& &
X| gr2g &= 2 Cisco 7500 Series2| VIP ! Cisco 12000 Series®| LC2H 2 &£20|H =2
MME X 2" &= JsLich.z2Mel iZ! ME 2 2l 21M5HE 23|18 M3 5t= HIoE +
ZE Chen g&Uot

- FIB(Forwarding Information Base) El|O|& — Cisco Express Forwarding2 FIBE At&35t04 IP
CHA HFAL 7|8 A2 ZH 2 LHEILICHFIBE 22 E EIO|E £&= HE H oA T1EMo
E HRxELIchiP 2t Ho|2o Z&E MY HEo| O/ o|0|X|E & X| EIFLICHUHES
FoM etRE = EEEX| HE0| YdstH IP 2t & E|0|20| HYOlo|EE|1 o|2{8t #4143
AH ol FIBoY| BHSELICHFIBE IP 22 & ElO|E2] HEE 7|82 2 next-hop T4 HEE &
X Z2lEuctFB €51 2t E HOIE 5 Hol= LUCHY & EEH 7L U2 BE FIBE ZE
AT A2 E ZEotH ME 291 2 2 A0 22 22 B2 AAE FE Al
X 227t E28tK| t&Lch

- Adjacency table(21%d ElO|&) - 213 2i[ojo] MMM B E22 M2 64 =
HE®Fo| =7} QIHet We 2 7hFELICH.Cisco Express Forwarding2 FIB 2/0f = ¢!
E|O[2 & At&35t0q L2(Layer 2) F4 XMW HEE FIIELICLAHME EHO|ZE2 ZEFBES
0fl CHEF L2 next-hop T4 E | K| #2l&LICH

Cisco Express Forwarding2 CtS 5 7tX| ZE & stLIE gM35E = U&LCt

o2t

>

. Central Cisco Express Forwarding 2 E - Cisco Express Forwarding 2 =7} & 43} E|™ Cisco
Express Forwarding FIB 2! Q1214 E{|0|2 0| RPO| 4 F3tH RP7} Express £ S 3L
Ct.Cisco Express Forwarding 2 2{Zl0] LCE A& & = @174Lt Distributed Cisco Express
Forwarding 2 9|&1t E2t&|X| §i= 715 A3l of 5t= B2 Cisco Express Forwarding =2
CE A8 &= J&LICH

- Distributed Cisco Express Forwarding 2.E - Distributed Cisco Express ForwardingO| & 433}
E 42 LC(0dl: VIP LC == GSR(Gigabit Switch Router) LC)= FIB & Q1% A o229 S
gt AR E fX| ZElELChLCE A S ZHE 8 = JooE AQE 2o CHEt

= ZEMAM(GRP E= RSP)2| 7HE &Y = A&LICE0l= 12000 SeriesOi| M AHEE = U

KU AQE W lL|CH 24 Cisco Express Forwarding IPC(Inter-Process

rr 4


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Communication) H7{LI&& At&3t04 RP 2/ LCOIM FIB & 1M Efo|ES S7|3HELICt.

VIP 3! LCOo|M Cisco Express Forwarding 2 El & QI

.’El' OPEH ofoilM L7 BH2 £ SHHAE AASELICH | 7|%) - 28 WEHE EAISIES EA|
g thes PE*I—IEP £3 +dX}tE Cisco I0S® A ZE 0] RIE|A 12.0 O|4 oM X|2EL|CH O™ H
Mg MY B2 2 7|2 B0 HA | 7|5)E S=et M E2oi|M sl &2 H&Lict

show cef linecard & & Al&5l04 04fH VIP &&= LC Cisco Express ForwardingO| HIE &3t ==

Xl LA gelg - ‘BA';.‘ |Ct.

. 7500 Al2|=:
Router#show cef linecard
CEF linecard generic information:
Slot MsgSent Seq MaxSedq LowQ MedQ HighQ Flags
4 8 6 30 0 0 0 up
5 8 6 30 0 0 0 up

Default-table CEF table, version 13, 11 routes
Slot CEF-ver CEF-XDR Interface Flags

4 12 5 5 Active, sync

5 12 5 2 Active, sync

- 12000 Series:
Router#show cef linecard
CEF table version 694517, 95239 routes
Slot CEF-ver MsgSent XdrSent Seqg MaxSeq LowQ MedQ HighQ Flags

0 32128 365 33320 362 367 0 0 0 disabled
1 95821 1010 99369 1006 1025 0 0 0 disabled
2 92559 971 6033 967 984 0 0 0 disabled
8 62514 653 65734 649 661 0 0 0 disabled
9 47165 486 48428 483 498 0 0 0 disabled
10 79887 834 83232 830 849 0 0 0 disabled

12000 Seriest Distributed Cisco Express Forwarding2t X|Hst=22 AEN7F £/ XA LCI}
HIg dshElLct.

XDR(2/% Cl|o|E| £8) 7L

CHS 2/ HIAIX|E OlalistedH XDR HIAIX|7} £Sdo|1 ofH 8= AEXI=X| olstiahoF &f LICH.

* $FIB-3-NORPXDRQELEMS
* $FIB-3-FIBBADXDRLEN
* SFIB-4-FIBXDRLEN

CI= 2 XDR o} 7|Elx{2| 7H IL|C}.



Fnuhng

! Routing Processor ‘

*' Prodne o
fre — E— ~:F-"i
| AR =]
ARF [=]3] -',_- = |

Linecard Linecard

0| 22| Background Information A440{A dE et CHE IPC HIAIX|E RPOIM LCE FIB & 217
M E|o|E€ MSELICELE, IPC HF{LIE2 RP2 LCo| F El0|E g2 S7ISELICH7Is0l AF
8t ZE OB FXE FIBIPCE S8l LCE TS E|o{of 5l S7Hl= RPE CHA| & E[o{ok
gLIC} Distributed Cisco Express ForwardingO| g 43l E 2<2 LCE 240 MH&E =X|E ololH
HIO|AE AtE5to TE A™ S LHEILICH

XDRE IPC 2H{a0] HI7{L|& 0|2t &FL|ct XDR MIA|X|= Distributed Cisco Express Forwarding
T2 MBH AL ELICE.

Cisco 10S Software 7|s2 X|¥sle 84 L OIO|E| #+ZX = RP2 LC 7+0d| Cisco 10S Software
IPC HFHLEE2 &3l XDR HIA|X|0|AMH MEELICH S| XDR HIA|X|= CHS E 0| LEeF = Al 7t
X He Eegg ™MeEshct.

HIA| ar

Xl [HAIR A =

L S
RP

RP= RP 7|S sl 52| AMo{ CIoIEHE H&| o

Moq|sto LCol 2 E O 5t 28522 ME5 | A
M, O| 5t EE2 ¥4 At Lotof gLCt. |LC

LCE CIYst 7|5 ot ES0M 8H HEE |LC
SH |£7lstn, £27= MEE XDR H{ol ti x5 | ol




2, XDR HAIXI & RPO MatLick. 2zt kg | N

RPt OlHEt SHE TIAIELICE. =

H|IS LC

7l - HF AH S} A= of
— : = = g

L =2

XDR HAIX|E S35l MSE HEE 22{H show cef line internal @& A& $HL|Ct NDB(Network
Descriptor Block)/RDB(Routing Descrlptor Block) (G0 E& XDR_QI g of Lct.

Total elements queued:

prefix 1877106
adjacency 6011
interface 4084
address 4010
policy routing 3

hw interface 84
state 6
resequence 2
control 24
time 308
subblock 18109
flow features deactivate 3
flow cache config 3
flow export config 3
flow sampling config 3
access-list 213
mpls ttl propogate 3
routemap config 126
mpls stats aggregate 3
dotlg vlan 10109
icmp limit 3

=X &
o MMofAE Bt2El 230] LIl 9 & HAIXIE Lidstn 28 a1 Eig B

%FIB-3-FIBDISABLE: &|ZI 8t 2 &, & [#:H.22| g8 & %FIB-3-NOMEM:Malloc
Failure, 29! Zt=0{l A dCEF H|&rA18}

Olz{8t R8O 2F HAIX|IE= 2tRE 2I0iM &2 = U&LICHEHRE{ol A show logging exec &
HE A-SHLE, AFE B2 B2 syslog Ao 22|t AIL).
. 7500 Al2|=:

Dec 19 17:58:56 CET: %FIB-3-FIBDISABLE: Fatal error, slot 0: no memory
DEC 19 17:58:58 CET: %IPC-5-SLAVELOG: VIP-SLOTO:

00:03:37: %SYS-2-MALLOCFAIL: Memory allocation of 65524 bytes failed from
0x6009E9E4, pool Processor, alignment 16

-Process= "CEF IPC Background", ipl= 0, pid= 7

-Traceback= 600A141C 600A2B78 6009E9EC 6009F350 60235A34 60221BA4 60225528
6022A46C 60231104 6022FAC4 6022FCCC 6022FDBC 60230334 6009BB74 6009BB60
DEC 19 17:59:06 CET: %FIB-3-FIBDISABLE: Fatal error, slot 9: no memory
DEC 19 17:59:11 CET: %IPC-5-SLAVELOG: VIP-SLOTO:

00:03:47: %SYS-2-MALLOCFAIL: Memory allocation of 65524 bytes failed from



0x6009E9E4, pool Processor, alignment 16

-Process= "CEF IPC Background", ipl= 0, pid= 7

-Traceback= 600A141C 600A2B78 6009E9EC 6009F350 60235A34 60221BA4 60225528
6022A46C 60231104 6022FAC4 6022FCCC 6022FDBC 60230334 6009BB74 6009BB60
DEC 19 17:59:31 CET: %IPC-5-SLAVELOG: VIP-SLOTS8:

00:04:11: %SYS-2-MALLOCFAIL: Memory allocation of 3956 bytes failed from
0x602835F0, pool Processor, alignment 32

-Process= "CEF LC Stats", ipl= 0, pid= 21

-Traceback= 600A141C 600A2EC8 602835F8 60283C84 60283C58 60283CE4 60230574
6009BB74 6009BB60

DEC 19 17:59:38 CET: %FIB-3-FIBDISABLE: Fatal error, slot 8: no memory
DEC 19 18:00:29 CET: %FIB-3-FIBDISABLE: Fatal error, slot 10: no memory

. 7500 SeriesO| A %IPC-5-SLAVELOG HI 2 F{0f| LIEILIE 2F HIA|X|:VIP-SLOT HA|X|E
IPC HFHLIE S AFE835l0o{ ¢IZE &£%0i U= VIPOIM 2T *% ELICH. o] oA HE %SYS-
2-MALLOCFAIL HIA|IX|7} VIP ZEE0{ M & LIC}.

Jun 27 04:58:56 CET: %FIB-3-FIBDISABLE: Fatal error, slot 1l: no memory
Jun 27 04:59:07 CET: %FIB-3-FIBDISABLE: Fatal error, slot 2: no memory
Jun 27 04:59:36 CET: %FIB-3-FIBDISABLE: Fatal error, slot 4: no memory
Jun 27 04:59:45 CET: %FIB-3-FIBDISABLE: Fatal error, slot 0: no memory
SLOT 2:Jun 27 04:23:00: %SYS-2-MALLOCFAIL: Memory allocation of 65524
bytes failed from 0x4009D9E4, pool Processor, alignment 32

-Process= "CEF IPC Background", ipl= 0, pid= 38

-Traceback= 400A0BFC 400A2358 4009D9EC 4009E338 403168BC 40316B68 40316EBC
4031C318 40321234 4032858C

40326CD4 40326EF4 40326FE4 403275CC 4009BC74 4009BC60

SLOT 2:Jun 27 04:23:00: %FIB-3-NOMEM:

Malloc Failure, disabling DCEF on linecard

FI:"SLOT #:"2 A|&5t= HIAIX|= LC AbA|ol| M 2 ELICt
O| H|A|X|£ Distributed Cisco Express ForwardingO| VIP(7500 Series) EE £ LC(12000 Series)0d| A
HIZ &3t EIRAS S LHEHLICH HZ2 27t £ 535104 M@l 2 =01 M Cisco Express Forwarding FIB
oMM HO|E2 CIREEE = ¢1&LICH12000 Series= Distributed Cisco Express Forwarding
A L|FE X| 5 P':'E Distributed Cisco Express Forwarding= H|&&3t5t™ 7t E L H|g&sHE L

Ct.
x| BGP(Internet Border Gateway Protocol) Z2& A& M= VIP 2= LCO| 128MB 0|42 At
stz X0l E&LIC

7500 Series2| VIP2-402 =|CH 64MBEF Z&He = Q2B 2| Distributed Cisco Express
ForwardingS M| QIE{ BGP ZZ 9 874 A2 354 VIP2-50 &= VIP4-802 2 ¢412]0|= 5
= X0| E&LICH.32MBE & Distributed Cisco Express Forwardlng‘é Adst7lo S&5tK| etau
C}.

2t E|o|Z22| A 7(of et 128MB 0|4 2] HIZEIE 7HE! VIP2-50 0| & & A8 3tE Zi0| L
Ct.

Oy
o>

2tRE{7} ™A el 2t E El0IE S B 6t7HLL T0i| 712 B, EHRE7t CHA| EEE|[HLE
BGP 237 4EfE #HEE £ ?_‘lH-Ix.jé EHAOIM AIMe =z B2 ol HZ2E7t HRELICH o2
g ZAHTA St T2 M A HIZ 2| &2 show memory summary B £230i| HHd = Zdx{H of
S H2 U ZEE = UGLICEES IHIEEI BE Je| S¢ [HIEEI7P Zest 4 O Z2MA
of °4°F% E & UELICLAE 501, telnet BB S Al&A5I04 2t E{0l| HZ 3PE4E‘._=| TCPAME R
Xlst7| 8t HlZ2 2|7t 2o

ZZ MM HZ2|o] &= CHE (Al AF& XH= MPLS(Multiprotocol Label Switching) HIE 2|3 9]
LDP(Label Distribution Protocol) &!L|C}.



Cisco Express Forwarding2 2t E0| Z 2 MM I]1|EEI7} 25| £ 55 E B FIBDISABLE 2

7 & 4G LICIFIBDISABLEO] CHEt 512 @{E{0t3 7t @& L|Ct Cisco Express ForwardingO| At
Al HIZ g2t =M 2 & HZ2 27t shAl|E l—l Ct.rh 2k A disabled ¥ show memory summary 20| &
22 AR otH A8 7ts8t HZ2[7F S25HX(E o] E32 X E [ALICt.Cisco Express
ForwardingO| H|& 43} | 7| 0{ show memory summary 30| ZHx{ Tt HIZ 2| £ F Aol CiEt
CIO|E|& E AIFLICE.

L8t FIBDISABLE 2742 IPC HHIEH7} 2 E5tH 228 0| &g &~ Q&LICH Cisco 10S
Softwares et M2 M 2 IPCHIHE SMo =R Y5 ;ALIH IPC HHIH7} £ =31 FIB
NOMEM 27 HA|X[7} A& E|X| fX[BF IPC-3-NOBUFF 2t ElpceR IHIAIXI?P EAE
= & LICHIPC {7 &3 FIBDISABLE 277} & M5t El—ll-_-l' Cisco Express
Forwarding2 Er&= 3 *'uH°+ HAIXIE QD LIS CHA| A|lE .i. L|Ch.ag{ut IPC HIH 7} A FI
|11 Cisco Express Forwardingd| A IPC HIHE 7tX42 + Qi 4%, 23 U227t 2SHE m
TR HIAIX|E LCH CHZIAIZ = QL& Lt

0,0
-|-—|—E

Cisco TAC(Technical Assistance Center)of| Xt AM|7|El= EE2 BGP 914 2t E{0| BGPE AH
g S HZ 27t UK 4R E H &5t HLE 2 elste Y ULIch dE 2 Fdof et CHELICH
= 7tX| I At 2 o2 Z&Lch

. iBGP(Internal Border Gateway Protocol) 2! eBGP(External Border Gateway Protocol) IL|0{&
AEE AEUUINSE +=7BGP I|o{ 1&0| = 20| & = U&LIctIlol 7t HE+T &
g AlZHo| 72'01"'I—IEF

- Z} mlodoil CHelf Zt W&oz wEte|E BtREs UL B2t 2 E X stAHl L&l of

gLICL B2 = BGP EPOE' ME Ho|Ao U= HFA =8 ALt LICHPaths= 217 Z(o{0]

Z 0 E BGP HFA =& AHLHELICHE S04 5712 BGP I|o{7t A 2t RE E|O|EE HSE

™ Z} mlo{7t S et 74% M&ELch JL|01°| BE7t90%ctn 7HEE W, =& EtREolE

HEo| Z2of sl 5702 ZE 7t U= 2 150,0007H2] BE 7L U= A= E|O|E0| U&LCt

rW

. 7|E} 784 AFE 2 20t Z&LICH 12000 Seriesoll= LC YZI0] Q& LICHIGP(Interior
Gateway Protocol) ZE = lL|CH QI +=lL|ct 22 WH Y - et ol cHet B2
2 LICHMPLS VPN(Virtual Private Network) AF&, VRF(Virtual Routing and Forwarding) /A
EHA £ QI VRFY B2 £
Cisco 10S Software ZIZIA 12.0(18)S 0|4 ZIE|AL ZAIMOZ DE LCO 128MB7F TR 8HLC}
%| &l Cisco 10S Software 22| A= H oe ZE MM HE2IE AF25tEE MA| Q{4 2t El )|
O|2 2 +83%l= ctEof CHall &+ &S X|¥ste{™ =0 256MBE X|#st= 20| E&LICH
O[F0f= Lol 64MB| 12000 SeriesE AR 4 & LICH 023 LCE Paao|= o &
L|Ct.

Qg e =8 EolgtL|chVIP & LCHlM Cisco Express Forwarding Status &1 Al 3! 0|
EMelLC MM A X)) Ol BHE2 '%*3F04 2t Eo = CHdst R¥olsteet Z HZ2E &2
E AL
. 7500 Al2|=:
Router#show diag | i (Slot | controller)
Slot O:

EIP controller, HW rev 1.05, board revision BO
Slot database information:
Slot 2:
Slot 3:
Slot 4:
VIP2 controller, HW rev 2.11, board revision EO
Slot database information:
Controller Memory Size: 64 MBytes DRAM, 2048 KBytes SRAM



Slot 5:

VIP2 R5K controller, HW rev 2.03, board revision A0

Slot database information:

Controller Memory Size: 128 Mbytes DRAM, 8192 Kbytes SRAM
Slot 31 (virtual):

- 12000 Series:
Router#show diag | i (DRAM|SLOT)
SLOT 0 (RP/LC 0 ): 1 Port SONET based SRP 0OC-12c¢c/STM-4 Single Mode
DRAM size: 268435456 bytes
FrFab SDRAM size: 134217728 bytes, SDRAM pagesize: 8192 bytes
ToFab SDRAM size: 134217728 bytes, SDRAM pagesize: 8192 bytes
SLOT 2 (RP/LC 2 ): 12 Port Packet over E3
DRAM size: 67108864 bytes
FrFab SDRAM size: 67108864 bytes
ToFab SDRAM size: 67108864 bytes
SLOT 3 (RP/LC 3 ): 1 Port Gigabit Ethernet
DRAM size: 134217728 bytes
FrFab SDRAM size: 134217728 bytes, SDRAM pagesize: 8192 bytes
ToFab SDRAM size: 134217728 bytes, SDRAM pagesize: 8192 bytes
SLOT 5 (RP/LC 5 ): Route Processor
DRAM size: 268435456 bytes

e dhe 7= HEEIE o F7H6HE HIAIXI7F EAIZ|X| et 7=0f 2 4HE! Cisco Express
ForwardingS CtA| E43tE = &LctHZE dasol= £0l= HIAIX|7} H% B AIEIH Cisco

X SR A Bt XIZMK| =EE HEE show tech-support BE Q| £231} &7 MS &

L|CF.

#1: O|™ FIP(Fast Ethernet Interface Processor) 2 &(CX-FIP2-2TX 2! CX-FIP2-2TX)2 24 A
?I&8 ™3] x|t K| et 2, Distributed Cisco Express Forwarding2 & &3t5t2i= 49 FAHS

HAIXIE M-gLct E=271 VIPRIX| FIPRIX| & 215t2{™ show diag [slotf] BE= A& g LICH

Router#show diag 0

Slot O:
Physical slot 0, ~physical slot 0xF, logical slot 0, CBus 0
Microcode Status 0x4
Master Enable, LED, WCS Loaded
Pending I/O Status: None
EEPROM format version 1
FEIP controller, HW rev 2.01, board revision BO
Serial number: 03696620 Part number: 73-1374-04
Test history: O0xO0E RMA number: 203-11-48
Flags: cisco 7000 board; 7500 compatible

Distributed Cisco Express ForwardingS &&5t2{t 7|& FIPE 1% O|HYA ZE o{RHE{Z VIP 7t
E 2 Wx|sHoF ghLCt.

%F|B-3-FIBDISABLE: £|2} &t @ &, &% [#]: & HAIX|7I gi&LICE RP IPCOH| CHEt
LC7t 3 S35tX| &Lt

VIP £= LCE 5 E keepaliveE £ X|

7500 2l 12000 Series0| A Ct2 HIA|X|= RSP = GRP7} V
FE|AS S |-—|'E|'IT=|'|||——|E|'.

of /J7| [ 2 01| Cisco Express ForwardingO| H|& 4%

DEC 19 18:03:55 CET: $FIB-3-FIBDISABLE: Fatal error, slot O0O:
No window message, LC to RP IPC is non-operational



DEC 19 18:04:05 CET: %FIB-3-FIBDISABLE: Fatal error, slot 9:
No window message, LC to RP IPC is non-operational
DEC 19 18:04:37 CET: %FIB-3-FIBDISABLE: Fatal error, slot 8:
No window message, LC to RP IPC is non-operational
DEC 19 18:05:28 CET: %FIB-3-FIBDISABLE: Fatal error, slot 10:
No window message, LC to RP IPC is non-operational
DEC 19 18:05:59 CET: %FIB-3-FIBDISABLE: Fatal error, slot 2:
No window message, LC to RP IPC is non-operational
DEC 19 18:06:07 CET: %FIB-3-FIBDISABLE: Fatal error, slot 1:
No window message, LC to RP IPC is non-operational

M =0 HZ2 2|7t S& & X| Z gLt

O S VIP £ LCH A CPU AHEE 2 = QIR LICHT7500 Series0ll A show controllers vip
[slot# proc cpu & o = 21 12000 Series0l| A execute-on slot 0 show proc CPU & AldH). CPU AIE
EolOf* =2 %%'%( 5% 0|4 VIP 2= LC7} L{F HittkA RSP EE= GRPO keepaliveE 2 &
‘Bi%L—IEP Ol EXlel 22 #I2 CPU AFEF 0| Bi2 AL|chEX| sHZA &2 Cisco 2t E 9]
CPUMEE =Xl sHEZ HESIAAIR.

DE ZJo| HAMo 2 HOo|lE B2 25F HAIX|E Cisco 10S Softwarel| HH1 2 Q15H grAsh 74
T &Lt
T ARHEH

O| LR E MNZEE M HN J&FS 2 7t=E =elstof & L|CHOl M2 VIP B! LCs MMM
Cisco Express Forwarding Status £ 1 MM Zt X)), clea cef linecard [slot#] W& Ag5t0q s
7t =0 M Cisco Express Forwarding= CHA| A|&Heh 5= Q& LICH7500 SeriesO| A= 0
reload FHE2 A& 5t0d VIP 9}55 XH“"*oHOF g £ A&t olZ A 5t CBUS S 40| M
ME|of EBfZlo| of 28 5S¢t SEELICH"%RSP-3-RESTART S| $191:CBUS S&?AIMIEH HE).
O| MAt= Mo{z LAHSZE VIP EE= LCHM 24+ Cisco Express ForwardingS 5 ¢8H{ ok & LICt

OEX| 2™ Cisco I0S Software 2 2|A EBR19] 2[4 HMOZ HTa2|0|=5tH 0|28t R o
QFRE UoIle 2E 1™ EAMIF MAHELICLEaY0lE £ EX|7F A& E|H Cisco XN &
= Xtof| A 2 2|5+04 show tech-support B 2| Aot &7H X2 K| =& HEE M35 AL,

%FIB-3-FIBDISABLE: M Zt £t @/, &% [#]:IPC &I

S 27 HAIX|E o LEtHo|H CHE 2 F HIAIX|7F LIEHE 4= A& LICHOI: %FIB-3-

Id (0]
FIBDISABLE: &2t 8t @7, &€& [#]:& HIAIX|7} & LICH RP IPCO| CHE LC7t 2 S 35HK| et &LCtH
)

$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot
$FIB-3-FIBDISABLE: Fatal error, slot

: IPC failure
: IPC failure
: IPC failure
: IPC failure
IPC failure
: IPC failure
0: IPC failure

P O DN RFEP O W

IPC(Inter-Process Communication)= & ZZMA(RSP EE& GRP) _ElJ VIP EE= LCOIAM & Alod| At

235t T2 EZ2Q/L|C} Distributed Cisco Express ForwardmgOI 1= = [ FI B 2l 91X M E| O]
£2 S7I8tgLct. ozt IPC 2F HIAIX|olE CHS 1 22 o4 7F7<| ¢elol A LlEF

IPC &1}
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ol HHE ALE35t04 AKX IPC HEHE EME = U&LICH ol 8t M2 o] E24E 7500 Series2t
12000 Series 70| M2 CHE &= USLICH

. show ipc status - IPC 27, NACK 2! ipc_output_failuresE & Q15l= O AFEELICH.
. show ipc nodes - 4 7= & & Ql5t= O AFSElLICE.
. show ipc queue - ACKE 7|CtZ|= IPC HAIX|E =fQl5t= Ol AHSELICH
7500 SeriesOil M £232 it Z&LICt

Router#show ipc status
IPC System Status:

This processor is the IPC master server.

1000 IPC message headers in cache

1591560 messages in, 5884 out, 1587095 delivered to local port,
2757 acknowledgements received, 2764 sent,

NACKS received, 0 sent,

messages dropped on input, 276 messages dropped on output

no local port, 264 destination unknown, 0 no transport
missing callback or queue, 0 duplicate ACKs, 5 retries,

P O O O O

message timeout.

12 ipc_output failures, 0 mtu failures,

0 msg alloc failed, 0 emer MSG alloc failed, 0 no origs for RPC replies
0 pak alloc failed, 10 memd alloc failed

2 no hwg, 0 failed opens, 0 hardware errors

No regular dropping of IPC output packets for test purposes

Router#show ipc nodes
There are 3 nodes in this IPC realm.

ID Type Name Last Last
Sent Heard

10000 Local IPC Master 0 0

1030000 RSP-CY RSP IPC card slot 3 7 7

1000000 RSP-CY RSP IPC card slot 0 10 10

Router#show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.
IPC messages waiting for a response.

IPC messages waiting for additional fragments.

There are
There are

There are IPC messages currently on the IPC inboundQ.

o O O O

There are messages currently in use by the system.

12000 SeriesOi| M £342 CtS 0t Z&LICH.

Router#show ipc status
IPC System Status:

This processor is the IPC master server.
19244592 messages in, 26698 out, 19244448 delivered to local port,

102 acknowledgements received, 4780307 sent,

NACKS received, 0 sent,

messages dropped on input, 0 messages dropped on output
no local port, 0 destination unknown, 0 no transport
missing callback or queue, 0 duplicate ACKs, 0 retries,
message timeouts.

O O O O O o

ipc_output failures, 0 mtu failures,



0 MSG alloc
0 pak alloc

failed,
failed,
failed opens,

0 emer MSG alloc failed,
0 memd alloc failed

0 no hwg, 0 0 hardware errors
Router#show ipc nodes

There are 4 nodes in this IPC realm.

D Type Name Last Last
10000 Local IPC Master 0 0
1000000 GSR GSR Slot O 23 a7
1010000 GSR GSR Slot 1 23 26
1040000 GSR GSR Slot 4 23 29

Sent Heard

Router#show ipc queue

0 no origs for RPC replies

There are 0 IPC messages waiting for acknowledgement in the transmit queue.

There are 0 messages currently in use by the system.

X EAE FHR2E7 S7t6tH CHE &R0l CisH IPC7L M2 > E[ K]
= LCE RHE &S HLE, O] 23 E reload B (7500 Series8| A <) EE= hw-module slot [slot#]
reload FZ(12000 Series8| A)=2 A=M5t0{ AjAdZd5H0F B LICH LCE A
£XROZ 0|SsHMAI. OB

7t SFREX| doH EEE CIE
L= LCE mAgfLCh.

mEE| 24

OF A
Ls H

HSotx| o™

12000 Series Internet Router0f| A TE 2] XA 7} O = Q&L

S StLE7F 228 32 IPC HIAIX|7H Ol mEEIE S1E £+ gica

LIEFS &= QI&LICH Lt o] B2 A0l /e miEElE 7IE2|7|=

LIC}.

CtZ 3t Z 0| show controller fia B& 2 4l&5t0{ SFC & stLt7F & eHX| &ele

Router#show controllers fia
Fabric configuration: Full bandwidth redundant
Master Scheduler: Slot 17

>From Fabric FIA Errors

/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.

/en/US/docs/net_mgmt/wan_service_administrator/1

/en/US/docs/net_mgmt/wan_service_administrator/1.

redund fifo parity 0 redund overflow 0

1/administrator/guide/getstart
1/administrator/guide/getstart

.1/administrator/guide/getstart
/en/US/docs/net_mgmt/wan_service_administrator/1.

1/administrator/guide/getstart
1/administrator/guide/getstart

cell drops 1

crc32 lkup parity O cell parity 0 crc32 0
Switch cards present 0x0017 Slots 16 17 18 20
Switch cards monitored 0x0017 Slots 16 17 18 20
Slot: 16 17 18 19 20
Name: cscO cscl sfcO sfcl sfc2

/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.

/en/US/docs/net_mgmt/wan_service_administrator/1

/en/US/docs/net_mgmt/wan_service_administrator/1.
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/en/US/docs/net_mgmt/wan_service_administrator/1

1/administrator/guide/getstart
1/administrator/guide/getstart

.1/administrator/guide/getstart
/en/US/docs/net_mgmt/wan_service_administrator/1.

1/administrator/guide/getstart
1/administrator/guide/getstart

.1/administrator/guide/getstart

1/administrator/guide/getstart
1/administrator/guide/getstart

.1/administrator/guide/getstart
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LICt. 0| 32 BHX] f

Z IPC ZZ2MA
7ztol

Ct.SFC(Switching Fabric Card)
2 |AE 27 HAIX|7}
CtE HAIX|Z EAIZ[o{oF &
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/en/US/docs/net_mgmt/wan_service_administrator/1.

los 0 0 0 0
state Off Off Off Off
crcle O 0 4334 0

To Fabric FIA Errors

/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.
/en/US/docs/net_mgmt/wan_service_administrator/1.

1/administrator/guide/getstart
0
Off
0

1/administrator/guide/getstart
1/administrator/guide/getstart
1/administrator/guide/getstart
1/administrator/guide/getstart
1/administrator/guide/getstart

sca not pres 0 reqg error 0 uni FIFO overflow 0
grant parity 0 multi reqg 0 uni FIFO undrflow 0
cntrl parity 0 uni req 0 crc32 lkup parity 0
multi FIFO 0 empty dst reqg O handshake error 0

cell parity 0

g2

O| oo A seco2

x| SHok g L|Ct.

Moz 2K gHL HEVIPEE LC

7tE & stLhot Mol 2 #-EEIX| o™ = ZR2MM(GRP = RSP)2t S4E +
log BHEZ Astod EOE QI £ UELICLOIE BE Al X7t LHEFHSS
LCo| &E{E = lat oF °H—II:+

show diag BHE2

- 7500 AlE|Z:
Router#show diag | i (Slot|Board is)
Slot O:
Board is analyzed
Slot database information:
Slot 2:
Slot 3:
Slot 4:
Board is analyzed
Slot database information:

—

A3stod LCo| x| SEHE F©

| St
=

Slot 5:
Board is analyzed
Slot database information:
Slot 31 (virtual)
- 1200 Al2|=:
Router#show diags | i SLOT | State
SLOT 0 (RP/LC 0 ): Route Processor
Board State is IOS Running (ACTV RP )
SLOT 1 (RP/LC 1 ): 1 port ATM Over SONET OCl2c/STM-4c Multi Mode
Board State is Line Card Enabled (IOS RUN )
SLOT 2 (RP/LC 2 ): 1 Port Gigabit Ethernet
Board State is Line Card Enabled (IOS RUN )
SLOT 3 (RP/LC 3 ): 3 Port Gigabit Ethernet
Board State is Line Card Enabled (IOS RUN )
SLOT 4 (RP/LC 4 ): 4 port ATM Over SONET OC-3c¢/STM-1 Multi Mode
Board State is In Reset (IN RSET)
SLOT 5 (RP/LC 5 ): 8 Port Fast Ethernet Copper
Board State is Line Card Enabled (IOS RUN )
SLOT 6 (RP/LC 6 ): 4 Port Packet Over SONET OC-3c¢c/STM-1 Multi Mode
Board State is Line Card Enabled (IOS RUN )
SLOT 7 (RP/LC 7 ): 1 Port E.D. Packet Over SONET OC-48c/STM-16

.html

.html
.html
.html
.html
.html

A& LICH show

SeqdFELICHES



Single Mode/SR SC-SC connector
Board State is Line Card Enabled (IOS RUN )

SLOT 17 (CsC 1 ) : Clock Scheduler Card(8)
SLOT 18 (SFC 0 ): Switch Fabric Card(8)
SLOT 19 (SFC 1 ): Switch Fabric Card(8)
SLOT 20 (SFC 2 ): Switch Fabric Card(8)
SLOT 24 (PS Al ) : AC Power Supply(8)

AP AEHE 12000 Seriesol M 2H2! EMSIE2 2, 7500 Seriesol A 7} .

F}E7} Cisco 10S Software0ll M X[ HE|l=X|, 22|21 #A A™ S0 £ E 0|0|X[7} A=K &l
LICHO|E 2|5l Software AdvisorE AFEE 4 USLICHSEE 1ot siY). AZEQo{7 HAX
o2 M 52l <, sl LCE CtA| &5t 7{Lt microcode reload B2 (7500 Series8| BR) EE=
hw-module slot [slot#] reload ZZ(12000 Series2| AR)2 A&5t0d RHA™EFLICEH

LC7t CtA| S 3HX]| €
golgtL|c Ol A S36HK| o™ VIP EE

Lt Leo HIZ 2|7 88X, Ciscodl M &7 = CiscodlA £0218 S S LA HIZEIE +
I.

£g=C
U= x| 2olg & olaLch B2 E 930 HE2|E AR5 /L 0l0|223EE YEE e
7t BF8 Z2 LCIH REEIX| k&LCh

VIP £ 29l FtE(H 0|4 Hu{7}t 18)

LCE HIZE|I7I £F5t11 IPC S4l0| Yl = e HIEHZI H 0|4 i = &LICHo| B2
LCo| H2Z|E i o|=sHof &rlct.

Cisco I0S A Z EQJo{ Ha

CIE 2E Zdo| MAXo 2 Ho|lE A2 Cisco 10S Softwaref| A {27} gr gk 7t s
A|2.Cisco 10S Software & Z|A EQQIQ %A HMOZ Yado|=E5tH 2E TI™ IP
JHEILICE

HMA FE JiM0| FHE EF 12000 Series & ALBH[MIME 0|28t 2F HAIXK|E ¥ £ Us
L|CHEF 7|21 =2 no access-list hardware psa &2 A%35l04 0| MEZR2 7|sE HI& dst35t
= AULICERIMIEH L& 2 Cisco 12000 Gigabit Switch Routerl] MA S8 Hs 7HME =51
AA|Q

= —r .

HIAIR|S] HRlE & 5= Q7L Bl2|A w0l CHEH CCOMM AFEE &= &= |4l Cisco 10S

Software & 2|A0 EX7F 045| LIEHE A2 M2 Cisco |0S Software HH17} & ME £~ Q&
L|Ct.Cisco X|¢ HE At/ AH 22lst0d X[Z7HK| =& Bt Tl|o|E{2t & 7H show tech-support & show
cef linecard BE 2| £2332 MSsHAAIL.

OIR(Online Insertion and Removal) EE VIP &

VIP 8= ¥ RSP I{Z! HIZ2|(MEMDEIE &)7t S HEIT RSP VIP ZHe| IPC 244 0| A E
LICL.RSPO| VIP S & &0 IPC T4 Ef|0|E 0l M Cisco Express Forwarding HIA|X|7} CHZ |l &
2, 0|48t HIAIX|= Algt Z1HE & Qe CHE LCO| A Cisco Express ForwardingO| H| & A 5H&
£ A& LICH.Cisco {1 ID CSCdv87489(S S & 11 2ot siE)= Cisco Express Forwarding® OIR,
LC CIA| EE EE= MEMD HIZEE & R[5t RS ch7| Dol M HIAIXIE Z2{Al5t04 RSPOIM
O] EXME sl &rLIC}.Cisco {1 ID CSCdu81796(S S El 1148k 3l{E)2 Cisco 1000 Series 2t
E{oi M Ol 2XE& sHZAF LICt.
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VIP EE= LC2| OIRE &5t CHE £% 0 A FIBDISABLE 2F 2|71 &
g2 RP°| Cisco Express ForwardingO| VIP & &tL}0i|A{ OIR O[HIEZ I3}
IPCE Q146 X| 28l 2 MstL|Ch Cisco H{1 ID CSCdv47664(SSEl T ZHD
sHZAgLICt

S == gLl
CHE VIP 7H=0f
o Tl )7+o|-rx1|E

%F1B-4-RPPREFIXINCONST2/1 %! %FIB-4-LCPREFIXCONST2/1

EtRE 230l M CHE HAIXIE #2lE = Q&L

$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.205.54/32
in FIB table Default-table (present in routing)
$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.205.231/32
in FIB table Default-table (present in routing)
$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.221.68/32
in FIB table Default-table (present in routing)
$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.216.52/32
in FIB table Default-table (present in routing)
$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.216.96/32
in FIB table Default-table (present in routing)
$FIB-4-RPPREFIXINCONST2: RP missing prefix for 195.74.216.55/32
in FIB table Default-table (present in routing)

CcC
4

rr

$FIB-4-LCPREFIXINCONST2: Slot 1 missing prefix entry for 64.0.17.0/32
$FIB-4-LCPREFIXINCONST2: Slot 1 missing prefix entry for 64.0.45.0/32
$FIB-4-LCPREFIXINCONST2: Slot 1 missing prefix entry for 64.0.23.0/32

O] A= 7500 2! 12000 SeriesE X £ 5104 Distributed Cisco Express Forwarding2 &8ss 2
£ st=flofof F& O|ELIct ol 5 H|A|X|= Cisco Express Forwardlng Uzt HAALZ|7¢
Cisco Express Forwarding El|O|& 7to| EUX|E HME M Mdkl= ZoLC.

Yrd dA7|E Mz CHE HIFLIE S AH86to EYLRIE A&LTH

LC EE&= VIPE IS MEE = 81% GRP EEE RSP FAE MEELICHGRP == RSP} &
HESUS BXItH EYX|7I Z4X[2]lT 2&0 2F HAIX|7F QI ELICH,
LC, VIP & GRP EE£ RSPE 60%0ICH T A= 20| Me FAZIE22L 10008 M2 M&ELUCHE
Lx|7t B XIE|H 27 HIAIXIZF LEEFS LT
EUX|I7t +HEIX| fomM HAZZE = Q= Ciah & AK|E miZlo| YME =~ l&LICt ol2{Et uﬂAI
X7 EAIEH HA 2F HIAIX]of Q EE_I C|HFO|A 04 A show ip cef B2 A&t 1 HFAZL Q)
=X 2elstE JAULICH o|ZE A 5t Bt RE{7F 2UXIE RN 2R A=K 0{5 7t LAIE'LI

otefoll= Zt HIA|IX|of CHEF REAMIEE B o|2{8F HIAIXKIE AM7Hst7| @8t Z 74X| HE AtEHol Lt
oF A& LICH.

- %FTB-4-rPPREFTXINCONST2 - I A[E LY ZHALZ|7} 2t 8 E|O|E 0| A RP2| Cisco Express
Forwarding ElO|E0] iz HFAIE AMIMEGLICH LA|IZQI éiEHo T AUELICLSYe HF
ATt EtE = @7 E NE35HE B Cisco Express Forwarding 2! 2H2 & E|O[E 0 HF A
E EIgtLIC HSF A7} 52HEl B2 Cisco Express ForwardingS H|& 443t 7{LE & A5H51 4

Al2.
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- sr1B-4-rRPPREFTXTINCONSTL - IA|E LEA HALZ|7F RPO| @i= LCo| TH H|O[E0M MFALE
AMAMELICH LA HEfY = UELICLS LS HF AL ERE|l= LR E MSste B2
RP & 2tQ! 7= 9| Cisco Express Forwarding MFAtE QI LICH HRFH B2 clear cef
linecard BE S A& 5™ Alf Cisco Express Forwarding Ell0|2 0| 2+Ql 7t=0i Ct2 2 = FL|Ct

. sF1B-4-LcPREFIXINCONSTL - INZIO| LCO| =& X|TF CHA 1P =4 £ 3|7F MY E|O|[E0|AM o] I
FALE B3R ZRELICE L HF A7 RPO| UELICHYAIRQ! HEHY = U&LICHSYUSt
HFAZLEESElE 2F 8 M3 stE 2 RP X LCOA Cisco Express Forwarding 5 AHE
QI LICHE Q3 A2 clear cef linecard BE 2 A& 5H™M M Cisco Express Forwarding Ef| O]
E 0| LCoil CtR2 R EE|L|Ct. £t clear adjacency B2 AEH5104 /32 HFALE CHA| ZEE £
T JU&Lct

. sFTB-4-LCcPREFTXINCONST2 - IJA|E 2t ZHALZ7|71 RPO| /& LCol ZIE H|O|E0| e ™5
AE LAMELICH LA MR HEHY = UELICLS LS HFAI HHEEE 2FE MSstes
A2 RP & LCHIA Cisco Express Forwarding S AE & QI&L|CH 223t ZH2 clear cef
linecard BRI S AISH5ITH A Cisco Express Forwarding E{|0|£ 0| LCOi| Ct2 2= L |CH 5t
clear adjacency BEE AlA5t0{ /32 HFAIE CtA| EEE =& JU&LICHHAIX|7} 8 BHBH E
AME|D ELUX|7 FA| +HEIH UA|XHRI OHEY £ ol ZX|7t HRetK| f&Lct. e
L} o248 HIAIX|7t BE O] &= A E[HLE 2R E{7} O] &S A2 S| ZstK| 22 Cisco
Express Forwarding ZE0|M AZEQ|0{ HOE & + U&LIC.Cisco 10S Software 22|
A 12.0(17)S1 L 12.0(17)ST104| A O|248t A= E Qo H27} 042 7H =™ EIA&LICEH 2
O| 12| Cisco I0S A Z EQJ0{E Adst D JUeX| &l Al 2E(A EfQlo] x4l HH
OS2 Yado|=8t Foll= EAI7F A& LEEILIEH Cisco X B E X0 AH| & 2/5+01 show tech,
show ip route 2! show ip cef BB 2| £22 x| S5t & A2 .81 no ip cef table consistency-
check o3 Zdx| 8|0l HEES A™Asto] Ut HAALZ|E sliAE = A&LICt

O| 27 MIA[X|of CHEF AFAMIEH LI 2 X 32 &2 Cisco Express ForwardingZt 215 At £ & X|
=X HAS FZSHMAIL.
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%FIB-3-NORPXDRQELEMS: &% [#]M CHEF HIA|X|E £H|5t= S¢ XDR # 24
7t B AE[}&LCT

&t1: 0| 27 HIA|X|of CHEF AT HE AMEE O & 0|5H3tE{H O] A 2| XDR(External Data
Representation) 7H2 MME XS4 A|IL.

RP7} A AEIO| LCO| HIAIXIE B =H|E st SO HAIX|IE ™E35H7| {61 chr (ol = o &
Q7Y A B2Z0| 2F ADL

zQ
i)
-
ful

Cisco 12000 SeriesO| A CH 2 2t & YO|O|E(0d:
Express Forwarding= H|&&&te = JU&LICEH of = 2 X
Distributed Cisco Express Forwarding 22|22 HIZ M3 6= nat1oc LFE 71

042 £0{ RPOIAf 260 k OSPF(Open Shortest Path First) 32 & AF235104 ip ospf Z2ZMAE K|
M CHS 2F HAIX|I7F ZAIE = JU&LICH

%FIB-3-NORPXDRQELEMS: Exhausted XDR queuing
elements while preparing message for slot 2
-Process= "OSPF Router", ipl= 0, pid= 149
-Traceback= 41060B88 40D5C894 403D130C 403A4484 403AB49C 403AAB10
403AB7BC 40736FCC 407384E0 401BEO9BC 401BE9AS8
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$FIB-3-NORPXDRQELEMS: Exhausted XDR queuing elements
while preparing message for slot 4
-Process= "BGP Router", ipl= 0, pid= 104
-Traceback= 600CDC74 600DC3D0 6038FA90 6036C940 60374510 604A2F30
60753168 604A2FAC 604A9BCO 6018BD8C 6018BD78

&t3: o|2{8t HIA|X|= %FIB-3-rreprsarne: , 6: 2! %FIB-3-NOMWARNING:DCEF Malloc .
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100k BGP B2 E T™&ste sot it

=
=

%0SPF-5-ADJCHG: Process 100, Nbr 161.10.
from LOADING to FULL, Loading Done

%0SPF-5-ADJCHG: Process 100, Nbr 161.10.1.1 on GigabitEthernet3/3 from LOADING
to FULL, Loading Done

%0SPF-5-ADJCHG: Process 100, Nbr 161.10.1.1 on GigabitEthernet3/2 from LOADING
to FULL, Loading Done

%0SPF-5-ADJCHG: Process 100, Nbr 161.10.1.1 on GigabitEthernet3/4 from LOADING
to FULL, Loading Done

on GigabitEthernet3/1

%BGP-5-ADJCHANGE: neighbor 161.10.11.1 Up

$FIB-3-FIBDISABLE: Fatal error, slot 6: no memory
$FIB-3-FIBDISABLE: Fatal error, slot 3: no memory

$SYS-2-MALLOCFAIL: Memory allocation of 65540 bytes failed from 0x401C783C,
pool Processor, alignment 0
-Process= "BGP Router", ipl= 0, pid= 120
-Traceback= 401CAB20 401CCF80 401C7844 401C8044 40FD017C 40FD032C 40D65AFC
403D4174 403A7BA4 403AA4D0 40712200 40712EF4 4112E760 40712FEO0 406EDD10
401C155C
Queued messages:
%$SYS-3-LOGGER_FLUSHING: System pausing to ensure console debugging output.

$FIB-3-NORPXDRQELEMS: Exhausted XDR queuing elements while preparing message for
slot 4
-Process= "BGP Router", ipl= 0, pid= 104
-Traceback= 600CDC74 600DC3D0 6038FA90 6036C940 60374510 604A2F30
60753168 604A2FAC 604A9BCO 6018BD8C 6018BD78
$FIB-3-NOMEMWARNING: Malloc Failure in DCEF

Ol ZEXl= 2 2t E YOIO|E &of L{F B2 RP HZ22|& At&3t= Cisco Express
Forwarding0i| 2|5H & ’é'ii LIC}RPE Cisco Express Forwarding IPC CHZ |20 AR 7Hs 8 HIZ2
2| CH7|d XDR HIAIX|E At&5t04 LCE oH5| =2l S 2 e 3l ok & LICt.Cisco Express
Forwarding IPC HAIX| & E2 SR £|CH 1/4Z0tCh (ZE CH7| B0l A) 257H2] IPC HIA|IX|2
stEILICH O Aot RP &9/ CH7|¥0| 2 37|12 &7+5t0 A8 7hs8H RP HIZE|7t g2z
mallocfail O] EF 3}t Cisco Express ForwardingO| HI& A 3HE|L|Ct.

0| B Cisco Express ForwardingOI LCOH Mutslof 5t= ME ol ¥2 0|7 25 BGPL| %|cH A
22 Z0|HL}t 24 BGP YH|0|E £0[7| 9l TCP ’I=? 27[& EY & UELICHLAA
g LHE2 2|Mol gt2E H4 G BGP IHIEEI AH| ZAE FHEFAAL.

12.0(16)S, 12.0(16)ST, 12.1(9), 12.1(8a)E, 12.2(2) = 12.2() TR ALt Z'E Cisco 10S
Software Z2[AE A™ 521 B2 ip cef 22l FtE= [HIEEI <0-10-120)T2| 07 H+E ZHS0 ®
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fjo
L4
220
Ll
or

|C}. OKB> interface configuration B ILICH. 7|2 SZ2 25749 HE
74 | e ARl ZeiZof et E2RILICH ol LC H2 2o
222 50%Z xﬂé%l—ltr o] BH:

. Cisco Express Forwarding 2t 22 S5l HAIX|E YO|O|IEE = JUES CH7 (€| H Bt &
ol LC HEEIE &T¢E = A&LICH

. Cisco Express Forwarding (O|0|EE& O Al&5HAH & 2|A5H0d RPOUIM HIZEIE =HEE =
&LCh

. RPOﬂA—i HEZE2| 2F Z740| st x| =5 gFL(Ct.

=]
?le| 2 F HAIX|7} LIELIRH LC IPC HIZE|IE sEl= A0
5t04 0| ”""—5‘2 AdstE XWol E&LICH iR 22 F< 0]
BE2 S 2ol AFSELU

Router (config) #ip cef linecard ipc mem ?
<0-128000> Kbytes of linecard memory (limited to 50% of total)

Router (config) #ip cef linecard ipc mem 10000

Router#show cef linecard detail
CEF linecard slot number 0, status up, sync
Linecard CEF version number 8

Sequence number 3, Maximum sequence number expected 27, Seq Epoch 1
Send failed 0, Out Of Sequence 0, drops 0
Linecard CEF reset 1, reloaded 1

33 elements packed in 4 messages (1030 bytes) sent
1 elements cleared

linecard in sync after reloading

0/0/0 xdr elements in LowQ/MediumQ/HighQ

8/9/13 peak elements on LowQ/MediumQ/HighQ

Input packets 0, bytes 0

Output packets 0, bytes 0, drops 0

O| H&dol| CHet REMIEH LHE 2 ip cef linecard ipc HIZ 28 & ZSHAAIL.

%FIB-3-FIBBADXDRLEN %! %FIB-4-FIBXDRLEN

O| @7 MIA|X|of CHEF M L HE A S o & o|&l5H 7| {8 HX 0] & A 2| XDR(External
Data Representation) 7H2 MME ol= Zd0| E&LLCE

CHE 27 HAIXZ7F ZAIE = A&LICH

$FIB-3-FIBBADXDRLEN: Invalid XDR length. Type/len 6/29479.
XDR at 0x622D1F2C
-Traceback= 600C786C 601D4B50 602CF7A8 60183454 60183440

O| HIA|X|= XDR HIA|X|of| CHEF 3 7} K] 7|E AME sdste U5 HAIX] AT Z=0iM 7S
| |

LICt. 0| AL Zo| Z=oil 2t 294797 = & E XDR HIA|X| & 0| £=AlE|Ri&LICH o] ZolE dlo]
E{7} &= HEHEC 322 I =AM o| HAIXIE S A|IELIC}H

12000 SeriesOiA THE 20| St=9fo ZE 0| YT TS &4 Al17{ XDR 2 F HIAIX|7t HUE =

A&LICHSFC & §tLtofl CRC(Cyclic Redundancy Checks)7} 4= X| & Q1524 show controller

fia HHE Ao A2 HEE2IS &=QIFLICHES 208 &0QI5t04 0] 2F HIAIX|S F7IE
HEFES 25 HEE M3E = U= ot E HAIX|7E J=X] & elstok g Lct

ok
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%FIB-3-FIBLC_OSEQ:& % [#]2(8) At & = iaL|C A|3HAT} Qi&LICE[#]0]
(Zh) B et #H=2(8E) 2 A&L] .

RP7} LCOIM A[EHATL Ol IPC HIAIX|E B2 B2 Ol HIAIXIZ7F EAIELLCHIEIM XIHE &R
0{| A Cisco Express Forwarding 2| 2/0| HI& &3t E|i& LCt.

BETL HHL RP7LCHA| REE|E B2 RP 2£01| 27/ HAIX|I7F EAIE &= /J}&LICH

$FIB-3-FIBLC_OOSEQ: Slot 11 disabled - Out of Sequence.
Expected 9637, received 9638

Ol HIAIX|= CtE &R & HAIXIQE &7A LIEHE &~ &Lt

SLOT 11:%FIB-3-FIBSEQ: Out of sequence. State 9637 Rcvd 9638
ot2iiet Zo| €20l M Cisco Express ForwardingO| HI& A3t = K| & 215t2{T show cef
linecard &2 A LICH

router#show cef linecard
CEF table version 40975, 47 routes
Slot CEF-ver MsgSent XdrSent Seqg MaxSeqg LowQ HighQ Flags

11 40750 9642 164473 9639 9661 0 0 up, sync, disabled
7™ Ant= gi&LICho| o|HIE 7L ehASHHE FIB Ef| 0|2 0| CHA| ZEEILICH 22 E 22X 7| g A4
P':'._ clear cef linecard <slot #> &S E'gct'ga* £ Q& LICH 1™ CHS show cef linecard Y2 A
&listod LCo| AENE &IELICE 7500 SeriesH| A Cisco Express ForwardingeS H|& 438}t CHS C}
Al gM4381e = Q&LICH 27} Al LIEILFHE VIPO| OIO|3 23 E reload B2 Aldslod o] 2
MNE aliZ23HoF &LICkH12000 Serieso| A LCO| hw-module slot <slot #> reload B A&isto] &

AN 7 siZE=ElLc}.

%FIB-4-PUNTINTF:CEF H&! nH?'OI [infl(2)2 TetElo] OhE =8l B & %FIB-
5-NOPUNTINF:CEFMIA] [int] 2 MHZ! T2t CEA| Al%f

Cisco Express Forwarding0ll M #4& Z1Z|124[0|ME S35l 0| £ QIEHO|AMM LR E= 2 E
mZS TMete = Qe T %FIB-4-PUNTINTF MIA|X|7} ﬁAIE'I—Il:r Cisco Express Forwarding2
o] o|E.|u_-||o|A§ |_2|_|'E._| .u.H7|° CISo2 8l AQE A2 E MEEHLICHCIE A2 A20f st
RMEt L2 HE2{F 0l CHer £|XMo| 2t RE| A2|H FAE ME HEHS XS MA2.

Cisco Express ForwardmgOﬂA-I O| PIE|H|O|AR ME=E miZIS ClS &l AQ2l Az 2 MEsiT
QIE{H|0|A Z4I|22f|0|4Ad0| #4Z3E|0 Cisco Express ForwardingO| O| QIE{H|O|A 2 ™MEHS I:Ml
AEE = AT S %FIB-5-NOPUNTF HIAIX|E A ElLICEO| HIAXIE HE MSE0I=2Z CHF
o| d¢ = X7t Hestx| ef&LCH

$FIB-4-PUNTINTF: CEF punting packets switched to P0S2/0/0.1
to next slower path

O| HAIX| #oll= elE{m|o|A ZT|Tei 0|0 HEE =0 O] HAIX|7F LIEHE & A&LICH

$FIB-5-NOPUNTINTF: CEF resuming switching packets to P0S2/0/0.1
Cisco 10S Software ZIZ|A 7} ip cef H2i0| MU= & A43t |1 7H4F EHZ2/0f no ip route-cache
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cef HHO| TAE 12.1(6)Tt E7H L2F 7Ha HM|A QIE{H|0]A 7 MP(Multilink PPP) & OFAE| Q]
HH7 o chS HAIRIZF EAIELICH

* $FIB-4-PUNTINTF:Virtual-Accessl4 CEF
* $FIB-5-NOPUNTINTF:CEF Virtual-Accessl4d
* $FIB-4-PUNTINTF:Virtual-Access37 CEF

* $FIB-5-NOPUNTINTF:CEF Virtual-Access37
M WS 2 £F2 o248 HIAIX|7t LIEILER| @E= 2o 2 M™st= ZJWJLICHE CHE Stk
£ IP Cisco Express ForwardingE Mo 2 H|&d3slste ZQLICH aqLt Cisco Express
Forwarding2 H|& &35tsts A2 R EHEAM MEE = UE 249 ALIE YOI E LA
x0ol 53 gheqo| Z]o{of &HLICH7500 & 12000 SeriesOl M Distributed Cisco Express
Forwarding2 Cisco Express ForwardingZ} 7|Z2| R E AQ|Z gL |C},

C}2 Cisco 10S Software ZI2|A 0]% - 12.1(8), 12.1(08a)E, 12.2(1)S, 12.1(8)AA, 12.0(17)S,
12.0(17)ST, 12.2(1)T, 012.02(2)(2)0I M AL Xt 7+ HIAIX|E X2 HL X2 m HIAIXI7} 7|2 E| K]
of&LCt t £21104716] show cef interface WE S A5t 7Lt debug ip cef events BHE 2 &3}
5t 04 Cisco Express ForwardingO| &3t c|A=X| & Qle &= Ql&LICH 2t QIE{H[O|A T} CHS
LRI ZEZ2 IS FAISHEE MYE 8 SLUSHAH ABRE A X2IE fI-0| ei&LIct et
LE= £ & 50|7HL} Cisco Express ForwardingsS A|ZFE [ HIAIX|7} 2t S5tK| L2, A|AE
2a0s ZE ™3t 47| ESHE0] chal 2L == HIAIXIZF M XIXK| et &LICt

7tset B2 CHE 319 2IE{m 0| A0l M Cisco Express Forwarding X[ 7SI H| Cisco Express
Forwarding X|d 7|58 T AJsloF & LICHATM QE{H| 0|A S| UE H&=3E Cisco Express
Forwarding0i| A X| 4 E|X| b &L|Ct 2t E{0f| CHEF Cisco I10S Software Configuration GuideE = !
5tod oftH &3t 7t XY= x|, ofH &35 7t X|HE|X| ef=X| & lshok gfLict.

%HW_RES_FAIL4-LOW_CEF_MEM:& % [char]O|(7}) ¥ A AT U&LICE.

2H2E{0| 0|24 HIAIXI= 3t=90f CEF = 2423 7|50] Y QILICHIOS Release 12.0(28)SEE
StEQI01 CEF 523 7|S2 Cisco 12000 Series Engine 2(E2) 2! IP Services Engine(ISE) 2+2!
FtEo M X|HELICH St ER|0] CEF S¢/242 CEF StEQIo{ HIZ 2| L ASIC Z9{g 2[AAE £
g 25 HFHLIELICHS =R 0 CEF S 32 E Sl 2lad AR EE F HEj(o: HEE| &5
= IPC Fol)7t L dlig F CEF7}F HIE & E|n mfZ! MEo| g2 &X| el&Lichetel st=
x| EEIO|HE &%l Bilojo{E Z&5HX| ot LHRMo 2 E[AA HOoHE X E[EfLICH

tEQo] T HIZE|(PLU E= TLU)7} Cisco 12000 Series E2 E = ISE 20! FtE A B 5
ALE Zof7t 2 MSHH 2|AA BLIEE 7|Ss2 A|lAR 2&0 ZE(230 7|8 E 257F HAIX|E
= d10)E Mt BEE VISR LUCLHZE &€ @77t AR KM EfO|H Z(8 2|lAA 2ELIH
dZZMNATEHORIRENM EMSHEILICHO| Z2MAE 18 ZHE2 2 AFSE PLU 2 TLU &t
CEoo 22 HZE|e HEE2 =HleLICHSIER o HEE| A% HIE2 ZatstH FEIF 4
=lL|ctotx|gteo 2 22 HAIX|7} #xste HEZEls TLU H22luch1d 37| Hzalolez
Haso|l=E = giaLct

ol

H7=1 HfHA
= o =

rlo

CEE S UL
. PSA ACL HIZM3H(HMA SE 5tE0] psa §i2)

%FIB-4-FIBCBLK2:[IP_address][IP_netmask]| CH &t [chars] O|HIE & cef tableid
[dec]O|(Z}) A& LICE,

CHE2 27 2301 ZAIE HAIX|2 & 74K] of &LCE.



$FIB-4-FIBCBLK: Missing cef table for tableid 63 during route update XDR event
$FIB-SP-4-FIBCBLK: Missing cef table for tableid 33 during Table removal event
$FIB-4-FIBCBLK: Missing cef table for tableid 45 during routing table event

olg4st HIAIX|2| 22l 24Z4El NDB(Network Descriptor Block) G O|E 7t 2121 ZH=0 ©|5H HHE
2|7 ®ME[E7] o 4% VRF - 0| MEE(7| 2 L|Ct o|= 7| 5tH E|0|8 ID7F M =l x|Bt
EO|Z AtA|7t M7HEl= CEF HO|EHM LA EX[7} 2 dlgfLIct ol EXle YEHHo = ofF
7 UL gd0| HAZIH EcHE o|Lt 2t RE{Q| et Mol P& S O|X[X| & LICt.Cisco HH1 ID
CSCsg03483 & CSCee26209= AL A|AE HAIX|E AHEELICEH

TAC MHIA SHS MME 72 22X iz ME £7

TAC MH|A 2% E(SSE et §F)E AH&35tod
TAC MH|A 23S M35t = Z< Cisco Express
Forwarding ## 2/ HA|IX| EHEREE /i ClE H
HE Aol HEect

- MH|IA S MdEst7| Mol sdE EHERE

. show tech-support 38 £2§(7ls8t H* &

| —
E)

- showlog B3 £ £ = Z2& WX (AMSB 75T EB9)
& E HO|EE LS EIX| pf2 it HAE HA(ixt)2
2 MH|A ™o MEFLICHTAC Service Request
Tool(SSE! 1240t 5iE) E2 AH8350{ HEE YE L5
0 MH|A 3ol FIHE = U&LICHTAC Service
Request Tool0fl HMAE = Qi B HAIX| M= Eof
MH|A @™ HS E A& 3104 attach@cisco.comP 2 &
2{ MEEZ B MHIA Q%o 9173 £ ola L],

oL= L =22 T AAHE
#1: Cisco Express Forwarding 221 257 HA|IX| EXE
Hast= ol 2ER6HX| A2 B2 ¢ HEE =&5t7| T
CBIREE S22 ClA| ZESHHLE S ZICHI| CHA|
ZAX| Ot AIL. O|2 I3l EXel 2 & HelE = lst= o
Lottt ZQf HHEI &AE £ &L

o E o
S ? gds 2

7|Et EM SiE 2laa

M
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Cisco Express Forwarding &All sHZ0fl CHet AtMIEH LI 2 CHE E A

. Cisco Express Forwarding Switching Q1 g
q

. Cisco Express Forwarding2 Al235t04 842 213 E E6t 2= dH A 21| 54
. Cisco Express Forwarding®t HF A x| 2Xl allZ
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