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Rout er (confi g) #class-map match-any http-hacks
Rout er (conf i g- cmap) #match protocol http url "*default.ida*"

Rout er (conf i g- cmap) #match protocol http url "*cmd.exe*"
Rout er (conf i g- cmap) #match protocol http url "*root.exe*"
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2. ¥4MZ &5t set BHS AFE5104 2IHHR E "Code Red" oH%'; M o= I A[ELCH
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Rout er (confi g) #policy-map mark-inbound-http-hacks

Rout er (confi g- pmap) #class http-hacks
Rout er (confi g- pmap-c) #set ip dscp 1

3. =41 "Code Red" T{Z/E E A|SIE{H =] QIE{H|O|A A QIHIRE Mo = HAMZ MEF
L|C}.
Rout er (confi g) #interface serial 0/0
Rout er (confi g-if) #service-policy input mark-inbound-http-hacks

4. MH|A HAof 2|5l M™HE CHE DSCP gt 10l YX|5t= ACLE & LICH.
Rout er (conf i g) #access-1list 105 deny ip any any dscp 1
Rout er (conf i g) #access-1list 105 permit ip any any
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Rout er (confi g) #interface ethernet 0/1
Rout er (config-if)#ip access-group 105 out
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Rout er #show access-1list 105

Extended | P access |ist 105

deny ip any any dscp 1 |og (2406 natches)
pernmit ip any any (731764 matches)
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Rout er (conf i g) #access-1list 106 permit ip any any dscp 1
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4. 2t M S 548 2{™ route-map BHES ALSFLICH.
Rout er (confi g) #route-map null_policy route 10
Rout er (confi g-r out e- map) #match ip address 106
Rout er (confi g-rout e- map) #set interface Null0

5. 42 HE = lEmo|Aao HEFLICEH
Rout er (conf i g) #interface serial 0/0
Rout er (confi g-if)#ip policy route-map null_policy_ route

6. &£FM0| A CHZ EH S 5H=X| show access-list R0 A &QIgtLICH &2 ACLE AF2 S0|
T ACL 2Z2 gdstst 2= otellet 20| show log BHE2 AL E =& U &LICH.
Rout er #show access-list 106
Extended | P access list 106



permit ip any any dscp 1 (1506 natches)
Rout er #show log
Aug 4 13:25:20: YSEC- 6- | PACCESSLOGP

list 105 denied tcp A.B.C.D.(0) -> 10.1.1.75(0),
Aug 4 13:26: 32: YSEC- 6- | PACCESSLOGP

list 105 denied tcp AAB.C.D.(0) -> 10.1.1.75(0), 6 packets
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Rout er (confi g) #policy-map drop-inbound-http-hacks

Rout er (confi g- pmap) #class http-hacks

Rout er (confi g- pmap- ¢) #police 1000000 31250 31250
conform-action drop exceed-action drop violate-action drop
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service-policy 332 ArS & LICt.
Rout er (confi g) #interface serial 0/0
Rout er (confi g-if) #service-policy input drop-inbound-http-hacks
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er #show policy-map interface serial 0/0
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Serial0/0

Service-policy input: drop-inbound-http-hacks
Cl ass-nmap: http-hacks (nmatch-any)
5 packets, 300 bytes
5 mnute offered rate 0 bps,
Mat ch: protocol http url "*default.
5 packets, 300 bytes
5 mnute rate 0 bps
Mat ch: protocol http url
0 packets, 0 bytes
5 mnute rate 0 bps
Mat ch: protocol http url
0 packets, 0 bytes
5 mnute rate 0 bps
poli ce:
1000000 bps,
conforned 5 packets,

drop rate 0 bps
i da*"

"*cnd. exe*"

"*root.exe*"

31250 limt, 31250 extended limt
300 bytes; action: drop
exceeded 0 packets, 0 bytes; action: drop
violated 0 packets, 0 bytes; action: drop
conforned O bps, exceed O bps, violate 0 bps

Cl ass-nmap: cl ass-default (match-any)
5 packets, 300 bytes

5 mnute offered rate O bps, drop rate 0 bps
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