ISR, ASR ! Catalyst LIE {3 Exl|of ZIE HH

o] M0l M= Cisco ISR(Integrated Services Router), Cisco ASR(Aggregation Services Router)
2! Cisco Catalyst 6500 Series 22| x| 2! 7600 Series EP-?-E'|°| =X 520l Eeet ZIT C|o|HE
XPEOE £ %5t 7| 2|5l DS(Diagnostic Signature)E T3t ol CHal A EhLICt.

A F MY

QF MY

ol 2 Aol Chet 53 20| giaLIC
MNEElE Fd 24

Ol EM ™A AFR ElE= show H2I2 Cisco I0S® A 15.4(2)T32 A&3HE Cisco ISR 3945
Series EFE{O| A X E[}A& LICEH

DS X|&2 Ctg o LIEE Cisco 10S HTO0|MH AL & = U&LICH

=& AZEQ o HE

ISR 1900, 2900, 3900 Series 2+ E Cisco 10S 15.4(2)T O|4f

ISR 4300, 4400 Series 2t E Cisco 10S 15.5(2)S, I0S XE 3.15 0|2t
ASR 1000 Series 2t E Cisco 10S 15.5(2)S, 10S XE 3.15 0|4}
Cisco Cloud Services Router 1000V Series Cisco 10S 15.5(2)S, 10S XE 3.15 0|4}
7600 Series 2H<E] Cisco 10S 15.3(3)S 0|4

Catalyst 6500 Series & 2| x| Cisco 10S 15.1(2)SY3 0|4}



Ol EMel HE= EY & 32| Cluto|a & Bz A ER{&LICE Ol 20 AL El E% C|H}
OlaE X7I3tEI(7|E) Zu|agoldMez A|7S.*E|‘211..‘.I«IIZP.<.=_=|7<H HELZI 5S &2 8 =
BEo{e| MM IS O|2] SKIstAlZ| HFEfLICH

HiE EE

DS= EX| EE2|7{ O|HE I 22X siiZ2S o = 2ol cHet ME7F Z & & XML oL L[ch
.Cisco TAC(Technical Assistance Center)0l| A 244 |04 Smart Call HomeS &35l HiE

So =R ClHolAo] mtdE EEE = JU&LICEXIHE 32| =Aloi 2est DSE &
DSLT(Diagnostic Signature Lookup Tool)& A& &= Q& LICH.

rl

O] £ MOiX= PVDM-3DSP &
DSe Ot HYE s Lch

HZ25t7| QI3 DSE &0t FEsHE WS MTELICHOl

ﬂ||0
ol

4. =& E H0|E{E o|MIY(attach@cisco.com)2 2 T&EHL|CH.
C

M| Al ‘H4E Z|CH DSP crashdump It =, O|HIY M|F 0l AHSE AHO|A 1S, DSP S & 9
A2 U2 O|HY FAE Adtet= HIAIXIZF ZAIE LCH

ol 4 Moj A= DSE T

Hy

She 2hedol CHal MLt
-4
2t 3:DSE Cisco 10S2] call-home 7|50i & &L|Ct.

DSE #535t7| flal &t =alok ot= X Ml EAH = call-home 7S F85t= JLICH.Call-
home 7|50| &d3tE|H 7|2X S 2 DS X|0| AH5S S 2 &3t E|D CiscoTAC-1 ZETHUE A
8355 TAHELIC

CH= 2 Cisco 10S2| Smart Call Home Z1Z|18{|0]|442] o lL|C}.

service call-hone

cal | - home

cont act -emai | - addr router @i sco. com

mai | -server 192.0.2.33 priority 1
http-proxy "192.0.2. 60" port 3128

no syslog-throttling profile "C scoTAC 1"
active destination transport-nethod http
no destination transport-nethod email

Rout er #show call-home diagnostic-signature
Current diagnostic-signature settings:


//tools.cisco.com/sch/
https://cway.cisco.com/tools/dslt/

Diagnostic-signature: enabled
Profile: CiscoTAC-1 (status: ACTI VE)
Envi ronnent vari abl e:

Not yet set up

Downl oaded DSes:
Last Update
DS I D DS Nane Revision Status (GVIr+00: 00)

& i EAlE ME IDE #7HLE DS XML I L2 2E5h= 2L CHo|ZE A 5PE4':‘4 o{7|et &
Ol ZIEt MB 3| = FolM S8E, ME, EX Hel, 28 78 X AZELo] HUE XSl Al
(@)

DS iDe 104

Deecription: Tt

DS ID7} &= Smart Call HomeE S5 DSE CIRZC 52 OIS HEE AIE5HAAI2.

call-home diagnostic-signature download 10492

DS ItYE ClHfOo|AN| S22 EE5tE{H Ot HEE AFE g LICH

Rout er #copy £ftp://192.0.2.10/DS_10492.xml flash:
Destination filename [DS_10492.xm]?

Accessing ftp://192.0.2.10/DS_10492. xm .. .!

[OK - 3804/ 4096 byt es]

3804 bytes copied in 0.476 secs (7992 bytes/sec)

Rout er #
Rout er #call-home diagnostic-signature load fl ash: DS_10492. xmi


https://cway.cisco.com/tools/dslt/

Load file flash: DS _10492. xm success
Rout er #

CHS2 DS T Lo 7HiE S 5o CHEh 7HE Xl 27|uict

Rout er #show call-home diagnostic-signature 10492
1D : 10492
Narme : DS_PVDMB_DSP_Crash_Event _1

Functionality:
This DS configures DSP crash dunp generation, identifies crash event and
col l ects show comands required to troubl eshoot and identify root cause.

This DS will have no inpact on the performance of the router.

Pronpts:
Vari abl e: ds_nunber _of _files Prompt: Number of crashdunp files
to be stored in the flash (1-5)
Type: integer Range: 1..5
Vari abl e: ds_case_nunber Prompt: Enter TAC Case Nunber
(Case nunber to which diagnostics data need to be upl oaded)
Type: regexp Pattern: 6[0-9][0-9][0-9][0-9][0-9]1[0-9][0-9][0-9]
Vari abl e: ds_user_emai | Prompt: Enter Notification Email-Address
(Emai | address to which problemoccurrence needs to be notified)
Type: regexp Pattern: [a-zA-Z0-9._%-]+@a-zA-Z0-9.-]1+\.[a-zA-Z] +

Prerequisite:
Type . CMD
El ement Li st
CVMD : configt
CMVMD : voice dsp crash-dunp destination flash:dsp_crashdunp
CMVMD : voice dsp crash-dunmp file-limt $ds_nunber_of _files

Event :
Action Tag »oal
Event Tag el
Type . syslog
Syslog Pattern : .*writing out DSP dunp to file (["[:space:]]+).*

Includes action steps that may i npact device state: No

Acti on:
Action Tag »oal
Type : EMAILTO
Emai | To : attach@i sco. com $ds_user _enmi |
Subj ect . DSP Crashdump
Attach SR . $ds_case_nunber

El ement Li st
DATA&col on; show version
DATA&col on; show voi ce dsp group all
DATA&col on; show call active voice brief
DATA&col on; show call active video brief
DATA&col on; show call active fax brief
DATA&col on; show sccp connection
DATA&col on; show dspfarm al |
DATA&col on; dir $ds_dsp_crashdunp_file
DATA&col on; show run

Postrequisite:
Type . CMD
El ement Li st
CVMD : configt
CMD : no voice dsp crash-dunp destination flash:dsp_crashdunp
CMD : no voice dsp crash-dunp file-limt $ds_nunber_of _files



0| EHAE O2zE ¥ ER S &Ejof Us MBol CHef M2 T efLCt

Rout er #show call-home diagnostic-signature
Current diagnostic-signature settings:
Di agnosti c-si gnature: enabl ed
Profile: C scoTAC-1 (status: ACTIVE)
Envi ronnent vari abl e:
Not yet set up

Downl oaded DSes:

Last Update
DS ID DS Name Revi si on St at us (GVIT- 04: 00)
10492 DS_PVDMB_DSP_Crash_Event _1 1.0 pending 2015- 06- 04 20: 01: 24

Rout er #

Mx| Z2 HMA F0i Prompts(ZEZE) MMof o=l ZE0| EAIFLICH

Rout er #call-home diagnostic-signature install 10492

Nurmber of crashdunp files to be stored in the flash (1-5) 5

Enter TAC Case Nunber (Case nunber to which diagnostics data need to be upl oaded)
600000001

Enter Notification Email-Address (Email address to which probl em occurrence needs
to be notified) attach@cisco.com

Al'l pronpt variables are configured successfully.

Rout er #

Rout er #show cal | - home di agnosti c-si gnature
Current diagnostic-signature settings:
Di agnosti c-si gnature: enabl ed
Profile: C scoTAC-1 (status: ACTIVE)
Envi ronnent vari abl e:
Not yet set up

Downl oaded DSes:

Last Update
DS ID DS Name Revi si on St at us (GVIT- 04: 00)
10492 DS_PVDMB_DSP_Crash_Event _1 1.0 registered 2015-06-04 20:01: 24

Rout er #
DSE S5 5™ Prerequisite 44401 x|l 2fJo| A=ELIC O oflof A= DSP crashdump &4
ap prEAE HEo| Y ELICH

Rout er #show run | section voice dsp



voi ce dsp crash-dunp file-limt 3
voi ce dsp crash-dunp destination flash:dsp_crashdunp
Rout er #

Ct=2 2 &elgrLc}.

Ol Mol M= DS7H MAIEIof 2T SH2H &SR

Eg|7{ O[HIE

Cisco0| M= DS7} gHt=27H| &
Ct=2 1t ZHo| test voice driver WS £38 DSP %%

Rout er #test voice driver
Enter Voice NM slot nunber : 0

C29xx/ C39xx Debuggi ng Secti on;

- FPGA Registers Read/ Wite

- 5510 DSP test

- DSPRM t est

- | OCTRL TDM Regi sters Read/Wite
| OCTRL HDLC Regi sters Read/Wite
- | OCTRL TDM Menory Read/ Wite

- get conn store address

- TDM PLL Read/Wire

10 - SP2600 DSP test

11 - Quit

©O© 00N OTWN K-
'

Sel ect option : 10

SP2600 DSP Testing Section:

1 - Display Device Information

2 - Reset 1 DSP

3 - Reset Al DSPs

4 - Downl oad DSP Firmare

5 - JTAG Read DSP Menory

6 - JTAG Wite DSP Menory

7 - Keepalive Enabl e/ Disable

8 - Display DSP Keepalive Status

9 - Simulate DSP Crash

10 - ACK Testing

11 - Set Mord_dsp_debug Val ue

12 - PLD watch dog tiners Enabl e/ Di sabl e

13 - Send Status_Request DSP Message

14 - Display Host and DSP MAC Address

15 - Display PLD and BOOTLOADER Ver si on

16 - G gE enabl e/ di sabl e port

17 - Reset TDM port

18 - Show ports receiving oversubscription tone
19 - Display firmvare build string

20 - Sinmulate Al ARM Crash

21 - Simulate All ARM Crash after Al DSS Crash
22 - Read PVDM PLD register

23 - Wite PVDM PLD register

24 - Inport DSP conmand file

25 - Switch DSP application between HR i rage and Streamnare
26 - Show vi deo capabilities of a DSP

27 - QUIT

0

b
=

ol CHolf ABErLICE

LIt o & 04



Sel ect option : 9

(1=DSP, 2=ARM :1

Enter DSP id : 1

Ent er Mode:

Mode 1: Simulates Assert Condition

Mode 2: Sinul ates Endl ess | oop

Mode 3: Stop High Level Responses to Conmmands

Enter Mbde: 1

SP2600 DSP Testing Section:

1
2
3
4
5
6
7
8
9

Di spl ay Device Information
Reset 1 DSP
Reset All DSPs
Downl oad DSP Fi r mnar e
JTAG Read DSP Menory
JTAG Wite DSP Menory
Keepal i ve Enabl e/ Di sabl e
Di spl ay DSP Keepal i ve St atus
Sinmul ate DSP Crash
ACK Testing
Set Mord_dsp_debug Val ue
PLD wat ch dog timers Enabl e/ Di sabl e
Send St atus_Request DSP Message
Di spl ay Host and DSP MAC Address
Di spl ay PLD and BOOTLOADER Ver si on
G gE enabl e/ di sabl e port
Reset TDM port
Show ports receiving oversubscription tone
Display firmnare build string
Simulate All ARM Crash
Sinmulate All ARM Crash after Al DSS Crash
Read PVDM PLD register
Wite PVDM PLD register
I mport DSP command file
Switch DSP application between HR i mage and Streamnare
Show vi deo capabilities of a DSP
QUIT

Sel ect option : 27

C29xx/ C39xx Debuggi ng Secti on;

1
2
3
5
6
7
8
9

10

FPGA Regi sters Read/Wite
5510 DSP test
DSPRM t est
| OCTRL TDM Regi sters Read/Wite
| OCTRL HDLC Regi sters Read/Wite
| OCTRL TDM Menory Read/ Wite
get conn store address
TDM PLL Read/Wire
SP2600 DSP t est

11 - Quit

Sel ect option : 11
Rout er #



032517: Jun 5 00:02:46.300: writing out DSP dump to file
flash:dsp_crashdump-1433462566-1

032517: Jun 5 00:02:46.300: witing out DSP dunp to file
flash: dsp_crashdunp- 1433462566-1, sequence

032517: Jun 5 00:02:46.300: witing out DSP dunp to file
fl ash: dsp_crashdunp- 1433462566-1, tinestanp

032532: Jun 5 00:02:46. 344: DS-ACT- TRACE: cal |l _honme_ds_regexp_paren_str_get[2571],
run regul ar expression once with pattern .*witing out DSP dunp to file

(["[:space:]]+).*

032534: Jun 5 00:02:46. 344: DS-ACT-TRACE: : writing out DSP dump to file flash:

dsp_crashdump-1433462566-1

032551: Jun 5 00:02:46.348: CALL- HOVE- TRACE: Event 41 description <032517:
Jun 5 00:02:46.300: witing out DSP dump to file flash:dsp_crashdunp-1433462566- 1>

DSo|A E&l| O|HIE EE|HE EXIF=X| & ¢l5t2{% show call-home diagnostic-signature

statistics W& =2 =g L|Cl.

Rout er #show call-home diagnostic-signature statistics

Tri ggered/ Aver age Run
DS ID DS Nane Max/ Dei nstall Ti me(sec)
10492 DS_PVDMB_DSP_Crash_Event 1 0/0/N 0. 000
3900- 12#
3900- 12#
3900- 12#
3900- 12#show call-home diagnostic-signature statistics

Tri ggered/ Aver age Run
DS ID DS Nane Max/ Dei nstall Ti me(sec)
10492 DS_PVDMB_DSP_Crash_Event 1 1/0/N 15. 152
Rout er #

zted 2ol

DS &g #lst7| 2ol 2tz alioF st OHK|S B A= of2det 40|
ot= [t

0424 A
oo =

0%

Al

. éE_EI Al

=

m
0%

- =& E Ho[E7I e E oMY =
0| ofloi M= DSP & &1 show BHo| &

Max Run
Ti me(se

Max Run
Ti me(se

= Smart Call Home2 Sl HIO|E{ ™&
2 &7 attach@cisco.comS Z O|HIY
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