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T1 PRI or CAS
Phone

Lines

Cisco 3640

NAS
Async Dialin Clients

A T 5

9] 1

CIX| 20| Mx|El &€& HZE &QIfLICt show diag EXEC HHE AFE35lod ZE0| Mx|E
&2 2 EQIgrLIct CH2 2 show diag EXEC B o| MZ &24Q]L |},

acc- 3640- ba#tshow diag
Slot O0:

CT1l (CSU) Port adapter, 1 port
! -——- NM-1CT1-CSU is in slot 0. ! -- The Tl interfaces are addressed as controller tl slot/port.
! —- In this example, controller tl1 0/0. Port adapter is analyzed Port adapter insertion tinme
unknown EEPROM contents at hardware di scovery: Hardware revision 1.1 Board revision DO Serial
nunber 22677234 Part nunber 800-01228-04 Test history 0xO0O RVA nunber 00-00-00 EEPROM f or nat
version 1 EEPROM contents (hex): 0x20: 01 26 01 01 01 5A 06 F2 50 04 CC 04 00 00 00 00 0x30: 68
00 00 00 00 12 19 00 FF FF FF FF FF FF FF FF slot 1:

Digital Modems Port adapter, 24 ports
! -- Digital modems are in slot 1. Note that there are 24 modems. Port adapter is analyzed Port
adapter insertion tine unknown EEPROM contents at hardware discovery: Hardware revision 0.3
Board revi sion UNKNOM Serial nunber 0 Part nunber 00-0000-00 Test history 0xO RVA nunber 00-00-
00 .. ! -- Irrelevant Output omitted ....
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Cisco 3640 with T1 CAS

acc- 3640- 6a#show running-config
Bui | di ng configuration..

Current configuration : 1137 bytes

1

version 12.1

no service single-slot-rel oad-enabl e

servi ce timestanps debug uptinme

service timestanps | og uptine

no service password-encryption

service interna

1

host nane acc- 3640- 6a

1

logging rate-limt console 10 except errors

1

usernane dialin password O user

! -- Usernames for local authentication of the call. ! -
- The client presents the username/password and the NAS
! -- authenticates the peer. ip subnet-zero ! no ip
finger no ip domain-1ookup ! async-bootp dns-server
10.98.1.220 ! -- Specifies (for async clients) the IP
address of domain name server. async-bootp nbns-server
10.98.1.221 ! -- Specifies (for async clients) the IP
address of WINS server. call rsvp-sync ! controller T1
0/0 ! -- T1 Physical interface controller configuration.
! —— Interfaces are addressed as controller slot/port. !
-- In this example, the NM-1CT1-CSU module is in slot 0.
framing esf ! -- Framing for this T1 is Extended Super
Frame (ESF). ! -- Obtain this information from the
telco. linecode b8zs ! -- Linecoding for this T1. Obtain
this information from the telco. dsO-group O timeslots
1-24 type e & minmediate-start; ! -- CAS T1 with E & M
Immediate Start provided by telco. ! -- Verify your
signaling type with your local provider. Prior to Cisco
IOS ! -- Software Release 12.0(5)T, this command was
known as cas-group. ! interface Ethernet2/0 ip address
10.98.1.51 255.255.255.0 hal f-duplex ! interface G oup-
Asyncl ! -- This group-async interface is the
configuration template for all modems. ! -- Individual
async interface do not have to be configured since they
! -- can be cloned from one managed copy. ip unnunbered
Et hernet 2/ 0 encapsul ati on ppp di al er in-band dialer-
group 1 /--- Apply interesting traffic definition from
dialer-l1ist 1. ! -- Note: The specified dialer-group
nunber nust be the sanme as ! -- the dialer-1list nunber;
inthis exanmple, defined to be "1". ! -- Interesting
traffic specifies the packets that should reset the idle
timer.

dialer idle-timout 600
! —- Sets Idle timer to 600 seconds (10 minutes). async
node dedicated ! -- Allows only PPP dialup. Prevents




users from establishing ! -- an "EXEC session" to the
router. If the async interface 1is to answer ! --
different connection types (exec,ppp,slip etc), ! -- use
async mode interactive in conjunction with autoselect

ppp ! -- under the line configuration to auto detect the
connection type. peer default ip address pool dialin ! -
- Clients are assigned addresses from the ip address
pool named "dialin".

ppp aut hentication chap pap
group-range 33 56
! —— Modems 33 through 56 are members of this group

async linterface. ! -- This range was determined in the
section Pre-configuration Tasks. ! ip local pool dialin
10.98.1.15 10.98.1.39 ! -- IP address pool for dialin

clients. ip classless ip route 0.0.0.0 0.0.0.0 10.98.1.1
no ip http server ! dialer-list 1 protocol ip permt ! -
- Specifies all IP traffic as interesting. Interesting
traffic ! -- specifies the packets that should reset the
idle timer. ! -- This is applied to interface Group-
Async 1 using dialer-group 1. ! -- Note: The specified
dialer-1list nunber nust be the sane as the ! -- dialer-
group nunber; in this exanple, defined to be "1".

di al - peer cor custom
|

line con O

transport input none
line 33 56

! -—— TTY lines for the NM-24DM Modems. ! -- This line
range was determined in the section Pre-configquration
Tasks. modem | nQut ! -- Support incoming and outgoing
modem calls. transport input all line aux O Iine vty 0 4
login ! end

Cisco 3640(T1 PRI X&)

acc- 3640- 6a#show running-config
Bui | di ng configuration..

Current configuration : 1200 bytes

!

version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug dateti ne nsec
service timestanps | og uptine

no service password-encryption

!

host nane acc- 3640- 6a

!

logging rate-linmt console 10 except errors
!

usernane dialin password 0 user

! -- Usernames for local authentication of the call. The
client ! -- presents the username/password and the NAS
authenticates the peer. ! -- To use AAA with RADIUS or
TACACS+ refer to the document ! -- Implementing the
Server-Based AAA Subsystem ip subnet-zero ! ! no ip
finger no ip domain-1ookup ! async-bootp dns-server
10.98. 1. 220! -- Specifies (for async clients) the IP
address of domain name server. async-bootp nbns-server
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10.98.1.221 ! -- Specifies (for async clients) the IP
address of WINS server. isdn switch-type prinary-5ess

call rsvp-sync ! controller T1 0/0 ! -- T1 Physical
interface controller configuration. ! -- Interfaces are
addressed as controller slot/port. ! -- In this example,

the NM-1CT1-CSU module is in slot 0. frami ng esf ! --
Framing for this Tl is Extended Super Frame (ESF). ! --
Obtain this information from the telco. |inecode b8zs !
-- Linecoding for this T1. Obtain this information from
the telco. pri-group timeslots 1-24 ! -- For T1 PRI
scenarios, all 24 T1 timeslots are assigned as ! -- ISDN
PRI channels. The router will now automatically create !
-- the corresponding D-channel: interface Serial 0/0:23

interface Serial0/0:23

! -- D-channel configuration for T1 0/0. no ip address
encapsul ation ppp isdn switch-type primary-5ess isdn

i ncom ng-voi ce nodem ! -- All incoming voice calls on
this Tl are sent to the modems. ! -- This command 1is
required if this T1 is to accept async calls. ! -- The
controller will now pass voice calls (bearercap
0x9090A2) to the modem bank. ! interface Ethernet2/0 ip
address 10.98.1.51 255.255.255.0 half-duplex ! interface
G oup- Asyncl ! -- This group-async interface is the
configuration template for all modems. ! -- Individual
async interface do not have to be configured since they
can ! -- be cloned from one managed copy. |Ip unnunbered
Et hernet 2/ 0 encapsul ati on ppp di al er in-band dial er-
group 1 /--- Apply interesting traffic definition from
dialer-l1ist 1. ! -- Note: The specified dialer-group
nunmber nust be the sane as ! -- the dialer-list nunber;
inthis exanple, defined to be "1". ! -- Interesting
traffic specifies the packets that should reset the idle
timer.

dialer idle-tinmout 600

async node dedi cat ed

! -- Allows only PPP dialup. Prevents users from
establishing an ! -- "EXEC session" to the router. If
the async interface is to answer different ! --
connection types (exec,ppp,slip etc), use async mode
interactive in ! -- conjunction with autoselect ppp

under the line configuration ! -- to auto detect the
connection type. peer default ip address pool dialin ! -
- Clients are assigned addresses from the ip address
pool named "dialin". ppp authentication chap pap group-

range 33 56 ! -- Modems 33 through 56 are members of
this group async interface. ! -- This range was
determined in the section Pre-confiquration Tasks. ! ip
| ocal pool dialin 10.98.1.15 10.98.1.39 ! -- |P address

pool for dialin clients. ip classless ip route 0.0.0.0
0.0.0.0 10.98.1.1 no ip http server ! dialer-list 1

protocol ip permt ! -- Specifies all IP traffic as
interesting. ! -- Interesting traffic specifies the
packets that should reset the idle timer. ! -- This is

applied to interface Group-Async 1 using dialer-group 1.
! -- Note: The specified dialer-list nunber nust be the
sane as the ! -- dialer-group nunber; in this exanple,
defined to be "1".

di al - peer cor custom
|

line con O
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transport input none

line 33 56

! -—— TTY lines for the NM-24DM Modems. ! -- This line
range was determined in the section Pre-configquration
Tasks. modem | nQut ! -- Support incoming and outgoing
modem calls. transport input all line aux O line vty 0 4
login ! end

CtSS &QlgrL|Ct.

ol dMofM= Hu|aefo|Mo| Mz 2Sst=X| #Hlst= Ol ALY =+ Us SEE M3
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He gd 83 = EAIRLICEH
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F AIELICE
- debug modem csm - L C|X|=H 2E 0| /= 2FRE{0| A CSM(Call Switching Module) XA
E sliZst7| fIet EXEC BHERILICH o] BHE A5t =4l & ghal S5 Teto| A AR

A8 FHE 4 gL

- debug ppp negotiation - LCP(Link Control Protocol), Authentication ! NCP(Network Control
Protocol)& &4lst= 5S¢ PPP Ei= 3 mEtof CHE WEE EAIFLICH §3xQ PPP &4
0| HX{ LCP A EHE A CIS Authentication(Q!5)3t OFX|ZH2Z NCPE EHAELICH LCP &
A F0il MRRU(Maximum Receive Regwded Unit)et 22 HE[Z T o747t A ELICt

- debug ppp authentication - CHAP Z{Z! w2 2! PAP(Password Authentication Protocol) 1l &
2 HIREtPPPQIE Z2EE I:HIAIXIE F AIELICE.
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acc- 3640- 6a#show debug
CSM Mbdem Managenent :
Modem Managerment Call Switching Mddul e debugging is on
PPP:
PPP aut henti cation debugging is on
PPP protocol negotiation debugging is on
! —- Only debug modem csm, debug ppp authentication and ! -- debug ppp negotiation were
activated.

acc- 3640- 6a#

00: 13: 42: Modem 255/ 255 CSM received EVENT_CALL_DIAL_IN with call _id 0000

00: 13: 42: src 0/0/0 dest 255/0/255 cause 512

00: 13:42: CSM Next free nodem = 1/0; statbits = 10020

00:13:42: Modem 1/0 CSM modem is allocated, modems free=23

! -- The Call Switch Module (CSM) is informed of the call. ! -- The CSM allocates modem 1/0 to
the incoming call. 00:13:42: Modem 1/0 CSM (CSM PROC | DLE) <--DSX0_CALL 00: 13: 42: Mbdem 1/ 0 CSM
(CSM_PROC_| C_CAS_CHANNEL _LOCKED) <- - CSM_EVENT_MODEM SETUP 00: 13: 42: Mbdem 1/0 CSM recei ved
EVENT_START_RX_TONE with call _id 0000 00:13:42: src 0/0/0 dest 1/0/0 cause 0 00: 13:42: Mdem 1/0
CSM (CSM_PROC | C_CAS_ANSWER CALL) <- - DSX0_START_RX_TONE 00: 13: 42: Mbdem 1/0 CSM recei ved
EVENT_CHANNEL_CONNECTED wi th cal |l _id 0000 00: 13:42: src 0/0/0 dest 1/0/0 cause 0 00:13:42: Mdem
1/0 CSM (CSM_PROC | C_CAS_ANSWER CALL) <- - DSX0_CONNECTED 00: 14: 04: Modem 1/0 CSM:
(CSM_PROC_CAS_WAIT_FOR_CARRIER) <--MODEM CONNECTED

! —— Modem 1/0 is Connected. 00:14:07. %LINK-3-UPDOWN: Interface Async33, changed state to up

! -- Modem 1/0 corresponds to int async 33 (and line 33). 00:14:07: As33 PPP: Treating
connection as a callin 00:14:07: As33 PPP: Phase is ESTABLI SHI NG Passive Open [0 sess, 0 |oad]
00: 14: 07: As33 LCP: State is Listen

! —- LCP negotiation begins. 00:14:08: As33 LCP: | CONFREQ [Listen] id 2 len 23 ! -- Incoming
LCP CONFREQ. ! -- For more information on interpreting PPP debugs refer to the document ! --
Dialup Technology: Troubleshooting Technigues. 00:14:08: As33 LCP. ACCM 0x000A0000
(0x0206000A0000) 00: 14: 08: As33 LCP: Magi cNumber OxO0OADDABE (0x050600ADDA8SE) 00: 14:08: As33 LCP:
PFC (0x0702) 00:14:08: As33 LCP: ACFC (0x0802) 00: 14:08: As33 LCP: Call back 6 (0x0D0306)
00:14:08: As33 LCP: O CONFREQ [Listen] id 12 len 25 00: 14: 08: As33 LCP: ACCM 0x000A0000
(0x0206000A0000) 00: 14: 08: As33 LCP: AuthProto CHAP (0x0305C22305) 00: 14:08: As33 LCP:

Magi cNunber 0xD0653B57 (0x0506D0653B57) 00: 14: 08: As33 LCP: PFC (0x0702) 00:14:08: As33 LCP:
ACFC (0x0802) 00:14:08: As33 LCP: O CONFREJ [Listen] id 2 len 7 00:14:08: As33 LCP: Call back 6
(0x0D0306) 00:14:08: As33 LCP: | CONFACK [ REQsent] id 12 Ien 25 00: 14: 08: As33 LCP: ACCM
0x000A0000 (0x0206000A0000) 00: 14:08: As33 LCP: AuthProto CHAP (0x0305C22305) 00: 14: 08: As33
LCP: Magi cNunber 0xD0653B57 (0x0506D0653B57) 00:14:08: As33 LCP: PFC (0x0702) 00:14:08: As33
LCP: ACFC (0x0802) 00:14:08: As33 LCP: | CONFREQ [ACKrcvd] id 3 len 20 00:14:08: As33 LCP:. ACCM
0x000A0000 (0x0206000A0000) 00: 14:08: As33 LCP: Magi cNunber O0xO0ADDASE ( 0x050600ADDASE)
00:14:08: As33 LCP: PFC (0x0702) 00:14:08: As33 LCP: ACFC (0x0802) 00: 14:08: As33 LCP: O CONFACK
[ACKrcvd] id 3 len 20 00: 14: 08: As33 LCP: ACCM 0x000A0000 (0x0206000A0000) 00:14:08: As33 LCP:
Magi cNunber Ox00ADDASE ( Ox050600ADDA8BE) 00: 14: 08: As33 LCP: PFC (0x0702) 00:14:08: As33 LCP:
ACFC (0x0802) 00:14:08: As33 LCP: State is Open
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! --- LCP negotiation is complete. 00:14:08: As33 PPP: Phase is AUTHENTI CATING by this end [O
sess, 0 |load] 00:14:08: As33 CHAP: O CHALLENGE id 1 len 32 from "acc-3640-6a" 00: 14: 08: As33
AUTH: Started process 0 pid 94 00:14:08: As33 CHAP: | RESPONSE id 1 len 27 from"dialin"

00: 14: 08: As33 CHAP: O SUCCESS id 1 len 4

! —-- CHAP authentication is successful. ! -- If this fails verify that the username and password
are correct. ! -- Refer to Dialup Technology: Troubleshooting Technigues. 00:14:08: As33 PPP:
Phase is UP [0 sess, O |oad]

! -- IPCP negotiation begins. 00:14:08: As33 |IPCP. O CONFREQ [Closed] id 1 len 10 00: 14:08: As33
| PCP: Address 10.98.1.51 (0x03060A620133) 00:14:08: As33 IPCP: | CONFREQ [ REQsent] id 1 len 40
00: 14:08: As33 | PCP: ConpressType VJ 15 slots ConpressSlotlD (0x0206002D0OF01) 00: 14: 08: As33

| PCP: Address 0.0.0.0 (0x030600000000) 00: 14:08: As33 |IPCP: PrinmaryDNS 0.0.0.0 (0x810600000000)
00:14:08: As33 IPCP: PrimaryWNS 0.0.0.0 (0x820600000000) 00:14:08: As33 | PCP: SecondaryDNS
0.0.0.0 (0x830600000000) 00:14:08: As33 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) 00: 14: 08
As33 | PCP: Pool returned 10.98.1.15 ! -- The |IP Address Pool "dialin" provides the address for
the client 00:14:08: As33 IPCP: O CONFREJ [RE@ent] id 1 len 22 00:14:08: As33 | PCP
ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01) 00: 14: 08: As33 | PCP: Secondar yDNS
0.0.0.0 (0x830600000000) 00:14:08: As33 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) 00: 14: 08
As33 CCP: | CONFREQ [Not negotiated] id 1 len 15 00:14:08: As33 CCP: Ms-PPC supported bits
0x00000001 (0x120600000001) 00:14:08: As33 CCP: Stacker history 1 check nmode EXTENDED
(0x1105000104) 00:14:08: As33 LCP: O PROTREJ [Open] id 13 len 21 protocol CCP 00: 14: 08: As33
LCP: (Ox80FD0101000F12060000000111050001) 00: 14: 08: As33 LCP: (0x04) 00:14:08: As33 |IPCP: |
CONFACK [REQsent] id 1 Ien 10 00: 14:08: As33 | PCP: Address 10.98.1.51 (0x03060A620133) 00: 14: 10:
As33 | PCP: Tl MEout: State ACKrcvd 00:14:10: As33 | PCP: O CONFREQ [ ACKrcvd] id 2 len 10 00: 14: 10:
As33 | PCP: Address 10.98.1.51 (0x03060A620133) 00: 14: 10: As33 IPCP: | CONFACK [REQsent] id 2 len
10 00: 14: 10: As33 | PCP: Address 10.98.1.51 (0x03060A620133) 00: 14:11: As33 | PCP: | CONFREQ
[ACKrcvd] id 2 Ien 34 00:14:11: As33 | PCP: Address 0.0.0.0 (0x030600000000) 00: 14:11: As33 | PCP
PrimaryDNS 0.0.0.0 (0x810600000000) 00: 14:11: As33 IPCP: PrinmaryWNS 0.0.0.0 (0x820600000000)
00:14:11: As33 | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) 00: 14:11: As33 | PCP: Secondar yW NS
0.0.0.0 (0x840600000000) 00:14:11: As33 IPCP: O CONFREJ [ACKrcvd] id 2 len 16 00: 14:11: As33

| PCP: SecondaryDNS 0. 0.0.0 (0x830600000000) 00: 14:11: As33 | PCP: SecondaryWNS 0.0.0.0
(0x840600000000) 00: 14:11: As33 I PCP: | CONFREQ [ACKrcvd] id 3 len 22 00:14:11: As33 | PCP
Address 0.0.0.0 (0x030600000000) 00: 14:11: As33 IPCP: PrimaryDNS 0.0.0.0 (0x810600000000)

00: 14: 11: As33 IPCP: PrimaryWNS 0.0.0.0 (0x820600000000) 00: 14:11: As33 | PCP: O CONFNAK
[ACKrcvd] id 3 len 22 00: 14:11: As33 | PCP: Address 10.98.1.15 (0x03060A62010F) 00: 14: 11: As33

| PCP: PrinmaryDNS 10.98. 1.220 (0x81060A6201DC) 00: 14:11: As33 | PCP: PrinmaryWNS 10.98. 1. 221
(0x82060A6201DD) 00: 14:11: As33 | PCP: | CONFREQ [ACKrcvd] id 4 len 22 00:14:11: As33 | PCP
Address 10.98.1.15 (0x03060A62010F) 00: 14: 11: As33 | PCP: PrimaryDNS 10.98. 1. 220 (0x81060A6201DC)
00: 14: 11: As33 I PCP: PrimaryWNS 10.98.1.221 (0x82060A6201DD) 00: 14: 11: As33 | PCP: O CONFACK
[ACKrcvd] id 4 len 22 00: 14:11: As33 | PCP: Address 10.98.1.15 (0x03060A62010F) 00: 14: 11: As33

| PCP: PrimaryDNS 10.98.1.220 (0x81060A6201DC)

! —- The Primary DNS server 1is agreed upon. ! -- This was configured using the async bootp
commands. 00:14:11: As33 | PCP: PrimaryWINS 10.98.1.221 (0x82060A6201DD)
! —— The Primary WINS server 1s agreed upon. ! -- This was configured using the async bootp

commands. 00:14:11: As33 IPCP: State is Open

! —— IPCP negotiation is complete. The user is now connected. 00:14:11: As33 IPCP: Install route
to 10.98.1.15

! —-—- The NAS installs a route to the client.

424 m[o{oi| CHEt ICMP pingoll 3§ &LICt

acc- 3640- 6a#ping 10.98.1.15

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 10.98.1.15, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 124/138/148 ns
acc- 3640- 6a#

CHE2 38 S2H(T1 PRI AFS)0l| CHet CIHT S ULICH A R AIE MMD 2=20f XS E 2
HEE SelgfLict 712 £ ot ZAIE Aot Hlw gLt
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acc- 3640- 6a#show debug
CSM Mobdem Managenent :
Modem Managenent Call Switching Mddul e debugging is on
PPP:
PPP aut henti cati on debugging is on
PPP protocol negotiation debugging is on
| SDN:
| SDN @31 packets debugging is on
| SDN @31 packets debug DSLs. (On/Off/No DSL:1/0/-)
DSL 0 --> 31
1
! -—- Only debug modem csm, debug ppp authentication, debug ppp negotiation and ! -- debug isdn
g931 were activated.

acc- 3640- 6a#

*Mar 1 00:22:43.743: | SDN Se0/0:23: RX <- SETUP pd = 8 callref = 0x32

! —- Incoming Q.931 SETUP message. Indicates an incoming call. ! -- For more information on
0.931 refer to the document. ! -- Troubleshooting ISDN Layer 3 using the debug isdn g931
Command. *Mar 1 00:22:43.747: Bearer Capability i = Ox9090A2 *Mar 1 00:22:43.747: Channel IDi =
0xA98393 *Mar 1 00:22:43.747: Calling Party Number i = 0x2183, '9194722001', Pl an:| SDN,

Type: National *Mar 1 00:22:43.747: Called Party Nunmber i = OxCl, '9194724137', Pl an:| SDN,

Type: Subscri ber(local) *Mar 1 00: 22: 43. 755: CSM MODEM REPORT from 0/0: 18, cal |l _i d=0x4,

event =0x1, cause=0x0, dchan_i db=0x62442AB8 *Mar 1 00: 22: 43. 755: CSM Next free nmodem = 1/ 3;
statbits = 10020 ! -- The Call Switch Module (CSM) is informed of the call. ! -- The CSM
allocates modem 2/0 to the incoming call. *Mar 1 00:22:43.755: Modem 1/3 CSM nodemi s

al | ocat ed, nodens free=23 *Mar 1 00:22:43.755: Modem 1/3 CSM Incoming call from 9194722001 to
9194724137, id 0x4 *Mar 1 00:22:43.755: Mbdem 1/3 CSM (CSM_PROC | DLE) <--1 SDN _CALL *Mar 1

00: 22: 43.803: | SDN Se0/0:23: Tx -> CALL PROC pd = 8 callref = 0x8032

*Mar 1 00:22:43. 8083: Channel IDi = 0xA98393

! —— The Call Proceeding Message 1s sent through the D-channel. *Mar 1 00:22:43.807: | SDN
Se0/0:23: TX -> ALERTING pd = 8 callref = 0x8032 *Mar 1 00: 22: 43.807: | SDN Se0/0: 23: Tx ->
CONNECT pd = 8 callref = 0x8032

! -- D-channel transmits a CONNECT. *Mar 1 00:22:43.907: |SDN Se0/0:23: RX <- CONNECT ACK pd =
8 callref = 0x32

! -- Received the Q.931 CONNECT ACK. *Mar 1 00:22:43.911: |SDN Se0/0: 23: CALL_PROGRESS:
CALL_CONNECTED call id Ox4, bchan 18, dsl 0 *Mar 1 00:22:43.911: CSM MODEM REPORT from 0/ 0: 18,
cal | _i d=0x4, event=0x4, cause=0x0, dchan_i db=0x62442AB8 *Mar 1 00: 22:43.911: Mddem 1/3 CSM
MODEM_REPCORT rcvd DEV_CONNECTED for call _id 0x4 *Mar 1 00:22:43.911: Mdem 1/ 3 CSM

( CSM_PROC_MODEM_RESERVED) <- - | SDN_CONNECTED 00: 22: 43: 9% SDN- 6- CONNECT: Interface Serial 0/0:18 is
now connected to 9194722001 *Mar 1 00: 23: 06. 291: Modem 1/3 CSM: (CSM_PROC_WAIT_FOR_CARRIER)<--
MODEM_CONNECTED

! ——- Modem is connected. 00:23:08: %. NK-3- UPDO/N: Interface Async36, changed state to up

! ——- Modem 1/3 corresponds to int async 36 (and line 36). *NMar 1 00:23:08.755: As36 PPP
Treating connection as a callin *Mar 1 00:23:08.755: As36 PPP: Phase is ESTABLI SHI NG Passive
Open [0 sess, 0 load] *Mar 1 00:23:08.755: As36 LCP: State is Listen

! -- LCP negotiation begins. *Mar 1 00:23:09.399: As36 LCP: I CONFREQ [Listen] id 2 len 23

! —— Incoming LCP CONFREQ. ! -- For more information on interpreting PPP debugs refer to the
document ! -- Dialup Technology: Troubleshooting Technigues. *Mar 1 00: 23:09.399: As36 LCP: ACCM
0x000A0000 (0x0206000A0000) *Mar 1 00:23:09.399: As36 LCP: Magi cNunber 0x009B41FA
(0x0506009B41FA) *Mar 1 00: 23: 09. 399: As36 LCP: PFC (0x0702) *Mar 1 00:23:09.399: As36 LCP: ACFC
(0x0802) *Mar 1 00:23:09.399: As36 LCP: Callback 6 (0x0D0306) *Mar 1 00:23:09.399: As36 LCP: O
CONFREQ [Listen] id 1 len 25 *Mar 1 00:23:09.399: As36 LCP: ACCM 0x000A0000 (0x0206000A0000)
*Mar 1 00:23:09.399: As36 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:23:09.403: As36 LCP:

Magi cNunber 0xDO6D7DF1 (0x0506D06D7DF1) *Mar 1 00: 23: 09. 403: As36 LCP: PFC (0x0702) *Mar 1

00: 23:09. 403: As36 LCP: ACFC (0x0802) *Mar 1 00:23:09.403: As36 LCP: O CONFREJ [Listen] id 2 len
7 *Mar 1 00:23:09.403: As36 LCP: Callback 6 (0x0D0306) *Mar 1 00:23:09.523: As36 LCP: | CONFACK
[REQsent] id 1 len 25 *Mar 1 00: 23: 09.523: As36 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1

00: 23:09. 523: As36 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00:23:09.523: As36 LCP: Magi cNumnber
0xDO6D7DF1 (0x0506D06D7DF1) *Mar 1 00: 23: 09.523: As36 LCP: PFC (0x0702) *Mar 1 00:23:09.523:
As36 LCP: ACFC (0x0802) *Mar 1 00:23:09.527: As36 LCP: | CONFREQ [ACKrcvd] id 3 len 20 *Mar 1
00: 23: 09. 531: As36 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1 00:23:09.531: As36 LCP:

Magi cNunber 0x009B41FA (0x0506009B41FA) *Mar 1 00: 23: 09.531: As36 LCP: PFC (0x0702) *Mar 1

00: 23:09.531: As36 LCP: ACFC (0x0802) *Mar 1 00:23:09.531: As36 LCP: O CONFACK [ACKrcvd] id 3
len 20 *Mar 1 00: 23: 09.531: As36 LCP: ACCM 0x000A0000 (0x0206000A0000) *Mar 1 00: 23: 09.531: As36
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LCP: Magi cNunber Ox009B41FA (0x0506009B41FA) *Mar 1 00: 23:09.531: As36 LCP: PFC (0x0702) *Mar 1
00: 23: 09. 531: As36 LCP: ACFC (0x0802) *Mar 1 00:23:09.531: As36 LCP: State is Open

! -—- LCP negotiation is complete. *Mar 1 00: 23:09.531: As36 PPP: Phase is AUTHENTI CATI NG by
this end [0 sess, 0 load] *Mar 1 00:23:09.531: As36 CHAP: O CHALLENGE id 1 len 32 from "acc-
3640-6a" *Mar 1 00:23:09.651: As36 CHAP: | RESPONSE id 1 len 27 from*"dialin" *Mar 1

00: 23: 09. 655: As36 CHAP: O SUCCESS id 1 len 4

! —-- CHAP authentication is successful. ! -- If this fails verify that the username and password
are correct. ! -- Refer to Dialup Technology: Troubleshooting Technigues. *Mar 1 00: 23:09. 655:
As36 PPP: Phase is UP [0 sess, 0 load] *Mar 1 00:23:09.655: As36 | PCP: O CONFREQ [Closed] id 1
len 10 *Mar 1 00:23:09.655: As36 | PCP: Address 10.98.1.51 (0x03060A620133) *Mar 1 00:23:09.771:
As36 | PCP: | CONFREQ [ REQsent] id 1 len 40 *Mar 1 00:23:09.771: As36 | PCP: ConpressType VJ 15

sl ots ConpressSlotl D (0x0206002DOF01) *Mar 1 00: 23: 09. 771: As36 | PCP: Address 0.0.0.0
(0x030600000000) *Mar 1 00:23:09.771: As36 | PCP: PrimaryDNS 0.0.0.0 (0x810600000000) *MNar 1

00: 23: 09. 771: As36 I PCP: PrimaryWNS 0.0.0.0 (0x820600000000) *Mar 1 00:23:09.771: As36 | PCP
Secondar yDNS 0. 0. 0.0 (0x830600000000) *Mar 1 00:23:09.771: As36 | PCP: SecondaryWNS 0.0.0.0
(0x840600000000) *Mar 1 00:23:09.771: As36 IPCP: Pool returned 10.98.1.15

! ——- The IP Address Pool "dialin" provides the address for the client. *NMar 1 00:23:09.771: As36
I PCP: O CONFREJ [REQsent] id 1 len 22 *Mar 1 00:23:09.771: As36 | PCP: ConmpressType VJ 15 slots
ConpressSl ot I D (0x0206002D0OF01) *Mar 1 00: 23: 09. 771: As36 | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Mar 1 00:23:09.771: As36 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 1
00: 23:09. 779: As36 CCP: | CONFREQ [Not negotiated] id 1 len 15 *Mar 1 00: 23: 09. 779: As36 CCP:

M5- PPC supported bits 0x00000001 (0x120600000001) *Mar 1 00:23:09.779: As36 CCP: Stacker history
1 check npde EXTENDED (0x1105000104) *Mar 1 00:23:09.779: As36 LCP: O PROTREJ [Open] id 2 len 21
protocol CCP *Mar 1 00:23:09.779: As36 LCP: (0x80FD0101000F12060000000111050001) *MNar 1

00: 23: 09. 779: As36 LCP: (0x04) *Mar 1 00:23:09.783: As36 |IPCP: | CONFACK [REQsent] id 1 len 10
*Mar 1 00:23:09.783: As36 | PCP: Address 10.98.1.51 (0x03060A620133) *Mar 1 00: 23: 11. 655: As36

I PCP: TIMEout: State ACKrcvd *Mar 1 00: 23: 11. 655: As36 | PCP: O CONFREQ [ ACKrcvd] id 2 len 10
*Mar 1 00: 23:11. 655: As36 | PCP: Address 10.98.1.51 (0x03060A620133) *Mar 1 00: 23: 11. 759: As36

I PCP: | CONFACK [REQsent] id 2 len 10 *Mar 1 00:23:11.759: As36 |PCP: Address 10.98.1.51
(0x03060A620133) *Mar 1 00:23:12.759: As36 | PCP: | CONFREQ [ACKrcvd] id 2 len 34 *Mar 1

00: 23:12. 763: As36 | PCP: Address 0.0.0.0 (0x030600000000) *Mar 1 00:23:12.763: As36 | PCP
PrimaryDNS 0.0.0.0 (0x810600000000) *Mar 1 00:23:12.763: As36 | PCP: PrinmaryWNS 0.0.0.0
(0x820600000000) *Mar 1 00:23:12.763: As36 | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) *MNar 1
00: 23:12. 763: As36 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 1 00:23:12.763: As36 | PCP
O CONFREJ [ACKrcvd] id 2 len 16 *Mar 1 00: 23: 12. 763: As36 | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Mar 1 00:23:12.763: As36 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Mar 1
00: 23:12.871: As36 I PCP: | CONFREQ [ACKrcvd] id 3 len 22 *Mar 1 00:23:12.871: As36 | PCP: Address
0.0.0.0 (0x030600000000) *Mar 1 00:23:12.871: As36 |PCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Mar 1 00:23:12.871: As36 |PCP: PrimaryWNS 0.0.0.0 (0x820600000000) *Mar 1 00:23:12.871: As36

| PCP: O CONFNAK [ACKrcvd] id 3 Ien 22 *Mar 1 00:23:12.871: As36 | PCP: Address 10.98.1.15
(0x03060A62010F) *Mar 1 00:23:12.871: As36 | PCP: PrimaryDNS 10.98.1.220 (0x81060A6201DC) *Mar 1
00: 23:12.871: As36 | PCP: PrimaryWNS 10.98.1.221 (0x82060A6201DD) *Mar 1 00: 23: 12.979: As36

I PCP: | CONFREQ [ACKrcvd] id 4 len 22 *Mar 1 00:23:12.979: As36 | PCP: Address 10.98.1.15
(0x03060A62010F) *Mar 1 00:23:12.979: As36 | PCP: PrimaryDNS 10.98.1.220 (0x81060A6201DC) *MNar 1
00: 23:12.983: As36 | PCP: PrimaryWNS 10.98.1.221 (0x82060A6201DD) *Mar 1 00: 23: 12. 983: As36

| PCP: O CONFACK [ACKrcvd] id 4 len 22 *Mar 1 00:23:12.983: As36 | PCP: Address 10.98.1.15

(0x03060A62010F) *Mar 1 00: 23:12.983: As36 IPCP: PrimaryDNS 10.98.1.220 (0x81060A6201DC)
! —- The Primary DNS server 1is agreed upon. ! -- This was configured using the async bootp

commands. *Mar 1 00:23:12.983: As36 IPCP: PrimaryWINS 10.98.1.221 (0x82060A6201DD)

! —— The Primary WINS server 1s agreed upon. ! -- This was configured using the async bootp

commands. *Mar 1 00:23:12.983: As36 IPCP: State is Open

! —— IPCP negotiation is complete. The user is now connected. *Mar 1 00:23:12.983: As36 IPCP:
Install route to 10.98.1.15

! ——- The NAS installs a route to the client.

424 m[o{oi| CHEt ICMP pingoll 3§ &LICtH

acc- 3640- 6a#ping 10.98.1.15

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 10.98.1.15, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 124/132/140 ns
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