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AV Pair from Radius

Cisco-AVPair = "lcp:interface-config#l=rate-linit input 256000 7500 7500
conformacti on conti nue

exceed-action drop",

Cisco-AVPair = "lcp:interface-config#2=rate-linit output 512000 7500 7500
conformacti on conti nue
exceed-action drop",

Cisco HI7HA| £2|M CARL| &2 ZLIE{2l5t24H show interface x rate-limit WS AFEEFLICEH
0| 04|01|A‘| O| Ho| £=42 00| otl =1} bps7t U= O|F0l CHEH TIEE MSELICH A HA
2 7392HI0|E 0|, Mt Zf2 2 EA|L|e 7HUE HAE(Bc) &2 7500HI0|EE2 M ELICE

rout er #show interfaces virtual-access 26 rate-limit
Virtual - Access26 Cabl e Custoners
| nput
matches: all traffic
parans: 256000 bps, 7500 limit, 7500 extended limt
conforned 2248 packets, 257557 bytes; action: continue
exceeded 35 packets, 22392 bytes; action: drop
| ast packet: 156ns ago, current burst: O bytes
last cleared 00: 02: 49 ago, confornmed 12000 bps, exceeded 1000 bps
Qut put
matches: all traffic
parans: 512000 bps, 7500 limt, 7500 extended limt
conforned 3338 packets, 4115194 bytes; action: continue
exceeded 565 packets, 797648 bytes; action: drop
| ast packet: 188ns ago, current burst: 7392 bytes
| ast cleared 00:02: 49 ago, confornmed 194000 bps, exceeded 37000 bps

o =
ik

Ciscol| Z 2 Z 2| Ao M CA
i

A7 [ of
7 %2 |7+§§.%'4E|o+7lﬂ 23] E—f% 4__.=. ?’S%HOFE.*LIEL

E :U
"“0 r|r
iba
X
Q'I_l
|.|'|
Jt

HAE Zt2 MBI 1
a5t EYdtctn JHHE == &LICH EFt %ﬂ HIO+ AE EH?'OHH H-POI EH%LQE Hd’éil
o, UBHE A 3] g A =& AlZbo et {7 stLke| THElo| | R|EICt D 7HEE + dsuich &
MOl ERHEO| 4 FI HAEE B2, @A AMNBES 8 e =2 #522 S X571 ¢
Sl HAE Zfo| a0 43st= Pt 9+0I= gL HAE 37|17 HR U HF 2 =4 A2
O Q5 &3 A8 E 0| #X 3| ot & &+ /U&LICH
HAEE O|HY HEQI oM 2Ast= 1500H0|E =@l ZHe zdo IMTU A7|of BHEEH I By
Uo 2 ZHEHSHA Holg = JU&LICH o248t =& 9] 4&57}2;&4 |E{mH| O A O E";%Ha £
tHJHE st EE HZlo| FHE Z0|E =AZhol Z=ote &~ Q&L EZ HZE AARIE At
25t M2 =St xeE TAS s miZlol - E %EI | Zt2 2 =X, =1 + &t = fetst=x|of
3t 0|7l 2™ LHE! 4= Q&LICH FTP AERD ZHe HAE EpfElo| A o|a4°+ mjZlo| &7t &

2 HIg0| 7 HE HAE S Z1He + e AROI APA|IEILICH


//bst.cloudapps.cisco.com/bugsearch/bug/CSCdw42923/
//www.cisco.com/en/US/docs/ios/12_3/qos/command/reference/qos_s1g.html#wp1086818
//www.cisco.com/en/US/docs/ios/12_3/qos/command/reference/qos_s1g.html#wp1086818
//www.cisco.com/en/US/docs/ios/12_3/qos/command/reference/qos_s1g.html#wp1086818

A
fal

LSt EXF A MSHE ™A ®MEIZF2 EC2IM7F HGotste ECE o et EetRuch TCP E
cHEl2 E% 0| SESIX|M CHE 82 SEHSHXR| A&LICH SEHSHX| gteE 82| o 2= UDP 7|
gt 21 |ICMP 7|8t ZHZ!0| Q& L|Ct.
TCP= MZAAD} 87 2X% 4012 J|Ho 2 $HL|CH TCPE 2210|8 RIE 92 Z X &0 o
FIL|Eo| UEZ AFRELICH 2C10|2 /EQ Z2ZEZL2 HEQ T CHHES O & AFRELICY
Ol YAIXIZ} 8218 Ch7|5H7| Tof o] TS MESE £+ UA S| IEULICH o€ S04, &
3717t 821 £2t0|E YIER ZEEZ0AM YAXE £Q18 87| Tof 87ie izl MEE 4+
SLCH =2 37|18 s2lH UEQT 5 AlZto| 3 A At2tEILICH 2 =XHE &et0|E fIER
ZZEE2 UHEQYIE i3I 25| 3 MEfZ FX|EtT =2 M2IF S FKIELICH
AcEQIEE LESTO| S EX HEIE UX| R517| 20| TREZEZA TCPE EE 4 A
ME ST E £E0{ HERT =X HAGLICH EF| F 7IXK| 7|28 AFS &L}

7

7 g

=

=

|

5t

=

x4

gi MNIIHEI} &AEH@ g TCPO| £35ts) =&

- [71Zte MdEto 2 EQlLCH E& EH2 F B gt =

=

o = EoE, YAXIL &l 3E 2 ch7|5H 7| ™o Ul

o |EHAE TEE £ s W =8 MEtsteE ol A

Z SELctH

3|

I

M AZoIM EB=IE AIEHSHAHLE 2% 7(ZHo] x|

L |2 EfEES =2 8, EN S HUHNOHE T

2l 7|2 AlEstD 521 A A|-Oic 2% 22 sHLHA

Al | S&ILCE TCPE 2% ¢ERE 12 X7I8t6tD, =

7| M2HEE ™M&5tD, ZICHRILICH £¢Qlo] =&HE}

g |HEH E0|22 B7tstT F /el MOAHEE TS

T |5t cHZ|ELICH REMIEE LH2 2 RFC 2001 £ & X

SHAIAIL.
M& 2577 Clo|E{ofl wal7t ElHLE, HIEQT stEY oo o7}t ehAi st AL, HIEXT T LT

4

[ Y

ol 2EE|0] MAIE REE £ 8% £ 912 1 HZ/0| AL HYIZ 4 &LIT TCPE &
Mg Iz E DT gt x[edo 2 Qs Alzk MIE 7HA Liol S0l ot W LEglaol A
& Lbetdickm et

Zt ijZ =3 Al EE|IMe| EE HA &Y AlA”RI0| Z&ELUICH &3], 7|Z HIg® =3t HIg2 O
So| 7heret BAI2 7|Zo 2 HAELIC
(conformed bits since last clear counter)/(time in seconds el apsed since |ast clear counter)

Ol ZAIR 7HRE{7} DR[O 2 X|UTI AEE] 7|7 S0t HIZ S AMG D2 Sy HIg S DLIE]
YUstE{T FHR2EIE X|RE 70| TALICH FH2E{7L XIYXIX| Lo OF £4l ST & show B
Z20f HAYT o2 o4 7! 7Iz¢of Chall HALE BZ 0| EAIES olnIFLIc o] 2 SNl AL E
Zxsts o ololvt gig 4 AUALICH

|2t S0+ A El CIR(Committed Information Rate)Z & %|3HoF &
|HE AlZhol| Z[CH HAE 7|ZH8 M- E &+ QlaLch EBEo] QAL


http://www.ietf.org/rfc/rfc2001.txt
http://www.ietf.org/rfc/rfc2001.txt
http://www.ietf.org/rfc/rfc2001.txt

CIRS| EBHT Ztiact 52 B2 E2 HZ0| MAXIX| S B2, L 2 HAEE o3| Yt b

-1 H | o
AE U EE HAEE SOz ANE SX 3712 ML

Ol HAHALIZNWAM HEElE X S

1. $XH AlZHS ElghLct

2. 0rX|2F ZfZ! =2 0|F RXIHHMe 2 FME EE 2 EZ HZI2 HUO|EFLICH

3.+ X E—E & &= maxtokens 2t X = QIELICH =1t EZ AMA|

4. W7 Mg stelgtct.
L iEl*' 2 &L NS 2HE = U&LIcH 2aeia 7(gk Z2|A4E AEstE oY QE T
o|A0| £ XgHS MB35t7| e ME AHu[azlo|HdLICt

class-map match-all rtpl
match ip rtp 2000 10
!
policy-map p3b
class rtpl

pol i ce 200000 6250 6250 conformaction transmt exceed-action drop violate-action dr op
policy-map p2

class rtpl

pol i ce 250000 7750 7750 conformaction transmt exceed-action drop violate-action dr op

!

interface Ethernet3/0
service-policy output p3b
service-policy input p2

show policy-map interface_Z& 2| 0| ME E=oi|M= M3 E S 2 =& £, conformed &
g H5o{ &
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exceed bps & T 0f| CHSH S H A=l ST[3HE 2F

rout er #show policy-map interface ethermet 3/0
Et hernet 3/ 0

Service-policy input: p2

Class-map: rtpl (match-all)

88325 packets, 11040625 bytes

30 second offered rate 400000 bps, drop rate 150000 bps

Match: ip rtp 2000 10

pol i ce:
250000 bps, 7750 limit, 7750 extended linit
confornmed 55204 packets, 6900500 bytes; action: transmt
exceeded 33122 packets, 4140250 bytes; action: drop
conformed 250000 bps, exceed 150000 bps violate O bps

Service-policy : p3b

Cl ass-map: rtpl (match-all)

88325 packets, 11040625 bytes

30 second offered rate 400000 bps, drop rate 50000 bps

Match: ip rtp 2000 10

pol i ce:
200000 bps, 6250 limit, 6250 extended linit
conformed 44163 packets, 5520375 bytes; action: transmit
exceeded 11041 packets, 1380125 bytes; action: drop
conformed 200000 bps, exceed 50000 bps violate O bps

Cl ass-map: cl ass-default (match-any)
0 packets, 0O bytes
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Mat ch: any
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police cir 100000 bc 3000 conform
action transnit exceed-action drop
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pol i cy-map parent
class rtpl
police cir 250000 bc 7750 conform
action transnit exceed-action drop
service-policy child
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rout er #show policy-map interface
ATMA/ 0. 1

Service-policy input: drop-inbound-http-hacks
(1061)

Cl ass-map: http-hacks (match-any) (1063/2)
149 packets, 18663 bytes
5 mnute offered rate 2000 bps, drop rate O

bps
Mat ch: protocol http url "*cnd. exe*" (1067)
145 packets, 18313 bytes
5 mnute rate 2000 bps
Mat ch: protocol http url "*.ida*" (1071)
&rx." 0 packets, 0 bytes
oo 5 minute rate 0 bps
:I’:‘E Mat ch: protocol http url "*root.exe*" (1075)
- 4 packets, 350 bytes
’iml 5 minute rate 0 bps
H|% Mat ch: protocol http url "*readne.em *"
(1079)
0 packets, 0O bytes
5 mnute rate 0 bps
pol i ce:
1000000 bps, 31250 limt, 31250 extended
limt
confornmed O packets, O bytes; action: drop
exceeded 0 packets, O bytes; action: drop
viol ated 0 packets, 0 bytes; action: drop
confornmed O bps, exceed O bps violate O
bps
. Cisco H{1 ID CSCds34478(S S & 1240t &
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Servi ce-policy output: out

Cl ass-map: c2 (match-all)
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172483 packets, 91760956 bytes
30 second offered rate 1384000 bps,
drop rate 745000 bps
Match: ip precedence O
police
384000 bps, 1500 limt, 1500
extended limt
conformed 38903 packets, 20696396
bytes; action: transmt
exceeded 133580 packets, 71064560
byt es; action: drop
conformed 311000 bps, exceed 1072000
bps violate 0 bps
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