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Déao show install actlve showmstall committed k9sec 1LH5’|X|7|- (B/JEM i_l
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<#root>

RP/0/RPO/CPUO:NCS1002_1#

show install active

Wed Jul 19 09:31:18.977 UTC
Label : 7.3.1

Node 0/RPO/CPUO [RP]

Boot Partition: xr_1v58

Active Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

RP/0/RPO/CPUO:NCS1002_1#

show install commtted

Wed Jul 19 09:31:37.359 UTC
Label : 7.3.1

Node 0/RPO/CPUO [RP]

Boot Partition: xr_1v58

Committed Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731
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<tfroot>
RP/0/RP0O/CPUQ:NCS1004_1#

show run ssh

show run ssh OI%ﬂIHZlEHOIéiE%
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Wed Jul 19 13:06:57.207 CDT
ssh server rate-Timit 600

ssh server v2

ssh server netconf vrf default

SSH M[4E Hd5te{T NCS1KO| 371 & =3t 7[7t Rlodof LICH MEl 7|2 EXH 2 2 show
crypto key mypubkey { dsa| ecdsa|ed25519 |rsa}. 7|E | %%‘8 rsa. 7|E 1675_-/?- ‘E‘M‘oﬂi '”'ME' =|, o % -?‘|
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<#froot>
RP/0/RPO/CPU0:NCS1002_1#

show crypto key nypubkey rsa

Wed Jul 19 10:30:09.333 UTC

Key label: the_default

Type : RSA General purpose

Size : 2048

Created : 11:59:56 UTC Tue Aug 23 2022
Data : <key>

EM %o 7|2 MM5te{H HHS UBATLICH crypto key generate { dsa| ecdsa|ed25519 |rsa} 7| R EEHAE
MENELICH 2E84A 37| ganelE&ol ek cHELICH

7l 7 HEElE EEHA/FE RY| 7IE ZEE{4& ZO|(HIE)
DSA 512, 768, 1024 1024
ecdsa nistp256, nistp384, nistp521 |none
ed25519 256 256
rsa 512~4096 2048

717t Mo 2 MME|IR=RK] = IR LICH. show crypto key mypubkey.

7|1&E 7|18 NM7H{ste{™H HES =B LICH crypto key zeroize { authentication | dsa| ecdsa | ed25519 |rsa} [ label |. &F &
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NCS1K % ”%_QI 7l AYsie{d PSS U=ATLICH show sshserver.

<{froot>
RP/0/RPO/CPU0:NCS1004_1#

show ssh server

Wed Jul 19 13:28:04.820 CDT

Current supported versions := v2

SSH port := 22

SSH vrfs := vrfname:=default(v4-acl:=, v6-acl:=)
Netconf Port := 830

Netconf Vrfs := vrfname:=default(v4-acl:=, vb6-acl:=)
Algorithms

Hostkey Algorithms := x509v3-ssh-rsa,ecdsa-sha2-nistp521,ecdsa-sha2-nistp384,ecdsa-sha2-nistp256,rsa-sh
Key-Exchange Algorithms := ecdh-sha2-nistp521,ecdh-sha2-nistp384,ecdh-sha2-nistp256,diffie-helIman-grou
Encryption Algorithms := aesl28-ctr,aesl92-ctr,aes256-ctr,aesl128-gcm@openssh.com,aes256-gcm@openssh.com
Mac Algorithms := hmac-sha2-512,hmac-sha2-256,hmac-shal

Authentication Method Supported
PublicKey := Yes

Password := Yes
Keyboard-Interactive := Yes
Certificate Based := Yes

Others

DSCP := 16

RateTlimit := 600
Sessionlimit := 64

Rekeytime := 60

Server rekeyvolume := 1024
TCP window scale factor := 1
Backup Server := Disabled
Host Trustpoint :=

User Trustpoint :
Port Forwarding := Disabled

Max Authentication Limit := 20
Certificate username := Common name(CN)
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Options controlling S5H key exchange

Key exchange algorthm options
Algorithm selection policy:
ECDH key exchange
Diffie-Hellman group exchange U
Diffie-Hellman group 14 P
R5Abased key exchange

—wam below here -
Diffie-Hellman group 1

B sttempt GSSAPI key exchange

Down

Options controlling key re-exchange
Max minutes before rekey (0 for no limit) &0
Minutes between GS5 checks (0 for never) 2

Max data before rekey (0 for no limit) 1G
(Use 1M for 1 megabyte, 1G for 1 gigabyte etc)

Open Cancel
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Linux

Linux A= YEtMHo 2 XMLl LT 2|E S feto/ssvssh_config IS 2 2
Server 18.04.30{| A A|ZH&tL|Ct.

Host *

FHOHOH K K K H OH K K HHOHHEHHH K HEHHHEHEHHHHRHR

#

ForwardAgent no

ForwardX1l no

ForwardX11Trusted yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPIAuthentication no
GSSAPIDelegateCredentials no
GSSAPIKeyExchange no

GSSAPITrustDNS no

BatchMode no

CheckHostIP yes

AddressFamily any

ConnectTimeout O

StrictHostKeyChecking ask

IdentityFile ~/.ssh/id_rsa

IdentityFile ~/.ssh/id_dsa

IdentityFile ~/.ssh/id_ecdsa

IdentityFile ~/.ssh/id_ed25519

Port 22

Protocol 2

Ciphers aesl128-ctr,aesl192-ctr,aes256-ctr,aes128-cbc,3des-chc
MACs hmac-md5,hmac-shal,umac-64@openssh.com
EscapeChar ~

Tunnel no

TunnelDevice any:any

PermitLocalCommand no

VisualHostKey no

ProxyCommand ssh -q -W %h:%p gateway.example.com
RekeyLimit 1G 1h

SendEnv LANG LC_*
HashKnownHosts yes
GSSAPTIAuthentication yes

<tfroot>

RP/0/RPO/CPUO:NCS1002_1#

show ssh session details

Wed Jul 19 13:08:46.147 UTC

gfLICt. O] ofl& Ubuntu



SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac

Incoming Sessions

128733 ecdh-sha2-nistp256 ssh-rsa aes256-ctr aes256-ctr hmac-sha2-256 hmac-sha2-256
128986 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal
128988 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal

Outgoing sessions

7|5 SSH MMdollE BEE AE
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I EEILICH show ssh history detail.

<ffroot>
RP/0/RPO/CPU0:NCS1002_1#

show ssh history details

Wed Jul 19 13:13:26.821 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac start_time end_time

Incoming Session
128869diffie-hellman-groupl4-shalssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal 19-07-23 11:28:55 19

SSH £M2 oto| 4 L2 M0 CiEt M2 HE BHE MBELICH show shiraceall.

<ttroot>

RP/0/RPO/CPUO:NCS1002_1#

show ssh trace al

Wed Jul 19 13:15:53.701 UTC

3986 wrapping entries (57920 possible, 40896 allocated, 0 filtered, 392083 total)

Apr 29 19:13:19.438 ssh/backup-server/event 0/RPO/CPUO t6478 [SId:=0] Respawn-count:=1, Starting SSH Se
Apr 29 19:13:19.438 ssh/backup-server/shmem 0/RPO/CPUO t6478 [SId:=0] Shared memory does not exist duri
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<tfroot>

RP/0/RPO/CPUO:NCS1004_1#



show ssh rekey

Wed Jul 19 15:23:06.379 CDT
SSH version : Cisco-2.0

id RekeyCount TimeToRekey(min) VolumeToRekey(MB)

Incoming Session
1015 6 6.4 1024.0
1016 0 58.8 1024.0

Outgoing sessions

7| A 2B S MM BHS AR ELICH shsver rekey-volume [ size]. 712 7| RIAE 37|
1024MB &Lt

<#root>
RP/0/RPO/CPUO0:NCS1004_1(config)#

ssh server rekey-volune 4095

RP/0/RP0/CPU0:NCS1004_1(config)#

comm t

OrEH7ERI2 7| RfAE 7 EfO|H gt ssh server rekey-time[ time]. 71822 602 LI}

RP/0/RPO/CPU0:NCS1004_1(config)# ssh server rekey-time 120
RP/0/RP0O/CPU0:NCS1004_1(config)# commit

SSHC|H
Ol debug shserver O BHE2 & SSH M4 I 44 A= of CHEF AA|ZF ER9E EAIRFLICEH 27 7F
YA dds Ed{EnBottiH CIHOE %’Sihh HAAZ AL B CHS undebugall. =412 215

PuTTY E= CHE E{0['d o Z 2|7 0|ME MEsto MMdE ZZELICH
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<#root>
RP/0/RPO/CPUO:NCS1002_1#

debug ssh server

PuTTYOl= SSH I{Z! 22 7|s50| Z & E|0{ Q& LIC}. session> Logging.



ﬁ PuTTY Configuraticn

Categary:

: . Features
= Window

----- Appearance

- Behaviour

About Help

PuTTY SSH 22 A3 2l4F
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Options controlling session logging

Session logging:

() None

() Printable output

() All zession output 0 55H packets

(") 55H packets and raw data

Log file name:

putty log Browse...

(Log file name can contain &Y, &M, &0 for date, &T for
time, &H for host name, and &P for port number)

What to do if the log file already exists:
() Always ovenwrite it

() Always append to the end of it

O 24sk the user every time

B Fluzh log file frequenthy
B Include header

Options specific to S5H packet logging
B Omit known password fields
[ Omit session data

Dpen Cancel

LinuxO| M E ssh-w (OH REA|EH HE) SSH A4 Z = M A0f CHEF RHAMEt HEE MSELICH

<#root>
ubuntu-18@admin:/$

ssh -vv adm n@92. 168. 190. 2
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show tech { ncslk | ncs1001 | ncs1004 } detail

show tech crypto session

show tech ssh

admin show tech { ncslk | ncs1001 | ncs1004 }-admin
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