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Cat6K-IOS#conf t
Catb6K-IO0S (config) #monitor session 50 source vlan 100 , 200 ?
Specify another range of VLANs
- Specify a range of VLANs
both Monitor received and transmitted traffic
rx Monitor received traffic only
tx Monitor transmitted traffic only
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!--- Default is to monitor both received and transmitted traffic

CatbK-I0S(config) #monitor session 50 source vlan 100 , 200
Catb6K-I0S (config)#
2. X E ECfEe| SMX| ZEE X|FE L.

Catb6K-I0S(config) #monitor session 50 destination interface Fa3/30

Cat6K-I0S (config)#
O|2 S3H VLAN 100 2! VLAN 2000] &3t 2 E 1IOI01 2 EZ{Z/0| |ALE|0{ ZE Fa3/300] M&
ElLICH cHd ZEJF EfEg RLEZSE SYUE VLANS| R0l Z e ZEM UIteE E
EHE 2 A K| b &LCt.

show monitor 23S A2 504 SPAN ZiI|ag|o|ME &holstL|ct.

Cat6K-I0S#show monitor detail
Session 50

Type : Local Session
Source Ports

RX Only : None

TX Only : None

Both : None
Source VLANs

RX Only : None

TX Only : None

Both : 100,200

Source RSPAN VLAN : None
Destination Ports : Fa3/30
Filter VLANSs : None
Dest RSPAN VLAN None

VACLE A28t ?“

Ol Zm[ago|M oflofHE HERT &Elxte] o2 27 AFEo| /JU&LCh

. VLAN 2009] 3 A E $12((10.20.20.128/25)0{l A VLAN 1002| S7 AE{(10.10.10.101)7} K|
HTTP EcHZlE Zix{slofF &L|Ct.

. & $4 239.0.0.1002 2 &t M& WOl UDP(Multicast User Datagram Protocol) E 24
IZIZ VLAN 10001 A Z4x{5HoF &FL|C}.

1. ZiX{stod EMo 2 MEE SO0|22 Ef=EES Mol
Catb6K-I0S(config) #ip access-list extended HTTP_UDP_ TRAFFIC
Catb6K-I0S (config-ext-nacl) #permit tcp 10.20.20.128 0.0.0.127 host 10.10.10.101 eq www
CatbK-I0S (config-ext-nacl) #permit udp any host 239.0.0.100
Cat6K-IOS config—ext—nacl)#exit
2.0 2E E2i=E 2 0lEs 7| fIsH TR ACLS HolgfLct
Cat6K-I0S(config) #ip access-list extended ALL_TRAFFIC
Cat6K-I0S(config-ext-nacl) #permit ip any any
Catb6K-I0S (config-ext-nacl) #exit

(
(
(
(

3. VLAN A& S HolgfL|Ct.
Catb6K-I0S(config) #vlan access-map HTTP UDP_MAP 10
Catb6K-I0S(config-access-map) #match ip address HTTP UDP_TRAFFIC
Cat6K-IOS (config-access-map) #action forward capture
Catb6K-I0S(config) #vlan access-map HTTP UDP_MAP 20
Catb6K-I0S(config-access-map) #match ip address ALL TRAFFIC
Catb6K-IOS (config-access-map) #action forward
Cat6K-IOS (config-access-map) #exit

(
(
(
(
(
(



4. MHE VLANO| VLAN HAA g M8fLc,
Cat6K-I0S(config)#vlan filter HTTP_UDP MAP vlan-list 100
!-—— Here 100 is the ID of VLAN on which the VACL is applied.
5. XM ZEE FHELICEH
Catb6K-IOS(config) #int £a3/30
Catb6K-I0S(config-if) #switchport capture allowed vlan ?

WORD VLAN IDs of the allowed VLANs when this po
add add VLANs to the current list
all all VLANs

except all VLANs except the following
remove remove VLANs from the current list

Cat6K-I0S(config-if) #switchport capture allowed vlan 100

Cat6K-I0S(config-if) #switchport capture
Cat6K-I0S (config-if) #exit

CtS& & QIRrL|C

Ol MME Al28to{ Z4x|aeyo|M0| MCHE &S sH=X| &olgtL|ct.
Output Interpreter £ (SSE D24 3E)(OIT)E S show HHE XA ELICLOITE A& 5tod
show B £ 9| EAME FLICH

. show vlan access-map — VLAN 4A|A ZHO| LI &2 F A|EFLLCH.
Cat6K-I0S#show vlan access-map HTTP_UDP_MAP
Vlan access-map "HTTP_UDP_MAP" 10
match: ip address HTTP_UDP_TRAFFIC
action: forward capture
Vlan access-map "HTTP_UDP_MAP" 20
match: ip address ALL_TRAFFIC
action: forward

. show vian filter — VLAN ZE{of CHEt HEE E AIFLICH
Cat6K-IOS#show vlan filter
VLAN Map HTTP_UDP_MAP:
Configured on VLANs: 100
Active on VLANs: 100
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