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Dictionaries Conditions Reasults

Authorization Profiles = MACSECprofile

Results
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aaa authentication dotlx default group radius
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aaa group server radius ISE

server name ISE
dotlx system-auth-control

interface GigabitEthernetl/0/2

description windows7

switchport mode access
authentication order dotlx
authentication port-control auto

dotlx pae authenticator

radius server ISE

address ipv4 10.48.66.74 auth-port 1645 acct-port 1646

timeout 5
retransmit 2
Z|1 QlE{mo|A0| X

key cisco

27 MKA H30| 44
Ct.

mka policy mka-policy
replay-protection window-size 5000

interface GigabitEthernetl/0/2
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mka policy mka-policy
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'Y Cisco AnyConnect Secure Mobility Client | @ ([

W P

You may need to use a browser to gain access.

- Connect

Web Authentication Required

6 Network:

Connected (10.48.67.84)
wired Manage Metworks...

Connect only to current network

MACsec2 At&35t0{ M| 802.1x Z2EE F7I}ELICH802.1x2| B PEAP(Protected Extensible
Authentication Protocol)7t At&E|LICHISE|M T 4El AFZ X} "cisco").

' Cisco AnyCennect Secure Mobility Client e =]

atfeenfne N
csco  AnyConne

Status Ovenview

Metwork Service: Enabled >

Wi-Fi: No Wi-F adapters

Type




EAP-PEAPO CH3H 743 El AnyConnect NAMOI = SHIE X724

[

|

Cisco AnyConnect | macsec

Please enter your username and password for the
network: macsec

sername: cisco
Password: rrrreesy
|| Show Password
[ QK ] | Cancel |

@ Cisco AnyConnect Secure Mobility Client

'You may need to use a browser to gain access.

-

Connect

Web Authentication Required

Network:
Authenticating

M@ CseC

bsns-3750-5#show authentication sessions interface gl/0/2

Interface:

MAC Address:

IP Address:
User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:

GigabitEthernetl/0/2
0050.5699.36ce
192.168.1.201

cisco

Authz Success

DATA

Must Secure

Secured

single-host

both

Authentication Server
10

N/A

1 QlEE|oqof gfL|CH EoF &Elfj= "E ok &fEfo{oF B L|CH.



Idle timeout: N/A
Common Session ID: COA8000100000D56FD55B3BF
Acct Session ID: 0x00011CB4
Handle: 0x97000D57

Runnable methods list:
Method State
dotlx Authc Success

AL|X|2| MACsec 84l 24 HA M, =4I/E E2f=l0f CiE SCI(Secure Channel

=
Identifier), L E SH & 7ot #HHE ME HEE NS LICH

bsns-3750-5#show macsec interface gl/0/2
MACsec is enabled
Replay protect : enabled
Replay window : 5000
Include SCI : yes
Cipher : GCM-AES-128
Confidentiality Offset : 0
Capabilities
Max. Rx SA : 16
Max. Tx SA : 16
Validate Frames : strict
PN threshold notification support : Yes
Ciphers supported : GCM-AES-128
Transmit Secure Channels
SCI : BC166525A5020002
Elapsed time : 00:00:35
Current AN: 0 Previous AN: -
SC Statistics
Auth-only (0 / 0)
Encrypt (2788 / 0)
Receive Secure Channels
SCI : 0050569936CE0000
Elapsed time : 00:00:35

Current AN: 0 Previous AN: -
SC Statistics
Notvalid pkts 0 Invalid pkts 0
Valid pkts 76 Late pkts 0
Uncheck pkts 0 Delay pkts 0
Port Statistics
Ingress untag pkts 0 Ingress notag pkts 2441
Ingress badtag pkts 0 Ingress unknownSCI pkts 0
Ingress noSCI pkts 0 Unused pkts 0
Notusing pkts 0 Decrypt bytes 176153

Ingress miss pkts 2437
AnyConnectol M SH = ef =3t AASZ L %! SHE LIEHHLICH



Network Access Manager

Configuration | Statistics |Message History

~
subnet Mask (LFv4a) 299.295,4595.0
Default Gateway (IPv4) 192.163.1.10

Bytes ~
Sent: 16567
Received: 5760

Frames #
Sent: 115
Received: 49

Security Infoermation A
Configuration: 802, 1¥ (MACsec) |
Encryption: GCM{Software) 3
EAP Method: eapPeap(eapMschapv?)
Server: ise 2. test-cisco.com
Credential Type: Username Password

= -
=A| 34
Oo| MMoMe Aol 22X E sEste ol AISE £ Ues HEE XSELct

5] AlLt2l0f gk CIHZ

ALQIR|MM CIHZEE EESELICHUR E32 BEHYS 2lo d=HE).

debug macsec event
debug macsec error
debug epm all

debug dotlx all
debug radius

debug radius verbose

802.1x M|M0| MXE|Pd EAPOLE S48l 042 EAP T{Z!0| mEHEL|Ct.

] RADIUS-Accept L0l Af 4=84
£ ISE(EAP MB)2| 0tx|2 HE & QI & 3t 043 Radius S4S E

DI
& gLt

RADIUS: Received from id 1645/40 10.48.66.74:1645, Access-Accept, len 376

RADIUS: EAP-Key-Name [102] 67 *

RADIUS: Vendor, Cisco [26] 34

RADIUS: Cisco AVpair [1] 28 "linksec-policy=must-secure"
RADIUS: Vendor, Microsoft [26] 58

RADIUS: MS-MPPE-Send-Key [16] 52 *

RADIUS: Vendor, Microsoft [26] 58



RADIUS: MS-MPPE-Recv-Key [17] 52 %

EAP-Key-Name2 MKA A|440{ AR EILICE linksec-policy= A 2| XA MACsec2 AIESEE Z
MELCH e o7t 2R E|X| oo™ AIiErLICH. Olz et §42 A AXMAHME 2 elg = QU

&LCH

18 10.48.66.74 10.48.66.109 RADIUS 418 Access-Accept(2) (id=40, 1=376

AVP: 1=7 t=lUser-Name(l): cisco
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a43304138303030313630, ..
AVP: 1=51 t=Class(25): 434143533a43304138303030313030303030443536464435. ..
AVP: 1=6 t=Tunnel-Type(64) Tag=0x01: VLAN(13)
AVP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x01: IEEE-802(6)
AVP: 1=b t=FAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(80): 05fc3fo450d6b4f80564404551992972
AVP: 1=5 t=Tunnel-Private-Group-Id(81) Tag=0x81: 18
AVP: 1=67 t=EAP-Key-Name(102): \031R\315g\206%\334\236\254\344:\333 jH\355(\353\343\
[Length: 65]
EAP-Key-Name: \031R\315g\206\334\236\254344:3333" jH\355 (\353\343\255\004\362H\ 3761
= AVP: 1=34 t=Vendor-Specific(26) v=ciscoSystems(9)
* VSA: 1=28 t=Cisco-AVPair(l): linksec-policy=must-secure
P AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)
B OAVP: 1=58 t=Vendor-Specific(26) v=Microsoft(311)

4 T v v v T T T T

2150| d3F&LICt

%$DOT1X-5-SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID C0A8000100000D56FD55B3BF

$AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for client
(0050.5699.36ce) on Interface Gil/0/2 AuditSessionID C0A8000100000D56FD55B3BF

A QR EEE HEFLICH{7|ol= E8F TS E M VLAN H5T7F L ELICH.

$AUTHMGR-5-VLANASSIGN: VLAN 10 assigned to Interface Gil/0/2 AuditSessionID
C0A8000100000D56FD55B3BF

ae{™H AR[X|7} EAPOL IHZ! g ELH 1 S M MKA MM E AlRFEFLICEH

SMKA-5-SESSION_START: (Gil/0/2 : 2) MKA Session started for RxSCI 0050.5699.36ce/0000,
AuditSessionID COA8000100000D56FD55B3BF, AuthMgr-Handle 97000D57

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

EAPOL pak dump rx

dotlx-packet (Gil/0/2): Received an EAPOL frame

dotlx-packet (Gil/0/2): Received an MKA packet

4712 miZ! Wk 2ok AlEXL7F RX(Receive) E OF 91731} &H7A| A A |0

HULC-MACsec: MAC: 0050.5699.36ce, Vlan: 10, Domain: DATA

HULC-MACsec: Process create TxSC i/f GigabitEthernetl/0/2 SCI BC166525A5020002
HULC-MACsec: Process create RxSC i/f GigabitEthernetl/0/2 SCI 50569936CE0000
HULC-MACsec: Process install RxSA request79F6630 for interface GigabitEthernetl/0/2

Mol 2r2 &[T TE(TX) 2eF edZ0| FIHELICH

%MKA-5-SESSION_SECURED: (Gil/0/2 : 2) MKA Session was secured for



RxSCI 0050.5699.36¢ce/0000, AuditSessionID COA8000100000D56FD55B3BF,
CKN A2BDC3BE967584515298F3F1B8A9CC13
HULC-MACsec: Process install TxSA request66B4EEC for interface GigabitEthernetl/0/

"must-secure” ‘A 0| LUX|5t 1 HEF Fo{7} IFH&LICH

$AUTHMGR-5-SUCCESS: Authorization succeeded for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID COA8000100000D56FD55B3BF

275 0FCF MKA Hello TiZ!0] mgtE[o] 2 E FHIHAL7L ot QU X| & Qlgf Lt

dotlx-ev(Gil/0/2): Received TX PDU (5) for the client O0x6E0001EC (0050.5699.36ce)
dotlx-packet (Gil/0/2): MKA length: 0x0084 data&colon; "A

dotlx-ev(Gil/0/2): Sending EAPOL packet to group PAE address

EAPOL pak dump Tx

Anst AlLt2|0i CHE C|HZ

M EZ2| A E7F MKAOI| CHE AIE|X| okt ISE7F A& X 21802.1x Q15 £ YS3E 2
AL

RADIUS: Received from id 1645/224 10.48.66.74:1645, Access-Accept, len 342
%$DOT1X-5-SUCCESS: Authentication successful for client (0050.5699.36ce) on
Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

%AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for client
(0050.5699.36ce) on Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

A LQ|R|= 5702l EAPOL Z!E TS E M MKA MMEE AlEfstEd A= gLicH

SMKA-5-SESSION_START: (Gil/0/2 : 2) MKA Session started for RxSCI 0050.5699.36ce/0000,
AuditSessionID COA8000100000D55FD4D7529, AuthMgr-Handle A4000D56
dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

dotlx-ev(Gil/0/2): Sending out EAPOL packet

EAPOL pak dump Tx

2|1 x| e 2 AlZh =07 E|o et fo{7F Amghct

%MKA-4-KEEPALIVE_ TIMEOUT: (Gil/0/2 : 2) Peer has stopped sending MKPDUs for RxSCI
0050.5699.36ce/0000, AuditSessionID COA8000100000D55FD4D7529, CKN
F8288CDF7FA56386524DD17F1B62F3BA
$MKA-4-SESSION_UNSECURED: (Gil/0/2 : 2) MKA Session was stopped by MKA and not
secured for RxSCI 0050.5699.36ce/0000, AuditSessionID COA8000100000D55FD4D7529,
CKN F8288CDF7FA56386524DD17F1B62F3BA
$AUTHMGR-5-FAIL: Authorization failed or unapplied for client (0050.5699.36ce)
on Interface Gil/0/2 AuditSessionID COA8000100000D55FD4D7529

802.1x M|MolM= M3l &S E st X|BH HEh £ojof AMufFi&L|ct

bsns-3750-5#show authentication sessions int gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699.36c¢ce



IP Address: 192.168.1.201
User-Name: cisco
Status: Authz Failed
Domain: DATA
Security Policy: Must Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000D55FD4D7529
Acct Session ID: 0x00011cCaO0
Handle: 0xA4000D56

Runnable methods list:
Method State
dotlx Authc Success

ClolE{ Eei=lo| RFEHEILICEH
AR LES

M Z2| 7 E ALO|E 4 ICMP(Internet Control Message Protocol) 0|2 2 &/3[410| ™
™o 22 Ecizlo] /U&Lct.

|k

ob
ple)
1
>
m

r

- A2|XI2 MEE 4710] 22 3HE ICMP O 2 27%(88e5= 802.1AEE 2 & 0|2 E)
. 4712| HSE ICMP o2 8 £
Ol AnyConnect?} Windows APIO|A] 02| £ 5 (libpcapE M&E M O|™, mZlE 4= AIE i
libpcap ™) ®2|=IA7| 2 L|ct.

4

Mo. |5nume | Destination | Protocol | J.ength| Info

3 Ymware 99:36;ce Cisco_25:a5:43 0x88e5 186 Ethernet IT
4192, 168.1.168 192, 168.1.2081 ICHP T4 Echo (ping) reply id=0x000l, seq=23/5888, ttl=255
5 Vaware 99:36:ce Cisco 25:a5:43 0x38e5 186 Ethernet IT
6 192,168, 1.148 192,168, 1.281 TCHP 74 Echo (ping) reply id=0x086]1, seq=24/6144, ttl=255
! ¥aware 99:36:ce Cisco_25:a5:43 Oxgges 106 Ethernet 11
8 192,168, 1.16 192, 168.1.201 ICHP 74 Echo (ping) reply id=0x0001, seq=25/64008, LL1=255
O ¥aware 99:36:ce Cisco_25:a5:43 Oxd8e5 186 Ethernet TIT

10 192, 168, 1.1 1492, 168, 1. 261 LCHP 74 Echo (ping) reply id=0x0onl, seq=26 6656, tt1=255

* Frame 3: 106 bytes on wire (B48 bits), 106 bytes captured (B48 bits)
¢ Ethernet TI, Src: Ymware 99:36:ce (00:58:56:99:36:ce), Dst: Cisco 25:a5:43 (bo:l6:65:25:a5:43)
= Data {92 bytes)

Data; 2c0Q0000013cA305056090936c0000565d05c5d fas5dT345d3, .

|Length: 92]

Hn:AQXE LE EAT|(SPAN) EE= EPC(Embedded Packet Capture) S2| 7|52 AFS
501 A 2| %[0l MKA EE= 802.1AE EEH*!; ALIESHE 7|52 RIHEX| ef&LICH.

MACsec 2! 802.1x 2 E

2 E 802.1x 2E7} MACsecOlM X[ EIX|= ef&LCH.

Cisco TrustSec 3.0 gt¥2{ 7} 0|=:MACsec 2! NDACS| £ 7= Ct21t Z+&LC}t.

. B2l 3 AE DCE:MACsec2 Bt SAE R oA &835| RIRELCHO| ZENMHE
MACsec Z EFA MAC EEE IP AR QIBSSIT HES38 £+~ USLICIAEZQIET QISE £



ZEOAMCHE MAC =47} BX|E|H ZEN|M 2ot 2{8to| EE[7{ELIC.

. MDA(Multi-Domain Authentication) 2E.:0| 2E0i| A= st A= ZQIE T} Of|o|E THQlod Q1
CIE A=xQIETI 84 Qo (2 = U&LICHMACsec2 MDA 2 E0| M 25| x| E
LICH S AEZQIET} 25 MACsec2 X|H5tE B2 2+ S & MOl MACsec M[Mof 2|5 £

SEILICEHSLS| A =EZQIE T MACsecS K|HetE AR, CIE JEXQIEE EQfEE Ut
MEIZ MEste SOt ST JIEXZQIEE E5 8 = Q&L Ct.

.8 2lEd 20| ZEOME B AQX| ZEO|M 7{o| RX|ete| A= ZQIEE QIFE
&LICHo| 2E0|ME MACsecO| X|¥ME|X| Sf&LICEH

. OH8 3AE DE0| ZENME MACsec AH8O0| 7|&gMo 2 7ts5HX|BH HEEIX| & LICtH
HE|ZAE PEOME ZEQO| A HM| A= ZQIET} QIBSE|D, & Bl HeH Ho{E Sal Ul
EQFof| £} A=xQIET} HEELICHMACsec2 A HM| HAHE S AE0|M &S 5HK| B
CIE A=EXQIES EffEI2 ¢t5 5t ECE 0| o2 2 AN ZE MEE[X| f&LICH

o e
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http://www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
http://www.cisco.com/en/US/products/ps10156/products_white_paper09186a0080c1d47f.shtml
http://www.cisco.com/en/US/products/ps12726/products_configuration_example09186a0080c1c519.shtml
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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