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|2 AAA(Authentication, Authorization, and Accounting) Z1I| 220 A4 lL|C}.

aaa new nodel

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

radi us-server host 10.48.66. 107 auth-port 1812 acct-port 1813 key ci sco

! Enabl e authenticator switch to authenticate the supplicant swtch.
dot 1x system aut h-contr ol

! Enabl e Cl SP framework.

cisp enable

I configure uplink port as access and dot1x authenticati on.
interface FastEthernet0/6

switchport mode access

authentication port-control auto

dotlx pae authenticator

spanni ng-tree portfast
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CIS2 7|12 AAA AT a8 ol L]Ct.

aaa new nodel

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

radi us- server host 10.48.66.107 auth-port 1812 acct-port 1813 key cisco

! Enabl e supplicant switch to authenticate devices connected
dot 1x system aut h-contr ol

! Forces the switch to send only multicast EAPOL packets when it receives either
uni cast or multicast packets, which allows NEAT to work on the supplicant

switch in all host nodes.

dotlx supplicant force-multicast

! Enabl e CI SP franework operation.
cisp enable

AMHERE Xt BB 7451 0F 5HH AFE & EAP(Extensible Authentication Protocol) &2 A|
atiof & LCt.
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PAC(Protected Access Credential) Z2H|X{dE ERE 5t= EAP-FASTE ZXIZE AtE
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I configure EAP node used by supplicant switch to authenticate itself to
aut henticator switch eap profile EAP_PRO
nmet hod mds

I Configure credentials use by supplicant switch during that authentication.
dot 1x credentials CRED PRO

username bsnsswitch

password 0 Clscol23
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interface FastEthernet0/6
swi tchport trunk encapsul ati on dot 1q
switchport mode trunk
dotlx pae supplicant

dotlx credentials CRED_PRO

dotlx supplicant eap profile EAP_PRO
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interface FastEthernet0/5

swi tchport access vlan 200

swi tchport nbde access
authentication port-control auto
dot 1x pae aut henti cat or
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Allow EAP-MD5

w

» [| Detect EAP-MD5 as Host Lookup i

Allow EAP-TLS
Allow LEAP
Allow PEAP

RO K

PEAP Inner Methods
IE Allow EAP-MS-CHAPv2

Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-GTC
Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-TLS
] Allow PEAPVO only for legacy clients

2. Mt 204 HME MMELICE Policy(Z3) > Results(Z™) > Authorization(# 8t §£04) >
Authorization Policy(# &t §0{ H&)Z 0|S5t1 gtetEl 4o 2 NEATE Z&EGHE S H™
2 485t L Hdlo|EgLCt chE2 B8t HA 9| oflLct.



Authorization Profiles > NEAT

Authorization Profile

* Name | NEAT
Description
* Access Type | ACCESS ACCEPT v

Service Template

* Common Tasks
MACSec Policy

~ NEAT

NEAT SM0| 7HAX|H ISEE HEH £042| YF =2 device-traffic-class=switch& Bt L|C. 2l
BSXo ZE PEE HMAMM EHIZE B4E52{H ol SM0| 2L
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0| 0f|0i| M= Authenticator_switches2t= £ C|HIO|A O E0| MME|T BE AZHK}IIL
bsnswitchZ A|&t5t= AFE Xl 0|2 EHLICE

B NEAT Radius:User-Name MATCHES ~bsnsswitch DEVICE:Device Type NEAT
EQUALS All Device Types# Switches# Authenticator_switches

4. ARA%|E MHEE 2F0f F7HELICE Administration(#2]) > Network Resources(HE 2|3 2|
224) > Network Devices(HES|3 C|HIO|&)E 0|S 35t Add(F7HE & =EfLICH.



Network Devices List > bstp-3500-1

Network Devices
* Name| pstp-3500-1

Description
* IP Address: | 10.48.57.225 /dl 32
Model Name v
Software Version v

* Network Device Group

Location| Al| Locations Set To Default

Device Type| Aythenticator_swit...  Set To Default
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bst p- 3500- 1#debug ci sp all

Cct 15 13:51:03.672: %AUTHMGR- 5- START: Starting 'dotlx' for client

(001b. 0d55. 2187) on Interface FaO/6 Audit Sessi onl D 0A3039E10000000600757ABB

Cct 15 13:51:03.723: %OOT1X- 5- SUCCESS: Aut hentication successful for client
(001b. 0d55. 2187) on Interface FaO/6 Audit SessionlD

Cct 15 13:51:03.723: %AUTHMGR- 7- RESULT: Aut hentication result 'success' from
‘dot1x' for client (001b.0d55.2187) on Interface FaO/6 Audit SessionlD
0A3039E10000000600757ABB

Oct 15 13:51:03.723: Applying command... 'no switchport access vlan 1' at Fa0/6
Oct 15 13:51:03.739: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 13:51:03.748: Applying command... 'switchport trunk encapsulation dotlq’
at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport mode trunk' at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport trunk native vlan 1' at
Fa0/6

Oct 15 13:51:03.764: Applying command... 'spanning-tree portfast trunk' at Fa0/6
Oct 15 13:51:04.805: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
(001b.0d455.2187) on Interface Fa0/6 AuditSessionID 0A3039E10000000600757ABB

Cct 15 13:51:04.805: Cl SP-EVENT (Fa0O/6): Received action Run Authenticator

Cct 15 13:51:04.805: Cl SP-EVENT (FaO/6): Authenticator received event Start in
state Not Running

Cct 15 13:51:04.805: Cl SP-EVENT (FaO/6): Authenticator state changed to Waiting
link UP

Cct 15 13:51:04.805: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 13:51:05.669: %I NK-3- UPDOMN: | nterface FastEthernet0/6, changed state to
up

Cct 15 13:51:06.793: Cl SP-EVENT (FaO/6): Received action Run Authenticator

Cct 15 13:51:06.793: Cl SP-EVENT (FaO/6): Authenticator received event Start in
state Waiting link UP (no-op)

Oct 15 13:51:07.799: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to up

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Authenticator received event Link UP in
state Waiting link UP

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:07.799: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Type: HELLO

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Proposing CISP version: 1

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0O/6): Started 'hello' tiner (5s)

Cct 15 13:51:07.799: Cl SP-EVENT (FaO/6): Authenticator state changed to ldle

Cct 15 13:51:07.799: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 13:51:07.799: Cl SP-EVENT: Received action Start Tick Tiner

Cct 15 13:51:07.799: ClI SP-EVENT: Started CISP tick tinmer

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): 'hello timer expired

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0O/6): Authenticator received event Tinmeout in
state ldle

Cct 15 13:51:12.942: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 13:51:12.942: Cl SP-TXPAK (Fa0/6): Code: RESPONSE | D: 0x20 Lengt h: 0x0018



Type: HELLO
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
state ldle
Cct 15 13:51:
Cct 15 13:51:
Type: HELLO
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
state ldle
Cct 15 13:51:
Cct 15 13:51:
Type: HELLO
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
Cct 15 13:51:
state ldle
Cct 15 13:51:29.400:
Oct 15 13:51:36.707:
Type : REGISTRATION

Cct 15 13:51: 36. 707:
Cct 15 13:51: 36. 707:
Packet in state Idle
13:51: 36. 707:
13:51: 36. 707:
13:51: 36. 707:
13:51: 36. 707:
Oct 15 13:51:36.707:
Type : REGISTRATION

Cct 15 13:51: 36. 707:
Oct 15 13:51:36.724:
Type :ADD_CLIENT

Cct 15 13:51: 36. 724:
Cct 15 13:51: 36. 724:
Packet in state Idle
Oct 15 13:51:36.724:
to authenticator 1list
Cct 15 13:51:36.724: Cl SP- EVENT (Fa0/6):
downstream cl i ent 001b. 0d55. 21cl (vl an:
Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6):
Oct 15 13:51:36.724: CISP-EVENT (Fa0/6):
to authenticator 1list

Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6):
downstream cl i ent 001b. 0d55. 21c0 (vl an:
Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6):
Cct 15 13:51:36.724: Cl SP-EVENT (Fa0/6):
Cct 15 13:51:36.724: Cl SP- TXPAK (Fa0/ 6):
Type :ADD_CLIENT

12.
12.
18.
18.

942:
942:
084:
084:

Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT

(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):

18.
18.

084:
084:

Cl SP- EVENT
Cl SP- TXPAK

(Fa0/ 6):
(Fa0/ 6):

18.
18.
23.
23.

084:
084:
226:
226:

Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT

(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):

23.
23.

226:
226:

Cl SP- EVENT
Cl SP- TXPAK

(Fa0/ 6):
(Fa0/ 6):

23.
23.
28.
28.

226:
226:
377:
377:

Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT
Cl SP- EVENT

(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):
(Fa0/ 6):

Cl SP- EVENT:
CISP-RXPAK

St opped
(Fa0/6):

Payl oad: 0200E84B
Cl SP- EVENT (Fa0/ 6) :

Cl SP- EVENT (Fa0/ 6):
Cl SP- EVENT (Fao0/ 6):
Cl SP- EVENT (Fao0/ 6):
Cl SP- EVENT (Fao0/ 6):
CISP-TXPAK (Fa0/6):

Payl oad: 01000000
CISP-RXPAK (Fa0/6):

Payl oad: 0100110200
Cl SP- EVENT (Fa0/ 6) :

CISP-EVENT (Fa0/6):

R1E L Mk 207t M35t CISP gt
o|5x|.o| ScCt Ol 50| 2cCt odste 3|.i
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Proposing CI SP version: 1
Started "hello' timer (5s)
"hell o' timer expired

Aut henti cator received event Tineout in
Transmitting a Cl SP Packet
Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Proposing CI SP version: 1
Started 'hello' timer (5s)
"hell o' timer expired

Aut henti cator received event Tineout in
Transmitting a Cl SP Packet
Code: RESPONSE | D: 0x20 Lengt h: 0x0018
Proposing CI SP version: 1
Started 'hello' timer (5s)
"hell o' timer expired

Aut henti cator received event Tineout in
CISP tick tiner

Code:REQUEST ID:0x22 Length:0x001C

Aut henti cator received event Receive
Proposed CI SP version: 1
Negoti ated Cl SP versi on:
Sync supp_i d: 59467

Transmitting a Cl SP Packet

Code:RESPONSE ID:0x22 Length:0x001C

1

Code:REQUEST ID:0x23 Length:0x003A

09001B0D5521C10300050 ...
Aut henti cator recei ved event Receive
Adding client 001b.0d55.21cl (vlan: 200)

Noti fying interest
200)

Adding client info at Authenticator
Adding client 001b.0d55.21c0 (vlan:

parti es about new

1)
Noti fying interest new
1)

Adding client info at Authenticator
Transmitting a Cl SP Packet
Code:RESPONSE ID:0x23 Length:0x0018

parties about

O] gtMstL|CH 2zt mEtol= AXKF7F B REQUESTSH
RESPONSE7} /&Lt

REGISTRATIONI ADD_CLIENTE}= & 7tX| M2 CHE Wweto| =~ ELICH REGISTRATION 1
2 B HoM AER = ABKIAH CISPE A8 E + 5E LEln QS A o HIAIXRIE 52/
L|Ct. ADD_CLIENT &2 A™Ate| 24 ZEof 2 E & x|ol CHal| QIS KA L El= Ol AHS
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bst p- 3500- 1#show cisp clients

Aut henticator Cient Table:

001b. 0d55. 21c1 200 Fa0/ 6
001b. 0d55. 21c0 1 Fa0/ 6

bst p- 3500- 1#show cisp registrations

Interface(s) with Cl SP registered user(s):

Fa0/ 6
Auth Mgr (Authenticator)

Ol ofolME Q1B Ao Agto| 2HHE QIE{H 0]|A(fa0/6)0ll SHIZ A Y E|T F 712 MAC A7}
SEZ=ZLct. MAC T4 £ VLANT 2 VLAN2002| fa0/6 ZEO| Q= AIMRFQILICE

O|A| dot1x R1& MMe| &olg ~=~E & U&LICH YAET AL|X|2| fa0/6 ZE = O|0| AUBEIRA
&LICH BSTP-3500-2( &A1& AH 7t A E [ EE|7HE|E dot1x W B iL|Ct

bst p- 3500- 1#show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Fa0O/ 6 001b. 0d55. 2187 dot 1x DATA Authz Success 0A3039E10000000700FB3259

O| EHAI0A] od| &8 Chz ARl MMd0] gi&Lict

bst p- 3500- 2#show aut henti cati on sessi ons
No Auth Manager contexts currently exist

M &2l H E ALx|0 Windows PC 2I&
0| 0|0l M Windows PC= &1 Xtof CHal QIS EFLICH T2 M A S| EHAH= ChSa 2 &L Ct.

1. Windows PC7} BSTP-3500-2(&1& X} Q| FastEthernet 0/5 ZE0i 9172 FL|C}.
AEXbE ISEQ 218 U HEH 208 s->ELICH

AR QISR A A 22I0|MEI ZEO| HAAZIRISS LEILICH
o|lde M E2l 7 EQ 84! Lct.

2.
3.

Cct 15 14:19:37.207: Y%AUTHMGR- 5- START: Starting 'dotlx' for client

(c464. 13b4.29¢c3) on Interface Fa0/5 Audit Sessionl D 0A3039E200000013008F77FA

Cct 15 14:19: 37.325: 9OT1X- 5- SUCCESS: Aut hentication successful for client
(c464. 13b4.29c3) on Interface Fa0/5 Audit SessionlD

Oct 15 14:19:37.325: %AUTHMGR-7-RESULT: Authentication result 'success' from
'dotlx' for client (c464.13b4.29c3) on Interface Fa0/5 AuditSessionID
0A3039E200000013008F77FA

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/5): Received action Add dient

Cct 15 14:19:37.341: CI SP-EVENT (Fa0/5): Adding client c464.13b4.29c3 (vlan: 200)
to supplicant list

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/6): Supplicant received event Add Client in
state ldle



Cct 15 14:19: 37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29¢c3 (vlan: 200)
to the ADD list

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200)
to ADD CLI ENT req

Cct 15 14:19:37.341: Cl SP-EVENT (Fa0/6): Transmitting a Cl SP Packet

Cct 15 14:19:37.341: CISP-TXPAK (Fa0/6): Code:REQUEST ID:0x24 Length:0x0029
Type:ADD_CLIENT

Cct 15 14:19:37.341: Payl oad: 010011020009C46413B429C30300050 . .

Cct 15 14:19:37.341: ClI SP-EVENT (Fa0/6): Started 'retransmit' timer (30s)

Oct 15 14:19:37.341: ClISP-EVENT: Started CISP tick tinmer

Cct 15 14:19: 37.341: Cl SP-EVENT (Fa0/6): Supplicant state changed to Request

Cct 15 14:19:37.341: CISP-RXPAK (Fa0/6): Code:RESPONSE ID:0x24 Length:0x0018
Type:ADD_CLIENT

Cct 15 14:19: 37.350: Cl SP-EVENT (FaO/6): Supplicant received event Receive Packet
in state Request

Cct 15 14:19: 37.350: Cl SP-EVENT (FaO/6): Stopped 'retransnmit' tiner

Cct 15 14:19: 37.350: CISP-EVENT (Fa0/6): All Clients implicitly ACKed

Cct 15 14:19: 37.350: Cl SP-EVENT (Fa0/6): Supplicant state changed to ldle

Cct 15 14:19: 38. 356: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
(c464.13b4.29¢c3) on Interface Fa0/5 AuditSessionID 0A3039E200000013008F77FA

Cct 15 14:19: 38. 356: Cl SP-EVENT (Fa0/5): Received action Run Authenticator

Cct 15 14:19: 38.356: Cl SP-EVENT (Fa0/5): Authenticator received event Start in
state Not Running

Cct 15 14:19: 38. 356: Cl SP-EVENT (Fa0/5): Authenticator state changed to Wiiting
link UP

Cct 15 14:19: 38. 356: Cl SP-EVENT (Fa0/5): Sync supp_id: O

Cct 15 14:19: 38.373: Cl SP-EVENT: Stopped CISP tick tinmer

Oct 15 14:19:39.162: %LINK-3-UPDOWN: Interface FastEthernet0/5, changed state to
up

ADD_CLIENT m2t0| 2f A5t X|2F REGISTRATION m&to| Z 2 5FX| of&LCt.

MK CHEE SEF2 221524 show cisp registrations B&S 2/=248HL|C}.

bst p- 3500- 2#show ci sp regi strations

Interface(s) with Cl SP registered user(s):

Fa0/ 5

Auth Mgr (Authenticator)
Fa0/ 6

802. 1x Sup (Supplicant)

AERl= IS Ktof| CHEF AER} 248 (fa0/6 QIE{H| 0| A) 3 Windows PCOf| CHEF QIS At 38t
(fa0/5 2IE{H|0|A)O| U&LICH.

CIEXtoi CHEt S 2 Ql5t24™ show cisp clients HE& /=48 LICt

bst p- 3500- 1#show cisp clients

Aut henticator dient Tabl e:

001b. 0d55. 21c1 200 FaO/ 6

001b. 0d55. 21c0 1 FaO/ 6

c464.13b4.29¢c3 200 Fal/ 6

VLAN 200 ot2H o] QIEXIod Al MAC A7} LEEFLLICEH AIEXS| AAA 270 & E MAC &
AQlL|ct

—_— .



ol

—

M2 S ClHtolA T AR 2| fa0/s ZEO| 1A E[0] IS S LIEFLHOF B LICE.

Ol

bst p- 3500- 2#show aut henti cati on sessi ons

Interface MAC Address Method Domai n Status Session ID
Fa0/5 c464.13b4.29¢3 dot 1x DATA Aut hz Success 0A3039E20000001501018B58

HIELIZ oA 215 E EEto|HE H[H

22t0|HEI MHEHO: ZEJ ZRE Z2) QIFXH=s DELETE_CLIENT &g Saf 22
CIE=TH |}

fjo

Cct 15 15:54:05.415: Cl SP-RXPAK (Fa0/ 6): Code:REQUEST ID:0x25 Length:0x0029
Type : DELETE_CLIENT

Cct 15 15:54:05.415: Payl oad: 010011020009C46413B429C30300050 . .

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state ldle

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Removing client c464.13b4.29c3
(vlian: 200) from authenticator list

Cct 15 15:54:05.415: ClI SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client c464.13b4.29c3 (vlan: 200)

Cct 15 15:54:05.415: Cl SP-EVENT (Fa0/6): Transmtting a Cl SP Packet

Cct 15 15:54:05.415: Cl SP- TXPAK (Fa0/ 6): Code:RESPONSE ID:0x25 Length:0x0018
Type : DELETE_CLIENT

M &2| A E £2{x| A7

AR E{0E 2HL MHEIM QIS A= 20 2X|2 e X|5t7| Q6 &g ZAu|ado|Mde ot
Al ZEof ZIEL|CH,

Oct 15 15:57:31.257: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 15:57:31.273: Applying command... 'switchport mode access' at Fa0/6

Oct 15 15:57:31.273: Applying command... 'nmo switchport trunk encapsulation
dotlg' at Fal0/6

Oct 15 15:57:31.290: Applying command... 'no switchport trunk native vlan 1' at
Fa0/6

Oct 15 15:57:31.299: Applying command... 'no spanning-tree portfast trunk' at
Fa0/6

Oct 15 15:57:31.307: Applying command... 'switchport access vlan 1' at Fa0/6
Oct 15 15:57:31.315: Applying command... 'spanning-tree portfast' at Fa0/6

Cct 15 15:57:32.247: 9%. NEPROTO 5- UPDOMN: Li ne protocol on Interface

Fast Et hernet 0/ 6, changed state to down

Cct 15 15:57:32.247: Cl SP-EVENT (FaO/6): Authenticator received event Link DOMN
in state ldle

Cct 15 15:57:32.247: Cl SP-EVENT (Fal/6): Removing client 001b.0d55.21cl

(vlan: 200) from authenticator |ist

Oct 15 15:57:32.247: Cl SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client 001b.0d55.21cl (vlan: 200)

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0O/6): Removing client 001b.0d55.21c0 (vlan: 1)
fromauthenticator |ist

Oct 15 15:57:32.247: ClI SP-EVENT (Fa0/6): Notifying interest parties about

del eti on of downstream client 001b.0d55.21c0 (vlan: 1)

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0O/ 6): Authenticator state changed to Not
Running

Cct 15 15:57:32.247: Cl SP-EVENT (Fa0/6): Sync supp_id: O

Cct 15 15:57:33.262: 9%.I NK-3-UPDOMN: | nterface FastEthernet0/6, changed state



to down
S Ao AIER s MEAE LEtU =
M CISPE H|E M3t &fLCt.

My

ctO|2E & CISP El|o|2 0l M X7 st 1 siE QIE{m| 0] A0

M &2l H E A9{x|0] dot1x §E ZE

MERM Q152 MutE[= CISP HE = T CHE Al™ B0|o{2EF A ELICH AHR= 21F
KofA AdE 2 E HEE MAC F240i Cholf &L

Uyrsio 2 FE OlsElE AILEIQE CHETH ZLICH B xI7t dotix7h B AISHEIx| ofe ZEof
17 El0] Qo™ MAC 47} 814 E[0f CISPE Sof YAER A9/xlof MoiELICH

RIEX= CISPE Sall st&E ZE 2CI0|UENM 2= SAE & FLICH

X | 8l C|HFO|A S| HMAE MEHStT MAC T4 L VLAN HE
FoAl Al Mutsle A2 AR o] A& lL|ct QIS AE Ol3q8t UOHIOIEoM M3l HE

o€ E0f, F 2% 2ZF0lM M VLAN(VLAN300)O| MM E|iom, CIHFO|A T} AIERIS| ZE
fa0/40l AR ELICH EE fa0/4= dot1x0ll CHEH A EIXK| o2 Bre HAMA ZEQLICH

MEZc|ZdEo ol £82 M S5 & ZEE Ho{ELICH

bst p- 3500- 2#show ci sp regi strations

Interface(s) with Cl SP registered user(s):

FaO/ 5

Auth Mgr (Authenticator)
FaO/ 6

802. 1x Sup (Supplicant)

CIERte| B2 VLAN 30001 Ml MAC 47+ EA|ELICEH

bst p- 3500- 1#show cisp clients

Aut henticator dient Tabl e:

001b. 0d55. 21c1 200 Fa0/ 6
001b. 0d55. 21c0 1 Fa0/ 6
001b. 0d55. 21c2 300 Fa0O/ 6
c464. 13b4. 29¢3 200 Fa0/ 6
68ef.bdc7.13£ff 300 Fal0/6

=X &

ol diofME dHE EX iAol ALY + U= SEE MSELICH

E3pnk



Ot 2 °._|E-|“E|E-| £S5 1A 8 =
ME '=’E4‘:"| OfR% QEZEH E2 2fLCt.
debug BH= AL 5t7| ol debug B Cift S5t HEE

2 E™ show BHEE X|HELICH show BHH £249|
I. S

olzfet BHE2 NEAT X CISP EX|E slidst= ol 20| ELUCh ol EMoll= CHREEL| of 7t =

Tlof U&Lch

- debug cisp all - é-‘?—lil Zto| CISP MK Wt EA|gtL|Ct.

. show cisp summary - 2 2{x|2| CISP QIE{H 0|A AEHo CHEE 2

ro

. show cisp reglstratlons CISP utof #oist= E{m oA, sHE €l

0| A7} NEATS] OE'—‘?'—O.JXI {8 E LtEHAL|CE
. show cisp clients - 2 2{%! 22}0|HE MAC 42t 1 ?{x|(VLAN
AlRLCE o] 7|s& F2 QIS KA S8 L.

O
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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