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3EHA| AL X EHo 2 O|SELICHAIEAIE MdErLIC

User Name:<anything based on specifications>
Group name:default_group
Authentication
Protocol :MD5
Password:<anything based on specifications>
Privacy
Protocol:DES

Password:<anythingbased on specifications>
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User Name: l.mk

Group Name | default_group
Authentication
Protocol: | MDS a

Password: [eawavane

Privacy
Protocol: | DES |

Password: ([ e I — e —
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AuthNoPriv - HMAC-MD5 EE= HMAC-SHA €1 E2[&2 7IEte 2 Q15 E NS gL Ct.
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7Et7A|. Node View('= = 27|) > Provisioning(Z.2H|X{'d) > SNMP > SNMP V3 > Trap
Destination(V3)2 2 O|S&fLIC}. Create and ConfigureE & =|&fL|C}H.

Target address:<any build server> (eg: blr-ong-1nx10)
UDP port: <anything between 1024 to 65535>
User name:<same as we created in step 3>

Security Level:AuthPriv
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Target Address: blr-ong-lnx10 &
UDP Port: 4545 e
User Name: | ank v ] A
Security Level: | authPriv v | 2

[C] Filter Profile:
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Proxy Traps Only:
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Proxy Tags:
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. Defaults
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2EHA. o] C|ME 2| of2}oil snmptrapd.conf Tt MAgtL|Ct.

3CHA. snmptrapd.conf TS CE 1t 20| B4 E8 gLt

vi snmptrapd.conf

createUser -e 0xEngine ID <user_name>< MD5> <password > DES <password>

of:

createUser -e 0x0000059B1BO0OF0005523A71C ank MD5 ciscol23 DES ciscol23

o ool M=

user_name=ank
MD5 password = ciscol23
DES password = ciscol23

Engine ID = can be available from CTC.



Node view > Provisioning > SNMP > SNMP V3 > General

authPriv 2= &0l

1Et7A|. CTCOoi|M o|O|x|ol EA|E! CHZ Node View(:=E & 7[) > Provisioning(Z2H|X'd) >
Security(& 2t) > Access(A|A) > snmp M| A A EfE Secure(2ohE BHZAEILICE.

Alarms || Conditions | | Mistory | | Circuits | WEEARETRTATRN | Iventory | | Maintenance |(OTN

General

1 o i iy i v ADILY r | Disclaimer
Fr— Users || Active Logins || Policy | | Data Comm RADIUS Server || TACACS Server || Legal D
A5 1 LAN Access Pseudo WIS Actess
Protection LAM Agcess [From Cran &E... - | Access State Non-sec... - |
-— T v I— -
1 Restore Timeaut 5 | minua(s)
SHME. | = Part 65000
Comm. Channels_| [ Disable Pvd access for IPvE enabled ports
Alarm Brofiles,
Cefanis Shell Atgess . EMSM@;; .
-38C.. * A Stat Mon-sec... =
WOM-ANS Aggess State On- S8 | ceiss State 1
TCC CORBA (IIOF) Listener Fort
SMLAN §
Telnet Part 23 Use Standard Podt @ Drefault = TCC Fined
Certficate. -

Standard Constant (683)
[ Enable Shell Password

Other Constant
TL1 Access SHMP Access
Access State |Non-sec... *| Access State Secure B
Othér Serial Craft Access
PM Clearing Privilege: |Provisioni... = | &) Enable Craft Por

2EtA|. NMS MHZ 0|53t snmpwalkE &gt}

L&

snmpwalk -v 3 -1 authpriv -u <user name> -a MD5 -A <password> -x DES -X <password> <node IP>
<MIB>

of:

blr-ong-1nx10:151> snmpwalk -v 3 -1 authpriv -u ank -a MD5 -A ciscol23 -x DES -X ciscol23
10.64.106.40 system

RFC1213-MIB::sysDescr.0 = STRING: "Cisco ONS 15454 M6 10.50-015E-05.18-SPA Factory Defaults
PLATFORM=15454-M6"

RFC1213-MIB: :sysObjectID.0 = OID: CERENT-GLOBAL-REGISTRY::cerent454M6Node
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (214312) 0:35:43.12
RFC1213-MIB: :sysContact.0 = ""

RFC1213-MIB::sysName.0 = STRING: "Ankit_40"

RFC1213-MIB: :sysLocation.0 = ""

RFC1213-MIB::sysServices.0 = INTEGER: 79

SNMP E&:

snmptrapd -f -Lo -0Q -Ob -0t -F "%V\n%$B\n%N\n3w\n%g\n%P\n%vin\n" <port number>
E& cmde & HTO0|AM SLELICH
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1EtA|. CTCOollM o|O|Xx|oi| EA|E!I CHZE Node View(= E.7[) > Provisioning(Z2H|X{'d) >

Security(52 2t) > Access(M|A) > snmp A A & EfE Non-secure TEZ #HZFL|CH

General 1 EE— EE— :
] | Users | [ Active Logins || Palicy |[Data Comm | [ITT000 | RADIUS Server || TACACS Server |[Legal Disclaimer |
( 08l | FCCESS S wTsE PSS T LU s |

TC-C CORBA (IIOP) Listener Port

m Telnet Port 23 | Use Standard Port @) Default - TCC Fixed Reset
._SNL _) Standard Constant (683) Help
LComm Channels | [ Enable Shell Password _) Other Constant:
_Alarm Profiles |
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_wom-ans | Access State Access State Non-sec... ~
[ SNLAN Other serial Craft Access

Certificate PM Clearing Privilege: ¥ Enable Craft Port

27l Node View(:=E £ 7]) > Provisioning(Z 2H|X{'d) > SNMP > SNMP V3 > Users(At & &}) >
Create User(AtS X} 842 o|S5t1 o|O0|X|oll EAIE CHz FAEHLICH
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Create User
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Password:
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Password:
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Tab View
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Create Group Access X
Group Name: | default_group b |
Security Level: [ authNoPriv - |
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L Security | MIE wviews [
(Comm chamel | | (i bestmtons |
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Alarm Profiles
|___Defaults |
WDM-ANS
—_— Create... Edit Delete.
SLAN |
Alarm nder:

57l Node View('E K 7[)

> Provisioning(Z 2 H|X{'gl) > SNMP > SNMP V3 > Trap
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T T
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Configure SnmpV3 Trap x ;_[::
7
_—
Target Address blr-ong-lrodd M
_—
UDP Port: 4365 5
User Name ankl 4
Security Level: suthMoPriv - 3
4] Fitter Profile
Prosy Traps Only:
Ay || Conditions | | Histary et
Procey Tags
General
sume vine | B
Hetwork 0K Cancel
03 G |
e ¢ Level Filter Profile Name Precey Traps Only
P o -
acion Mseis 6410321788 | 4545 ank authPriv ]
Security MIB views
AT — Groiip Agcess
Comm Channels | | (RETITYRRTSEINGN
Timing Motification Filkers
Alarmn Profiles
Defaults
WDM-ANE =
Create... Help
WLAN

Alarm Extenders

authNoPriv 2 E &l

12H7. NMS M Z 0|53t snmpwalkES
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snmpwalk -v 3 -1 authnopriv -u <user name> -a MD5 -A <password> <node IP> <MIB>

of:

blr-ong-1nx10:154> snmpwalk -v 3 -1 authnopriv -u ankl -a MD5 -A ciscol23 10.64.106.40 system

RFC1213-MIB: :sysDescr.0 =
PLATFORM=15454-M6"

STRING: "Cisco ONS 15454 M6 10.50-015E-05.18-SPA Factory Defaults

RFC1213-MIB: :sysObjectID.0 = OID: CERENT-GLOBAL-REGISTRY::cerent454M6Node
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (430323) 1:11:43.23
RFC1213-MIB: :sysContact.0 = ""

RFC1213-MIB::sysName.0 = STRING: "Ankit_40"

RFC1213-MIB: :sysLocation.0 = ""

RFC1213-MIB:

SNMP E 24:

:sysServices.0 = INTEGER: 79

snmptrapd -f -Lo -0Q -Ob -0t -F "$V\n$B\n3N\n%w\n%g\nsP\n%vin\n"
E& cmds ZE HEAM SLEfLICH

<port number>

ONS15454/NCS2000 C|H}O|A0{| A noAuthNoPriv 2E 34

1Et7A|. CTCOol|M o|O|x|of = A|E! CHZ Node View(:=E & 7[) > Provisioning(Z2H|X'd) >
Security(:2.2+) > Access(AMIA) > snmp HAM|A A EfE Non-secure ZEZ fHZAELICE.



| Alarrms ] Conditions || History ]_l:uums | LESELUEN | Irventory || Maintenance OTN
General | - - - -
‘7KI users || Active Logins [ Palicy || Data Comm [m RADIUS Server “ TACACS Server ] Legal Disclaimer |
O [TRCCESS S oTTe FCCESS ST N yeC <) (FAsEH
—‘e TEC CORBA (IOF) Listener Port =
] ® - Reset
m Telnet Part: 23 [ Use Standard Port | ®) Default - TCC Foad \ )
L smmp | () Standard Constant (683) | Help |
————
| Comm Channels | [ Enable Shell Password ) Other Constant:
__Alarm Profiles |
Defaults TL1 Access SHMP Access
WOM-ANS Access State Access State:
[ svian ther Serial Craft Access
1 Certificate PM Clearing Privilage: ) Enable Craft Part

2EHAl. Node View(:=E E 7]) > Provisioning(Z 2 H|X{'dl) > SNMP > SNMP V3 > Users(AtX}) >
Create User(At& Xt A4d) & Configure(Tt4)2 0|5 35t0{ 0|0|X|of| EA|E CHE O|SF LIt

Ll L/ P -
Create User S
User Mame: ank2 |
Group Name: default_group l
Authentication
Protocol: NOME - J
Password:
Privacy
it - P Protocol: NONE -
Alarms ]_’Condltluns ]_| History UCnrcmt FEREE ]
Password:

SNMP V12 . :
r—— =
—— Gental
Cmecion | | | - e Grop Name
ank MD5 DES default_group
[E MIB views
ankl MD5 NOMNE default_group
O — Group Access
Comm Channels Tra; Demnaugm&ii
m' i [ ﬁ;&;;lné El i;;;
Alarm Profiles
WOM-AMNS
E Create... Edit... Delete...
Alarm Extenders

3B MIB 27|77} o|O|X|o| EAIE CHE FMHE|RFER| EQlEL|Ct.

Tab View
Alarms | [ Cenditions | [History | Circuits | TR0 | Inventery | Maintenance |[OTN |
[ General |

lm SNMP W1 /v2 Comrmon

m e View Name Sub Tree OID Mask Type
m m fullview 1 1 | included
g g

cemtcate] Far ) [ Do
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[.f-\.larms H Conditions H History ]H

[ General |

Create Group Access X
Group Mame: |default_grnup ']
Security Level: I nafuthMoPriv - ]
Wiews:
Read View Name: Ifullvtm - I
Notify View Mame: Ifullvie’w -l
Allowy SNMP Sets: 0
[ 0K h Cancel |
SNMP V1/W2 S
General = -
? Group Mame Security Lewel / Read View fccess Allow SHMP Sets Notify Wiew Access
i default_group authPriv fullview a fulhsiew
MIB views default_group authMNoPriv fullview a fulhaew

Eau.ga;ﬂmgmﬂm_
Motification Filters

Create... Edit...

Delete...

5Et7|. Node View('= = 2 7|) > Provisioning(Z 2 H|*{'sl) > SNMP > SNMP V3 > Trap
Destination(V3)2 2 O|SgfLICt. o|0|x|oi| E A|E! CHZ Create and ConfigureS 2 2!&LICt.

Tab View

Configure SnmpV3 Trap
Target Address: | blr-ong-lnc10
UDP Port: 4576
User Name: | ank2
Security Level: | noAuthNoPriv
[ Filter Profile:

Proxy Traps Onby: O

Alarms HConditicms HHistory HCircuits

SWLAN
Alarm Extenders

Proxy Tags: l

General

Betwark [swmevinve | [ oK || cancel |
I General -
(protestion | | (__tsens | —
[—p'm“_“’" Users 6410321788 | 4545 ank |authPriv

Security [ MBviews §4103.217.88 | 4565 ankl authNoPriv
mm- [ Group Access :
m [ Notification Filters

Alarm Profiles

Defaults T

m Create... Edit... Delete...

noAuthNoPriv 2 E. &l
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snmpwalk -v 3 -1 noauthnopriv -u <user name> <node IP> <MIB>

of:

blr-ong-1nx10:155> snmpwalk -v 3 -1 noauthnopriv -u ank2 10.64.106.40 system

RFC1213-MIB::sysDescr.0 = STRING: "Cisco ONS 15454 M6 10.50-015E-05.18-SPA Factory Defaults
PLATFORM=15454-M6"

RFC1213-MIB: :sysObjectID.0 = OID: CERENT-GLOBAL-REGISTRY::cerent454M6Node
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (486910) 1:21:09.10
RFC1213-MIB: :sysContact.0 = ""

RFC1213-MIB::sysName.0 = STRING: "Ankit_40"

RFC1213-MIB::sysLocation.0 = ""

RFC1213-MIB: :sysServices.0 = INTEGER: 79

blr-ong-1nx10:156>

SNMP E&:

snmptrapd -f -Lo -0Q -Ob -0t -F "%V\n%$B\n%N\n3w\n%g\n%P\n%vin\n" <port number>
E& cmde ZE HTO0|AM SLELICH

GNE/ENE €& ¢8t SNMP V3 EH
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1Et7. CtS 22 O|S & LICH X 2H|X'd > SNMP > SNMP V3 & CO & HAA HE(O8 HAA
2):0|0/x|of| ZA|El CHE E ot & (noAuthnoPriv|AuthnoPrivjauthPrivjauthPriv)Z} x| 27| 17|
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I:l BE=FTSACGE [+ Create Group Access

(] i | 1»]
0 summary "3 Network.. | |  Group Name: |qmg|p1 |v]
= ' Security Level: authPriv L 4 _
Alarms | Conditions | History e I ‘ ]
 General | [ SNMPV1/V2 | Read View Name; lfulhriew lv]
T " Gener : Sets | Notify Vi
Pro::sc:.ion Sl Notify View Name: fullview] v Moty
e ' MIB vie  Allow SNMP Sets: m| fullview
ecurity s
HUBE Tupc[::::i:a'
Comm Channels |0 ificatio | ok || cancel |
Timing
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Alarm Extenders
| Create... I Edit.. H Delete... ‘
DB NBRF HMA MA(AFB R B): I8 AKIA Hof A OFHO] BHE 747} SUBH 18 0|BS 7
El AHEAHE pHELICHESE O|0|X[of] ZAIE CHE HMA HEE 7B 2 Q15 E MSELICH

| ] =) (==

|| 8 -TscC
Create User
I:| 36 - PTSAGE |+
T Il = L_1v] User Name: [gneuserl ] fx;
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