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7(172.16.11.7)2 pingE &+ gi&LICt.
10.10.10.0/24 Router 6
HAT Router
‘ 172.16.11.0,/24
Gi1
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NAT EEEX]


https://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/13772-12.html
https://www.cisco.com/c/en/us/support/docs/ip/network-address-translation-nat/13772-12.html

<#root>
Routerd#
ping 172.16.6.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/2 ms
Router4#

ping 172.16.11.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Router4#

O| AlLI2|0]| CHEF 52 1184 A
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B

- CIREo| THE SXMEIRE ZZESL2 Qo 1™ ZA2 0 AR ELCH
- B}2RE{ 42| 7|2 HO|EHOl= Bt RE{ 6RIL
« 2IRE 62 NATZ T ELICH

<ttroot>

interface GigabitEthernetl
ip address 172.16.11.6 255.255.255.0

ip nat outside

negotiation auto

no mop enabled

no mop sysid

!

interface GigabitEthernet2

ip address 172.16.6.6 255.255.255.0

ip nat outside

negotiation auto

no mop enabled

no mop sysid

!

interface GigabitEthernet3

ip address 10.10.10.6 255.255.255.0

ip nat inside

negotiation auto
no mop enabled
no mop sysid

I

I

ip nat pool test 172.16.11.70 172.16.11.71 prefix-length 24 ip nat inside source static 10.10.10.4 172.
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ip access-Tist standard 7
10 permit 10.10.50.4

20 permit 10.10.60.4

30 permit 10.10.70.4
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<ffroot>
NAT-Router#

show i p nat translations

Pro 1Inside global Inside Tocal Outside Tocal Outside global
--- 172.16.6.14 10.10.10.4 --- -—-
Total number of translations: 1

NAT-Router#

2. 22 E 47} IP EBHZIE A 4% M) O H=|§+0|
7|-X| |:||-|:|-|o§ _/I\_ %EI- 4\_ I%
0 NAT S HE ZLIEE
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3. 7}2EE ZLIEZ 504 2t RE 401 M EClEE = 4E W S7tet=X| = QI LICH BE B0l
2 AM8stod FAE HEE motct 7287t IHELICH

4. SHE XI91 SHE EAIE OIS CHRE 40X Bt RE| 72 pinget CFS SHE CHAl AR L
Ct.

<#root>
NAT-Router#

clear ip nat statistics

NAT-Router#
NAT-Router#

show i p nat statistics

Total active translations: 1 (1 static, 0 dynamic; 0 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:



GigabitEthernet3

Hts: 0 Msses: 0O

Expired translations: 0

Dynamic mappings:

-- Inside Source

[Id: 1] access-1ist 7 pool test refcount 0O

pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71
type generic, total addresses 2, allocated 0 (0%), misses 0

nat-Timit statistics:

max entry: max allowed 0, used 0, missed 0O

In-to-out drops: 0 Out-to-in drops: O

Pool stats drop: 0 Mapping stats drop: 0

Port block alloc fail: 0

IP alias add fail: O

Limit entry add fail: 0O

NAT-Router#

2t E 404 M ping 172.16.11.7 BHES ALE5tH 2R E 62| NAT 4= CH&1 &Lt

<#froot>
Routerd#
ping 172.16.11.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Router4#

NAT-Router#

show i p nat statistics

Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:

GigabitEthernet3

Hts: 4

Misses: 1

Expired translations: 0O

Dynamic mappings:

-- Inside Source

[Id: 1] access-T1ist 7 pool test refcount 0

pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71
type generic, total addresses 2, allocated 0 (0%), misses 0O

nat-Timit statistics:

max entry: max allowed 0, used 0, missed O

In-to-out drops: 0 Out-to-in drops: O

Pool stats drop: 0 Mapping stats drop: O

Port block alloc fail: 0O
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IP alias add fail: O
Limit entry add fail: 0O
NAT-Router#
show BHE 83ll E7tl= ME T8 &E = U&LICH Cisco BHREMHAMH H3™
+SH5IH MBS 371 1038] B7HELICH AA Ef%Ei( I2E{ 4)7} &8 ICMP(Internet Control
Message Protocol) 0| 27t B48tE|H, & 10712 S|EE <ldl T4 2t RE(BHRE{ 7)2l o= 8 i
Zlr gHetshiof gfLICH o 2 SE O] HRtE|X| et 7Lt EtRE 70| MEE[X| fe a2 57H2| S
=7 & AELCH
Ct= CFRE 70| 02 SE IZS EIRE 42 &SR] o= O|FE &2 = JU=K| =HelgL
Ch. $4xH, CHS EHAHIE 0] Lo{%tCt:
. BIRE{ 4= AA FA7110.10.10.40|1 2XK| FATF172.16.11.72! ICMP of 2 THZ! S
Sgict.
« NAT7} &8t & BIRE 70 £=45HE THZIO| AA FAE 172.16.6.140|1 SHX| FAE
172.16.11.7L|C}.
E| 72 172.16.6.140{ &5l ofF StH, 172.16.6.14E EIRE{ 70{ 2% odZAE|o{ QK| &t
o2 2EsieiHE o| HEQ 3o ciet B27 Z et



mZ!o| CHe et RE{ol EESt=X| &elsteE E CHE M2 EPC(Embedded Packet
Capture)& AF&3t7{LE ACL(Access List)Zt & 7H C|H 1 ip icmp/debug ip A S AHE5t=
At

O|Ml 2 RE{ 72| 2t RE! Ell0|E 2 Q15104 172.16.6.1401 Ci{ et B2 7} Ql=X| & QlsHof

<#froot>
Router7#

show i p route

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

Codes:



- ODR, P - periodic downloaded static route, 1 - LISP

- application route

replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + o O
I

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.11.0/24 is directly connected, GigabitEthernetl
L 172.16.11.7/32 1is directly connected, GigabitEthernetl
Router7#

0| &240iM 2HRE| 72| 22 & Elo|201 172.16.6.14 MEUlof Ciet B2 7} QIS S &g £+
&LICt O|& ™otz Zu|aslo|Moll B2 & F7+5HH ping0| ZHSEFLICE show ip nat statistics
BHZ ALE 50 NAT 8H E ZLIERSHE Ol R8FLICH J2{Lt ofg] gHeEto| U= & o =S &8
NAT 2tZ30i| A= 0| show BEO| H 0| R83HX| o 2t REM CIHIE AFS35HoF & LCt

<#root>
Router 7#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router7(config)#ip route 172.16.6.0 255.255.255.0 172.16.11.6
Router7(config)#end

Router7#

Router4#
ping 172.16.11.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
Router4#

NAT-Router#

show i p nat statistics

Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Outside interfaces:

GigabitEthernetl, GigabitEthernet2
Inside interfaces:

GigabitEthernet3
Hts: 9
Misses: 1

Expired translations: 0O
Dynamic mappings:
-- Inside Source
[Id: 1] access-Tlist 7 pool test refcount 0
pool test: id 1, netmask 255.255.255.0
start 172.16.11.70 end 172.16.11.71
type generic, total addresses 2, allocated 0 (0%), misses 0O



nat-Timit statistics:

max entry: max allowed 0, used 0, missed 0O
In-to-out drops: 0 Out-to-in drops: O

Pool stats drop: 0 Mapping stats drop: 0
Port block alloc fail: 0

IP alias add fail: O

Limit entry add fail: 0O

NAT-Router#

Q|F HERIZ CIHO|ATE LR EfREL SAE = SIS

ol 2x|oiM 2t RE 4= BHRE| 58 BRE 78 25 ping® 4= UX|2H10.10.50.0 HIE ST 9| Tt}

O|AE 2tRE 5Lt Bt E 70t SAE + Qi&LICH

<#root>
Router4#
ping 172.16.11.7 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 0 percent (0/5)

Router4#

ping 172.16.6.5 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 0 percent (0/5)

Router4#

Ol EXloi cHet HIESIZ Ctolo{aR2 SUstH FXIE Lt

ro

10.10.10.0/24 e
HAT Router
L0 - 10.10.50.4 72461024
L1-10.10.60.4 .
L2 -10.10.70.4 Outside

172.16.6.0/24




interface GigabitEthernetl
ip address 172.16.11.6 255.255.255.0
ip nat outside
negotiation auto
no mop enabled
no mop sysid
1
interface GigabitEthernet2
ip address 172.16.6.6 255.255.255.0
ip nat outside
negotiation auto
no mop enabled
no mop sysid
1
interface GigabitEthernet3
ip address 10.10.10.6 255.255.255.0
ip nat inside
negotiation auto
no mop enabled
no mop sysid
|
1
ip nat pool test 172.16.11.70 172.16.11.71 prefix-length 24
ip nat inside source static 10.10.10.4 172.16.6.14
ip nat inside source list 7 pool test
1
ip access-list standard 7
10 permit 10.10.50.4
20 permit 10.10.60.4
30 permit 10.10.70.4

Bt E 69| Z4m| 280l MH0i A NATE 10.10.50.48 testEt= NAT E2 0| & M A8 7tS8H FAR
SHO R RSl oF &2 2Hol" = UsUD E2 F£4172.16.11.70 2 172.16.11.712 T HEL
Ct. Ol ZEXIE& 2™ 2t RE 52 70| =415t= THA o] &AA FATF172.16.11.70 £
172.16.11.71HE & = USLICH Ol28t T4 = 2t E 71 SUT HE0 o8 R 2t 2E 70
£ ol Metlol Y HAZAE ZZ7t Qlofof FLICH aeut ot & BEJL gls E2 2HRE 50 A

=dllof CHet B2 7} e dtch
show ip route WS AL25t04 2t RE| 5 2R E! E|0|E01 172.16.11.00] L} ¥ L= X| &Qleh £ Q

&Lt

<tfroot>
Router5#

show i p route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
C 172.16.6.0/24 1is directly connected, GigabitEthernetl
L 172.16.6.5/32 1is directly connected, GigabitEthernetl

S 172.16.11.0/24 [1/0] via 172.16.6.6

show ip route BHEZ AI&3104 2tRE 7 2t E E|O|E0| & HdZ4E MEHSZ 172.16.11.00]
LIPE|=X] &g = &Lt

<#root>
Router7#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks
S 172.16.6.0/24 [1/0] via 172.16.11.6

C 172.16.11.0/24 is directly connected, G gabitEthernetl

L 172.16.11.7/32 1is directly connected, GigabitEthernetl
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AlELICH

<#root>
NAT-Router#

show i p nat translations

Pro 1Inside global Inside Tlocal Outside Tlocal Outside global
--- 172.16.6.14 10.10.10.4 -—- -—-

172.16.11.70 10.10.50.4

Total number of translations: 2

of &f HEH2 B2 E|o|E0 A2 2 ICMP 0i| 2 THZ!0] M5t AH|

Bt 7R S M2 NAT SHE ZLIEEE = JUX|gr S&EF &4 %’-%%FII etch= ZJduch
It CHE S M2 NAT 2HRE{(BHRE] 6)0I| A NAT CIHZE A&8st= ZdILICH 10.10.50.401 A
172161172 HLH= ping2 ELHE S0t debug ip natS Al#E 4= QJ&LICH CHe 2 E of| K|l M

=Cla AnE 2o Suct.

N &1 B 2E{IM debug B AR E 2;9
ol |
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&L|Ct gHal Ztedst Fo|E 7

C o A0 2ol IR AlRtsH] oAl

<#froot>

NAT-Router#
show | oggi ng

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: Tlevel debugging, 39 messages logged
Monitor logging: level debugging, O messages logged
Buffer logging: level debugging, 39 messages Tlogged
Trap Togging: level informational, 33 message Tines Tlogged

Log Buffer (4096 bytes):

05:32:23: NAT: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [70]

05:32:23: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [70]
05:32:25: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [71]
05:32:25: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [71]
05:32:27: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [72]
05:32:27: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [72]
05:32:29: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [73]
05:32:29: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [73]
05:32:31: NAT*: s=10.10.50.4->172.16.11.70, d=172.16.11.7 [74]
05:32:31: NAT*: s=172.16.11.7, d=172.16.11.70->10.10.50.4 [74]



Router7#show monitor capture cap buffer brief

# dize timestamp source destination  dscp protocol

172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP
172.16.11.7 0 BE ICMP

0 114 0.000000 172.16.11.70
1 114 2.000000 172.16.11.70
2 114 4.000000 172.16.11.70
3 114 6.001999 172.16.11.70
4 114 8.001999 172.16.11.70

(P PR P T
V V. .V V V

O|M CIH E240|M & £ UXO0| X B Z0ll= 172.16.11. 7022 HEE AA T4

10.10.50.47} EA|ELICt F W 22 172.16.11.702| 2 K| A7} 10.10.50.42 CHA| HEt=lg
e
o —

Ho{ELICH o 2 LHHX| ClH Ao M BHSEILICH Ol= NAT 2H*E 7t THIlE Y
2 HetEr S o|nIFfLIch B ! R E S5l 2HRE 70| &4 172.16.11.70 X SHX|
172.16.11.72| ICMP T{Z!E AN ZE &1 JUZ2 & &= U&LICH

F4 A= ol EXo| TR HEHE CHA| 2 ste JULIct
1. BFRE{ 4E 172.16.11.7(EE Y E E|AE| 2} 172.16.6.5)2 E5HE 10.10.50.40{ A AAE
g MESELIcH

2. NAT 2t E= mZlof CHa NAT BHEF2 &8t & A4 172.16.11.70 & S| 172.16.11.72
v C

3. BIRE 72 172.16.11.72] 242} 172.16.11.702| L& o2 SEHE EHLICE.

4. NAT 2t E{(2t2E 6)= TiZlol| CHall NATE +&Istod AL F4172.16.11.7 X SHX| Fo
10.10.50.4 2| m{Z!of ELICH,

5. NAT 2t RE(2tRE 6)= 2t S EHIO|[Eo HEE 7|Z22 Z/2 10.10.5042 2t E & LIC.

o|tf show ip route 2! show ip cef HE S AL 35104 NAT 2R E{(ZHRE] 6)7t B E Eo|E01 TR
8t Z2E 7kx|D QeX| =Qlstof gLC,

<#root>
NAT-Router#
show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + o O



Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C 10.10.10.0/24 1is directly connected, GigabitEthernet3
L 10.10.10.6/32 1is directly connected, GigabitEthernet3
172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks

C 172.16.6.0/24 is directly connected, GigabitEthernet2

L 172.16.6.6/32 is directly connected, GigabitEthernet2

L 172.16.6.14/32 1is directly connected, GigabitEthernet2
C 172.16.11.0/24 is directly connected, GigabitEthernetl
L 172.16.11.6/32 1is directly connected, GigabitEthernetl
L 172.16.11.70/32 1is directly connected, GigabitEthernetl
NAT-Router#

show i p route 10.10.50.4

% Subnet not in table
NAT-Router#

show i p cef 10.10.50.4

0.0.0.0/0
no route
NAT-Router#

NAT 2t B0l +2tEl =& F7IE # 0| ping0| S &LICH

<#root>
NAT-Router#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
NAT-Router(config)#

ip route 10.10.50.4 255.255. 255. 255 10. 10. 10. 4

NAT-Router(config)#end
NAT-Router#

Routerd#
ping 172.16.11.7 source 10.10.50.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.11.7, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
Router4#

ping 172.16.6.5 source 10.10.50.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.6.5, timeout is 2 seconds:
Packet sent with a source address of 10.10.50.4



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Router4#

Hd E|o[2 0l 0| EX|ZIX| &t &
e Elolgol 432 Heto] MRIEIX| of2 Be ohe g #olFict

1. 40| HegfLCt NATE Sall Yot 72 718 7|71 ofF@ &Lt €8 Ho|adolMd £
2322 Network Address Translation 432 & ESIAAI2.

2. NAT 2t E ol ! 2E HE St = QHIRE HMA S 50| gigLct

3. 70| LHROIM QIR E 0|S5t= AR NAT 2 RE{= 2IRE H|o|Eo| MAst BEE ZEL
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