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ASA Version 9.3(2)

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names
|

!--- This is the configuration for the outside interface.

1

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 203.0.113.2 255.255.255.0

!--- This is the configuration for the inside interface.

1

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
!

boot system disk0:/asa932-smp-k8.bin

!--- This creates an object called OBJ_GENERIC ALL.

!--- Any host IP address that does not already match another configured
!-—- object will get PAT to the outside interface IP address

!-—- on the ASA (or 10.1.5.1), for Internet-bound traffic.

object network OBJ GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

1

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1

route outside 0.0.0.0 0.0.0.0 203.0.113.1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgecp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 192.168.0.0 255.255.254.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

telnet timeout 5

ssh timeout 5

console timeout 0

2
ol


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

threat-detection basic-threat
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
!

class-map inspection_default

match default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options

1

service-policy global_policy global
prompt hostname context

Cryptochecksum: 6££fbd3dc9cb863£d71c71244a0ecc5E
: end
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1. Configuration(Z1X| 12| 0|A) > Firewall(h'8l%) > NAT Rules(NAT T+&|)£ 0|55t Add(F
7h& Z =I5t Network Object(HIE9|3 7HA)B M=4sto{ S% NAT &g FAErLICt.

[-_:—’] Monitoring | G save (¥ Refresh o Back | ) ‘:} Hetu|

g Configuration > Firewall > NAT Rules m) _/ Addresses ] Services ]

@ add - @ e [l + ¢ % @ |q |Addesses
||| Add vflj Edit [)f Delete @ Where Used @ Mot Used

im Metwork Chject. ..
{58%  Mebwork Object Group...

Match Criteria: Original Packet
Source Intf Diest Intf Source i

"Metwork Object” MAT (Mo rules)

=l Mebwork Objects
@ any
@ anyd
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B= Add Network Object

MName: OB]_GEMERIC _ALL

Type: Metwork W

IP Yersion: (#1IPvd () IPvE

IP Address: 0.0.0.0

Metrnask: 0.0.0.0 w

Description:

MNAT >
Ik | | Cancel | | Help |

3. NATE 2 2!5t 11 Add Automatic Address Translation Rule = 2122 MBSt 1 Dynamicg &
248t CtZ Translated Addr S48 A%8501 2% QIE{HO|ARE BHIRILICLEXLE HES 2
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= Add Network Object

Mame: QE]_GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 W
Description:
MAT =
Add Aukomatic Address Translation Rules
Twpe: Crvnamic PAT (Hide)
Translated Addr: |outside E]

Use one-to-one address translation

PAT Paoal Translated Address:

Found Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports inka flak range 1024-85535 Include range 1-1023
Fall through to inkerface PATdest inkf):

[ ] Use IPwé For interface PAT

Advanced.,.

Ik || Cancel || Help |
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E= Advanced NAT Settings @

[ ] Translate DNS replies For rule

Interface
Source Interface: v
Destination Interface: | outside W

| ] 4 | | Cancel | | Help |

5. E0Ig 228t Ot M8 8 F8[5t0] HE AE 2 MEFLICH 2t = £|H ASDM(Adaptive

Security Device Manager)oll NAT #2!0| E A|ELIC}H

BMnnimuHBSwa Q refresh| Q) ack () D e

8  Configuration = Firewall > NAT Rules

B “Metwork Object” MAT (Rule 1)
1 inside outside [ OBI_GENER.., & any @ any B outside (P)

2t E B Zu|ad ol
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Building configuration...

Current configuration:

!

version 12.4

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

& Add » [ cdic [ Ocle 4 4 Y W - QFnd EiDagram B
Match Criteria: Original Packet Action: Translated P
Source Inkf Dest Intf Source Destination Service Source




1
hostname Router B
1
1
username cisco password 0 cisco
1
1
1
1
ip subnet-zero
ip domain-name cisco.com
1

isdn voice-call-failure 0
1

1
interface Ethernet0/0
ip address 192.168.1.1 255.255.255.0

no ip directed-broadcast
1

interface Ethernet0/1
!--- This assigns an IP address to the ASA-facing Ethernet interface.

ip address 192.168.0.254 255.255.255.0
no ip directed-broadcast

ip classless

!--- This route instructs the inside router to forward all of the
!'-—- non-local packets to the ASA.

ip route 0.0.0.0 0.0.0.0 192.168.0.1
no ip http server

1

!

line con 0
exec-timeout 0 0O
length O

transport input none
line aux 0

line vty 0 4
password ww

login

1

end

Ct&& &lghct.
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ASA (config)# show connection address 172.16.11.5

6 in use, 98 most used

TCP outside 198.51.100.100:80 inside 192.168.1.5:58799, idle 0:00:06, bytes 937,

flags UIO

ASAE AHO|EE ¥st=0|H, &sted o4 El|o|E 2| gdan UX|SH7| HE & ME{el Htet E
2iZlo| et S Sl CtA| S ELICHLER St 20 URIS E EfE2 QEmo|A
ACL(Access Control List)0d| o|aff XtEHE|X| ot 17 &atedg Sl 1 E LICt
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2.4 Z o chst REAIEH LH2 2 ASA TCP 9472 Z 2 2(Connection Build-up 2!
teardown) Cisco EME &=X 3P*'A|°.
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Syslog

syslogsE 221 show log BES =g LICt.

ASA (config)# show log | in 192.168.1.5

Apr 27 2014 11:31:23: %$ASA-6-305011: Built dynamic TCP translation from inside:
192.168.1.5/58799 to outside:203.0.113.2/58799

Apr 27 2014 11:31:23: $ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:192.168.1.5/58799 (203.0.113.2/58799)
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O ool M= 5 7HC| syslog7t ‘HMHELICH A Hml= wstedo| HErE FEFMS 2 LIEt = 20 0
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ASA(config)# packet-tracer input inside tcp 192.168.1.5 1234 198.51.100.100 80

--Omitted--

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow
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ASA# capture capin interface inside match tcp host 192.168.1.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured
1: 11:31:23.432655 192.168.1.5.58799 > 198.51.100.100.80: S 780523448:

780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>
2: 11:31:23.712518 198.51.100.100.80 > 192.168.1.5.58799: S 2123396067


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>
3: 11:31:23.712884 192.168.1.5.58799 > 198.51.100.100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712472 198.51.100.100.80 > 203.0.113.2.58799: S 95714629:
95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/pre>
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W5tEolAM SHE EEfEE FUE SR XY £ QA'QLIIJ Q& QIE{H| 0| A0 CHaH & 2|El capture
PP 2 Weto| siY 2E0IME IP FAAM PATE &35V IE0] LIF Z2t0[HE IP F4
ASHR| et&LICh2tA SHE 220|ME IP ¢9+ UXIANZ == eigLICh.Ci Al o] 01|01IH“
any® A835l0{ 7ts8t 2E IP FATL oY 2 LIS LEFHLICH

M E 798t F CHA| 122 A3 1 show capture<capture_name> BE2 AL&3l0{ ZIXME =
= M.=.L—IEP o| oo M= EEI0IUET XM & &= U= TCP 3-way HEM|0|3.01 2|5 EH 5t
A LIEILFR O] MEHof e = /US 2 &lE &= JU&Lct

J|0|'

o He

- Cisco Adaptive Security Device Manager

. Cisco ASA 5500-X Series X}AlICH 23}t

. 9|74 2%(RFC)

- Cisco ASA Series CLI Z1x|12i0|4 7I0|E,9.0 MM S 7|1B A2 #4o

. 71& X2 U 24 URL Cisco A|AH



//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/route_static.html
//www.cisco.com/c/ko_kr/support/index.html
//www.cisco.com/c/ko_kr/support/index.html
/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/route_static.html
//www.cisco.com/c/ko_kr/support/index.html
//www.cisco.com/c/ko_kr/support/index.html

	듀얼 내부 네트워크용 ASA 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	배경 정보
	구성
	네트워크 다이어그램
	ASA 9.x 구성
	내부 호스트가 PAT를 사용하여 외부 네트워크에 액세스 허용
	라우터 B 컨피그레이션

	다음을 확인합니다.
	연결

	문제 해결
	Syslog
	패킷 추적기
	캡처

	관련 정보


