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Cholz= A& 2t E0M ALS | RFC 1918 A L|Ct.
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A3HoF ghLCt.

ASA Zx|ago|M

Ct22 O| oflxl| 2| ASA ZAx| 2ol L.

show run
Saved

ASA Version 9.1(2)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

x|l ate per-session deny tcp any4 any4

x|l ate per-session deny tcp any4 any6

x|l ate per-session deny tcp any6 any4

x|l ate per-session deny tcp any6 any6

x|l ate per-session deny udp any4 any4 eq donmin
x|l ate per-session deny udp any4 any6 eq donmin
x|l ate per-session deny udp any6 any4 eq donmin
x|l ate per-session deny udp any6 any6 eq donmin
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names

1--- Configure the dmz interface.

interface G gabitEthernet0/0
namei f dnz
security-level 50

ip address 172.16.31.1 255.255.255.0
!

1--- Configure the outside interface.

interface G gabitEthernet0/1

namei f outsi de

security-level 0

ip address 203.0.113.1 255.255.255.0

1--- Configure inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

boot system di sk0:/asa912-k8. bin
ftp node passive

!--- This access list allows hosts to access
1--- IP address 172.16.31.10 for the SMTP port from outside.

access-list outside_int extended permit tcp any4 host 172.16.31.10 eq smtp
obj ect network obj1-10.1.1.0

subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynam c interface



!--- This network static does not use address translation.
!--- Inside hosts appear on the DMZ with their own addresses.

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dnz) static obj-10.1.1.0

!--- This Auto-NAT uses address translation.
!--- Hosts that access the mail server from the outside
!--- use the 203.0.113.10 address.

object network obj-172.16.31.10
host 172.16.31.10
nat (dmz,outside) static 203.0.113.10

access-group outside_int in interface outside
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

paraneters

nmessage-| ength maxi mum client auto

nmessage-| engt h maxi mum 512

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

policy-map gl obal _policy

cl ass inspection_default

nspect dns maxi mum | ength 512
nspect ftp inspect h323 h225

nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

inspect esmtp

i nspect sql net
i nspect sunrpc
inspect tftp
i

i

1

nspect sip
nspect xdntp

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

servi ce-policy global _policy global


/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/i2.html

ESMTP TLS #x|azolM
O|HIY & &lofl TLS(Transport Layer Security) 2 2318 AF25tE B ASAMAM 7|EXMo =2 &

3l ESMTP(Extended Simple Mail Transfer Protocol) Z4 At 7I% | IHZ!S A A LICHTLS T & 3“*
3tEl O|HY S 318 35tE4T CHS 0d|Qt 20| ESMTP ZAAL 7|58 g gstefLct.

# :REMISH LI 2 Cisco H{1 ID CSCtn08326(S = El 11 ZHot 5|

)2 HZstAAI

ci scoasa(confi g) #policy-map global policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap- c) #no inspect esmtp

ci scoasa(confi g- pmap- c) #exit

ci scoasa(confi g- pmap) #exit

B UHESZo| HIY M

HE3 Ctojo{ 13y

O] Mo M MHst= a8 olMoME O WEQT MAS AFREHLCH

10.1.2.1 203.0.113.1 203.0.113.2

Mail Server

10.1.2.10
NATIP: 203.0.113.10

Ol ool AR L= WESXT Md™o= LHE WEX37110.1.1.0/2421 ASAR} 203.0.113.0/24 2| 2|
H | EQ3 7 YU&LICE IP FA7110.1.2.102! HIY HHE LHE HEQ3 0 U&LCt
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/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p1.html

ASA Zx|ago|M

Ct22 0| ofl x| 2| ASA ZAx| 2|04 L.

ASA#show run
Saved

ASA Version 9.1(2)
!

--Omtted--

!

!--- Define the IP address for the inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!--- Define the IP address for the outside interface.

interface G gabitEthernet0/1

namei f outsi de

security-level 0O

ip address 203.0.113.1 255.255.255.0
!

--Omtted--

1--- Create an access list that permits Simple

1--- Mail Transfer Protocol (SMTP) traffic from anywhere

l--- to the host at 203.0.113.10 (our server). The name of this list is

1--- smtp. Add additional lines to this access list as required.

1--- Note: There is one and only one access list allowed per

1--- interface per direction, for example, inbound on the outside interface.
1--- Because of limitation, any additional lines that need placement in

1--- the access list need to be specified here. If the server

I--- in question is not SMTP, replace the occurrences of SMTP with

1--- www, DNS, POP3, or whatever else is required.

access-list sntp extended pernit tcp any host 10.1.2.10 eq sntp
--Omtted--

1--- Specify that any traffic that originates inside from the
l--- 10.1.2.x network NATs (PAT) to 203.0.113.9 if
1--- such traffic passes through the outside interface.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam ¢ 203.0.113.9

!--- Define a static translation between 10.1.2.10 on the inside and
1--- 203.0.113.10 on the outside. These are the addresses to be used by
!--- the server located inside the ASA.

obj ect network obj-10.1.2.10
host 10.1.2.10
nat (inside,outside) static 203.0.113.10

1--- Apply the access list named smtp inbound on the outside interface.



access-group snmtp in interface outside

!--- Instruct the ASA to hand any traffic destined
!--- to the router at 10.1.1.2.

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Set the default route to 203.0.113.2.
!--- The ASA assumes that this address is a router

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

R HELZ o HEY MHH

HES3 clojo{2 =y

for 10.1.2.0

address.

O| Mo M dHstE ATl oldoME CFHE LEHT HdEE AE

203.0.113.2

10.1.2.1 10.1.1.1 203.0.113.1

ASA ZHx|agjo|M

Ct22 O| ofi |2 ASA ZAm| 18|04 ILCt.

ASA#show run
Saved

ASA Version 9.1(2)
!

--QOritted--

RouterB

Mail Server
203.1.113.10

I--- Define the |P address for the inside interface.

interface G gabitEthernet0/2
nanei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0



I--- Define the |P address for the outside interface

interface G gabitEthernet0/1
nanei f outsi de
security-level O
ip address 203.0.113.1 255.255.255.0
!
-Qmitted--
!--- This command indicates that all addresses in the 10.1.2.x range
!--- that pass from the inside (GigabitEthernet0/2) to a corresponding global
!--- destination are done with dynamic PAT.

!1--- As outbound traffic is permitted by default on the ASA, no
!--- static commands are needed.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam c interface
!--- Creates a static route for the 10.1.2.x network.
!--- The ASA forwards packets with these addresses to the router
!--- at 10.1.1.2
route inside 10.1.2.0 255.255.255.0 10.1.1.2 1
!--- Sets the default route for the ASA Firewall at 203.0.113.2
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
-Omtted--

end

Ct&& &lghct.
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TCP Ping

TCP ping2 TCPE St 142 HAEFLICHZI22L2 ICMP(Internet Control Message
Protocol)).TCP ping2 SYN mZIE M&ES 0 Char C|HFO|ATF SYN-ACK IZ!E M& s B2
ping2 d3& Jo =2 ZhFerLICHE ol Z|CH = 7He] SA| TCP ping2 A-™E < Mﬁl—lEP

o€ EH CtSot Z&Lh

ci scoasa(config)# ping tcp
Interface: outside

Target | P address: 203.0.113.10
Destination port: [80] 25
Specify source? [n]: y

Source | P address: 203.0.113.2
Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2



Type escape sequence to abort.
Sending 5 TCP SYN requests to 203.0.113.10 port 25
from203.0.113.2 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

yalk<

ASAE AH|O|E 4 UX|GIEE MY M| Htet EeH=l
ol &atHZ Sl MI oiQE'I—IELEXH A4 Ux|5H= EBfE2 QIE{H 0|A ACL(Access
Control List)0l 2|8l Rt EHEIX| et B3t S 1S E

Ct S oo M= 2|F QIE{H|0]A 9 ZEt0|UE 7L DMZ QIE{H|0]A 9] 203.0.113.10 EAEO] CHst
AL dEEYLICHO| A2 TCP ZEEZE 0|F0{X|H 2% S *F &EN7} EIR&LICHAE
ZciaE o AZo| X &EE LIEHLICH

ci scoasa(config)# show conn address 172.16.31.10
1 in use, 2 nost used
TCP outside 203.0.113.2:16678 dnz 172.16.31.10:25, idle 0:00:02, bytes 921, flags U O

ASA e 2 HA 2tE S0 syslogE A LIC}.syslogsE= 24 ZAIL|22|0|MHES 7Bt 2 KA
gt t.':1-?—% HI-S—E.*L—IELOI 32 Y 6(HE alY) & gl 7(C/eHZ ellE)of| LtEtL = 5 7H2|

ci scoasa(config)# show logging | i 172.16.31.10
Y%ASA- 7- 609001: Built | ocal -host dne:172.16.31. 10

YASA- 6- 302013: Built inbound TCP connection 11 for outside: 203.0.113. 2/ 16678
(203.0.113.2/16678) to dne:172.16.31.10/25 (203.0.113.10/25)

O| od|loll A & M syslog= Y 2H=50| 2Et0IFEL M 7Fe| of £ EfEof Ciet 44 E|o|=

of 82 FEMS S LIEHHLICE Ol 4 A& RSt S 30| FEERI7HLE o] A9
CHE 2Ql(BlaA Mof =27 == Zu|ae ol 9_% 7t54)0l U B2 L2
NEE LIEtUE 238 ddstx| f&LICHOidl 20| HEEIE OIf = HEE
datiste QA0 et ZAIE 7ISELCH

02 S04, Q82| ACLO| ZE 250{A 172.16.31.108 {258 FAE|X| &f2 A EBf=l0] 7
BEEmjol2aE g £+ ol&LCt.

%ASA-4-106100:access-list outside_int denied tcp outside/203.0.113.2(3756) ->
dmz/172.16.31.10(25) hit-cnt 5 300 7H4

O|= ACLO| EFE|RI7HLt 047 |ofl EA|E CHZ R & B0l ddgfLct

access-list outside_int extended pernit tcp any4 host 172.16.31.10 eq http

access-1ist outside_int extended deny ip any4 any4

NAT g4#H(Xlate)



Hodo| MEE|RE=X| 22l5t7| 2[5l Xlate (translation) E1|0|§% golg = A &LICHBAE show
xlateE local 7|E L LHE SAE IP FAQ AT LMY SAEO| HEN E|0|20 %Jt E': L
=2 EAELICLOHS E30|AME DMz}t 2|8 |E+u1|o|¢ Ztoll o]l ZAE0| CHsH $HRH LS =l &
20| RI22 E0o{FLICIDMZ M IP A= o|™ ZAx|z2d|o|Mof 2t 203.0.113.10 TA R H48t
EuchUPEE Zefa(ol ool )= BHeto] & /2 LIEHHLICE

i

ci scoasa(config)# show nat detail

Manual NAT Policies (Section 1)

1 (dne) to (outside) source static obj-172.16.31.10 obj-203.0.113.10
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

Aut o NAT Policies (Section 2)
1 (dne) to (outside) source static obj-172.16.31.10 203.0.113.10
translate_hits = 1, untranslate_hits = 5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32
2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24
3 (inside) to (outside) source dynami c obj1-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

4 in use, 4 nost used

Flags: D- DNS, e - extended, | - identity, i - dynamc, r - portmap,

s - static, T - twice, N - net-to-net

NAT from dnz: 172. 16. 31. 10 to outsi de: 203. 0. 113. 10
flags s idle 0:10:48 tineout 0:00:00

NAT frominside:10.1.1.0/24 to dne:10.1.1.0/24
flags sl idle 79:56:17 tinmeout 0:00: 00

NAT from dnz: 172. 16. 31. 10 to outsi de: 203. 0. 113. 10
flags sT idle 0:01:02 tineout 0:00:00

NAT fromoutside:0.0.0.0/0 to dne:0.0.0.0/0
flags sIT idle 0:01:02 tinmeout 0:00:00

g HER3 2] HY AMH

TCP Ping

CtZ2 TCP ping £249| of| IL|Ct.

ci scoasa(config)# PING TCP

Interface: outside

Target | P address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: y

Source | P address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from203.0.113.2 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns



o1z

yale

b

Fel o= CHEa Z&Lch.

ci scoasa(config)# show conn address 10.1.2.10
1 in use, 2 nost used
TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871,

2

oN

CHS 2 syslog2l o IL|C}.

9%ASA- 6- 302013: Built i nbound TCP connection 553 for outside:203.0.113.2/19198
(203.0.113.2/19198) to inside:10.1.2.10/25 (203.0.113.10/25)

NAT 42 (Xlate)

C}= 2 show nat detail 3! show xlate 2 £240| T 7} x| of| &L|Ct.

ci scoasa(config)# show nat detail

Aut o NAT Policies (Section 2)

1 (inside) to (outside) source static obj-10.1.2.10 203.0.113.10
translate_hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32

2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynam c obj 1-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

NAT frominside: 10.1.2.10 to outside: 203.0.113. 10
flags s idle 0:00:03 tineout 0:00:00

2 HEla0 MY M

TCP Ping

CH2 2 TCP ping £239| 04| JLC}.

ci scoasa# PING TCP

Interface: inside

Target | P address: 203.1.113.10
Destination port: [80] 25
Specify source? [n]: y

Source | P address: 10.1.2.10
Source port: [0] 1234

Repeat count: [5] 5

flags U O



Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.1.113.10 port 25
from10.1.2.10 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

yalk<
AZ el ole chant Z&Lct

ci scoasa# show conn address 203.1.113.10
1 in use, 2 nost used
TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898,

2Z
CH2 2 syslog2| of| &IL|Ct.

Ci scoasa# show logging | i 203.1.113.10

YASA- 6- 302013: Built outbound TCP connection 590 for outside:203.1.113.10/25
(203.1.113.10/25) to inside:10.1.2.10/1234 (203.0.113.1/1234)

NAT g4 (Xlate)
CI= 2 show xlate @& £239] of IL|C}.

ci scoasa# show xlate | i 10.1.2.10

TCP PAT frominside: 10.1.2.10/ 1234 to outside:203.0.113.1/1234 flags ri idle
0:00: 04 tinmeout 0:00:30

=S e e

ASAE o174 2X|E Y £ Q= off] E2 MEELCh AT olME &lst T o] MMl M

M5t S2ig 2ol3t SolT 2|7} HSEH 0243 £ U 72 S35 ¢ o= 0| 2lolg 2Ol

& 4 QlaLct

DMZ LIEL3 9| HQ AMH

i AR ]

ASAS| TZ! FX7| 7|52 ALL5IH A/EF0/ME THZIS XI5, Watedo| ERHES XM2|E o
SH5t= CHYst BHA|, ZAF 2 7|52 25 2 4 QIALICHO| E2 A5 Watwg Enstc =

518 E|o{of Btohm MZtste EB|EIO| o 2 AlHstn ERHEIS Al28|0|M57| 951 0| 5EES

MNE35H= 740| SALICHOS iME OIS ZHE S5t o AT E A2 0|M3H7] §l5 T

ZFHTIE ASELICH

flags U O



. AlZzio|ME miZlo| o of =aFgfLCt.
A8EleE Z2EE2 TCPYLICE
. A|IEB|o|MEl 2EI0|ME IP FAE 203.0.113.2QlL]C}.
. 2CI0|MEE ZE 12340 AME ECiES A& ELICEH
. EBiZI2 IP =4 203.0.113.102] MEHZ O|SELICt
. EgfjElg T E 252 0|SELCt
Ct22 2! FX7| £330 of 2 LCt.

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detail ed
-Onitted--

Phase: 2

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

nat (dnz, outside) source static obj-172.16.31.10 obj-203.0.113.10
Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 203.0.113.10/25 to 172.16. 31.10/25

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-1line-status: up
Action: allow

CI= 2 Cisco ASDM(Adaptive Security Device Manager)2| 0| /L|C}.



Select the packet type and supply the packet parameters. Click Start to trace the packet.

Interface: |outside - Packet Type @) TCP UoF | ICMP IF
Source: IF Address w| 203.0.113.2 Destination: IP Address v 203.0.113.10
Source Port; 1234 « | Destination Port; |25 -

v | Show animation

[£8) [0.3]

FPhase
S UM-NAT

Type = UN-NAT Subtyps - siatic Action = ALLOW Show ryl= i

Config
sl [denz.cutsida) saurcs skatic obi-172.16.31.10 obd-203.0.113.10

Infa

MAT divert to egress interface drg
Unkranalsbe 203,0.113. 1025 bo 172.16.31, 1025

EACCESS-LIST
ENAT
ENAT
@ IP-0PTIONS
HIINSPECT
O|™ &240f DMz QIE{H|O|A0f CHEF 212 0] QA& LICH Ol THZ! FX 7| MA|of o8t ZdlL|Ct. 0|
E2 &3led0| ot QUE{H 0| A A 0{FH QIE{HO|AE EIREIE K| ZLE S0 0{iH F&o| 4 A
T E ®e2lsteX| de{ELch
El.I{Z! £X7| 7|50l CHEt RXHA|EH LHE 2 CLI, 8.4 &/ 8.68 AF&35E= Cisco ASA 5500
Series Z1IZ|224/0/49 7} 0/ =2| Tracing Packets with Packet Tracer MM 2 & X5 AA|2.
i1 EARL b

ASA 2382 QIE|H0|AE ELIEE EfEE UMY & QU
Hof| = st=X| EE %*:;BFEE'.OHA‘I £ PEXI OF & HE S|
P° ool M E 7474 DMZ & 2F QIE{m|0|A0|X capd & capoutO|Et= F Z*{2| Z4xm|18]|0]M
2 04&LICt.capture ':'4%'% AxE E H‘*'Oil CH 3t :er1|7<40§ XEE = JE match 7|HEE
P3°*I—IEP.

-

m
ru—

0| 0d|0i M capture capdS| B TCP A E 172.16.31.10/host 203.0.113.21 Y x|5t= DMZ QIE]
=

HO|A(RITBIA E= o|adA)o ﬁAIEI Eoizlg lae AU HEHHLIDH &, SAE
172.16.31.100| A SAE 203.0.113.292 2 EE= 1 B2 ME &= 2 E TCP EEH‘E.% e =
U&LICt.match 7|HEE AFSSHH B0 Y ECEES U2 HRXE = U&LICH L
2 olE{mo|A o CHEH HolEl capture BHE2 LHE HY MH IP FAE FHZEGHK| e,rgucr a5t ed
Ol e HIY ME IP 401 CH3H NATE & 5t7| IEULICHIGEIAM SHE B IP A2 YUK

4 & elgLIchoidl ChS ool ME anyEh= HHO{& ALE5t0d 7hs8 2E IP A7t sl =742
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URIES LIEHLICH

% CHA| AZE MHESH D show capture <capture name> FHE2 AtE5t0] LA E Al
OfF gfLICt. O] ti M= 2[F ZAETLCHE HXHM & = U= TCP 3-way SHEM|O|3.0]
FA Q1A E|o HIY Mol e = USS &l = %'Ql—lEF.

ASA# capture capd interface dmz match tcp host 172.16.31.10 any
ASA# capture capout interface outside match tcp any host 203.0.113.10

ASAH show capture capd

3 packets captured

1: 11:31:23.432655 203.0.113.2.65281 > 172.16.31.10.25: S 780523448
780523448(0) wi n 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 172.16.31.10.25 > 203.0.113.2.65281: S 2123396067
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCK, nop, wscal e 8>
3: 11:31:23.712884 203.0.113.2.65281 > 172.16.31.10.25. ack 2123396068
win 32768

ASA# show capture capout

3 packets captured

1: 11:31:23.432869 203.0.113.2.65281 > 203.0.113.10.25: S 1633080465
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 203.0.113.10.25 > 203.0.113.2.65281: S 95714629
95714629(0) ack 1633080466 wi n 8192 <nmss 1024, nop, nop, sackOK, nop, wscal e 8>

3: 11:31:23.712914 203.0.113.2.65281 > 203.0.113.10.25: . ack 95714630
win 32768

L5 HERI3Z 2| HIY MHH

CLI : packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
-Onmitted--

Phase: 2
Type: UN- NAT
Subtype: static
Resul t: ALLOW
Confi g:
obj ect network obj-10.1.2.10
nat (inside,outside) static 203.0.113.10
Addi ti onal Infornmation:
NAT divert to egress interface inside
Untransl ate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3

Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW



Confi g:
access-group sntp in interface outside
access-list sntp extended pernit tcp any4 host 10.1.2.10 eq sntp
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x77dd2c50, priority=13, domai n=pernit, deny=false

hits=1, user_data=0x735dc880, cs_i d=0x0, use_real _addr, flags=0x0, protocol =6

src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=0
dst ip/id=10.1.2.10, mask=255. 255. 255. 255, port=25, tag=0, dscp=0x0
i nput _i f c=out si de, out put _i f c=any

QF HIERF 2| HY MHH

CLI : packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detail ed
--Omtted--
Phase: 2

Type: ROUTE- LOCKUP

Subt ype: input

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 203.1.113.0 255.255.255.0 outside

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.1.2.0

nat (inside,outside) dynam c interface

Addi ti onal Infornmation:

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234
Forward Fl ow based | ookup yields rule:

in id=0x778b14a8, priority=6, domai n=nat, deny=fal se
hits=11, user_data=0x778b0f48, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
i nput _i fc=i nside, output_ifc=outside

i e
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