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- Lightweight Directory Access Protocol (LDAP)
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- Cisco UCS 6454 Fabric Interconnect

- UCSM H{Z 4.0(4Kk)

« Microsoft Active Directory (MS-AD)
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1AL 2| Navigation E O A admin B2 2 =IELICE

2El'7=“ 0‘" Admin |=|, §_|F o}' All > User Management > Authentication

Al | User Managemant | Authantication | Authentication Domains

3EA. OIRA QEZ EHE 22! Authentication Domains Z! MEH create a Domain.
4EAH. o] B2 name EE, & Local.
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Properties for: Local X

General Events
Actions Properties.
Delete MName ; Local

Web Session Refresh Period (sec): 600

Web Session Timeout (sec) 7200

Realm Radiug Tacacs Ldap

0K Cancel Help
6EHA| | ok
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29'74| 0‘" Admin ﬂ, iﬂHg All > User Management > LDAP.
3EAL. 2| work Z 0 M ceneral B2 2 =2IFFLICE

47|, O] Actions B2 E =I5t 1T create LDAP Provider

s . M| User Managemant | LOAP

= Fauits, Events and Audi Log

Fanstts
- Teensout 30

Aut Lo e : = Attribute
Sty Base DN DCemxsviab, DCecom

Flgt sAMACCountham = Susarid
States.

W om om 3 = h

* LDAP Group Maps

* LOAP Provider Groups

* LDWP Providers
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O] set: yes password(H|2H5) EE ol EAIE= HAIX|= HIREHE 7 MHERS S LIEFLICE
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- O] Timeout HE, £2F 7|27} 30 LT}
- 9| vendor = =04 A MS-ADfor Microsoft Active Directory2| ZIC|2 HE S ME{EFL|C}.

Create LDAP Provider P X

Create LDAP Provider Hastnamea/FODN (or IP Address) :  10.31.123.60

Ordar ¢ lowest-available
LDAP Group Rule

Bind DN . CN=ucsbind,OU =CiscolUCS,DC=mxsviab,DC=com

Basa DN o DC=mxsviab,DC=com

Port : 3889

Enable SSL

Filter :  sAMAccountName=Suserid

Attribute

Password

Confirm Password

Timeout : 30

Vendor - Open Ldap| (s MS AD

MNext = m Cancel
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Create LDAP Provider &) <
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Use Primary Group ; [
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Create LDAP Group Map P <

LDAP Group DN : - CN=ucsadmin,OU=CiscoUCS,DC=mxsviab DC-cmﬂ

...... i T

Roles Locales
aaa JaviTest
| admin f— Josueloc
facility-rmanager Test
network
OnlykWM
operations
read-only

server-compute
server-equipment
server-profile
server-security
stats

storage
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Al | User Managemaent | Authentication | Authentication Domaine

3EA. nbsp(&n)create a Domain CHel ARt 22 2280},

. O| Name ZEO]| Q12| O|Z(0l: LDAP)S l248fLC}.
. O] Reaim VAE 2 2I5I 1T Ldap BICI HHE.

- 0{| M provider Group EFLCH2 FF 0| A LpAP Provider Group 0|70 M8t & = QIS
Properties for: LDAP
| Ganearal | Events
Actions Propearties
Delete Name . LDAP
Web Session Refresh Period (sec) : 600
Web Session Timeout (sec) . 7200
Realm - Local () Radius () Tacacs () Ldap
Provider Group : ¥
0K Cancel

ClE T=M2lo| of2Hod| LIEFL LICE. Authentication Domains.
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UCS-AS—-MXC-P25-82-B-A# connect local-mgmt

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2089, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.8 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

JCS—-AS-MXC-P25-82-B-A(local-mgmt)# ping 18.31.123.680

PING 10.31.123.606 (106.31.123.48) from 18.31.123.8 : 56(84) bytes of data.
64 bytes from 10.31.123.60: icmp_seq=1 ttl=128 time=@.302 ms

64 bytes from 10.31.123.60: icmp_seq=2 ttl=128 time=0.347 ms

64 bytes from 10.31.123.60: icmp_seq=3 ttl=128 time=@.488 ms

NX-OSOM 2B 2 E| AE 52 test aaa BH(NXOSHAM B ALE 7HS).

Meel 4

ucs (nxos)# test aaa server |dap <LDAP-server-|P-address or FODN> <user nane> <password>
UCS-AS-MXC-P25-82-B-A# connect nxos

Bad terminal type: "xterm-Zb6color”. Will assume vtl8a.

Cisco Mexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 208082-2828, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as 1is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) wversion 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://weaw.gnu.org/licenses/old-licenses/library.txt.
[UCS-AS-MXC-P25-R2-B-Alnx-o0s)# test aaa server ldap 1A.31.123.4608 admin Ciscnl23
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ucsMe| B-EE0AM Hujad|o[4dE & elstedH

ucs # scope security
ucs /security# scope | dap
ucs /security/ldap# show configuration
UCS-AS-MXC P* -@2-B-A [security ¥ scope Sec
UCS-AS-MNC-P25-82-B-A fsecurity ¥ scope sec
UCS-AS-MMC-P25-B2-B-A fsecurity W scope ldap
UCS-AS-MMC-P25-82-B-A faecurity/ldap # show configuration
scope ldap
enter auth-server-group mxsw
gnter server-ref 18.31.1723.488
set order 1
#xit
ﬂxit
enter ldap-group "CN=u¢sadmin, OU=CiscolCS,DC=mxsvlab, DC=com"
oxit
enter server 19.31.123.408
gnter ldap—group-rule
autharization enable
member-of-attribute memberQf
traversal recursive
use=primary-group no

o & i
Lo T
Lo I

[

attribute "*®

basedn *DCsaxsvlab, DCscom®

binddn *CH=ucsbind, UsiiscollES, DE=mxsvlab, DC=com®
filter **

order 1

port 389

551 no

timeout 38

vendor ms=ad

password

exit

set attribute **

set basedn "DC=mxsvlab,DC=com*®
gt filter sAMAccountMame=Suserid
et timeout 38

exit
UCS=AS=MXC=P25-82=B=A Sfsecurity/ldap # |

ucs /security/ldap# show fsm st atus



\UCS-AS-MXC-P25-82-B-A /security/ldap # show fsm status

FSM 1:
Status: Nop
Previous Status: Update Ep Success
Timestamp: 2022-88-10T00:08:55.329
Try: ©
Progress (%): 100
Current Task:

NXOSO|AM #1720l & & elsteiH

ucs# connect nxos
ucs (nxos)# show | dap- server
ucs (nxos)# show | dap-server groups



[UCS=AS-M¥C-P25-82-B-A# connect nxos
Bad terminal type: "xterm—-25&6color". Will assume vtlee,
Cisco Nexus Operating System (NX-05) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2882-2828, Cisco and/or its affiliates.
All rights reserved.
The copyrights teo certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.8 or
GHNU General Public License (GPL) version 3.8 or the GHNU
Lesser General Public License (LGPL) Wersion 2.1 or
Lesser General Public License (LGPL) Version 2.8.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.cpensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
[UCS-AS-MXC-P25-82-B-A(nx-o0s)# show ldap-server
timeout : 3@
port : @
baseDN : DC=mxsvlab,DC=com
user profile attribute :
search filter : sAMAccountName=%userid
use groups : @
recurse groups : @
group attribute : memberOf
group map CH=ucsadmin,OU=CiscolUCS,DC=mxsvlab,DC=com:

roles: admin

locales:
total number of servers : 1

following LDAP servers are configured:
18.31.123.68:

timeout: 3@ port: 389 rootDN: CN=ucsbind, OU=CiscolUCS,DC=mxsvlab, DC=com

enable-ssl: false

baseDN: DC=mxsvlab,DC=com

user profile attribute:

sgarch filter:

use groups. true

TecUurse groups: true

group attribute: memberOf

vendor: MS AD
[UCS-AS-MXC-P25-02-B-Alnx-os)# show ldap-server groups
total number of groups: 2

following LDAP server groups are configured:

group ldap:

baseDN:

user profile attribute:

sgarch filter:

group membership attribute:

server: 10.31.123.48 port: 389 timeout:
group mxsv:

baseDN:

user profile attribute:

search filter:

group membership attribute:

server: 18.31.123.408 port: 389 timeout:
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ucs # connect nxos

ucs(nxos)# term nal nonitor
CIHO E2i3E gd3ststn 21 ol CHet SSH Ml £242 Eelgfhulct.

ucs (nxos)# debug aaa all <<< not required, incase of debugging authentication problems
ucs (nxos)# debug aaa aaa-requests

ucs (nxos)# debug |l dap all <<< not required, incase of debuggi ng authentication problens.
ucs (nxos)# debug | dap aaa-request-|ow eve

ucs (nxos)# debug | dap aaa-request

\UCS-AS—-MXC-P25-82-B—-A# connect nxos

Bad terminal type: "xterm-256color". Will assume vt186.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2862-2828, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
[UCS=AS=MXC-P25-02-B=A(nx-0s)# terminal monitor

IUCS-AS-MXC-P25-82-B-A(nx-os)# debug ldap all

[UCS-AS-MXC-P25-82-B-A(nx-o0s)# debug aaa all

O|M|l Af GUI EE= CLI M2 Q1 YZA(LDAP ) AFEAIZ 2012 A|TEFLICEH
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https://www.cisco.com/c/ko_kr/support/index.html

. UCSM LDAP MZ ZHu|azlo|M
. Cisco UCS C Series GUI Z4I|a8{0|M 710|=



/content/en/us/td/docs/unified_computing/ucs/sw/sample_configurations/UCSM_1_4_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD_chapter_010.html
/content/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/3_0/b_Cisco_UCS_C-Series_GUI_Configuration_Guide_for_HTML5_Based_Servers_301/b_Cisco_UCS_C-Series_GUI_Configuration_Guide_207_chapter_01000.html
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