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apn test-apn
account i ng- nrode none
aaa group AAA
aut henti cation mnsi sdn-auth
i p context-nane destination
tunnel |2tp peer-address 1.1.1.1 |ocal-hostnane |ac_|2tp

configure

context destination-gi

| ac-service | 2t p_service
al I ow cal | ed- nunmber val ue apn
peer-lns 1.1.1.1 encrypted secret pass
bi nd address 1.1.1.2

ASR5k2| LNSoi| CiEt 74 &=

configure
context destination-gi
I ns-service | ns-svc
bind address 1.1.1.1
authentication { { [ allownoauth | chap < pref > | nmschap < pref > | | pap < pref > | nsid-auth

}
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aaa group server radius AAA
server 2.2.2.2 auth-port 1812 acct-port 1813

ip radius source-interface G gabitEthernet0/1
!

aaa authentication |login default |oca
aaa aut hentication ppp AAA group AAA
aaa aut hori zation network AAA group AAA
aaa accounting network default
action-type start-stop

group radius

vpdn- group vpdn
accept-dialin
protocol |2tp
virtual -tenplate 10
| 2t p tunnel password pass

interface Virtual - Tenpl atel0

i p unnunbered G gabitEthernet0/1
peer default ip address pool AAA
ppp aut hentication pap chap AAA
ppp aut hori zati on AAA
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CH= 2 show I2tp tunnels alle| £33 _7F_ OI 32 MAI7} LAC & LNS AMH|A (TestLAC e
TestLNS) 25 ZAEELICH LAC & E{dolzs 25 Ml4d0] AUX[EF L2 EFEIRP o=
Ml4do| ei&Lct.

[l ocal ] 1X- PDSN# show | 2tp tunnels all | nore
| +----State: (C - Connected (c) - Connecting
(d) - Disconnecting (u) - Unknown

|
|
|
v LocTun ID PeerTun ID Active Sess Peer |PAddress Service Nane Upti me

C 30 1 511 214.97.107.28  TestLNS 00603h50m
Cc 31 56 468 214.97.107.28  TestLNS 00589h31m
C 10 105 81 79.116.237.27  TestLAC 00283h53m
Cc 29 16 453 79.116.231. 27  TestLAC 00521h32m
C 106 218 63 79.116.231. 27  TestLAC 00330h10m
Cc 107 6 464 79.116.237.27  TestLAC 00329h47m
C 30 35 194 214.97.107.28  TestLNS 00596h06m

show (|l ac-service | Ins-service) name <lac or |ns service nanme>
CtZ2 LAC MH|A 1.1.1.2 & LNS MH|A(Z[0{)E AL St= L2TPTunnelDownPeerUnreachable
EOo| oil Lt 1.1.1.1

Internal trap notification 92 (L2TPTunnel DownPeer Unreachabl e) context destination service |ac
peer address 1.1.1.1 |local address 1.1.1.2

show snmp trap statistics &S A8 35t0o4 0| ER40| EE|HE K (SHE CtAl| 2= 7Lt Ot K|
ofo 2 RfMAE O|F)E EelgrL|ct.

L2TPTunnelDownPeerUnreachable E&{2 E{'d A% AlZt Z1t7t &3t 7L} Keep-alive(Hello)
mZ!o| EetK| b2 W L2TPOl| CHSH E2I7HELICH #HRI2 LEA o 2 LNS I|o{7t LACS 2F
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****TH S | S TO BE RUN CAREFULLY and UPON verification of TAC/ BU****

Active | ogging (exec node) — logs witten to term nal w ndow
logging filter active facility |2tpngr |evel debug

logging filter active facility |2tp-control |evel debug

| oggi ng active

To stop | oggi ng:

no | ogging active

Runtime 1 ogging (global config node) — | ogs saved internally



logging filter runtine facility |2tpnmgr |evel debug
logging filter runtine facility |2tp-control |evel debug

To view | ogs:

show | ogs (and/ or check the syslog server if configured)
Sk

12tpmgr S 7HURE MM ME Fx
|2tp X‘"O-l E2H E_l|_é—| E!’S'

ol 28| ME ClH

& ME:RAIE AlZt KBt 2 elsl 7] Bld M Am

16: 34: 00. 017 [| 2t pngr 48140 debug] [7/0/555 <l 2tpngr: 1> | 2tpngr_call.c:591] [callid 4144ade?]
[context: destination, contextlD: 3] [software internal systen] L2TPMgr-1 nsid 0000012345
usernane | acl nsuser service <lac> - |PSEC tunnel does not exist

16: 34: 00. 018 [I| 2t p-control 50069 debug] [7/0/555 <l 2tpngr: 1> | 2t psnx_fsmc: 105] [callid
4144ade2] [context: destination, contextID: 3] [software internal user] [2tp fsm state
L2TPSNX_STATE_OPEN event L2TPSNX_EVNT_APP_NEW SESSI ON

16: 34: 00. 018 [| 2t p-control 50001 debug] [7/0/555 <l 2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade?2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

| 2t p: [ TLS] (0/ 0) Ns=0, Nr =0 * MSGTYPE( SCCRQ) *PROTO VER(1.0) *FRAM NG CAP(AS) *BEARER CAP( AD)

TI E_BREAKER( 0706050403020100) FI RM VER(256) *HOST_NAME(| ac) VENDOR NANME( St ar ent Net wor ks)

* ASSND_TUN | D(10) *RECV_W N_SI ZE(16) * CHALLENGE( dbed79cdc497f 266bd374d427607cd52)

16: 34: 00. 928 [| 2t p-control 50001 debug] [7/0/555 <I2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

| 2t p: [ TLS] (0/ 0) Ns=0, Nr =0 * MSGTYPE( SCCRQ) * PROTO VER(1.0) *FRAM NG CAP(AS) *BEARER CAP( AD)

TI E_BREAKER( 0706050403020100) FI RM VER(256) *HOST_NAME(| ac) VENDOR NANME( St ar ent Net wor ks)

* ASSND_TUN | D(10) *RECV_W N_SI ZE(16) * CHALLENGE( dbed79cdc497f 266bd374d427607cd52)

16: 34: 02.943 [| 2t p-control 50001 debug] [7/0/555 <l 2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade?2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

| 2t p: [ TLS] (0/ 0) Ns=0, Nr =0 * MSGTYPE( SCCRQ) * PROTO VER(1.0) *FRAM NG CAP(AS) *BEARER CAP( AD)

TI E_BREAKER( 0706050403020100) FI RM VER(256) *HOST_NAME(| ac) VENDOR NANME( St ar ent Net wor ks)

* ASSND_TUN | D(10) *RECV_W N_SI ZE(16) * CHALLENGE( dbed79cdc497f 266bd374d427607cd52)

16:34: 06.870 [| 2t p-control 50001 debug] [7/0/555 <l 2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

| 2t p: [ TLS] (0/ 0) Ns=0, Nr =0 * MSGTYPE( SCCRQ) *PROTO VER(1.0) *FRAM NG CAP(AS) *BEARER CAP( AD)

TI E_BREAKER( 0706050403020100) FI RM VER(256) *HOST_NAME(| ac) VENDOR NANME( St ar ent Net wor ks)

* ASSND_TUN | D(10) *RECV_W N_SI ZE(16) * CHALLENGE( dbed79cdc497f 266bd374d427607cd52)

16: 34:14.922 [| 2t p-control 50001 debug] [7/0/555 <l 2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (138)

| 2t p: [ TLS] (0/ 0) Ns=0, Nr =0 * MSGTYPE( SCCRQ) * PROTO VER(1.0) *FRAM NG CAP(AS) *BEARER CAP( AD)

TI E_BREAKER( 0706050403020100) FI RM VER(256) *HOST_NAME(| ac) VENDOR NANME( St ar ent Net wor ks)

* ASSND_TUN | D(10) *RECV_W N_SI ZE(16) * CHALLENGE( dbed79cdc497f 266bd374d427607cd52)

16:34:22.879 [| 2tp-control 50001 debug] [7/0/555 <I2tpngr: 1> | 2t psnx_proto.c: 1474] [callid
4144ade?2] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]



L2TP Tx PDU, from 1.1.1.2:13660 to 1.1.1.1:1701 (38)

| 2t p: [ TLS] (0/0) Ns=1, Nr=0 *MSGTYPE( St opCCN) *RESULT_CODE(2/0) *ASSND_TUN_| D( 10)

16: 34:22.879 [| 2t p-control 50069 debug] [7/0/555 <I2tpngr: 1> | 2t psnx_fsmc: 105] [callid
4144ade?2] [context: destination, contextlD: 3] [software internal user] [2tp fsm state
L2TPSNX_STATE_WAI T_TUNNEL_ESTB event L2TPSNX_EVNT_PROTO TUNNEL_DI SCONNECTED

CHS2 AlAEIo| ZoHE glste =2thx| 9ol =232t LR|st=F EE|7HE A1 SNMP ERH
LICH

16:34: 22 2009 Internal trap notification 92 (L2TPTunnel DownPeer Unreachabl e) cont ext
destination service |lac peer address 1.1.1.1 local address 1.1.1.2

8 AEIRAIE Azt MEte 2 QI Z7| El'd A7 Almf - B4

feEl7t 2= A2 3 E'd0[ 16 A| 342 0] LIEtLIH 2712 5H0|LE =M S EUliedD Aletthe
JeLch 3| dlo] glo] 2= E{de| 40| Bo{X|= H EEHSHC

Au|aefolMd 7|2gt EE FEE AU FHelst

max-retransm ssion 5
retransm ssion-tinmeout-first 1
retransm ssion-ti meout-nax 8

ol ZAx|agfo|M2 1= —?— R Sz 4% ¢EE D
& Hi= S7FEfLICH, 2,4, 8, 8.

max-retransmission (5)0[|2t= E0{= & WM A|T/MEE Z &L
retransmission-timeout-max= O| A|&toll =& & & & ALO|Q] Z[CH AlZFRIL|CE.
retransmission-timeout-first= 33 & RHHSHX| Z|Ch2l= AlZhel A= L.

(M2t HAAMES =25 7|2 Of7HHS0| B2 1+2+4 +8 + 8% =23% £0f| @F 7} ghAisrL|Ct.
O|= otcH E=dnt M=35| Z4&Lch

&8 AMel:keepalive2 I3t Z7| E'd 4 Almf

2 o| CHE Ol

S MENE RXISIES EHE2 S5l TS El= Ao HA|
R|Lt HIOIE{7} gi= 7|zh Seb A& LI B0 M Mo| Q1|2 ofF ’%*%‘.'_'.:_ ™K A= R
O| HES A85tH mfZ! et glo| 7+ M E 7|7._F( {: 60%) £0{ keepalive HIA|X|7} M&E|D SH
o] 01|“E|':'E E{'=0| MCHE 75.*50}"7“ SOIFLICEA i SEH S EUlD SEH2 B 28t &
keepaliveE M&steE Bl = B MHo| Chal| o MBS 7"]'_} %OEII%II-Lll:-l'.[l:l'El-A-I
hello(keepalive) MIA|X[of CHEF S E *% FX| 28 23% 7} X|LbH B0l sHAMELICH 7 7hs 8t
keepalive-interval(7| 22} = 60s)2 & ZtAAIL.

L2TPTunnelDownPeerUnreachable E = keepalive-interval M| A|X|of| CHEH S E O

EILI OJ2iE! E 5 & L8 B ol A% 84

CIS2 2LIE 7tA & 24 250 8332l keep -alive WEHO| 04| QILICH1E S0 AL A} O
0|E‘|7P M&S T K| ofol HIAIX| ZIE Atole] 18 7ol f2l5tAA|2.0] ofloi A LAC & gl LNS AH|A
= 4722 WHE HAHAE M SUSH MAlof YU&LC.

| NBOUND>>>>> 12: 54: 35: 660 Eventi d: 50000( 3)
L2TP Rx PDU, from1.1.1.1:13660 to 1.1.1.2:13661 (20)
| 2t p: [ TLS] (5/ 0) Ns=19, Nr =23 * MSGTYPE( HELLO)

<<<<QUTBOUND 12:54:35: 661 Eventi d: 50001(3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (12)
| 2t p: [ TLS] ( 1/ 0) Ns=23, Nr=20 ZLB



<<<<QUTBOUND 12:55:35: 617 Eventi d: 50001( 3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13660 (20)
I 2t p: [ TLS] (1/0) Ns=23, Nr =20 * MSGTYPE( HELLO)

I NBOUND>>>>> 12:55: 35: 618 Eventi d: 50000( 3)
L2TP Rx PDU, from 1.1.1.1:13660 to 1.1.1.2:13661 (12)
| 2t p: [ TLS] (5/ 0) Ns=20, Nr=24 ZLB

12:54: 35. 660 [| 2t p-control 50001 debug] [7/0/555 <I2tpmgr:1> | 2t psnx_proto.c: 1474] [callid
106478e8] [context: Ins, contextlD: 11] [software internal user outbound protocol-log] L2TP Tx
PDU, from1.1.1.1:13660 to 1.1.1.2:13661 (20) |2tp:[TLS](5/0)Ns=19, Nr=23 * MSGTYPE( HELLO)

12: 55:35.618 [| 2t p-control 50000 debug] [7/0/555 <I2tpmgr: 1> | 2tp.c:13050] [callid 106478e8]
[context: Ins, contextlD: 11] [software internal user inbound protocol-log] L2TP Rx PDU, from
1.1.1.2:13661 to 1.1.1.1:13660 (20) |2tp:[TLS](1/0)Ns=23, Nr=20 * MSGTYPE( HELLO)

0bX|2t S 2, EXISTING E{'2lo] ZS hello HIAIXI7H SE 5| ot T S3ket E{Lo] SHFIEIE oli7t
auichotelxt 23 BUER)

<<<<QUTBOUND 14:06: 21: 406 Eventi d: 50001( 3)
L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

<<<<QUTBOUND 14: 06: 22: 413 Eventi d: 50001( 3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr=2 * NSGTYPE( HELLO)

<<<<QUTBOUND 14: 06: 24: 427 Eventi d: 50001( 3)
L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr=2 * NSGTYPE( HELLO)

<<<<QUTBOUND 14: 06: 28: 451 Eventi d: 50001( 3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

<<<<QUTBOUND 14: 06: 36: 498 Eventi d: 50001( 3)
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

<<<<QUTBOUND 14: 06: 44: 446 Eventi d: 50001( 3)

L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (38)

| 2t p: [ TLS] (2/ 0) Ns=5, Nr=2 * MSGTYPE( St opCCN) * RESULT_CODE( 2/ 0) *ASSND_TUN_| D( 6)
Zt 2= o0 Z&Lch

1
o

ot Al 0i| CHEt Control E'd AlZt Z 1} - retry-attempted 5, last-interval 8000ms2| £33
LICt.

o >

14: 06: 21. 406 [| 2t p-control 50001 debug] [7/0/9133 <I2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (20)
| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

14: 06: 22. 413 [| 2t p-control 50001 debug] [7/0/9133 <I2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (20)

| 2t p: [ TLS] (2/0) Ns=4, Nr =2 * MSGTYPE( HELLO)

14: 06: 24. 427 [| 2t p-control 50001 debug] [7/0/9133 <I2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from1.1.1.2:13661 to 1.1.1.1:13661 (20)

| 2t p: [ TLS] (2/0) Ns=4, Nr=2 *MSGTYPE(HE LLO



14: 06: 28. 451 [I| 2t p-control 50001 debug] [7/0/9133 <I2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextlD: 3] [software internal user outbound protocol -1 og]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

14: 06: 36.498 [| 2t p-control 50001 debug] [7/0/9133 <I2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextlD: 3] [software internal user outbound protocol -1 og]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (20)

| 2t p: [ TLS] (2/ 0) Ns=4, Nr =2 * MSGTYPE( HELLO)

14: 06: 44. 446 [| 2t p-control 50068 warning] [7/0/9133 <l 2tpngr: 2> | 2tp.c: 14841] [callid 42c22625]
[context: destination, contextlD: 3] [software internal user] L2TP (Local[svc: lac]: 6
Rermote[1.1.1.1]: 2): Control tunnel timeout - retry-attenpted 5, last-interval 8000 nms, Sr 2,
Ss 5, num pkt-not-acked 1, Sent-Qlen 1, tun-recovery-flag O, instance-recovery-flag 0, nsg-type
Hel l o

14: 06: 44. 446 [| 2t p-control 50001 debug] [7/0/9133 <Il2tpngr: 2> | 2t psnx_proto.c: 1474] [callid
42c22625] [context: destination, contextID: 3] [software internal user outbound protocol-Iog]
L2TP Tx PDU, from 1.1.1.2:13661 to 1.1.1.1:13661 (38)

| 2t p: [ TLS] (2/ 0) Ns=5, Nr=2 *MSGTYPE( St opCCN) *RESULT_CODE(2/0) *ASSND_TUN_I X 6)

14: 06: 44. 447 [| 2t p-control 50069 debug] [7/0/9133 <l 2tpngr: 2> |2t psnx_fsmc:105] [callid
42c22625] [context: destination, contextlD: 3] [software internal user] [2tp fsm state
L2TPSNX_STATE_CONNECTED event L2TPSNX_EVNT_PROTO_SESSI ON_DI SCONNECTED

Sl SNMP ER

14: 06: 44 2009 Internal trap notification 92 (L2TPTunnel DownPeer Unreachabl e) cont ext
destination service |lac peer address 1.1.1.1 local address 1.1.1.2

E3 02 M EA|

CHS P S AYSH S mlo{(EEE 5 lac/ins MH|A Q| 2 E E{L)oi CHEH o 42 EXM7F &
Y =X| 4R E LIEHHLICE
show | 2t p statistics (peer-address <peer ip address> | ((lac-service | Ins-service) <lac or Ins

servi ce name>))
Active Connections 7}2E{= siiE I|o{0f| CHEH 7|& E{Le
tunnels2| £240] L}2}

=y =o| =& UX[AIZLICE. O]= show 12tp
= RWAEH = 0|49 E{0| US = UELICH

Failed to Connect 7| 2E{= &8 B A Alnl| EI+& LIEFHLICEH

Max Retry Exceeded 7}2E{= AlZH A| °._FQE ola 44 o|'X| ZIMSE LIEHHEZ 7IE 528 7}
2EHY = U&LichZ Retry7|' ZI}HE|H L2TPTunnelDownPeerUnreachable EZ0] gt A&, 0]
HEE X|EE mlofoi CHEt EA|of BIZ Dt 2 2{F 0, A7t AMEto| &8t O|RE LE{F K| at& L
ChagLt HIE & &0 MUt ol 22X s =2 A0 08| 2AE S&5tE O 20| 2 = US
LIC}.

[MlAd] M2 7R MM BB Bl CH)olM ME HEE MS gt
Active Sessions 9}—‘?—E-I" %"o z|oqodl CHBF show I2tp E{'= 9| Active Sess & &249| & A|(m|o40]|
CHaH = ol& el o] = E2)et EX|OI-L’|EI'

Failed to Connect 7} 2E= @145t K| 28t MM =& LIEHHLICH ATk Al
L2TPTunnelDownPeerUnreachable E&{ 2 EE|7-| OW otord Alufst B Aot

23t show 12tp tunnels W&o 71 2E HEE QU &LICH.

show | 2t p tunnel s counters peer-address <peer address>
OFX[Zo 2, MM BHoM XIEE Z|ofof CHEt 2E 7HUALE & += U&LICH



show | 2t p sessi ons peer-address <peer ip address>
M2 7MUR = S M dYE EY MM +2f UX[sHoF BrLICEH
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