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VPN Wizard ==

r VPN Wizard IPsec IKEvl Remote Access Wizard (Step 1of..)

. IUse this wizard to configure new new IPsec (IKEV 1) remote access VPN tunnels. A tunnel established
by calls from remote users such as telecommuters is called remote access tunnel.
This wizard creates basic tunnel configurations that you can edit later using the ASDM.,

VPN Remole Access

Local Remate

Remote Access

VPN Tunnel Interface:

Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the trathc.

< Back Finish [ Cancel ] [ Help ]

3EF7|. o] o|O|x|ol EA|E CHz PAP7E QHH St X| Sf 2 LOCAL HIO|E{HI0| &0 A @15 MHZ CF
E 215 fgol| X|HElX| te =2 ZEt0|ME 7 E L2TP over IPSec & MS-CHAP-V1 &/ MS-
CHAP-V2E& PPP 215 Z2 E 22 A&3t04 Microsoft Windows &ctO|HEE MENEFLICE.



: -—
T VPN Wizard X

VPN Wizard Remote Access Client (Step 2 of ...)

Remote access users of various types can open VPN tunnels to this ASA. Select the type of VPN
dient for this tunnel,

WPM Client Type:

() Cisco WPN Client, Release 3.x or higher,or other Easy VPN Remote product

@ Microsoft Windows dient using LZTP aver IPsec

Spedfy the PPP authentication protocol. If a protocol is not spedfied on the
remote dient, do not spedify it.

Spedfy if the dient will send tunnel group name as -
username @tunnelgroup.

[ Client will send tunnel group name as username @tunnelgroup.

If pre-shared authentication is used with this option then DefaultRAGroup's
pre-shared key and ppp authentication are also modified.
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FEy VPN Wizard o
| VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ...)

The ASA allows you to group remote access tunnel users based on common connection
parameters and dient attributes configured in the subseguent screens. Configure authentication
method and tunnel group for this remote connection. Use the same tunnel group name for the
device and the remote dient.

Authentication Method

i@ Pre-shared key

Pre-Shared Key: | (Clscl@123

() Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame:

(7 Challenge fresponse authentication (CRACK)

Tunnel Group

For WPN dients using LZTP over IPsec with pre-shared key authentication, DefaultR AGroup
tunnel group must be used.

Tunnel Group Mame: DefaultRAGroup

‘ [ < Back ” Mext = ] Finish [ Cancel ] [ Help ]
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VPN Wizard [

| VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
You can create user accounts in the next step.

To use external AAA servers instead, select the second option. You can select an existing
AAM server group or create a new one using the Mew button below.

To manage all other AAA settings, go to Configuration = Device Management = Users/AAA in
the main ASDM window.

(71 Authenticate using an AAA server group

AAA Server Group Mame: Mew. ..

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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i VPN Wizard User Accounts (Step 5 of 11)

Add new users into the user authentication database. To edit existing entries in the database
aor to remove them from the database, go to Configuration > Device Management =
UsersfAAA = User Accounts in the main ASDM windaow.

Username: I

—

Password (optional):

Delete

Confirm Passwaord {optional):

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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[Ey VPN Wizard 28|

| VPN Wizard Address Pool (Step 6 of 11) ||

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients,

Tunnel Group Name : DefaultRAGroup

Puul e _ I

Pool Settings

Range Start Address:

Range End Address:

Subnet Mask:

[ < Back ” Mext = ] Finish [ Cancel ] [ Help ]
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VPN Wizard
¥ VPN Wizard Address Pool [Step 6 of 11)
Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN

dients.

"7 Add IPv4 Pool

MName: Address-poal

Starting IP Address: |192.168.1.1
182,.168.1.254

33.255.255.0

Ending IF Address:

Subnet Mask:

][ Cancel

Ok
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" [E VPN Wizard X

i VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote WPM
dients.

Tunnel Group Mame : DefaultRAGroup

Pool Mame: Address-poal -

Pool Settings

Range Start Address: 192.168.1.1

Range End Address: 192.163.1.254

Subnet Mask: 255.255.255.0

[ + Back Finish [ Cancel ] [ Help ]
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[E VPN Wizard — | 25|

¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure below are pushed to the VPN dient when the dient connects to the
ASA, If you do not want an attribute pushed to the dient, leave the corresponding field blank.

I
Tunnel Group: DefaultR AGroup
Prirmary DMNS Server: 3.8.8.8
Secondary DNS Server: 4.4.4.7

Primary WIMS Server:

Secondary WINS Server;

Default Domain Mame: cisco.com

[ < Back ][ Mext = ] Finish [ CarT:eI ] [ Help ]
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VPN Wizard

IPsec Settings (Optional) (Step 8 of 11)

Metwork Address Translation (MAT) is used to hide the internal network from outside users. You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by VPN,

To expose the entire network behind the most secure interface to remote VPN users without NAT,
leave the Exempt Metworks field blank.

Interface: :uutsjde -

Exempt Metworks: E]

[ Enable split tunneling to let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access to the internet.

[] Enable Perfect Forwarding Secrecy (PFS)

Diffie-Hellman Group: 1
[ < Back ” Mext = ] Einish [ Cancel ] [ Help ]
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(£ VPN Wizard — X
” VPN Wizard Summary (Step 9 of 11)

You have created a Remote Access VPN tunnel with the following attributes:

VPM Tunnel Interface: outside

PPP authentication: M5-CHAP-Y1 MS-CHAP-VZ

IPsec authentication uses pre-shared key: ClscO0@123

Transform-sets: ESP-AES-128-5HA ESP-AES-192-5HA ESP-AES-256-5HA ESP-3DES-SHA ESP-DES-SHA

ESP-AES-128-5HA-TRAMS ESP-AES-192-5HA-TRANS ESP-AES-256-SHA-TRAMS ESP-3DES-SHA-TRAN

5 ESP-DES-SHA-TRAMS

Tunnel Group Mame; DefaultRAGroup

Default Group Policy: DefaultRAGroup

IUser authentication using local user database I

Mew users created in the local database: test

Pool of IP addresses for VPN dients: Address-pool
(192.168.1.1 - 192. 168. 1.254)

Primary DM5: 8.8.8.8

Secondary DNS: 4.4.4.2

Default Domain Mame: cisco.com |

Internal network elements exposed to remote VPN users without MAT: any

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

Mext = [ Finish ] i cancel | [ Help ]
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ciscoasa(config) #crypto ikevl policy 10
ciscoasa(config-ikevl-policy)#authentication pre-share
ciscoasa(config-ikevl-policy) #encryption 3des
ciscoasa(config-ikevl-policy) #hash sha
ciscoasa(config-ikevl-policy) #group 2
ciscoasa(config-ikevl-policy)#lifetime 86400
ciscoasa(config-ikevl-policy) #exit
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ciscoasa(config) #crypto ipsec ikevl transform-set TRANS-ESP-3DES-SHA esp-3des esp-sha-hmac

ciscoasa(config) #crypto ipsec ikevl transform-set TRANS-ESP-3DES-SHA mode transport
3EHA. 81 Mg FEhLC

Windows Z2}0|ME 7} ISP EE= 274 DHCP AMB{(of: 2E)oIM S IP FAE 7Ix{ieD2
ASAE I|0] IP FAE °._|*—.3PII ot O|2 QI5H ASA 22| 17 1|0 Fdof| E2X|7F Mgt L|ct



et S5 f 53t I oMol M2 stoF gLICH Ol 39 ZE Oi7iiHs7F BFEA| Ho|X|X]
o FEE of7iHs 7t LIEoi ZEt0[AFE oA IPSec HEE Soll SMZE st&ELICH

ciscoasa(config) #crypto dynamic-map outside_dyn_map 10 set ikevl transform-set TRANS-ESP-3DES-
SHA
AEA. ST YE 1™ 253 Yol HiIYstn 3 WE M5 o F IE{H0|A0M IKEVIE &8 #Lct.
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ciscoasa(config)#crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

ciscoasa (config) #crypto map outside_map interface outside

ciscoasa (config) #crypto ikevl enable outside
S5EA.IPF4L E MY

P FA74 2474 VPN Z2tolelEof| §Xo2
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ciscoasa(config)#ip local pool Address-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0
6CHAH. 18 B 7o

& EHME internal 2 AEELICH &, 24 O|0|E{H| 0|20 EHE 7HMSLICH

ciscoasa(config) #group-policy L2TP-VPN internal

A T:L2TP/IPsec RS 7|& 15 XA (DAtGrpPolicy) EE= AFE X} o] I8 Moz

& £ QUELICHLT B 25 L2TP/IPsec E-I'—E"Eo' ZZEZS MESEE I8 g 25
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ol 54 PAELIC

ciscoasa(config) #group-policy L2TP-VPN attributes
ciscoasa(config-group-policy) #dns-server value 8.8.8.8 4.4.4.2
ciscoasa(config-group-policy) #vpn-tunnel-protocol 1l2tp-ipsec
ciscoasa(config-group-policy) #default-domain value cisco.com

AAAE Ar83tE W ol ClHfO[A0M AFE Rl O|F 2t HIHHS E 7 LICHANS RE7¢
Microsoft CHAP HH7 1 E£& HT™ 28 A& 3t L2TP E210|21E 0|1 ASA7I 27 H|O|E{HI0|A
of ciali eI&BStE S ?’S'El A2 mschap 7|/¥E % Z gtaHoF ELICH o€ £04 username
<username> password <password> mschap& /=3t L|Cl.

ciscoasa(config-group-policy)# username test password test mschap
72 tunnel-group T4

tunnel -group HHE AIE510{ E{d 2ES M5 IP FAE ZC0|HEN Y5t Ol AR E]
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ciscoasa(config) #tunnel-group DefaultRAGroup general-attributes
ciscoasa(config-tunnel-general) #address-pool Address-pool

ciscoasa(config-tunnel-general) #default-group-policy L2TP-VPN

(
(
(
ciscoasa(config-tunnel-general) #exit
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tunnel-group ipsec-attributes &2 AL& 5101 ipsec-attribute Z1L| 120l ZEE A|EF5H0{ AMH
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ciscoasa(config)# tunnel-group DefaultRAGroup ipsec-attributes
ciscoasa(config-tunnel-ipsec)# ikevl pre-shared-key Cl!sc0@123
ciscoasa(config-tunnel-ipsec) #exit

E{'Ed 21 & ppp-attributes = =01 A{ authentication type B2 AI835l0i PPP QI1Z T2EES 74
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ciscoasa(config) #tunnel-group DefaultRAGroup ppp-attributes
ciscoasa(config-ppp) #no authentication chap
ciscoasa(config-ppp) #authentication ms-chap-v2

ciscoasa(config-ppp) #fexit
8. NAT HA| 74
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ciscoasa(config) #object network L2TP-Pool

ciscoasa (config-network-object) #subnet 192.168.1.0 255.255.255.0

ciscoasa (config-network-object) #exit

ciscoasa(config)# nat (inside,outside) source static any any destination static L2TP-Pool L2TP-
Pool no-proxy-arp route-lookup

A METY

crypto ikevl policy 10
authentication pre-share
encryption 3des

hash sha

group 2

lifetime 86400

exit

crypto ipsec ikevl transform-set TRANS-ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set TRANS-ESP-3DES-SHA mode transport

crypto dynamic-map outside_dyn_map 10 set ikevl transform-set TRANS-ESP-3DES-SHA
crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

crypto map outside_map interface outside
crypto ikevl enable outside



ip local pool Address-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0

group-policy L2TP-VPN internal
group-policy L2TP-VPN attributes
vpn-tunnel-protocol 12tp-ipsec
default-domain value cisco.com
username test password test mschap
exit

tunnel-group DefaultRAGroup general-attributes
address-pool Address-pool

default-group-policy L2TP-VPN

exit

tunnel-group DefaultRAGroup ipsec-attributes
ikevl pre-shared-key C!sc0@123
exit

tunnel-group DefaultRAGroup ppp-attributes
no authentication chap

authentication ms-chap-v2

exit

object network L2TP-Pool

subnet 192.168.1.0 255.255.255.0

exit

nat (inside,outside) source static any any destination static L2TP-Pool L2TP-Pool no-proxy-arp
route-lookup

Windows 8 L2TP/IPsec #2}0|HE T4
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+ 1 [#E » Control Panel » All Control Panel lterns »

Adjust your computer's settings

of!
g AutoPlay

o Date and Time

% Devices and Printers

& Family Safety
Folder Options

8 Indexing Options

&2 Language

I_:E Metwork and Sharing Centerl

Personalization

{5l Programs and Features

3 Remotelpp and Desktop Connections
2 Storage Spaces

Taskbar

m Yiware Tools

ﬂ Windows Firewall

2T HE EEHERT S

[

B8 Add features to Windows 8
O Color Management
Default Programs

Display

File History

Fonts

7 Internet Opticns

Location Settings

D B2 & &M &

Motification Area lcons
Phone and Modem

ﬁ Recovery
# Sound

@ Sync Center
Troubleshooting

E Windows 7 File Recovery
% Windows Update

v Search Contral Panel

Wiew by:  Small icons *

3 Administrative Tools
Credential Manager
ﬂ Device Manager

@ Ease of Access Center
Flash Player (32-bit)
* HomeGroup

Z2 Keyboard

F Mouse

B Performance Information and Tools
3 Power Options

@ Region

% Speech Recognition
1B System

82, User Accounts

i Windows Defender




Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

@ - 1 _;E <« All Control Panel lterns » MNetwork and Sharing Center v & Search Control Panel Do

View your basic network information and set up connections

View your active networks

Network 2 Access type: Mo Internet access
Public network Connections: [ E -

& Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

3. &ty 3¢hol A SME MEfSt D Chg 2 S=2IFLICH



Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.,

= Set up a new network
=agg Set up a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

4.Use my Internet connection (VPN)(LH QIE{4! 24Z(VPN) ALR) S M2

| Mext || Cancel

&L



=< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

A [P

5. ASA2| WAN QIE{H|O|A EE= FQDNO| IP T4 2l 2Zo|A 28 VPN o{HE{Q| 0|EE Q=
5l 1 Create(MH)E F=2IgrLICt.



Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 172.16.1.2

Destination name: L2TP ]"'rle

[ |Use a smart card
Femember my credentials

@ [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

| Create || Cancel |

6. Network and Sharing Center(LIE{3 & S & MIE)0lA] & 21% Fo| o{HE Y HE SMS
MERsLCE,

Ea

e x
@ - 4 ﬁ <« All Control Panel lterns » MNetwork and Sharing Center v O Search Control Panel 2

View your basic network information and set up connections
Control Panel Home

View your active networks
I Change adapter settings I
Change advanced sharing Network 2 Access type: Mo Internet access
settings Public network Connections: [H] Ethernet

Change your networking settings
Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair nebwork problems, or get troubleshooting information.

7. %|20] MAE L2TP VPN O{HE{E 0l A 2EZ HE S Z Z 2|51 Properties(S4) S ME|E

Lk,



@ - 4t .__@« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 2

- @ @

Organize = Start this connection Rename this connection Delete this connection » ﬂi

— | Ethernet ‘LI L2TP VPN
- Metwork 2 Dhsconnected
vimxnetd Ethernet Adapter W, C t / Di &
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties I

8. Security(2.2t) RIS 2 0|&3+0{ Type of VPN as Layer 2 Tunneling Protocol with
IPsec(L2TP/IPsec)(IPsec(L2TP/IPsec)2 ~1Ei5} T Advanced settings(ZL = MH)E 2

=7 LI



Type of VPN:

|Laya'2TL.u'1n&I.ing Frotocol with [Psec (LZTF/IPsec) W

Data encryption:
Require encryption (disconnect if server declines)

Authertication
() Use Extensible Authentication Protocol (EAP)

W
Properties

() Allow these protocols

|| Unencrypted password (PAP)
|| Challenge Handshake Authertication Protocol (CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

[ | Automatically use my Windows logon name and
password (and domain, if ary)

9. tunnel-group DefaultRAGroup0l| AZ E A1t SUE A 3R 7|18 s OKE E=2IFLct
7



(®) Use preshared key for authentication

Key: | ClscO@123

[ Use certificate for authentication

|| verify the Name and Usage attributes of the server’s certificate

-_—

0. 215 W2 Allow these protocols(CHE Z2EZ 5{8)2 M
2(MS-CHAP v2)(Microsoft CHAP E{% 2(MS-CHAP v2))
= Zazsh

Ei 5l 10 "Microsoft CHAP Version
Eolgt

oF MENSH=X| 2015t T OK(&HQl)



General | Options | Securty | Networking | Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) W
Advanced settings
Data encryption:
Require encryption (disconnect if server declines) W
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

(@) Allow these protocols

[ ] Unencrypted password (PAP)

[ ] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if ary)

OK Cancel

1. HERX T HAZE0|M L2TP VPN O{EHHE{E 0} A QEZ HHESRE 25t
Connect/Disconnect(21&/21d B7|)& ME4E L



-

Set as Default Connection
Create Copy

Create Shortcut
'E‘i' Delete
'E‘i' Rename

'E‘i' Properties

mjo
iy
qu
o
r
[ul

12. HHE {3 o}O|20| HYE| L2TP VPN 24Z0{| A @14

& Network Connections
(—:l * 4 .‘;' <« Metwork and Internet » MNetwork Connections W
Organize = Start this connection Rename this connection Delete this connection Connecnons
.:. Ethernet [_ L2TP VPN Network 2
e Network 2 =gy Disconnected
W~  wmxnet3 Ethernet Adapter &2 WAN Miniport (L2TP)

L2TP VPN

13 S X174 BBS Ustn Holg S

& Network Connections
:(-:' - 1 E' <« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 0
Organize = Start this connection Rename this connection Delete this connection Eed ﬁ; hd |j ii
— Ethernet - L2TP VPN
.-T!ﬁ MNetwork 2 L"'.J. Disconnected
W= wvmxnet3 Ethernet Adapter @z W Connect / Discon
Status

Limited [




(€ Networks

Connecting to 172.16.1.2

Network Authentication

lJSEr name

Password

Domain:

Q8 Ih7HHAT} % BolM LIS L2TP/IPsec HZ0| M ELIC



Networks

Connections
L2TP VPN Connected ﬂ*g-’

Network Limited

AZES IR &5 5tE[0{0F 5t= MEU EE= SAEQS| ERfEIZ HOl5l7| {d A E = UE
7lslL|ct.oi7|o= o] 7|sx A2 = ACL(Access Control List)2| Z4x|22{|0|MH0| Z & ElL|C}.Of
ACLO| Ho|El MEU E= SAEN CHEt ECE2 2C10|¢E Bo2RH EE2 Sl &35tk
M, ol24&r MEUo EH%_ A27t PC 2t & HoO|2o MX[ELICIASAE Ect0HEAM
DHCPINFORM HIAIX|& QIEHEESID MEY OtA3, =HQ! O|F & ZeiA el 1’8 d22 8

EFoFLJEL

ASAQ| Hiu|ago|M

ciscoasa(config)# access-list SPLIT standard permit 10.1.1.0 255.255.255.0

ciscoasa(config)# group-policy DefaultRAGroup attributes

ciscoasa (config-group-policy)# split-tunnel-policy tunnelspecified
ciscoasa (config-group-policy)# split-tunnel-network-list value SPLIT
ciscoasa (config-group-policy)# intercept-dhcp 255.255.255.255 enable

L2TP/IPsec E2+0|HE o] 7|8y 0|M

1. L2TP VPN O{HIE{E 0l 4 QEZ HEoZ Z 26t 11 Properties(54)E MEfgILICE.



@ - 4 l_-@« Metwork and Internet » Metwork Connections »

Organize = Start this connection

II Ethernet
: MNetwork 2

vimxnetd Ethernet Adapter

2. Networking(LIE2Z)) B2 2 0|5 35}09 Internet Protocol Version 4(TCP/IPv4)E ME4H C}

Properties(%43)E & = #fLC}.

Rename this connection

Delete this connection

| L2TP VPN
Disconnected
w Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties

Search Metwork Connections 2

M @

0jo



General | Options | Security Sharing

This connection uses the following tems:

. |Intemet Protocol Version &
Intemet Protocol Version 4 (TCP/ IF"-A:I

[v] ﬂ_f_ Client for Microsoft Netwarks

C— &) Uninstal

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.




izeneral

You can get |P settings assigned automatically if your network
supports this capability. Ctherwise, you need to ask your networlk
administrator for the appropriate IP settings.

(@) Obtain an P address automatically
() Use the following IP address:

IF addrezz:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Freferred DS zerver;

Altermate DS zerver:

4. Use default gateway on remote network =M MEf #4510 OKE 2



IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. When checked, data
that cannot be sent on the local netwarl is forwarded to the dial-up
networ.

|:| Use default gateway on remote netwark

[ ] Disable class based route addition

Automatic metric

Interface metric:

# 1:Output Interpreter T 2(SFE! 1240 sHE )= S show BEE X|HE LICHshow HH
£3O| 2AME EE{H [E3 QIHZEH =& AMSE LT

+ show crypto ikev1 sa - I|01e| 3XY IKE SAE 25 EA|ELIC.

ciscoasa# show crypto ikevl sa
IKEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

1 IKE Peer:

10.1.1.2
Type : user Role : responder
Rekey : no

State : MM ACTIVE

- show crypto ipsec sa - .I_L|0'|0'|| QAE E% %XH IPsec SA% :I‘-I_L_AlgﬂI- L—l EI’-

ciscoasa# show crypto ipsec sa
interface: outside
Crypto map tag:

outside_dyn_map

, seq num: 10, local addr: 172.16.1.2

local ident (addr/mask/prot/port): (172.16.1.2/255.255.255.255/

17/1701

remote ident (addr/mask/prot/port): (10.1.1.2/255.255.255.255/

17/1701

current_peer: 10.1.1.2, username: test

dynamic allocated peer ip: 192.168.1.1

dynamic allocated peer ip(ipvé6): 0.0.0.0

#ipkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29

#ipkts decaps: 118, #ipkts decrypt: 118, #pkts verify: 118

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 29, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0



#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.2/0, remote crypto endpt.: 10.1.1.2/0
path mtu 1500, ipsec overhead 58(36), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: E8AF927A
current inbound spi 71F346AB
inbound esp sas:
spi: 0x71F346AB (1911768747)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, IKEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (237303/3541)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000003
outbound esp sas:
spi: O0xXEBAF927A (3903820410)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, IKEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (237303/3541)

IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x00000001

+ show vpn-sessiondb detail ra-ikev1-ipsec filter protocol I2tpOverlpSec - L2TP over IPsec @701l Ci &t RFAISH @ FEAIEfLICH

ciscoasa# show vpn-sessiondb detail ra-ikevl-ipsec filter protocol 12tpOverIpSec

Session Type: IKEvl IPsec Detailed

test

Username H

Index 1

Assigned IP : 192.168.1.1 Public IP

s 10.1.1.2

Protocol IKEvl IPsec L2TPOverIPsec

License Other VPN

Encryption IKEvl: (1)3DES IPsec: (1)3DES L2TPOverIPsec: (1l)none
Hashing IKEvl: (1)SHAl1l 1IPsec: (1)SHAl L2TPOverIPsec: (1l)none
Bytes Tx 1574 Bytes Rx 12752

Pkts Tx 29 Pkts Rx 118

Pkts Tx Drop : O Pkts Rx Drop

Group Policy : L2TP-VPN Tunnel Group

23:32:48 UTC Sat May 16 2015
Oh:04m:05s
Oh:00m:00s

Login Time
Duration
Inactivity

0

: DefaultRAGroup



VLAN Mapping
Audt Sess ID
Security Grp

IKEvl Tunnels:
IPsec Tunnels:

N/A

none

1
1

L2TPOverIPsec Tunnels: 1

IKEvl:

Tunnel ID

UDP Src Port
IKE Neg Mode
Encryption
Rekey Int (T):
D/H Group
Filter Name

IPsec:

Tunnel ID
Local Addr
Remote Addr
Encryption
Encapsulation:
Rekey Int (T):
Rekey Int (D):
Idle Time Out:
Bytes Tx

Pkts Tx

L2TPOverIPsec:

Tunnel ID

Username

Assigned IP

Public IP :

Encryption

1.1

500

Main

3DES

28800 Seconds
2

1.2

VLAN
0a6a2577000010005557d3a0

UDP Dst Port
Auth Mode
Hashing

Rekey Left(T):

172.16.1.2/255.255.255.255/17/1701
10.1.1.2/255.255.255.255/17/1701

3DES

Transport

3600 Seconds
250000 K-Bytes
30 Minutes
1574

29

1.3

: test

s 192.168.1.1

10.1.1.2

none

Hashing

Rekey Left (T):
Rekey Left (D) :

Idle TO Left
Bytes Rx
Pkts Rx

Hashing

none

500
preSharedKeys
SHA1
28555 Seconds

SHA1

3576 Seconds
250000 K-Bytes
29 Minutes
12752

118

none



Auth Mode : msCHAPV2

Idle Time Out: 30 Minutes Idle TO Left : 27 Minutes
Client OS : Microsoft

Client 0OS Ver: 6.2

Bytes Tx : 475 Bytes Rx : 9093

Pkts Tx 18 Pkts Rx : 105

ASDMO{| A Monltorlng(E LIE{2&) > VPN > VPN Statistics(VPN & H|) > Sessions(A|44)01 A VPN

MiAdof CHEt et HEE 2 4 U&LICEHL2TP over IPsec MM 2 IPsec(IKEv1) Remote

Access(IPsec) > Protocol(EEEir) > L2TP Over IPsec& &35l HE{ZE + U&LICH
File View Tools Wizards Window Help |I|I|I|I|
@} e oy Consiuron| [ ] omtorin] [ sove Qb Retesn| Q) sk () | P v j cisco
::.::L%DIE gimznx Honitoring > VP > VPH Statistice > Sessions =
Flﬂd:ﬂ e Go - Jé:g] — Active . Cumulative i Peak Concurrent ] Inactive
B oo
& s oo
& o s
mﬂ L - uv Filter By:  IPsec(IKE v1) Remote Access ~ | Protocol ~ | LZTP Over IPsec. - I
E’Q EEEEEEE fie Pb\(P )IPAdd E::yph c“enmerm“ Siil MCR h
= -
ZAM 4
ol Mo ME Hu|aeold EXE sidste Ol AASE =+ U= SEE MSELIC
2 :debug BHE AFE5H7| Tofl LI HHol| Ciet S HEE FXRSAAIR
FO:ASAOI M= CHE e CIHT BijelEe MYe + USLICLIIEXM2Z level 10| ASELICH
St = JEGLICL S Z=2EHME #E0lM

LI 78 #7383 Clo| N HE7t
A

VPN E{'d EX|E alid5t2d™ CHS debug BHEE F 2|2t &f7H ALE S AIR.

. debug crypto ikev1 - IKEO| CHEF C|HO HEE
- debug crypto ipsec - IPsecol CHE C|H HE
Ct22 832 L2TP over IPSec @142 QI8 CIHHI £23]LC}.

May 18 04:17:18 [IKEV1]IKE Receiver: Packet received on 172.16.1.2:500 from 10.1.1.2:500
with payloads : HDR
+ VENDOR

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE RECEIVED Message (msgid=0)

+ SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13)

VENDOR (13) + VENDOR (13) + NONE (0) total length : 408
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing SA payload

May 18 04:17:18 [IKEvl]Phase 1 failure: Mismatched attribute types for class Group

Description: Rcv'd: Unknown Cfg'd: Group 2

May 18 04:17:18 [IKEvl]Phase 1 failure: Mismatched attribute types for class Group

Description: Rcv'd: Unknown Cfg'd: Group 2

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Oakley proposal is acceptable

]
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Received NAT-Traversal RFC VID

(13) +


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Received NAT-Traversal ver 02 VID
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Received Fragmentation VID

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing IKE SA payload

May 18 04:17:18 [IKEvl]Phase 1 failure: Mismatched attribute types for class Group
Description: Rcv'd: Unknown Cfg'd: Group 2

May 18 04:17:18 [IKEvl]Phase 1 failure: Mismatched attribute types for class Group
Description: Rcv'd: Unknown Cfg'd: Group 2

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2,

IRKE SA Proposal # 1, Transform # 5 acceptable Matches global IKE entry # 2

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing ISAKMP SA payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing NAT-Traversal VID ver RFC payload
May 18 04:17:18 [IKEv1l DEBUG]IP
capabilities payload

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE SENDING Message (msgid=0) with payloads : HDR +
SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 124

May 18 04:17:18 [IKEv1]IKE Receiver: Packet received on 172.16.1.2:500 from 10.1.1.2:500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE RECEIVED Message (msgid=0) with payloads : HDR
+ KE (4) + NONCE (10) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 260

10.1.1.2, constructing Fragmentation VID + extended

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing ke payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing ISA_KE payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing nonce payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing NAT-Discovery payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, computing NAT Discovery hash

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, processing NAT-Discovery payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, computing NAT Discovery hash

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing ke payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing nonce payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing Cisco Unity VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing xauth V6 VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Send IOS VID

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Constructing ASA spoofing IOS Vendor ID payload
(version: 1.0.0, capabilities: 20000001)

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing VID payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, Send Altiga/Cisco VPN3000/Cisco ASA GW VID
May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing NAT-Discovery payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, computing NAT Discovery hash

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, constructing NAT-Discovery payload

May 18 04:17:18 [IKEvl DEBUG]IP = 10.1.1.2, computing NAT Discovery hash

May 18 04:17:18 [IKEv1]IP = 10.1.1.2,

Connection landed on tunnel_group DefaultRAGroup

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, Generating keys for
Responder. ..

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE SENDING Message (msgid=0) with payloads : HDR +
KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D
(20) + NONE (0) total length : 304

May 18 04:17:18 [IKEv1]IKE Receiver: Packet received on 172.16.1.2:500 from 10.1.1.2:500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE RECEIVED Message (msgid=0) with payloads : HDR
+ ID (5) + HASH (8) + NONE (0) total length : 64

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing ID payload

May 18 04:17:18 [IKEvl DECODE]Group = DefaultRAGroup, IP = 10.1.1.2, ID_IPV4_ADDR ID received
10.1.1.2

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing hash payload



May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, Computing hash for ISAKMP
May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device This end is NOT
behind a NAT device

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Connection landed on tunnel_group DefaultRAGroup
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1

.2, constructing ID payload
.2
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2
.2
(

, constructing hash payload

, Computing hash for ISAKMP
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing dpd vid payload
May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE SENDING Message
ID (5) + HASH (8) + VENDOR (13) + NONE (0) total length : 84

May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2,

msgid=0) with payloads : HDR +

PHASE 1 COMPLETED

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Keep-alive type for this connection: None

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, Keep-alives configured on but peer does not support keep-
alives (type = None)

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, Starting Pl rekey timer:
21600 seconds.

May 18 04:17:18 [IKEv1]IKE Receiver: Packet received on 172.16.1.2:500 from 10.1.1.2:500

May 18 04:17:18 [IKEvl DECODE]IP = 10.1.1.2, IKE Responder starting QM: msg id = 00000001

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE RECEIVED Message (msgid=1) with payloads : HDR
+ HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 300

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing hash payload
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing SA payload

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing nonce payload
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing ID payload

May 18 04:17:18 [IKEvl DECODE]Group = DefaultRAGroup, IP = 10.1.1.2, ID_IPV4_ADDR ID received
10.1.1.2

May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2,

Received remote Proxy Host data in ID Payload: Address 10.1.1.2, Protocol 17, Port 1701

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing ID payload
May 18 04:17:18 [IKEvl DECODE]Group = DefaultRAGroup, IP = 10.1.1.2, ID_IPV4_ADDR ID received
172.16.1.2

May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2,

Received local Proxy Host data in ID Payload: Address 172.16.1.2, Protocol 17, Port 1701

May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2,

L2TP/IPSec session detected.

May 18 04:17:18 [IKEvl]Group = DefaultRAGroup, IP = 10.1.1.2, QM IsRekeyed old sa not found by

addr
May 18 04:17:18 [IKEv1]Group

DefaultRAGroup, IP = 10.1.1.2,

Static Crypto Map check, map outside_dyn map, seq = 10 is a successful match

May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2, IKE Remote Peer configured for
crypto map: outside_dyn_map



May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing IPSec SA payload
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, I

PSec SA Proposal # 2, Transform # 1 acceptable

Matches global IPSec SA entry # 10
May 18 04:17:18 [IKEv1]Group = DefaultRAGroup, IP = 10.1.1.2, IKE: requesting SPI!
IPSEC: New embryonic SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Direction: inbound

SPI : 0x7AD72EQD
Session ID: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra

Protocol : esp
Lifetime : 240 seconds

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, IKE got SPI from key engine:
SPI = 0x7ad72e0d

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, oakley constucting quick
mode

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing blank hash
payload

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing IPSec SA
payload

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing IPSec nonce
payload

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing proxy ID
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2,

Transmitting Proxy Id:

Remote host: 10.1.1.2 Protocol 17 Port 1701

Local host: 172.16.1.2 Protocol 17 Port 1701

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, constructing gm hash payload
May 18 04:17:18 [IKEvl DECODE]Group = DefaultRAGroup, IP = 10.1.1.2, IKE Responder sending 2nd
OM pkt: msg id = 00000001

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE SENDING Message (msgid=1) with payloads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 160

May 18 04:17:18 [IKEv1]IKE Receiver: Packet received on 172.16.1.2:500 from 10.1.1.2:500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, IKE_DECODE RECEIVED Message (msgid=1) with payloads : HDR
+ HASH (8) + NONE (0) total length : 52

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, processing hash payload
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, loading all IPSEC SAs

May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, Generating Quick Mode Key!
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, NP encrypt rule look up for

crypto map outside_dyn_map 10 matching ACL Unknown: returned cs_id=el48a8Db0;
encrypt_rule=00000000; tunnelFlow_rule=00000000
May 18 04:17:18 [IKEvl DEBUG]Group = DefaultRAGroup, IP = 10.1.1.2, Generating Quick Mode Key!
IPSEC: New embryonic SA created @ 0x00007fffelc75c00,

SCB: 0xE13ABD20,

Direction: outbound

SPI : 0x8C14FD70

Session ID: 0x00001000



VPIF num : 0x00000002
Tunnel type: ra
Protocol : esp
Lifetime : 240 seconds
IPSEC: Completed host OBSA update, SPI 0x8C14FD70
IPSEC: Creating outbound VPN context, SPI 0x8C14FD70
Flags: 0x00000205

SA : 0x00007fffelc75c00
SPI : 0x8C14FD70
MTU : 1500 bytes

VCID : 0x00000000
Peer : 0x00000000
SCB : O0xO0AC609F9
Channel: 0x00007£f£ffed817200
IPSEC: Completed outbound VPN context, SPI 0x8C1l4FD70
VPN handle: 0x00000000000028d4
IPSEC: New outbound encrypt rule, SPI 0x8C1l4FD70
Src addr: 172.16.1.2
Src mask: 255.255.255.255
Dst addr: 10.1.1.2
Dst mask: 255.255.255.255

Src ports

Upper: 1701

Lower: 1701

Op : equal

Dst ports

Upper: 1701

Lower: 1701

Op : equal

Protocol: 17

Use protocol: true
SPI: 0x00000000



Use SPI: false

IPSEC: Completed outbound encrypt rule,

0x00007fffelc763d0

New outbound permit rule,

addr: 172.16.1.2

mask: 255.255.255.255

addr: 10.1.1.2

mask: 255.255.255.255

ports
Upper:
Lower:
Op

Dst ports
Upper:
Lower:
Op

Protocol:

Rule ID:
IPSEC:
Src

SPI

Src
Dst
Dst
Src
0

0

ignore

0

0

ignore

50

Use protocol: true
SPI: 0x8C1l4FD70

Use SPI: true

IPSEC: Completed outbound permit rule,

Rule ID: 0x00007fffelc76a00
May 18 04:17:18 [IKEvl DEBUG]Group

crypto map outside_dyn_map 10 matching ACL Unknown:
tunnelFlow_rule=00000000
DefaultRAGroup,

0x7ad72e0d, Outbound SPI

encrypt_rule=00000000;
May 18 04:17:18 [IKEv1]Group
User () Responder, Inbound SPI
May 18 04:17:18 [IKEv1l DEBUG]Group
SA: SPI 0x8cl4£d70

SPI 0x8C14FD70

0x8C14FD70

SPI 0x8C1l4FD70

DefaultRAGroup, IP

Ip 10.1.1.2,

DefaultRAGroup, IP

IPSEC: New embryonic SA created @ 0x00007fffel3ab260,

SCB: 0xE1C00540,
Direction:
SPI
Session ID:
VPIF num
Tunnel type:

inbound
0x7AD72EQD
0x00001000
0x00000002
ra
esp

Lifetime 240 seconds
IPSEC: Completed host IBSA update,
IPSEC: Creating inbound VPN context,

Protocol

Flags: 0x00000206

SA : 0x00007fffel3ab260

SPI 0x7AD72EQD

MTU 0 bytes

VCID 0x00000000

Peer 0x000028D4

SCB : O0xOAC5BDS5B

Channel: 0x00007f££ffed817200
IPSEC: Completed inbound VPN context,

VPN handle: 0x0000000000004174
IPSEC: Updating outbound VPN context

Flags: 0x00000205

SA 0x00007£f£ffelc75c00

SPI 0x8C14FD70

MTU 1500 bytes

VCID 0x00000000

Peer 0x00004174

SCB : O0x0AC609F9

Channel: 0x00007f££ffed817200

IPSEC: Completed outbound VPN context,

VPN handle: 0x00000000000028d4
IPSEC: Completed outbound inner rule,
Rule ID: 0x00007fffelc763d0

IPSEC: Completed outbound outer SPD rule,

SPI 0x7AD72EOD

SPI 0x7AD72EOD

SPI 0x7AD72EO0D

0x000028D4, SPI 0x8Cl4FD70

SPI 0x8C1l4FD70

SPI 0x8C14FD70

SPI 0x8C14FD70

10.1.1.2,
returned cs_id=el148a8b0;

NP encrypt rule look up for

Security negotiation complete for
0x8c14£d70

10.1.1.2, IKE got a KEY_ADD msg for



Rule ID: 0x00007fffelc76a00
IPSEC:
Src addr:
mask:
addr:
mask:
ports
Upper:
Lower:
Op
Dst ports
Upper:
Lower:
Op
Protocol:

10.1.1.2
255.255.255.255
172.16.1.2
255.255.255.255

Src
Dst
Dst
Src
1701

1701

equal

1701

1701
equal

17
Use protocol: true
SPI: 0x00000000
Use SPI: false

IPSEC: Completed inbound tunnel flow rule,

Rule ID: 0x00007fffell3abad0
IPSEC: New inbound decrypt rule,
Src addr: 10.1.1.2
mask: 255.255.255.255
addr: 172.16.1.2
mask: 255.255.255.255
ports
Upper: O
Lower: O
Op
Dst ports
Upper: O
Lower: O
Op
Protocol:

Src
Dst
Dst
Src

ignore

ignore

50

Use protocol: true
SPI: 0x7AD72EQD

Use SPI: true

IPSEC: Completed inbound decrypt rule,

0x00007fffelc77420
New inbound permit rule,
addr: 10.1.1.2
mask: 255.255.255.255
addr: 172.16.1.2
mask: 255.255.255.255
ports
Upper: O
Lower: O
Op
Dst ports
Upper: O
Lower: O
Op
Protocol:

Rule ID:
IPSEC:
Src
Src
Dst
Dst
Src

ignore

ignore

50

Use protocol: true
SPI: 0x7AD72EQD

Use SPI: true

IPSEC: Completed inbound permit rule,

Rule ID: 0x00007fffel3abb80
May 18 04:17:18 [IKEv1l DEBUG]Group
KEY_UPDATE, spi 0x7ad72e0d
May 18 04:17:18 [IKEv1l DEBUG]Group
3420 seconds.

May 18 04:17:18 [IKEv1l]Group =

New inbound tunnel flow rule,

DefaultRAGroup,

SPI 0x7AD72EOD

SPI 0x7AD72EOD

SPI 0x7AD72EOD

SPI 0x7AD72EO0D

DefaultRAGroup,

DefaultRAGroup,

IP =

SPI 0x7AD72EOD

SPI 0x7AD72EOD

Ip = 10.1.1.2,
Ip = 10.1.1.2,
10.1.1.2,

Pitcher: received

Starting P2 rekey timer:



PHASE 2 COMPLETED

(msgid=00000001)

May 18 04:17:18 [IKEV1]IKEQM_Active() Add L2TP classification rules: ip <10.1.1.2> mask
<O0xXFFFFFFFF> port <1701>

May 18 04:17:21 [IKEv1l]Group = DefaultRAGroup,

Username = test, IP = 10.1.1.2, Adding static route for client address: 192.168.1.1
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