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Router A

10.1.1.10
PC1
Router B
C|H}O|A MAC 4 IP A MEY orAa3 7|E Ho|EH O]

PC1 0000.0c00.0001 10.1.1.10 255.255.255.0 10.1.1.1
PC2 0000.0c00.1110 10.1.2.10 255.255.255.0 10.1.2.1

cHPE A (Y 2HE)

interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200

interface GigabitEthernet 0/1 ip address 10.1.2.2 255.255.255.0 mac-address 4000.0000.0011
standby 1 ip 10.1.2.1 standby 1 priority 200

2t E B 4E(CH7| 2HE)

interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.225.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1 ip address 10.1.2.3 255.255.255.0 mac-address 4000.0000.0021
standby 1 ip 10.1.2.1
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E{ A M&2| 2002 AHE6tH F QE{H|0|& 20| AM 2 d 2t RE{7} ELICt 0] Al442] of 0f A
SAE O_IH/\E'"O'A#OE ol_L El_ E_I_ql -U-H;IO‘"L El__l_ _I A( ElX-I MAC _/I\_)ol AAN MAC
FA7t U&LICH HSRP IP F skst= S AE HAlo mZlof= HSRP 7HAF MAC = A 0| CHAH

MAC F47F A &LICH MAC —’F—.’cE BtREQ EAE 7H9| Zt EZ2R0|M SUtX| ef&LICH

Ol Ei= ALIR| XOIM 7HHR ALH £5g J|io2 B22F 2 MAC X IP T4 HEE 20iE
L|CH.



iz 22 AA MAC CHA MAC AAIP
2FE A CIE{H|0|A Ol

s

PC22 &3tz PC12| Ii%! PC1(0000.0c00.0001) 0(0000.0c07.ac01)2| HSRP 74 10.1.1.10 10.

MAC =4
PC20llM Bt RE{ AE S5l dtat 2t2E A o4 0
E|n PC12 ot mA BIA(4000.0000.0010)

HSRP CHZ| IP &4 (ICMP,
Telnet) 2 g5t= PC12| T{Z!

2t E A QIE{m| 0|4 O

MAC =24
3A AL E{O| AR IP =AE & EFE A Ol 0
= o T = T =] T A
st= TZ(ICMP, Telnet) PC1(0000.0c00.0001) 1A (4000.0000.0010)
CH7| BHRE{Q] AR IP FAZ & 2 LE{ B Ol 0
st= THZ/(ICMP, Telnet) PC1(0000.0c00.0001) * A (4000.0000.0020) 10.1.1.1010.
= -

HSRP At2| ed7 24l sHA
Al 47 #1: HSRP CHZ| IP 47t 58] 1P F4AE B0 H
Ct2at 22 2F HAIXIZ7F LHEHS = /J& LIt
Oct 12 13:15:41: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1

on Vlan25, sourced by 0000.0c07.acl9
Oct 13 16:25:41: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1

on Vlan25, sourced by 0000.0c07.acl9
Oct 15 22:31:02: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1

on Vlan25, sourced by 0000.0c07.acl9
Oct 15 22:41:01: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1

on Vlan25, sourced by 0000.0c07.acl9
Ol2{2t @7 HAIRIZH BHEA| HSRP 218 LEHHE Ze ot 2312 ©F AIKIs
STP(Spanning Tree Protocol) £ EE= ZIRE{/A QX MM EXME L—FEP‘”L|E|' 7 HAIX|= Ct

E Exlel 34 #eluct.

S8 OJ2{E ©F HIAIKIS HSRPO SHHE XSS WaISHK| S&LICH 5 HSRP I/ FAIE
L—|E|' olgd&t @ OE HAIX|E 30%F 7t Eo 2 X‘” FEILICH a2{L} HSRP 2|<-_/|\__Q| STANDBY-3-DUPADDR 2
B HAIXIE FUsHE UEST BOtHOE I3 WIEST 50| AatElm T4 & Alo| g =
U&LICE.

Ol2{8t HIAIX|E THM 2 EHPEI7H VLAN 259 HSRP IP F240{4 MAC &
0000.0c07.ac192 A &El H|0[H WIS &S S LIEtH LII:P HSRP MAC _4\_7}

00000007 ac190|= 2 SHiEt 2HRE{7} AL THZIS CHAl ek 7LE HSRP 12 0| & 21 9E| B
2 MEEIRSLICH 2H2E7} RHH| T3S 4 A137| mh2of 2L E{7} ofdl LIEXZ0) 27t lg
7H5 0| FALICH Chet 2HIZ 215 0f S50 WAE & ABLICH 2F HAIXIE SLE +

£ HES3 Exe St Z&LCh

LA STPRZ
. EtherChannel A% 2|
. EE= Ty

O|l4EF 2F HIAIXIE

ANE]

x

EMEREISIE 32 0| EMOC atalyst Switches0| A HSRP EE—I% g Ml
Mol EELRE EHE AZXSHAA. 2E EE—IE#—F%‘ DER Hu|ago|lMHe| RES Z& S
O] MMoi| M E|L|C} ESt AR 230 2LF 7} JUEX] §*°| st Eeof et F7t APE| KT E

HESIHAAI2.

PC1(0000.0c00.0001) 10.1.2.10 10.
PC1(0000.0c00.0001) 0(0000.0c07.ac01)2| HSRP 74 10.1.1.10 10.

10.1.1.10 10.



24 Bt RE7 XA HEIFHAE hello A2 A5t Je UXISH| 2o ML FS2S MEE
= &L a2{Lt ol 2F HIAIX|o HE i YHY ®olH ANE= EXMo B4 52U
CH. 6HE=' HFE1 S HSRP QIE{H|O| A0 & & QIHIRE HMA SFS M8st= JULICH HHMA S
E2 EC™IP FALUM AIRE T ZE ar E{ HE|FHAE FA 224.0.0.22 °'=o|'E ZE EgiElg
AFEF ELicH

access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2
access-1list 101 permit ip any any

interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 in

Ate| 47 #2: HSRP #EN7} Al HB(E Y, 7], S8 =& %HSRP-6-
STATECHANGE

CHEo 22 27 HAIX|7E LHEHE o= Q&L

Jan 9 08:00:42.623: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:00:56.011: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Active -> Speak

Jan 9 08:01:03.011: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanld9 state Speak -> Standby

Jan 9 08:01:29.427: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:01:36.808: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Active -> Speak

Jan 9 08:01:43.808: %STANDBY-6-STATECHANGE: Standby: 49:
Vlanld9 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Standby -> Active Jul 29 16:27:04.133: %HSRP-5-
STATECHANGE: Vlan10 Grp 110 state Active -> Speak Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state
Speak -> Standby

0|28t 28 MIAIXIE CH7| HSRP 2HRE{7} HSRP L(0{0o M 37H2] 944 HSRP hello THZ/ S £ 4l
StX| =2t ’82“’ MEELICH 22 oi7| 2t<*E7t MEH01I)K-I HEIZ o|Ssts WE EoiELCH
Al o 2t 1“ HE2 SotZLIch 7| dx| Sof OI 7 HAIX|7} Y&t X| ot = B HSRP
EMZ sl 2F HAIXIE H**”oPXI e = UELICHL 2 IHIAIII“ I|0{ Zt2| HSRP hello &4l
£ LtEFHL|CH OIE4 et EXE H t= 4<%, HSRP I|0{ 7F°IE*|§ golsfiof g LICt. m|od 7._F9—I
OIOIOI UAIMQI Cl|O|E{ &4l | 4?.* M AIXI7F LFEFLHS 7Pé,F Ut Rl E A L|ct. HSRP
ME HE2 =2 CPU ALE Flste 4271 HE&LICH =2 CPU AEEER 2 F o

ol = oIt @
AlX|Ql Ze, HIELF0 /\I—I T8 UfRI5HT £ S CPU BB RUsE AIAHE SRELIC

m
”0 Oh
OF

ol
mII

_.lHuI'b

Z|o{ 7t HSRP WZ! £4& fest= & 7kx| #Qlo| lgLch 7hd 4etMel 2Xe =2[M 20|
o 2M, 2md EE| EM2Z QIE B E HERIT EpfE r 7t ot Erf=l
LICH Abell 45 #13t OFEEIHR|Z, 22 ER{Ew% 222 HSRP B HE ALY, £3]| £0]013
HSRP C|tHZo| a0l MEF + l&LTt.

mfo ZF HSRP %! 40| Zf VLANO] olaf| ghst= nt- 8t ERfE o= Qlsl Y dlst=
SPDE Zdst7Lt 2|1 ™ 7 AKX EXME stidst”| flel /# 27|18 RXIE = A&LICH

SPD(Selective Packet Discard) 27|& =2|td™H ZI|Jd|0|M ZEEE 0|S 3104 Cat6500 A2 X[0f
A‘| I:|-° %%; AIoHoI-L_||:|._



(config) #ip spd queue max-threshold 600
|-—- Hidden Command
(config) #ip spd queue min-threshold 500

|-—- Hidden Command

BH& Oi7|¥ 27|& =2l24 VLAN QIEH0|A& EEZ 0|Ssto{ o HEE A-AFLICH

(config-if) #hold-queue 500 in

SPD 2! ER CH7|¥ 37| =2l £ clear counter interfaceccommand= A&stH QIE{H O|A 712
EE =+ U&LICH

Al 247 #3: HSRP7L I|o{& QIA|SHX| RE

0| 4 Mo| Bt E H242 HSRPOI CHaH ARIEIZIX|BH HSRP /oS QIAISHR| ot BHLEIS
ZLICH 0lz/7 sh2d™ 2t E{7} 91T B2 Efol M HSRP hello = Aloil AlmHaiof ELIct. of2{et 2
K 317 Alol= ol Mol 22|51 Bllojof 917 =0l MM 3l HSRP 2t 2E] A7 50l MM &=
SHAIAIQ. 22 Blolof HZ0] BHHE F, YURlaHX| O VTP ZEE 2QIFLICE

Vlan8 - Group 8

Local state is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router is local

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, last state change 00:05:03

At @47 #4: HSRP & Ef 44 AHE 3! A x| E 1AM SYS-4-P2_WARN: 1/Host
<mac_address>7} Syslog2| X E <port_1>1} L E <port_2> AtO|0| M EeiE S

CtEot 242 2F HIAIXIZF LIEHE o= [JU&LICH

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:94:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Te1/0/7 and
port Te2/0/2

Catalyst SwitchesO| A A x|= EAE MAC A7 15% Lol & H O|S & B2 0|Ssle 3AE
MAC =AE E1gLICH 758 (12 STP R ZQlLICH AQIR|E STP FZ o] WeF2 %A 56t
7| RI5 & 15% St 0| SAEMM T2 AXELICH EDE F ZE 7o MAC 4

HSRP 7t& MAC =421 B2, & HSRP 2+9E 2571 dBEIZ ME == EXd 7tsd0|
Ct.

TE MAC 474 HSRP 7t MAC 47t ot 32, O]l 2Xl= HIERXI oM Aol R =, T
= 2| EHME LIEHE = &LICt 0|28t 89| =742 HSRP 24| #elo] & += /&L

Ch MAC 4 o|sofl Cit 7+a Avtxel Hel2 Amd EE| 24 E= 2| 80/ EAMLIC




Ol 2 F MHIAIX|S| EXME sliEsteE B2 CHS HHE 2rzsttlAlL.

2 AMO| EHA 2t ZELICH

i

21 o] E X2l Catalyst Switches0| A HSRP_E{&

1. ZAE MAC FA9| HIE AA(XE)E &QIgtLICH

2. 3AE MAC FAE A4J6HK| gfotofk 5t= ZEO| AZAES SHAIELIC

3.VLAN 22 STP EEZX|E EMSI5t1 STP ZoHE = IF LIt

4. TE ®'d MM =0IstLICHZE &' MX0| SHIZX| 4O MH SAE MAC TAHZ o2
HAIR7F Z2EHEE = U&LICH Ol ZE AM'dRlol 2= WHA EM 2 QILICEH

Al 247 #5: HICH & 2t E X HSRP(HSRPE A# S = BHREE AHE3tE LIES
E

oM FLFHAE

HICHE! 2 RElo| B, M4 L £A IiZI2 SAEQ EAISHE T|o] 7toll M2 CIE B2 E AME2E
LIC}. o] {Z! S EE HSRP SM&=Q|E J|HtO 2 HSRP 2HRE 7F 2 e Al Hu|2 8| oMol M
HSRPE HE|H L= AEHHIO|Z MMSH Ao L|CH AE Z0|M o248t R T EE22
2 olsf & o =+ Eit FLIFHAE Z2{Y0| BT 51 AH e = U&LICH E8F MLS(Multilayer

Switching) & 50| 12 &= U&LICH & &= Q= FLIFHIAE ZBY2 ALYX|7F 2E ZEOM SL

A
IHAE _|_|_|.|5’I° Zo{alsh ml et MstL|C CHAF MAC A0 CHEH &=0| gleB 2 ALQ|x|7F IS
ZoELICL 0 EXE 10| & Melo wUS Bx| YL T2} ol sie A
EoM F7F 7o *E*%'?JL—IEL Of AreiloM= HICHE 2t*Bel S5 & RUIIHAE
g 2o Ol7 &

Mk "

rQ M FO

Ed RUIFHAE T EE{T
Z220] Cf3 MLS B2 813
BAE ZEO| /0| SAER H5HK| AS S HOIFE ALK FX

- Mo| 2 Wik, B 7HAl Clefols 2 WIS oitoleingt 22 Lo JIt T3l M=K o

X2 AE3tE HIERT Bllo|E Al B7FCisco LocalDirector 2! Cisco Cache Engine2 2 £

¢ %JEL—IEP.
- B RLHAE EE{E ECfE ZEE ME[E + Qe HEE 2AE S Q{3 AHO[MA] 4

P ESi EA

#1: 2tRE{Q| 7|2 ARP FHA| of|O|F AlZt2 4 A|ZHILICE A L|X| CAM(content-
addressable memory) &= 2| 7|& 0i|0|& A[Zt2 52 LICt ZAE {3 AH|0[M2| ARP 0

OlF AlZt2 o] =20 &2 otX| et & LIt 2Lt O] of|lof A= ARP Of|O| & AlZHE 4A|ZF
o=z dYgct

ol Ctolo{1&o| o]l EME EofELICt ol EEZX| ol Alofl= ZF AQ{x|0] MSFC(Multilayer
Switch Feature Card)7} /= Catalyst 65000/ Z & |04 ‘RAQI—IEP 0| oflof A= MSFCE AFHE 5]
BF MSFC CHAl 2 E BHREE MEE == A&UICH A8 E = /U= EtRE 2| 06 2= RSM(Route
Switch Module), GSR(Gigabit Switch Router) &/ Cisco 75000| U&LICH EAEE A I7‘<I9I ZE
off 21 dZELICH AQX|E VLAN 1 & VLAN 201 CHEF EEHEIE MY E%ﬂ Sl 4=

o4 Z4=!|C}.



1M 1M

Catalyst 6500 Trunk
M
VLAH 1

MSFC-2

Catalyst 6500

VLAN 2

Host A Host B
10.1.1.10 10.1.2.10
00000000001 000005000002
Ol2{8t &332 ZF MSF2| show standby B2 A% 0| M EH3E Zd LT,

MSFC1

interface Vlan 1

mac-address 0003.6bfl.2a01

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bfl.2a0l

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured
Active router is local

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.ac01
2 state changes, last state change 00:20:40
Vlan2 - Group 2

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is local

4 state changes, last state change 00:00:51
MSFCl#fexit

Console> (enable)

MSFC2



interface Vlan 1

mac-address 0003.6bfl.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bfl.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured
Active router is 10.1.1.2 expires in 00:00:09, priority 110
Standby router is local

7 state changes, last state change 00:01:17
Vlan2 - Group 2

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured
Active router is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, last state change 00:40:08
MSFC2#exit

&t MSFC10{lA VLAN 12 HSRP AEHO|T VLAN 2= HSRP AEH{QIL|CE MSFC201| A
VLAN 2& HSRP A'EHO|T VLAN 12 HSRP MENQILICH Zt SAEQ| 7|2 HOo|EQ ol Z
CHZ| IP A QIL|CH

ol 2E 7FHA|7} H|o] U&LICH ZAE AE MSFC12 7|2 H0|EQ0|2 At
E BE MSFC2E A& & LICt PingOl AlEE|7| el ARP & MAC F4 EH|o|g #1: 7+
2lsl 2t RE{ HSRP2| AL|%| 1 MAC £A2 MAC £A = 0| MMof| LIELtE= CH2
EHo|Zo L& Z|X| of&LCH.
E AE BE ping®LICH.Ol= EAE AVFHICMP o2 IiZ!l2 M& e 2 ofOl& L ch
. HETO| VLANO| ¥ FSIEZ2 SAE AE SAE BE &3slE Ii3!2 7| HO|E
Ao|2 MY LICH e T2 AMATL 2 dste{H EAE A7t 7|2 HO|E®|0| MAC =4
10.1.1.12 & Ql5t7| 23 ARPE &5l of ELICLEAE ATl 7|8 HO|E9jo]o EH-H
ARPE Ti& 8t 29| ARP & MAC ¥_Jt Elo|g
3. MSFC12 mHZ!E =4I5t1, TiZ!S RHEHG ST, TS
M AZAE ClEHo|A0 d4FFE R THZIS REE5HT|
QLEE MEFLICH MSFC2& O EE2R0|M T2/ 2 o & £ AGHR| LA &LICH MSFC17t &
AE BO|AM ARP SEE sAI5tH F /\°|7<| DE SAE B HAE AA TEE & ELICH
BAE AV 7|8 Ho|EH Ol %! g M&5tI MSFC10| 2AE Bol| CHEt ARPE &8t
O|% 2| ARP & MAC F4 E|0o|&
4. EAE BE MSFC12 Eall 3AE AZEE o2 ZE £AIELICH SAE BE o|x1| o=
SEE SAE A0 ELHoF LI SAE AE CHE VLANO| 4 F35I22 SAE BE 7|2 A

|' o



O|ES0|2I MSFC2E S5 % EF 2 MY ELIC MSFC2E Sall IiZlg MESe{H 3 AE
BOA 7|2 HOIEQIO| IP £AQ110.1.2.10] CHEt ARPE A& 8lof ELICHSAE B 7|
HolEsjolol Ci5| ARPE T&2H £9| ARP 2 MAC FA E|o|&

5.0|M ZAE B7I o2 & miZ!S MSFC20i| MY &FL|Ct MSFC2& VLAN 104 &1 o474 £[04
Ao 2 SAE A0 CHE ARP 22 EHLICH AQX| 2= MAC 4 HO|EE2 ZAE B9
MAC F£ 2 MELICHEAE AGA o2 W2 418 #£9| ARP X MAC F4 E|O|&

6. 02 SEHO| ZAE A0| EE5tT EE7t 2FEELICH

HICHE 2t ol dnt

SAE A7t EAE BE A& pingdste BRE 1846l EAAIR. SAE AE o3 I{ZIE MSFC12
M&stn SAE BE H|CHE 2H2 & & EHod 'i’At MSFC20i| o 2 8& 2 ™EELICH 22X 10| =
AE BO AA MACE &435tE RYUSH AlZH2 SAE B7F MSFC12| ARP 270l SEE il
Ct. Ol EAE B7} MSFC2E 7|E HO|EQIOIZ M85t MSFC1 X! A ™Mo Z AQX| 12 IH
Zg &SR] 7| HEQYLICH ARP AlZt MEH2 7|2 Mo 2 4AI7+0|'='§ AR 12 7|IBMoR
58 F0f EAE BO|MAC F4& 00| ZRLICH A9 2_ 2 %0 ZAE AE ofo|FELIC.

miebd A9 12 BAE BO| ChA MACE AFS 3t BE HZS & + 9= SLITHAER xi2j3
OfF gfLICH ARXl= EAE AWM MEE|E ‘Ha'% = {E'o}o4 BE ZENM ZAE BE ¥3le
7! g EYELICH B8t AR 101E MAC T4 85 ZAE B QIEZ MLS ES T 9l&L
Ct.

BAE AV BAE BE SR ¢ XIHES R Ping8t #9 ARP %! MAC 4 E|O|E

A2|%[ 1 MAC A 2%l 2 MAC
EAEAARP FA H|O|E MSFC1 ARP E| MSFC2 ARP H _Jc Ejo|& S AE BARP
Elo|& MAC VLAN X O|g o]f= MAC VLAN X H|o|g

E E
10.1.1.1: 0000.0c00.0001 10.1.1.10 : 10.1.2.10 0000.0c00.0002 10.1.2.2 :
0000.0c07.ac01 1 2/1 0000.0c00.0001 0000.0c00.0002 2 2/1 0003.6bf1.2a01
10.1.1.3: 10.1.2.10 : 10.1.1.10 10.1.2.1:
0003.6bf1.2a0 0000.0c00.0001 0000.0c00.0001 0000.0c07.ac01
SAE A9 MAC A 50| 24 X| 20 of0|REl & SAE BOM 2= o2 SE mZlo &
Bt 2|7 2AEtLICH BAE B= o2 85.;; MSFC20i| & 5tH, MSFC2& EHi% cteEstn
VLAN 10 M & ELICH AL %[0E MAC A E||0|E0]| JIEE| SAE A7} Q12H VLAN 12| &2
E ZEM 3! Ec{LsloF g LICt.
HICHE 2R E EXMle ¢4E BX| &Lch J8{L HIoHE 2HRE2 B Ed RLIFHIAE Z8{E
O S22 EIMLS 2§52 Zolle & UELICH o] &S SHAE = Ue M 7HXK| A™ 43 AFE ol
&L|C}.

. Zt A2|%|2] MAC O|O| & AIZHS 14,400F (4 A2t Ol o2 Z=HEhLCt.
CFRE{9| ARP AlZt MEtE 58 (300%)2 2 #H @ ELIC.
- MAC Oll0|& AlZt L ARP AlZH MiEtE St AlZt MEt gtz HAEE LI
HHEF &I8H 2 MAC Ofl0| & A|ZHS 14,400F 2 ¥HZB5HE JLIch M- x|

Ct.

CtEat &L

1l
rlo
o>

. Cisco I0S 4 X E 2||04:mac address-table aging-time <seconds> vlan <vlan_id>

A2l 247 #6: HSRP 7H4 IP FAJICIE IP FAZ HIFH



o|EE|A R =2 QI interVLAN 7t Q= B sranoey-3-prrrvier 7/ HA|X|7} 2 A

CHA|

0jo
fjn

Ol 2F HAIXI7H EAIEIT ASIx|o] HEIE RZ2 QI8 interVLAN 47} U= Ze, of
B2 stod OF B HABLICH

1. I{Ao| E = Zhof O|Sste ZEE AlEELICHOo| Z2o 2t RE{7 = B2 O
HE 22 LICHE Hm AR|X|0|M Bt REI2 0| B2 EXNE sHEELICHEIRE0M F
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Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlanl1l 192.168.11.1 YES manual up up

Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10
192.168.10.2 YES manual up up Vlanl1l 192.168.11.2 YES manual up up
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Router_1#show standby Vlan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby VIan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1
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Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby VIan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1
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Router_l#show access-1lists
Standard IP access list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access list 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)
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L2Switch_1#show interfaces gigabitEthernet1/0/13 trunk Port Mode Encapsulation Status Native vlan Gi1/0/13 on 802.1q trunking
1 Port Vlans allowed on trunk Gi1/0/13 1-4094 Port Vlans allowed and active in management domain Gi1/0/13 1,10-11,70,100,300-
309 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/13 1,10-11,70,100,300-309

Router_1#show interfaces gigabitEthernet1/0/1 trunk Port Mode Encapsulation Status Native vian Gil/0/1 on 802.1q trunking 1
Port Vlans allowed on trunk Gi1/0/1 1-4094 Port Vlans allowed and active in management domain Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002

2. Fast EtherChannel(ZE ®'d3) M% &l
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Router_1#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports + + + Router_1#
Router_2#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports + + + Router_2#
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Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:37:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.768 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.368 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:35:56 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 1.472 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.336 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

Router_1#show interfaces vlan 10 VIan10 is up, line protocol is up , Autostate Enabled Hardware is Ethernet SVI, address is
d4e8.801f.4846 (bia d4e8.801f.4846) Internet address is 192.168.10.1/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:01, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec, 0 packets/sec 9258 packets input, 803066 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
3034 packets output, 368908 bytes, 0 underruns Output 0 broadcasts (0 IP multicasts) 0 output errors, 2 interface resets 0
unknown protocol drops 0 output buffer failures, 0 output buffers swapped out

L2Switch_1#show mac address-table address 0000.0c07.ac6e Mac Address Table Vlan Mac
Address Type Ports ---- -----=-==== —mmmmem —omee 10 0000.0c07.ac6e DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1
L2Switch_1#show mac address-table address 0000.0c07.ac6f Mac Address Table Vlan Mac




Address Type Ports ---- -=-----m-=- —ocmcmmm cmeee 11 0000.0c07.ac6f DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1
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L2Switch_1#show mac address-table aging-time vlan 10 Global Aging Time: 300 Vlan Aging Time ---- ---------- 10 300
L2Switch_1#show mac address-table aging-time vlan 11 Global Aging Time: 300 Vlan Aging Time ---- ---------- 11 300
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Router_1#show standby Vlan10 - Group 110 State is Active 2 state changes, last state change 00:54:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.848 secs Preemption enabled Active router is local Standby router is
unknown Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 - Group 111 State is Active 2
state changes, last state change 00:52:56 Virtual IP address is 192.168.11.100 Active virtual MAC address is 0000.0c07.ac6f
(MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.512
secs Preemption enabled Active router is local Standby router is unknown Priority 110 (configured 110) Group name is "hsrp-VI11-
111" (default) FLAGS: 0/1

Router_2#show standby Vlan10 - Group 110 State is Init (interface down) 2 state changes, last state change 00:00:42 Virtual IP
address is 192.168.10.100 Active virtual MAC address is unknown (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e
(v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router is unknown Standby router is unknown Priority
109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan1l - Group 111 State is Init (interface down) 2 state
changes, last state change 00:00:36 Virtual IP address is 192.168.11.100 Active virtual MAC address is unknown (MAC Not In
Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router
is unknown Standby router is unknown Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1
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Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlanl1l 192.168.11.1 YES manual up up Router_2#show ip interface brief Interface IP-Address
OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10 192.168.10.2 YES manual administratively down down
Vlan11 192.168.11.2 YES manual administratively down down

RIEmo|AT} EE|4  E E2, 2tREH dHE 2EE 2251 no shutdown 2IE{H|0|A M E B
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Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2 (config) #interface vlan 10

Router_2 (config-if)#no shutdown

Router_2 (config-if) #end

Router_2#configure terminal Enter configuration commands, one per line. End with CNTL/Z. Router_2(config)#interface vlan 11
Router_2(config-if)j#no shutdown Router_2(config-if)#end

Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlan1 192.168.1.2 YES manual up up Vlan10



192.168.10.2 YES manual up down Vlan11 192.168.11.2 YES manual up up
RQIEmH0|AT} , E= , HENQ] B, 20| M QEH 0|4 #FE L EE AEFLICH Cisco 10S &~
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$LINK-3-UPDOWN: Interface "interface", changed state to up
$LINK-3-UPDOWN: Interface "interface", changed state to down

Router_l#show log

3d04h: $STANDBY-6-STATECHANGE: Standby: 0: Vlanl0 state Active-> Speak

3d04h: $LINK-5-CHANGED: Interface Vl1anl0, changed state to down

3d04h: $LINEPROTO-5-UPDOWN: Line protocol on Interface V1anlO, changed state to down
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Router_2#show interface vlan 10 Vlan10 is down, line protocol is down , Autostate Enabled Hardware is Ethernet SVI, address is
1880.90d8.5946 (bia 1880.90d8.5946) Internet address is 192.168.10.2/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:10, output 00:00:08, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec, 0 packets/sec 1243 packets input, 87214 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 23
packets output, 1628 bytes, 0 underruns Output 0 broadcasts (0 IP multicasts) 0 output errors, 2 interface resets 0 unknown
protocol drops 0 output buffer failures, 0 output buffers swapped out
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L2Switch_1#show logging Syslog logging: enabled (0 messages dropped, 5 messages rate-limited, O flushes, 0 overruns, xml
disabled, filtering disabled) No Active Message Discriminator. No Inactive Message Discriminator. Console logging: level
informational, 319 messages logged, xml disabled, filtering disabled Monitor logging: level debugging, 0 messages logged, xml
disabled, filtering disabled Buffer logging: level debugging, 467 messages logged, xml disabled, filtering disabled Exception
Logging: size (4096 bytes) Count and timestamp logging messages: disabled File logging: disabled Persistent logging: disabled No
active filter modules. Trap logging: level informational, 327 message lines logged Logging Source-Interface: VRF Name: Log Buffer
(10000 bytes): *Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to up *Jul 26
17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to down *Jul 26 17:57:11.716: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 17:57:11.716:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 17:57:16.237: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down *Jul 26 18:02:16.481: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 18:02:16.481:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 18:02:20.561: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

ZEO| At Q| AEfE 221524 ™ show interfaces <interface> status H&IS AlgstL|Ct o E
EMHCt30 Z&Lch



L2Switch_1#show interfaces gigabitEthernet 1/0/13 status Port Name Status Vlan Duplex Speed Type Gi1/0/13 connected trunk a-
full a-1000 10/100/1000BaseTX
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L2Switch_1#show interfaces gi1/0/13 counters errors Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards Gil/0/13 0
0 0 000 Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil/0/13 0 0 0 0 0 O

Align-Err, FCS-Err EE|_ Runts7|‘ | QAQL—UJF') OII_ ;‘T’;EQI- 0474 |:||:||'O|/\ 7|'O| AE _EEE -ﬁ-%aﬂ!
£ YRS LIEHALICH O/Rf3 QR E HHSHM oY ZEO| 4% U FEHA MHS WY
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ZE7 ECfEE MY St=X| #Ql5t2i™ show mac BES M-ELICH In oue B2 EH ZE0I|A
+4 U HEE SUHAE, HEPAE U HRCHXE HZ10| £8 LERALIC BHE R EE
MAE7ALE £ AE mZlo| =2 o|2{8F miZ!0| QIHI2E = ofRHI2E ECiE ol AR QIX| 07
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L2switch_1#show interfaces gil/0/13 counters Port InOctets InUcastPkts InMcastPkts InBcastPkts Gi1/0/13 304933333 1180453
1082538 14978 Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts Gil/0/13 282752538 276716 824562 588960
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Router_1#show run interface vlan 10 Building configuration... Current configuration : 141 bytes ! interface VIan10 ip address
192.168.10.1 255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 110 standby 110 preempt end Router_2#show run
interface vlan 10 Building configuration... Current configuration : 120 bytes ! interface Vlan10 ip address 192.168.10.2
255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 109 end Router_1#ping 192.168.10.2 repeat 1500 Type escape

sequence to abort. Sending 1500, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
T T AT


https://www.cisco.com/c/ko_kr/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/ko_kr/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
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Router_1#show cdp Global CDP information: Sending CDP packets every 60 seconds Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled Router_1#show cdp neighbors gi1/0/1 detail Device ID:
L2Switch_1.cisco.com Entry address(es): IP address: 192.168.70.1 IPv6 address: 2001:420:140E:2101::1 (global unicast) IPv6
address: FE80::2FE:C8FF:FED3:86C7 (link-local) Platform: cisco WS-C3650-12X48UR, Capabilities: Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13 Holdtime : 173 sec Version : Cisco I0S Software
[Denali], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3) Technical
Support: http://www.cisco.com/techsupport Copyright (c) 1986-2019 by Cisco Systems, Inc. Compiled Wed 13-Feb-19 03:00 by
mcpre advertisement version: 2 VTP Management Domain: 'CALOnet' Native VLAN: 1 Duplex: full Management address(es): IP
address: 192.168.70.1 Spare Pair PoE: Yes, Spare Pair Detection Required: No Spare Pair PD Config: Disable, Spare Pair PSE
Operational: No Total cdp entries displayed : 1
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https://www.cisco.com/c/ko_kr/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/ko_kr/support/docs/lan-switching/ethernet/10561-3.html
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Router_1#debug standby HSRP debugging is on Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110
vIP 192.168.10.100 Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100 Jul 29
16:12:17.183: HSRP: VI10 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100 Jul 29 16:12:17.366: HSRP: VI11
Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100 Jul 29 16:12:18.736: HSRP: VI10 Interface adv in, Passive,
active 0, passive 1, from 192.168.10.2 Jul 29 16:12:19.622: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP
192.168.10.100
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Router_l#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1
Router_l#debug standby

HSRP debugging is on

Router_1#

Jul 29 16:16:44.797: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:45.381: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:16:47.231: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:48.248: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
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Router_2#debug standby terse HSRP: HSRP Errors debugging is on HSRP Events debugging is on (protocol, neighbor,
redundancy, track, ha, arp, interface) HSRP Packets debugging is on (Coup, Resign) Router_2# *Jul 29 16:49:35.416: HSRP: VI10
Grp 110 Resign in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Standby: i/Resign
rcvd (110/192.168.10.1) *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Active router is local, was 192.168.10.1 *Jul 29 16:49:35.416:
HSRP: VI10 Nbr 192.168.10.1 no longer active for group 110 (Standby) *Jul 29 16:49:35.417: HSRP: VI10 Nbr 192.168.10.1 Was
active or standby - start passive holddown *Jul 29 16:49:35.417: HSRP: VI10 Grp 110 Standby router is unknown, was local *Jul 29
16:49:35.417: HSRP: VI10 Grp 110 Standby -> Active *Jul 29 16:49:35.418: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state
Standby -> Active *Jul 29 16:49:35.418: HSRP: Peer not present *Jul 29 16:49:35.418: HSRP: VI10 Grp 110 Redundancy "hsrp-
VI10-110" state Standby -> Active *Jul 29 16:49:35.419: HSRP: VI10 Grp 110 Added 192.168.10.100 to ARP (0000.0c07.ac6e) *Jul
29 16:49:35.420: HSRP: VI10 IP Redundancy "hsrp-VI10-110" standby, local -> unknown *Jul 29 16:49:35.421: HSRP: VI10 IP
Redundancy "hsrp-VI10-110" update, Standby -> Active *Jul 29 16:49:38.422: HSRP: VI10 IP Redundancy "hsrp-VI10-110" update,
Active -> Active
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Rotuer_2#debug condition standby vlan 10 110 Condition 1 set Router_2#debug condition interface gigabitEthernet 1/0/1 vlan-id
10 Condition 2 set Router_2#debug standby HSRP debugging is on Router_2# *Jul 29 16:54:12.496: HSRP: VI10 Grp 110 Hello
out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:15.122: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri
109 vIP 192.168.10.100 *Jul 29 16:54:17.737: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul
29 16:54:18.880: HSRP: VI10 Nbr 192.168.10.1 is passive *Jul 29 16:54:20.316: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.322: HSRP: VI10 Grp 110 Coup in 192.168.10.1 Listen pri 110 vIP
192.168.10.100 *Jul 29 16:54:20.323: HSRP: VI10 Grp 110 Active: j/Coup rcvd from higher pri router (110/192.168.10.1) *Jul 29
16:54:20.323: HSRP: VI10 Grp 110 Active router is 192.168.10.1, was local *Jul 29 16:54:20.323: HSRP: VI10 Nbr 192.168.10.1 is
no longer passive *Jul 29 16:54:20.324: HSRP: VI10 Nbr 192.168.10.1 active for group 110 *Jul 29 16:54:20.324: HSRP: VI10 Grp
110 Active -> Speak *Jul 29 16:54:20.325: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Speak *Jul 29
16:54:20.325: HSRP: Peer not present *Jul 29 16:54:20.325: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Active ->
Speak *Jul 29 16:54:20.326: HSRP: VI10 Grp 110 Removed 192.168.10.100 from ARP *Jul 29 16:54:20.326: HSRP: VI10 Grp 110
Deactivating MAC 0000.0c07.ac6e *Jul 29 16:54:20.327: HSRP: VI10 Grp 110 Removing 0000.0c07.ac6e from MAC address filter
*Jul 29 16:54:20.328: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.328: HSRP:
VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:23.104: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:23.226: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:25.825: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29
16:54:25.952: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:28.427: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:28.772: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak: d/Standby timer expired
(unknown) *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Standby router is local *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak ->
Standby *Jul 29 16:54:30.727: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Speak -> Standby *Jul 29 16:54:30.728: HSRP:
Peer not present *Jul 29 16:54:30.728: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Speak -> Standby *Jul 29
16:54:30.728: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:31.082: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:33.459: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:33.811: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:36.344: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29



16:54:36.378: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.856: HSRP: VI10 Grp
110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.876: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:41.688: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP
192.168.10.100 *Jul 29 16:54:41.717: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100
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L2Switch_1#show spanning-tree vlan 10 VLANO0010 Spanning tree enabled protocol rstp Root ID Priority 32778 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32778 (priority
32768 sys-id-ext 10) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type --------=====mzmsmn ==mm - Gil/0/3 Desg FWD 4 128.3 P2p
Gi1/0/10 Desg FWD 4 128.10 P2p Edge Gil1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gi1/0/14 Desg FWD
4 128.14 P2p Gi1/0/15 Desg FWD 4 128.15 P2p Gil/0/16 Desg FWD 4 128.16 P2p Gi1/0/35 Desg FWD 4 128.35 P2p
L2Switch_1#show spanning-tree vlan 11 VLANOO11 Spanning tree enabled protocol rstp Root ID Priority 32779 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32779 (priority
32768 sys-id-ext 11) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type --------=====mzmsmn ==mm - Gil1/0/3 Desg FWD 4 128.3 P2p
Gi1/0/10 Desg FWD 4 128.10 P2p Edge Gil1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gi1/0/14 Desg FWD
4 128.14 P2p Gi1/0/15 Desg FWD 4 128.15 P2p Gil/0/16 Desg FWD 4 128.16 P2p Gi1/0/35 Desg FWD 4 128.35 P2p
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Router_2#show interfaces gil/0/1 controller GigabitEthernet1/0/1 is up, line protocol is up (connected) Hardware is Gigabit
Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901) Description: PNP STARTUP VLAN MTU 1500 bytes, BW 1000000
Kbit/sec, DLY 10 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX input flow-control is on, output flow-control is unsupported ARP type:
ARPA, ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:04, output hang never Last clearing of "show interface" counters
never Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40
(size/max) 5 minute input rate 33000 bits/sec, 31 packets/sec 5 minute output rate 116000 bits/sec, 33 packets/sec 9641686
packets input, 1477317083 bytes, 0 no buffer Received 1913802 broadcasts (1151766 multicasts) O runts, O giants, O throttles O
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 0 watchdog, 1151766 multicast, O pause input O input packets with dribble
condition detected 10702696 packets output, 4241534645 bytes, 0 underruns Output 3432 broadcasts (0 multicasts) O output
errors, 0 collisions, 2 interface resets 9582 unknown protocol drops 0 babbles, O late collision, 0 deferred O lost carrier, 0 no carrier,
0 pause output O output buffer failures, O output buffers swapped out Transmit GigabitEthernet1/0/1 Receive 4241534645 Total
bytes 1477317083 Total bytes 10562003 Unicast frames 7727884 Unicast frames 4229489212 Unicast bytes 1291270617 Unicast
bytes 137261 Multicast frames 1151766 Multicast frames 11812065 Multicast bytes 91096867 Multicast bytes 3432 Broadcast
frames 762036 Broadcast frames 233368 Broadcast bytes 94949599 Broadcast bytes 0 System FCS error frames O IpgViolation
frames 0 MacUnderrun frames 0 MacOverrun frames 0 Pause frames 0 Pause frames 0 Cos 0 Pause frames 0 Cos 0 Pause
frames 0 Cos 1 Pause frames 0 Cos 1 Pause frames 0 Cos 2 Pause frames 0 Cos 2 Pause frames 0 Cos 3 Pause frames 0 Cos 3
Pause frames 0 Cos 4 Pause frames 0 Cos 4 Pause frames 0 Cos 5 Pause frames 0 Cos 5 Pause frames 0 Cos 6 Pause frames 0
Cos 6 Pause frames 0 Cos 7 Pause frames 0 Cos 7 Pause frames 0 Oam frames 0 OamProcessed frames 0 Oam frames 0O
OambDropped frames 38144 Minimum size frames 4165201 Minimum size frames 4910833 65 to 127 byte frames 3126489 65 to
127 byte frames 1237675 128 to 255 byte frames 750243 128 to 255 byte frames 1029126 256 to 511 byte frames 1279281 256 to
511 byte frames 2205966 512 to 1023 byte frames 103668 512 to 1023 byte frames 1280952 1024 to 1518 byte frames 205229
1024 to 1518 byte frames 0 1519 to 2047 byte frames 11575 1519 to 2047 byte frames 0 2048 to 4095 byte frames 0 2048 to 4095
byte frames 0 4096 to 8191 byte frames 0 4096 to 8191 byte frames 0 8192 to 16383 byte frames 0 8192 to 16383 byte frames 0
16384 to 32767 byte frame 0 16384 to 32767 byte frame 0 > 32768 byte frames 0 > 32768 byte frames 0 Late collision frames 0
SymbolErr frames 0 Excess Defer frames 0 Collision fragments 0 Good (1 coll) frames 0 ValidUnderSize frames 0 Good (>1 coll)
frames 0O InvalidOverSize frames 0 Deferred frames 0 ValidOverSize frames 0 Gold frames dropped 0 FcsErr frames 0 Gold frames
truncated O Gold frames successful 0 1 collision frames 0 2 collision frames 0 3 collision frames 0 4 collision frames 0 5 collision
frames 0 6 collision frames 0 7 collision frames 0 8 collision frames 0 9 collision frames 0 10 collision frames 0 11 collision frames 0
12 collision frames 0 13 collision frames 0 14 collision frames 0 15 collision frames 0 Excess collision frames LAST UPDATE 2384
msecs AGO
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L2Switch_1#show spanning-tree vlan 10 detail VLANOO010 is executing the rstp compatible Spanning Tree protocol Bridge Identifier
has priority 32768, sysid 10, address 00fe.c8d3.8680 Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6
We are the root of the spanning tree Topology change flag not set, detected flag not set Number of topology changes 8 last change
occurred 03:21:48 ago from GigabitEthernet1/0/35 Times: hold 1, topology change 35, notification 2 hello 2, max age 20, forward
delay 15 Timers: hello 0, topology change 0, notification 0, aging 300 Port 3 (GigabitEthernet1/0/3) of VLANOO010 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.3. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.3, designated path cost O Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:
sent 6066, received 0 Port 10 (GigabitEthernet1/0/10) of VLANQO10 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.10. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.10, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 The port is in the portfast mode by portfast trunk configuration Link type is point-to-point by default
BPDU: sent 6063, received 0 Port 11 (GigabitEthernet1/0/11) of VLANOO10 is designated forwarding Port path cost 4, Port priority
128, Port Identifier 128.11. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778,
address 00fe.c8d3.8680 Designated port id is 128.11, designated path cost 0 Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6066, received 0 Port 13
(GigabitEthernet1/0/13) of VLANO0O010 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.13. Designated
root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id
is 128.13, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link
type is point-to-point by default BPDU: sent 6066, received 3 Port 14 (GigabitEthernet1/0/14) of VLANOO10 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.14. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.14, designated path cost 0 Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:
sent 6066, received 3 Port 15 (GigabitEthernet1/0/15) of VLANQO10 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.15. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.15, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0 Port 16 (GigabitEthernet1/0/16)
of VLANOO10 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.16. Designated root has priority 32778,
address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.16, designated
path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point
by default BPDU: sent 6067, received 0 Port 35 (GigabitEthernet1/0/35) of VLANOO10 is designated forwarding Port path cost 4,
Port priority 128, Port Identifier 128.35. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority
32778, address 00fe.c8d3.8680 Designated port id is 128.35, designated path cost O Timers: message age 0, forward delay 0, hold
0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0
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L2Switch_1#show run interface TenGigabitEthernet1/1/5 Building configuration... Current configuration : 279 bytes ! interface
TenGigabitEthernet1/1/5 switchport trunk allowed vlan 300-309 switchport mode trunk storm-control broadcast level 30.00 storm-
control multicast level 30.00 storm-control unicast level 30.00 spanning-tree guard root end L2Switch_1#show storm-control
broadcast Key: U - Unicast, B - Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type --------- =-=-=-=------ --
---- Tel/1/5 Forwarding 30.00% 30.00% 0.00% None B Tel/1/7 Link Down 30.00% 30.00% 0.00%
None B Tel/1/8 Forwarding 10.00% 10.00% 0.00% None B L2Switch_1#show storm-control multicast Key: U - Unicast, B -
Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type
--- Tel/1/5 Forwarding 30.00% 30.00% 0.00% None M Tel1/1/7 Link Down 30.00% 30.00% 0.00% None M
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L2Switch_1#configure terminal Enter configuration commands, one per line. End with CNTL/Z. L2Switch_1(config)#spanning-tree
portfast bpduguard L2Switch_1(config)#end
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