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Dallas#show ip eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seqg Type
(sec) (ms) Cnt Num

1 192.169.1.6 Se0/0.2 11 15:59:57 44 264 0 2
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0 192.169.1.2 Se0/0.1 12 16:00:40 38 228 0 3

Dallas#show cdp neigh

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
Houston Ser 0/0.2 146 R 2611 Ser 0/0.1
FortWorth Ser 0/0.1 160 R 2612 Ser 0/0.1
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1. M Am|ago|ld REZ So{ZfLCt.

Dallas#configure terminal
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Dallas (config) #key chain MYCHAIN

3. 7| H3 & x| E LICE.10] of of|x[oi| AtS-ElL|C & Zu|agolMat 2h3dE 2 E EHREo]

M 7| #HE 7t Satof g LICt.
Dallas (config-keychain) #key 1

4. 7|9| 7| EXtEE X|™HELICt securetrafficO| O 0i|0] A A EILICE

Dallas (config-keychain-key) #key-string securetraffic

5 Zim|agio|Mg SE§ct
Dallas (config-keychain-key) #end
Dallas#
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1. M Am|ago|ld REZ So{ZfLct.

Dallas#configure terminal
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Dallas(conflg)#lnterface serial 0/0.1
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Dallas (config-subif) #ip authentication mode eigrp 10 md5

4. Q150 AT 7| M2l2 R|HELICEH102 RIS A|AE]| A5 2L |CF.MYCHAINS Create a
Keychain Mol M MAEl 7| & Q1L

Dallas (config-subif) #ip authentication key-chain eigrp 10 MYCHAIN
Dallas (config-subif) #end
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5. 2IE{H| 0| A Serial 0/0.204| A & Y&l
Dallas#configure terminal
Dallas (config) #interface serial 0/0.2
Dallas(config-subif) #ip authentication mode eigrp 10 md5
Dallas (config-subif) #ip authentication key-chain eigrp 10 MYCHAIN
Dallas (config-subif) #end
Dallas#
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FortWorth#configure terminal

FortWorth (config) #key chain MYCHAIN

FortWorth (config-keychain) #key 1

FortWort (config-keychain-key) #key-string securetraffic
FortWort (config-keychain-key) #end

FortWorth#

Fort Worth#configure terminal

FortWorth (config) #interface serial 0/0.1

FortWorth (config-subif) #ip authentication mode eigrp 10 md5
FortWorth (config-subif) #ip authentication key-chain eigrp 10 MYCHAIN
FortWorth (config-subif) #end

FortWorth#

FAE T4

0| MMoiME Houston 2HRE{0I M EIGRP HIA|X| Q158 FAstE Ol 2Rt WHS HoiFLCt
.047|0f| EAIE HHEo CiEt REMIE MEE2 DallasollAM 7| Q1 BHE 7| 2 DallasolM 15 742
HESIMAIL,

Houston#configure terminal

Houston (config) #key chain MYCHAIN

Houston (config-keychain) #key 1

Houston (config-keychain-key) #key-string securetraffic

Houston (config-keychain-key) #end

Houston#

Houston#configure terminal

Houston (config) #interface serial 0/0.1

Houston (config-subif) #ip authentication mode eigrp 10 md5

Houston (config-subif) #ip authentication key-chain eigrp 10 MYCHAIN



Houston (config-subif) #end
Houston#
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Dallas#debug eigrp packets

17:43:43: EIGRP: ignored packet from 192.169.1.2 (invalid authentication)

17:43:45: EIGRP: ignored packet from 192.169.1.6 (invalid authentication)

! -—- Packets from Fort Worth and Houston are ignored because they are !--- not yet configured
for authentication.
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FortWorth#debug eigrp packets

00:47:04: EIGRP: received packet with MD5 authentication, key id =1
00:47:04: EIGRP: Received HELLO on Serial0/0.1 nbr 192.169.1.1

! --- Packets from Dallas with MD5 authentication are received.

Houston#debug eigrp packets

00:12:50.751: EIGRP: received packet with MD5 authentication, key id =1
00:12:50.751: EIGRP: Received HELLO on Serial0/0.1 nbr 192.169.1.5

! --- Packets from Dallas with MD5 authentication are received.
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