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BGP Control Plane over VTI.
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1. R19| At 357 7|12 R1 2 R20{ M IKE(Internet Key Exchange) 1EHH| Oi7HEH s £ 4: &1

DH 15 #HE 1,2 E= 5= GSotCtn HF 22 AESHX| DA IISE d* 1
20 5= 248} ZH2 ECC(Elliptic Curve Cryptography)7} /= DH 1E&& AP9-°*|—|EP
AES(Advanced Encryption Standard) 2 SHA256(Secure Hash Algorithm 256)2 ZtZ
DES(Data Encryption Standard)/3DES 2! MD5(Message Digest 5)/SHA1 2 Ct 5{0{F
HEELchZ2EHM B EoME "cisco” HIZHS & AME5HA| OFMA|2.R1 74
Rl(confi g) #crypto isakmp policy 1

R1(confi g-i saknp) #encr aes

R1l(confi g-i saknp) #hash sha256

R1l(confi g-i saknp) #authentication pre-share

R1(confi g-i saknp) #group 19

Rl(config-isaknp) exit

Rl(confi g) #crypto isakmp key CISCO address 12.0.0.2

R2 74

R2(confi g) #crypto isakmp policy 1
R2(confi g-i saknp) #encr aes

a1 19
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R2(confi g-i saknp) #hash sha256
R2(confi g-i saknp) #authentication pre-share
R2(confi g-i saknp) #group 19

R2(confi g-isaknp) exit

R2(confi g) #crypto isakmp key CISCO address 12.0.0.1
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Rl(confi g) #key config-key password-encrypt CISCOCISCO

Rl(confi g) #password encryption aes
R2(confi g) #key config-key password-encrypt CISCOCISCO

R2(confi g) #password encryption aes

oo e HIZHE S S5H7F EEst W &Y Auaso|MolMeE H ol M 3/ 72
Ut A E HHME EAISHK| L& LICH

!

Rl#show run | include key

crypto i saknp key 6 \Nd"]dcCW E "WEOChUKRGKI Gadi AAB address 12.0.0.2
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Rl(confi g) #crypto ipsec transform—set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
R1(confi g) #crypto ipsec profile PROFILE

R1(i psec-profil e)#set transform-set TRANSFORM-SET
R1(i psec-profil e)#set pfs groupl9

R2 74

R2(confi g) #crypto ipsec transform-set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
R2(confi g) #crypto ipsec profile PROFILE
R2(i psec-profil e)#set transform-set TRANSFORM-SET

R2(i psec-profil e)#set pfs groupl9

# 1:PFS(Perfect Forward Secrecy)& AHEst= W2 M4 AL O|X|2F IKE 27| SA A7 of
MME2E 7| 4d0| 2322 VPN Z & &4 AlZLCt.
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Rl(confi g) #interface tunnel 12
Rl(config-if)#ip address 1.1.1.1 255.255.255.0
Rl(config-if)#tunnel source Ethernet0/0
Rl(config-if)#tunnel mode ipsec ipv4
Rl(config-if)#tunnel destination 12.0.0.2

Rl(config-if)#tunnel protection ipsec profile PROFILE

R2 714

R2(confi g) #interface tunnel 12

R2(config-if)#ip address 1.1.1.2 255.255.255.0



R2(config-if)#tunnel source Ethernet0/0
R2(config-if)#tunnel mode ipsec ipv4
R2(confi g-if)#tunnel destination 12.0.0.1

R2(confi g-if)#tunnel protection ipsec profile PROFILE
5.R1 % R20{X BGPE 45t Rz LI ELIE BGPO| L&/LICL RT1 T+

R1(confi g) #router bgp 65510
Rl(confi g-router)#neighbor 1.1.1.2 remote-as 65511

R1(confi g-router)#network 10.0.0.0 mask 255.255.255.0

R2 74

R2(confi g) #router bgp 65511
R2(confi g-router)#neighbor 1.1.1.1 remote-as 65510

R2(confi g-router) #network 20.0.0.0 mask 255.255.255.0
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Rl(confi g) ip prefix-list R2-NETS seq 5 permit 20.0.0.0/24
R1(confi g) #route-map CHANGE-NEXT-HOP permit 10

Rl(confi g-route-map) #match ip address prefix-list R2-NETS
Rl(confi g-route-map) #set ip next-hop 12.0.0.2
R1(confi g-rout e- map) #end

R1(confi g) #router bgp 65510

Rl1(confi g-router)#neighbor 1.1.1.2 route-map CHANGE-NEXT-HOP in
Rl(config-router)#do clear ip bgp *

R1(confi g-router)#end

R2 74

R2(confi g) #ip prefix-list R1-NETS seq 5 permit 10.0.0.0/24

R2( confi g) #route-map CHANGE-NEXT-HOP permit 10
R2(confi g-rout e- map) #match ip address prefix-list R1-NETS
R2(confi g-rout e- map) #set ip next-hop 12.0.0.1

R2( confi g-rout e- map) #end

R2(confi g) #router bgp 65511

R2(confi g-router)#neighbor 1.1.1.1 route-map CHANGE-NEXT-HOP in
R2(config-router)#do clear ip bgp *

R2(confi g-router)#end
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Rl#show crypto isakmp sa

I Pv4 Crypto | SAKMP SA

dst src state conn-id status

12.0.0.1 12.0.0.2 QV.IDLE 1002 ACTI VE
12.0.0.2 12.0.0.1 QV.IDLE 1001 ACTI VE

Rl#show crypto ipsec sa | inc encaps|decaps
#pkts encaps: 88, #pkts encrypt: 88, #pkts digest: 88
#pkts decaps: 90, #pkts decrypt: 90, #pkts verify: 90

route-map= M&35t7| ™| CFHS hop IP A= E'd CIE{H0|A QI BGP /%1 C|HIO|A IP
7t2|ZL|Ct.

Rl#show ip bgp

BGP table version is 2, local router IDis 10.0.0.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ Rl B-conpressed,

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor kK Next Hop Metric LocPrf Weight Path
*>20.0.0.0/24 1.1.1.2 0 0 65511 i

Epi=lo| E{dg M5t B2 MTUE E{& MTUZ A|SHEIL|CE

Rl#ping 20.0.0.2 size 1500 df-bit

Type escape sequence to abort.

Sendi ng 5, 1500-byte |1 CWMP Echos to 20.0.0.2, tinmeout is 2 seconds:
Packet sent with the DF bit set

*May 6 08:42:07.311: |1CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:09.312: | CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:11.316: |CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:13.319: | CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:15.320: | CwP: dst (20.0.0.2): frag. needed and DF set.
Success rate is O percent (0/5)

Rl#show interfaces tunnel 12 | inc transport|line

Tunnel 12 is up, line protocol is up

Tunnel protocol/transport |PSEC/ |P
Tunnel transport MIU 1406 bytes <---

Rl#ping 20.0.0.2 size 1406 df-bit

Type escape sequence to abort.

Sendi ng 5, 1406-byte |1 CVMP Echos to 20.0.0.2, tinmeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/5/6 ns
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Rl#show ip bgp

BGP table version is 2, local router IDis 10.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ Rl B-conpressed

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Wi ght Path
*> 20.0.0.0/24 12.0.0.2 0 0 65511 i

E{'go|l Z& 37| MTUE 51&st= tHdl 22|X next hopE A& stc{H H|O|E EH

Rl#ping 20.0.0.2 size 1500 df-bit

Type escape sequence to abort.

Sendi ng 5, 1500-byte | CMP Echos to 20.0.0.2, tinmeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/5 ns
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