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xTR = LISP 2B ECHEl 58 &&kof wat ITR EE ETRY £ l&LICHEEH=Z0| LISP 2t H
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ITR = 18| A E{ 2 E
ETR = 0|28|A E{d 2} RE

MR(Map Resolver) = Map-Resolver= LISP AFO|E ITRO| EID-RLOC OHE & & Qg [ LISP Map-
Request #Z|& ELHE LISP 21z 2t & x|IL|CHR5= 0| 7|AtS| MROILCY,

MS(Map Server) = Map-Server= LISP AlO|E ETRO| EID S ALE AI83104 §535t= LISP Q1=
2t ClHFO|ALICH Y MH= S%E._l EID HSAtoll CHEt &AHE LISP OHE AIéE"Oil gELIch2E
LISP AtO|E = LISP OHE A|AEIS ALE 5104 EID-RLOC OHE S = RIRFLICHR72 O Z|AtS| MSE!
L|CH.

EID(Endpoint Identifier) &A:EID T4 = A E EO.JE% AHSIE IP 4 L HMFAIR FEELIC
.EID-to-RLOC Of&E S 2 QI504 LISP AO|E HA|0IAM EID HAAES e &= U&LICH

RLOC(Route Locator) &4:RLOC FAE IP HERIOMCHE 2
FAR FHELICLRLOC 37 Lol AZAMR2 7|E 2t*E YHE

ALT(CHAN| =2| EEEX]): Y QIR W MHE Z4s5t= 23 = o] Ctolo{ 2= R62 S1t5t
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alt-vrf: O| VRF(Virtual Routing and Forwarding)= ALT(CHA =2/ EEZX|)E S5l 21 IPv4 ¢
= X Q| E |D-RLOC(identifier-to-routing locator) OH &0l CHEt B @& 2 i LISP(Locator/ID
Separation Protocol) 7} AF&3HOF 5t= IPv4 TAZ 2 X|5tHE VRF QIABHAE F45H= Ol O Af
EFELct
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1
router lisp

database-mapping 172.16.1.1/32 10.1.12.1 priority 5 weight 100 ------ > EID Mapping with RLOC
ipvd itr map-resolver 192.168.5.5
ipvd itr
ipv4 etr map-server 192.168.7.7 key cisco ---> ETR will send the map-register message to map
server for EID
i pvd etr
exit
!
R4 74

1

router lisp
database-mapping 172.16.4.4/32 10.1.34.4 priority 5 weight 100 ------ > EID Mapping with RLOC
ipvd itr map-resolver 192.168.5.5

ipvd itr

ipv4d etr map-server 192.168.7.7 key cisco ---> ETR will send the map-register message to map
server for EID

i pvd etr

exit

R5: Q1% 74

Map-Resolved0| A vrfE alt-vrf= & o|aljof & L|C}. O] 22 MRt MS 7t2| MPBGP I|0{&E 34
st= ol A8EIH, xTROI| 2|5 MSoi| S& & ¥ AlO|EQ| EIDE 3% 5t= O AFSELICH.

1
vrf definition lisp
rd 100:1
]
address-fanily ipv4
route-target export 100:1
route-target inport 100:1
exi t-address-famly
1
!
interface Tunnel 1
vrf forwarding lisp
i p address 10. 1.45.4 255.255.255.0
tunnel source Ethernet0/1
tunnel destination 10.1.67.7
1
1
router lisp
i pv4 map-resol ver
ipv4 alt-vrf lisp >>> This command defines "lisp" as the alt-vrf.
exit
!
router bgp 65000
]
address-family ipv4 vrf lisp
nei ghbor 10.1.45.5 renote-as 65000
nei ghbor 10.1.45.5 activate

exit-address-fanily
|

R7:MAP-Server Tt



MRZ} OFZF7FR|2 MSOIME alt-vrfE T 438l oF & L|C},

|
router lisp
site 1
aut henti cati on-key ci sco
eid-prefix 172.16.4.4/32 accept-nore-specifics
exit
!
site 2
aut henti cati on-key ci sco
eid-prefix 172.16.1.1/32 accept-nore-specifics
exit
!
i pv4 map-server
ipv4d alt-vrf lisp >>>>>>> ALT VRF is lisp
exit
!
vrf definition lisp
rd 100:1
|
address-fam |y ipv4
route-target export 100:1
route-target inport 100:1
exit-address-famly
|
1
interface Tunnel 1
vrf forwarding |isp
i p address 10.1.45.5 255. 255.255.0
tunnel source Ethernet0/0
tunnel destination 10.1.56.5
|
router bgp 65000
|
address-fam |y ipvd vrf lisp
redistribute lisp
nei ghbor 10.1.45.4 renote-as 65000
nei ghbor 10.1.45.4 activate
exit-address-famly

end
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R1_XTR#sh ip route 172.16.4.4 ----- > R4's EID
% Subnet not in table

R1_XTR#sh ip route 0.0.0.0
Routing entry for 0.0.0.0/0, supernet
Known via "static", distance 1, netric O (connected), candidate default path
Routi ng Descriptor Bl ocks:
* directly connected, via NullO
Route netric is 0, traffic share count is 1

floll ZAIE ZWxH R4S EIDE 2t EELICH17.16.4.40((7t) 2t El0|20of Sd&LIChoH &l nullo 7l 718 Zeot wroz pasiaL E

2 7t2
Qe EE|IH Z740| BFEI™ 17.16.4.401 CHEt pingO| LISP Z&3HE EE|HELICEH

R1_XTR#ping 172.16.4.4 source |0l

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICVWP Echos to 172.16.4.4, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

Success rate is 60 percent (3/5), round-trip mn/avg/mex = 1/4/7 ns
R1_XTR#

2| ping0| 25 52{™ LISP S412 S35l R47F CHA xTROf| CHSt HEE R12 M&§&LICt

R1_XTR#sh ip |isp map-cache
LI SP | Pv4 Mapping Cache for EID-table default (11D 0), 2 entries

0.0.0.0/0, uptine: 06:10:24, expires: never, via static send map-request
Negati ve cache entry, action: send-nap-request

172.16.4.4/32, uptine: 05:55:27, expires: 18:04:32, via map-reply, conplete
Locat or Upti me State Pri /Wyt
10.1.34.4 05:55:27 wup 1/ 100

= e FE

S2 LISP I{Z 5 &2 &elste ol A8kl ClHa £33 X I A ULICHCHS debug EEH
A { HEE ZXF&LICt."debug lisp control-plane all”

E:debug BH2 JE e F2| O|0|IEHE W HstH Ao BFolA AlstioF &Lict

XTR- R10{M C[EH
ot CIHI HIAIX[MM R12 MSOi| EIDE §535t1 MS= &I&LICHOMEIHRIZ2 R4AE MSO
EIDE SS&LCH

*QOct 16 12:46:09.398: LISP-0: IPv4 Map Server |1D 0 192.168.7.7, Sending map-register (src_rloc
10.1.15.1) nonce OxBEB73F0C- OXFE3EBCAE.
*QOct 16 12:46:09.403: LISP: Processing received Map-Notify nmessage from 192.168.7.7 to 10.1.15.1



O|A| R10{ A R42| EIDZ pingO| A|ZtE|MH, R12| EIDOIA AAE|T R12 & A| MRO| | Map-
Request I{Z! 2 E%i L|C}.

R1_XTR#ping 172.16.4.4 source 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICWMP Echos to 172.16.4.4, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

*Qct 16 12:46:23.380: LISP: Send nmap request type renpote EID prefix

*Qct 16 12:46:23.380: LISP. Send nmap request for EID prefix 11D 0 172.16.4.4/32

*Qct 16 12:46:23.380: LISP-0: Renote EID 11D O prefix 172.16.4.4/32, Send map request (1)
(sources: <signal>, state: inconplete, rlocs: 0).

*Qct 16 12:46:23.380: LISP-0: AF | Pv4, Sending map-request from 10.1.12.1 to 172.16.4.4 for EID
172.16.4.4/ 32, 1 TR-RLOCs 1, nonce 0x99255979- Ox30A1BACl (encap src 10.1.15.1, dst 192.168.5.5).

Iz = AA MRE2 MSOf 2428t5t04 O] EIDOI| S5 & xTRS A/%35t 1 R401| Map-Request M A|X| &
MEELCH O 22 R4= RLOCE A8 35104 R10i| Map-ReplyE CHA| 2&L|Ct

*Qct 16 12:46:23.389: LISP: Processing recei ved Map-Reply message from 10.1.34.4 to 10.1.12.1
*QOct 16 12:46:23.389: LISP: Received nmap reply nonce 0x99255979- 0x30A1BACLl, records 1

*QOct 16 12:46:23.389: LISP: Processing Map-Reply mapping record for 1D O 172.16.4.4/32, ttl
1440, action none, authoritative, 1 |ocator

10.1.34.4 pri/wei=1/100 LpR

*QOct 16 12:46:23.389: LISP-0: Map Request 11D O prefix 172.16.4.4/32 renote EID prefix[LL],
Received reply with rtt 9ns.

*QOct 16 12:46:23.389: LISP: Processing mapping information for EID prefix 11D 0 172.16. 4. 4/ 32

Map-Resolver I{Z! 2 &

ofef 2 &1 Zol MR HX{ R10{ A Map-request HIA|X|E &+o} 172.16.4.401 CHEF RLOCE &2l
gLlch O™ chg MSoll M st&aE EIDOI Ux|5tE 50| UAE=XIBGP lisp vrf El|0|E2 S &Ql5lT
Ux|sts B=2 oM MRS W 248 MSE M LICH

LISP_ Resolver#show ip bgp vpnv4 vrf lisp

BGP table version is 3, local router IDis 192.168.5.5

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mnultipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-conpressed,

Oigin codes: i - IGP, e - EG, ? - inconplete
RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Wight Path
Rout e Di stinguisher: 100:1 (default for vrf |isp)
*>j 172.16.1.1/32 10.1.45.5 1 100 0 ?
*>j 172.16. 4.4/ 32 10.1.45.5 1 100 0 ?

*Qct 16 12:46:23.384: LISP: Processing received Map-Request message from 10.1.12.1 to 172.16.4.4
*Qct 16 12:46:23.384: LISP: Received map request for 11D 0 172.16.4.4/32, source_eid IID O
172.16.1.1, ITRRLOCs: 10.1.12.1, records 1, nonce 0x99255979- 0x30A1BACl

*Qct 16 12:46:23.384: LISP-0: AF IID O | Pv4, Forwarding map request to 172.16.4.4 on the ALT.

#1:2 3 M AIX|0l M map-request?} BGP E|O|= 2| next-hop &5 0{ 2t MSE ™ME |1
172.16.4.42 B0z AKX 2 MESELICH

Map-Server %! 25



MSO|AM A¥E|E CIHIE R1 2 R40IM £ AIElE B S 2 HAIXIE HX] EAISIod Z4 ETRE S
Lot

*Qct 16 12:46:09.398: LISP: Processing Map-Register mapping record for IID 0 172.16.1.1/32, ttl
1440, action none, authoritative, 1 locator

10.1.12.1 pri/wei=5/100 LpR

*Qct 16 12:46:09.398: LISP-0: MS registration |ID O prefix 172.16.1.1/32 10.1.15.1 site 2,
Updat i ng.

*Qct 16 12:46:41.445: LI SP: Processing Map-Register mapping record for IID 0 172.16.4.4/32, ttl
1440, action none, authoritative, 1 locator

10.1.34.4 pri/wei=1/100 LpR

*Qct 16 12:46:41.445: LISP-0: Ms registration |ID O prefix 172.16.4.4/32 10.1.47.4 site 1,
Updat i ng.

O|Ml % xTR 25 EIDE HE2™Mo =z SEFELICT

R7#show lisp site detail

LISP Site Registration Information
Site name: 1
Al l owed configured | ocators: any
Al | owed El D-prefixes:

EID-prefix: 172.16.4.4/32

First registered: 05:02: 48 Routing table tag: 0
Origin: Configuration, accepting nore specifics
Merge active: No
Proxy reply: No
TTL: 1d00h
State: conpl ete
Regi stration errors
Aut henti cation failures: 0

Al owed | ocators m smatch: 0
ETR 10.1.47.4, last registered 00:00: 21, no proxy-reply, map-notify
TTL 1d00Oh, no nerge, hash-function shal, nonce 0x56D89121- 0xC39C2892
state conplete, no security-capability
XTR-1 D OxF7DE6C93- 0x06F8DDA4- 0x7D6400B1- 0x19EC9669
site-1D unspecified
Locat or Local State Pri /Wyt
10.1.34.4 yes up 1/ 100
Site name: 2
Al l owed configured | ocators: any
Al | owed El D-prefixes:
EID-prefix: 172.16.1.1/32

First registered: 05: 02: 46
Routing table tag: 0
Origin: Configuration, accepting nore specifics
Merge active: No
Proxy reply: No
TTL: 1d00h
State: conpl ete
Regi stration errors
Aut henti cation failures: 0

Al l owed | ocators m smatch: 0
ETR 10.1.15.1, |ast registered 00:00: 50, no proxy-reply, map-notify

TTL 1d00Oh, no merge, hash-function shal, nonce OxBEB73FOC- OXFESEBCAE
state conplete, no security-capability
XTR-1 D OxCF7E1300- 0x302FF91A- 0x1C2D0499- 0x8A105258
site-1D unspecified

Locator Local State Pri /Wyt

10.1.12.1 yes up 5/ 100

R10{M Ping2 =& 35t MRO| Map-request HIA|X|E MSE M&35tH MSOHIMH CHE 208 =
A& LIt



*QOct 16 12:46:23.388: LISP: Processing recei ved Map- Request nmessage from 10.1.12.1 to 172.16.4.4
*QOct 16 12:46:23.388: LISP: Received nmap request for 11D 0 172.16.4.4/32, source_eid IID O
172.16.1.1, ITRRRLOCs: 10.1.12.1, records 1, nonce 0x99255979- 0x30A1BACl

*Oct 16 12:46:23.388: LISP-0: MS EIDIIDO prefix 172.16.4.4/32 site 1, Forwarding nmap request
to ETR RLOC 10. 1. 34. 4.

XTR2-R4 T{Z! 2 &

R40IA CHS O|HIET g lighLICt

1. R4E R7(0{l: MS)UIM LISP Z{&3HE HIAIXIE A& LICEH

2. {72 9 =3 |l R10| R5i.MSZ O|Foi| TS it SUEH M e Hez #elr|H
|_|'30‘" MRO‘"A" MSZ2 % L_él-EI =] L—IEI'

3. 23 CH2 R4= R101 2% Map-Reply HIA|X|E E&L|C}

*Qct 16 13:32:40.700: LISP: Processing received Encap-Control nmessage from10.1.47.7 to
10.1.34.4

*Qct 16 13:32:40.702: LISP: Processing received Map- Request nessage from 10.1.12.1 to 172.16.4.4
*Qct 16 13:32:40.702: LISP: Received map request for 11D O 172.16.4.4/32, source eid IIDO
172.16.1.1, ITR-RLOCs: 10.1.12.1, records 1, nonce 0x188823A0- 0xAFF029C8

*Qct 16 13:32:40.702: LISP: Processing map request record for EID prefix 11D 0 172.16.4. 4/ 32
*Qct 16 13:32:40.702: LISP-0: Sending map-reply from10.1.34.4 to 10.1.12.1

AR
MR

ot HZ! AR = R4S R10IM 2= & - LCH.

Internet Protocol Version 4, Src: 10.1.15.1 (10.1.15.1), Dst: 192.168.5.5 (192.168.5.5)

Version: 4

Header Length: 20 bytes

Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN. 0x00: Not-ECT (Not
ECN- Capabl e Transport))

Total Length: 120

I dentification: 0x1446 (5190)

Fl ags: 0x00

Fragnent offset: O

Tinme to live: 31

Protocol: UDP (17)

Header checksum O0xa7cO [validation disabl ed]

Source: 10.1.15.1 (10.1.15.1)

Destination: 192.168.5.5 (192.168.5.5)

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
User Datagram Protocol, Src Port: 4342 (4342), Dst Port: 4342 (4342)
Locator/ 1 D Separation Protoco
Internet Protocol Version 4, Src: 10.1.12.1 (10.1.12.1), Dst: 172.16.4.4 (172.16.4.4)

Version: 4

Header Length: 20 bytes

Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN. 0x00: Not-ECT (Not
ECN- Capabl e Transport))

Total Length: 88

I dentification: 0x1445 (5189)

Fl ags: 0x00

Fragnent offset: O



Tinme to live: 32

Protocol : UDP (17)
Header checksum Oxbf7a [validation disabl ed]
Source: 10.1.12.1 (10.1.12.1)

Destination:

[ Source Geol P: Unknown]

[ Destination Geol P: Unknown]
User Datagram Protocol, Src Port:
Locator/ |1 D Separation Protocol

MS

172.16.4.4 (172.16.4.4)

4342 (4342), Dst

Y S A2 ofefol| A ZAMFLCH

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
Locator/ 1D Separation Protocol
0011 ....
0...
.0..
1.

0000 0000 0000 000.
.1

Record Count: 1

Nonce:

0x56d89121¢c39c2892

Key ID: 0x0001

Aut henti cation Data Length: 20
Aut henti cati on Dat a&col on;
Mappi ng Record 1, EID Prefix: 172.16.4.4/32,

Record TTL: 1440
Locator Count: 1
El D Mask Length: 32

00

0000 . ...

0.
.1

Port: 4342 (4342)

10.1.47.4 (10.1.47.4), Dst: 192.168.7.7 (192.168.7.7)
Port: 4342 (4342)

4342 (4342), Dst

= Type: Map-Register (3)

P bit (Proxy-Mp-Reply):

Not set

S bit (LISP-SEC capable): Not set
I bit (xXTR-I1D present):
R bit (Built for an RTR): Not set

Reserved bits:

M bit (Want-Map-Notify):

Action: No-Action (0)
Aut horitative bit:

. 000 0000 0000 = Reserved: 0x0000

0000 0000 0000

EID Prefix AFl: |Pv4 (1)

EI D Prefix:
Locat or

Priority/Wight: 255/0

XTR-1 Dt

R10{| A

Reserved: 0x0000
Mappi ng Version: 0

172.16. 4.4 (172.16.4.4)
Record 1, Local RLOC: 10.1.34.4, Reachabl e,

f 7de6¢c9306f 8dda47d6400b119ec9669
Site-1D: 0000000000000000

R40IM = 4lE|= R104| X E &

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
Locator/ 1D Separation Protocol
0010 ....
0...
.0..

Not set

0

.. ...0 0000 0000 0000 0000
Record Count: 1

Nonce:

0xe9ee73f 07b0cb7d6

3|4 HIAIX]

0x000000

Set

Set

Set

ce8f 37f 14c76d49e52717d1c5407e638e2733015
TTL: 1440, Action: No-Action, Authoritative

Priority/Wight: 1/100, Milticast

10.1.34.4 (10.1.34.4), Dst: 10.1.12.1 (10.1.12. 1)
Port: 4342 (4342)

4342 (4342), Dst

P bit (Probe):

= Type: Map-Reply (2)

Not set

E bit (Echo-Nonce | ocator reachability al gorithm enabled):

S bit (LISP-SEC capable): Not set

Reserved bits:

0x000000



Mappi ng Record 1, EID Prefix: 172.16.4.4/32, TTL: 1440, Action: No-Action, Authoritative
Record TTL: 1440
Locator Count: 1
El D Mask Length: 32

000. = Action: No-Action (0)
.1 ..., .... .... = Authoritative bit: Set

. 000 0000 0000 = Reserved: 0x0000

0000 .... = Reserved: 0x0000

0000 0000 0000 = Mapping Version: O
EID Prefix AFl: 1Pv4 (1)
EID Prefix: 172.16.4.4 (172.16.4.4)
Locator Record 1, Local RLOC: 10.1.34.4, Reachable, Priority/Wight: 1/100, Milticast
Priority/Wight: 255/0
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