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5 P 10.48.67.250
3750X-6
G1/0/1

trunk

G1/0/20

IP: 10.48.66.109

G148 5
G1,/0/2 3750X%-5 GL/0/1
Vian10 Vlan2D
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AO|H, CTS ECIREQ| £ Cl50| AFEL|E PACE XISO 2 CIRZCEELICH AlE ClHIO|AE
HIA|= C|HtO|A0f CHEl 802.1x Q1B At & ELICE Cisco Catalyst 3750X-6 Series & 2| %|
(3750X-6)= H| A|E CIHFO|AQL|CH A|E C|HFO|AO| CHE 802.1x MEB|ZHE &S &
E S35l ISE0|| 2155t CTS IR =0f CHEF HMA T {2 EL
F3H 3750X-5 A2 %|2| 802.1x L E ArEN7} authenticated2 Y43 =T MACsec &
B4 ol HA ME T FEo
AR

L|c.

Mzs

A|E C|HIO|A 7} A|E C[HIO|A
(> X=N°]

Ol 2% k|o{ U&LICH.

Ojm

Mo AsHst

Ct 2150
=
—= T oH

il
Jor

S35} FHAELICH AQx| 7t EEHEI2 SGTE Efa 7} X|MHE| T &5 5HE LCt
5t PACE CIR2EC35HH, 0| LESof
2L

14
et
ARHS EP—S—EEE.I' Ll E.|-_

| S5ol= e Eaf
. A|E 3750X-5= ISEO|
. 3750X-62 PACE 7|tte 2 3 E{d2 Q&5 7| fIsl & Hmi 802.1x EAP-FAST(Extensible
[ R ]

(@)

ArEELch
sg g
Authentication Protocol-Flexible Authentication via Secure Protocol) All

. HIA|E 3750X-62 ISEO| M PACE 2I5/
o= T o

802.1x 2!
. 3750X-5= AtAl2 Qs 22|17 3750X-62 CHAISH0 SGA



. 3750X-582t 3750X-6 70l SAP AA40]| & 45t 1 MACsec &= 7t B4 £ &=40| matELct.
- 291X| 7t EgfE2 a7t X|8Eln g EsHE L

Seed 2! Non-Seed 29|%x| 714

A= C|HFO|A(3750X-5)E ISEE CTSE RADIUS MHZ A2t 5 FA4ELICH

aaa new node

aaa aut hentication dotilx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

cts authorization |list ise

radi us-server host 10.48.66. 129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting

radi us-server vsa send authentication

RBACL(Role-Based Access Control List) 2 SGACL(Security Group Based Access Control List) Al
ol g d3tELICHLES ol AHSE).

cts rol e-based enforcenent
cts rol e-based enforcenent vlan-list 1-1005, 1007-4094

HIA|E C|HFO|A(3750X-6)= RADIUS E&= CTS T3t £04 10| AAA(Authentication,
Authorization, and Accounting)0i| 2t & ElL|C}.

aaa new nodel

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa accounting dot1x default start-stop group radius

RIE{H|O|A 0| M 802.1xE & 3}t5t7| Tol| ISEE A8t ofF &hLCt.

ISE 74
ISEE T E5ti{H LhE HHE #ESHHAL.

1. Administration(# 2l) > Network Resources(| E {3 2|4 A) > Network Devices(H| E 23 C|
HFOIA)ER 0|5 3t1 & AQ%X|E 25 NADs(Network Access Devices)2 F7}gHLIC}.
Advanced TrustSec Settings(ZL=& TrustSec 44%) Of2{oil M AL X| CLIOIM LIS AISE
CTS HIZHEE FMHELICH.



* Advanced TrustSec Settings

¥ Device Authentication Settings

Use Device ID for SGA
Identification

Device Id | 3750%

* Password |-||||||-|| | | Show |

* SGA Motifications and Updates

* Download environment data every | 1

* Download peer authorization policy every | 1

* Reauthentication every | 1

* Download 5GACL lists every | 1

| [Days  [~]
| [Days  [~]
| [Days  [~=]7
| [Days  [~]

Other SGA devices to trust this device
Motify this device about SGA configuration changes

2. Policy(®#) > Policy Elements(&% 24 ) > Results(Z1t) > Security Group Access(&E 2 1

Y H|A) > Security Groups(=2 2t 1B)Z 0|55t XX SGTE

QIRloIM B MZDAS LAY I 2R SELICH

sifuai]ia
CISCO  Jdentity Services Engine

& Home Operations » Policy »  Administration »

F7tgUct ol Bl A&

|2, Authentication |, Authorization |4} Brofiling |7, Posture |es, Client Provisioning |z Security Group Access

Dictionaries Conditions Rasulls |

Results

Security Groups

[

¥
]
¥
L]

L]

v o] Security Group Access

5)
‘i@ — i e Name | SGT(Dec/ Hex)
| Authentication
- O Unknown a f o000
.| Authorization
_— [J viLaNM1O 2 /0002
. Frofig O vLAN10O 0004
o Posturs i e i it
] vLANZO 3 /0003

. Client Provisioning

* [ Security Group ACLs
¥ [ Security Groups
¥ | Security Group Mappings

ERE N ]

J Edit deadd  @oimport @vExport » | M Delete » | () Push

Description
Unknown Security Group
SGaA For VLAN1O PC

Vlans For Phone

SGA For VLAN20 PC

3. Policy(Z%) > Policy Elements(Z% 2 4) > Results(Z 1) > Security Group Access(&E 2t 1
B Y XM|A) > Security Group ACLs(2.2t 18 ACL)Z 0|S35t1 SGACLS T+ LCt
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Switch TrustSec Z1I|184|0|44 0of B! EE{E & 7I0|EE & ESHAA|L.

3750X-5& PAC Z2H|X{d
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/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
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24 PACE CIRZ =8 ct.

[e]]}

3750X-50 | 2HIE X4 SH2 M3

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D C40A15A339286CEAC28A50DBBAC59784
I-1D 3750X
A-1D-Info: Identity Services Engi ne
Credential Lifetime: 08:31:32 UTC Cct 5 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC5978400060094
0003010076B969769CB5D45453FDCDEB92271C500000001351D15DD900093A8044DF74B2B71F
E667D7B908DB7AEEA32208B4EO069FDB0A31161CE98ABD714C55CA0CAAB3EAE1I6 AGESACACLDO81
F235123600B91B09C9A909516D0A2B347E46D15178028ABFFD61244B3CD6F332435C867A968CE
A6BO9BFA8C181E4399CE498A676543714A74B0C048A97C18684FF49BFOBB872405
Refresh tiner is set for 2y25w

PACE= CLIo| M3 E Xt St ISE0| T8 El S8t X424 ZH 1t &7 Microsoft2l
MSCHAPv2(Challenge Handshake Authentication Protocol)& Al&3+0{ EAP-FASTE S3&l CI2Z2
=4=18u}

PACE &7 L M2 MZ 1 Z&loi| AFRELICH o|g{8 AL k|| B cisco av ¥ cts-pac-opaque2t
271 RADIUS 232 AI2%&fLICt 0| PAC 7|0 T E|H ISE0IM S E £ U&LCt.
3750X-6 3! NDAC 2|5 & /& PAC Z2H|X{'d

M C|HFO|ATE CTS EHIQlof| @12 E &= loE{™ alie L E0|M 802.1xE & d3t3loF & LICt.

SAP ZZEZ2 7| &2 ¥ &= O& 4ol AFSELICH GMAC(Galois Message Authentication
Code)= QI& 01 AFH |11 GCM(Galois/Counter Mode)2 & 3101 AL EILICH,

AE ALQ[R|0M CtE 2 +>FLICH

nterface G gabitEthernetl/0/20
switchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

Non-seed A Q| x|0{| A

nterface G gabitEthernet1/0/1

swi tchport trunk encapsul ation dot 1q
swi tchport node trunk

cts dot 1x

sap node-list gcmencrypt

Ol EEIa TE(ALR| 29| MACsec)Oil)k-IE'F K| ELICH SAP CHA MKA(MACsec Key

Agreement) ZEEZE 2 AE5tE AR ZAE MACsecl| B2, MACsec ¥ 55t M2 X5t
AAIL.
ZEO0IAM 802.1xE EAM5IEH 2% H| A= AQ|X|E QB XIQI A= AQX|0f CHEH AR g2
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//www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/guide/swmacsec.html
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Ol Z2 M|AE NDACEtL 3tMH, CTS =HI2lof| A C|HIO|AE 21Z4836t= 0| SMQULICE 2E 2
LA FULICH M ClHto|A0lE 215 M ISEMIM & Qlx|= At 5F0| l&LICH PAC Z2H|X
=l £ C|HlO|AE CTS T OQlof 4AE|=X]| & QlstL|C}.

i)|

3 11: PACE EAP-FASTZE Q|8 TLS(Transport Layer Security) E{'d2 71 &&= Ol AFSElL
C}. 3750X-62 —;Erolﬁgﬂ EAP-TLS &2 |8t TLS E{'dofl CH3H MM MS et 25
ME AlZ|5t= YA Ot Rt IHRI2 Mol MBS 8t PAC Rt 8EE AZFLICH.

0424 RADIUS HIA|X|7} mEHEIL|CEH

.....

7

o

000000

3750X(AE AL2[X]) 2| & | HM2 PAC Z2H|X{'F0f| AL ELICH EAP-FASTE= PAC 10| A
EELICHMSCHAPV2 215 & 28 2T E{'do| #5F)).

12131 EAP-FAST built anonynous tunnel for purpose of PAC provisioning
22037 Authentication Passed

11814 | nner EAP- MSCHAP aut henticati on succeeded

12173 Successfully fini shed EAP- FAST CTS PAC provi si oni ng/ updat e
11003 Returned RADI US Access- Rej ect

cts credentials g Sai 744E MSCHAPv2 AL Xt 0| & HIZH S 7} AL ElLICH 5
PAC7} Ol0] ZZH|X{'JE £ 57} 50| R 5Hx| OS2 RADIUS Access-Reject7} OFX|2Hod|
gkEtELct

29| F HW F=2 802.1x Q152 HZEFLICH EAP-FASTE O|™ol| ZZH|X{'SE PACSH &7A
AEE LT

—

12168 Received CTS PAC

12132 EAP-FAST built PAC based tunnel for purpose of authentication
11814 I nner EAP- MSCHAP aut henticati on succeeded

15016 Sel ected Authorization Profile - Permit Access

11002 Returned RADI US Access-Accept

o|Hol= E{d0o| 2lH 0| ofL]|2t PACO 2|5 E = E|L|Ct. MSCHAPV2 M|M0d CHHME S8t At
4 ZHO| AFEELICH O CHS ISEQ| 215 2! HEt Fo{ F=/0f CHEH & 21%| T RADIUS Access-
AcceptZ| BFEHEILICH 37 CFS QIS AF ALQX|7F BHEHE EMHE M5t sl ZEof CHst
802.1x M|M0| IS E HEHZ O|SELICH

ME F 712l 802.1x Mo CHet Z2MAE A= AQ{R[0|A O{EH EAIELITH?

MNEOIM 7Ha 528 ClH7t 0470l QIALICH AlEE ZEJ &S F2l2 ZHX|5HD 802.1x(A!
A E= OI_|§X|-) {| CHSH O{tH &t A5l oF St=X| EQlehL|C}.

debug cts all

debug dotlx all

debug radius verbose

debug radius authentication

Apr 9 11:28:35.347: CTS-ifc-ev: CTS process: received nsg_id CTS | FC_MSG LI NK_UP



Apr 9 11:28:35.347: @@cts_ifc GgabitEthernet1/0/20, INIT: ifc_init ->
ifc_authenticating

Apr 9 11:28:35.356: CTS-ifc-ev: Request to start dotlx Both PAE(s) for

G gabi t Et hernet 1/ 0/ 20

Apr 9 11:28:35.356: dot1x-ev(G 1/0/20): Created authenticator subblock
Apr 9 11:28:35.356: dot1x-ev(G 1/0/20): created supplicant subblock

Apr 9 11:28:35.364: dot 1x-ev:dot 1x_supp_start: Not starting default supplicant
on G gabit Et hernet 1/ 0/ 20
Apr 9 11:28:35.381: dot1x-sm Posting SUPP_ABORT on Client=7C24F2C

Apr 9 11:28:35.397: %AUTHVGR- 5- START: Starting 'dotlx' for client (10£3.11a7.e501) on
Interface G 1/0/ 20 Audit Sessi onl D COA800010000054135A5E32

Orx|gf ez, AQ{X|7} ISEO| HMAE = o2 2 QB A 0| ALS-ELICH 3750X-601A A1
Kb g of MEHELICEH

802.1x A& M N7 HE

0. MEZE2 HE AQRXIEPACE 91 802.1x 215 & £, &4 H|O|E{E CIRELE 5t
(LFS0fl M) AAA HHO| IP FAE &4 ELICE O] ool F AR 25 ISEE %IE Mg
(MHE) HEAS ZE&LICH LIS A& 2 CHE 5= UELICEH AAA Ao SES B2 3 HHr
ALLX|7I QB A7 Bl 5 Hl A X7 M™EX7F E LI

O|= ALIVER EA|El AAA ME{ 2| & A2|X|0| M 25 EAP(Extensible Authentication Protocol)
HIDE EU7| MEo 7bsELICH EAP ID 82 A& =415t WOl ISA7H E|ln F5 1D RHE
% APXIEfLICE.

Ho. |Time |Eoun:e |Destinaticn |F"mtnc::-l|Len.gth|Info

1 2013-a7-08 22:20:28. 2553170080 Cisco 25:a5:14 Nearest EAPDI G Start

22013-07-08 22:20:28.278219000 Cisco alieb:i0l Hearest EAPOL Gl Start

3 20013-07-08 22:20:28.250005008 Cisco_25:a5:14 Nearest EAP 60 Request, Identity
1 2013-a7-08 22:20:28.289280000 Cisco al:e5:81 Hearest EAP o8 Request, Identity
5 2013-07-08 22:20:28.290800000 Cisco_a7:e5:01 Nearest 60 Response, Identity
6 2013-07-08 22:20:28.317915000 Cisco 25:a5:14 Nearest EAP 68 Request, Tdentity
7 2013-07-08 22:20:28.3241090080 Cisco_av:e5:01 Nearest EAP 60 Response, Identity
B 2013-07-08 22:20:28.325778000 Cisco 25:a5:14 Nearest EAP 6f Response, Identity
O 2013-07-08 22:20:28.330537008 Cisco at:e5:01 Hearest EAP 60 Request, Identity
16 2013-07-08 22:20:28.401497808 Cisco_25:a5:14 Nearest TLSw1 ol Tgnored Unknown Hecoid
11 2013-07-08 22:20:28.407317000 Cisco_al:ebh:01 Hearest TLSv1 266 Client Hello

* Frame 5: 68 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface B
¢ Ethernet II, Src: Cisco_a7:e5:;01 (18:f3;11:a7:e5:01), Dst: MNearest (B1:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2618 (3)
Type: EAP Packet (8)
Length: 15
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 15
Type: Identity (1)
Identity: CTS client

802.1x U& S MEiSH F (0| AILI2IL204 A 3750X-62 OFZE] AAA M0l HMAE &~ Qglon 2 Al
X}, ChS mZlol = PAC Z2H|XEE {8t EAP-FAST 1 &to| Z&ElL|CH ALKl 0| CTS &t
O|HE = RADIUS 2% AI2Xl 0| L EAP IDE AFEELICH



Apr 9 11:28:36.647: RADIUS: User-Nane [1] 12 "cTs client"

Apr 9 11:28:35.481: RADIUS: EAP-Message [79] 17
Apr 9 11:28:35.481: RADI US: 02 01 00 OF 01 43 54 53 20 63 6C 69 65 6E 74 [ cTs client]
QI EAP-FAST E{0| S Z|H AL Xl 0|5 3750X6(cts X+ &H)0i| CH3H MSCHAPv2 MM 0|

04

o

FgrLICH TLS EH'E(R 2 3HE) 017 IZ ol A|X[0M O & RIE == @IX|B, PAC Z2H|X
& 1T ISEQ| XtMIEH 27t 0|& YUBELICH RADIUS AF XL O S0l CHEF CTS 22I0|HE X
EAPID SE2 £ # U&LICH a2 L LT Y¥(MSCHAP)M= 3750X6 AF& Xl O|&O| AFEE L
Ct

EAFP Authentication Method : EAP-MSCHAPZ
EAF Tunnel Method : EAP-FAST
Username: 37E0XE

RADIUS Username : CTS client

Calling Station 10: 10:F3:11:-AFES:01

& EAP—FAST 15 0| YefLICE o|Hol= o|Hof| Z2H|X'JE PACE ALSELICH CHA|

CTS 2ct0|HE = RADIUS A8 XL O|F 2! 2| IDE AFSE|X|2 3750X62 LHE ID(MSCHAP)O|
AHZELICH 218 H+.

RADIUS Status: Authentication succeeded

MAS Failure:

Username: 3750XE

MAC/P Address: 10:F3:11: A7 E5:01

Metwork Device: 750X - 10.48.66.109 : GigahitEthernet/0/20
Allowed Protocaol: MDAC SGT Senice

ldentity Store: Internal CTS Devices

Authorization Profiles:  Fermit Access
SGA Securty Group:  Unknown
Authentication Protocol : EAP-FAST(EAP-MSCHARWZ)

J2{L} o|Hol= ISE7F RADIUS Accept THZ! 2| o2 EA S HHetehLICH

F Authentication Result

User-Mame=3730xX56

State=ReauthSession:COAS00010000053A33FD79AF
Class=CACS:COAB00010000053A33FD79AF ise/162314118/3616
Session-Timeout=86400

Termination-Action=RADIUS-Request
EAP-Key-Mame=2b:54:28:37:14:10:f0:3c:1b:90:f1:d7:ad:1c:0b:cc:62:e5:03:4¢c:6b
cisco-av-pair=cts:security-group-tag=0000-01
cisco-av-pair=cts:supplicant-cts-capabilities=sap
MS-MPPE-Send-Key=ce:d6:28:6fb4:c0:25:96:69:93:fe:41:0d:1e:80:9d:31:e2:b8:«c
MS-MPPE-Recv-Key=d4:8c:13:cd:d7:18:c7:1f:57:21:0d:de:39:fa:cd:68:aa:ca:1b:4f

047|M QB £ 2|A = ZEE QS E dEiZ #HFEgLICH

bsns- 3750- 5#show authentication sessions int gl1/0/20



Interface: G gabitEthernet1/0/20
MAC Address: 10£f3.11a7.e501
| P Address: Unknown
User-Name: 3750X6
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Qper host node: nulti-host
Qper control dir: both
Aut hori zed By: Authentication Server
Vian Policy: NA
Session timeout: 86400s (local), Remmining: 81311s
Ti meout action: Reauthenticate
Idle tineout: NA
Common Session | D: COA800010000054135A5E321
Acct Session |ID:  0x0000068E
Handl e:  0x09000542

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Success

RIE A AR\ %[= AHE At O|F 0| 3750X6 2= o= IABLZ? RADIUS AH& XL O|F & 2%
EAP ID2| B CTS FLIO|HE T A2 E|H LI IDE €550 Q15 Atoil CHEH _.-‘_1.-_A|E_|I| oL
Ct. AFE Xt O|& 2 ISEO|M & & LCt OF X2 RADIUS THZ!(Access-Accept)oll=

username= 3750X60| Zgtr|od QX|B CHE 2 E 1iZ!0i|= username = Cts E2t0|HE 7} X & K|
of A&aLct M E2| A E AX|7F AKX AFEAt O|F 2 24! 5= O|RFULICt O] S&2 RFC T
Z4lL|Ct. RFC3579 MM 3.001 M :

The User-Nanme attribute within the Access- Accept packet need not be the sane
as the User-Nane attribute in the Access-Request.

802.1x 215 MMQ| obx|2t miZ!oll M ISEE EAP-Key-NameO| Z & El RADIUS Accept HIA|X|
cisco-av-pairg gHetErLICt.

30 10.48.66.129 10.48.66.189 RADIUS 447 Access-Accept(2) (id=70, 1=419)

d|
M FdURECT IOETTCITIET . UXST [ TFTuUf

Length: 419
Authenticator: afb2clbfcb908ec5df3d544da26c7979
[This is a response to a request in frame 29]
[Time from request: 0.009000000 seconds]
= Attribute Value Pairs
F AYP: 1=8 t=lUser-Name(l): 37506
FAVP: 1=40 t=S5tate(24): 52656175746853657373696T6e3a43304138303030313030. ..
FAYP: 1=50 t=Class(25): 434143533a433041383030303130303030308353341333346...
F AYP: 1=6 t=Session-Timeout(27): 86400
b AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
b
[

AVP: 1=b t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(860): 1b2b37b613fb42244bc3c6c2c038172e
AVP: 1=67 t=EAP-Key-Name(102): +T\3507\024\020\360<\033\220\361\327\255\034\\
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)
» ¥SA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-01

O|= SAP &jAto| Al XI 22 AF2=]L|C}.


http://www.ietf.org/rfc/rfc3579.txt

8 SGT7H MEELICH 5, QBK ARl J|B2t =022 M B2 7 £9| E3To| EjLE X|
M LI ISEOIM S gte 7Astof CHE ghe Hrere 4 l&Lich Bl x| e afziofpt
MBI 7|2Mo2 QIEA A9x|s QB E Matol ERfTg MRsaR ejaE EafTie
REHSE| K| o & LICHIEILE ISEOIM HZE £ 213).

SGA HAM CIRRC

3 i 802.1x EAP-FAST MM 27H(X B PAC Z2H|X'E MM U = #Hm) 215 M4d) olele

A
Z7| RADIUS I 2HEAP 812)0| A&LICH CHS2 CHA| ISE 2L

[« - - O

Ml Hm 23(Xfo] HM CIR2EE)= 3760X6 AF& X0l CHE ZHEHEF RADIUS W E RADIUS 273 &
RADIUS £=2t2 LtEtHLICEH o= AEXIZRE ECEo| st WS CIREEE7| fd) 2§
LIt 7t S8 F 7tx| S &2 31 Z&Lc.

= AVP: 1=31 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=25 t=Cisco-AVPair(l): cts:trusted-device=true
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=0000-01
v AVYP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(1l): cts:authorization-expiry=86400

[2tAM QIB X AQ|x|E AMKITF SGT ENLEH ESfZ 2 Al 2|6t H(cts:trusted-device=true), Ef 17}
XIHEX| ot 2 ECHE T tag=02 2 EfZIErLIC}.

| #9221 S8 RADIUS TEHS LIEHLICH J2{Lt 0|0l 3750X5 ALS RHRIBAHE
8 Z42lLict Ol = mof7k AMZoll T3 A4S 7hx|m Qlofok 7| 2 0Ich AR 04%13]
AAA ME{O| IP FAE x| RCHS Mol SOIS&LICH math QISR ASIRIE AR CHA &

Mg Ot 2o LI ol HEE LB SAP HatollA ABKHISE IP 49 8H)0IH LI

SAP 4

802.1x 215 A0l BLITH JHA[SAP B o| LrdgfLICt ol He2 O fls EELICH

. Olo|&{ EcH=lo] CHEt MM 7| =&

I A T2 MA I

- F7F 2ot HAME ™St O BHAH[7F b ek K| EelghLCh
SAP= Cisco Systems0{|A{ 802.11i/D6.02| =t HTE J|He 2 MAH|E T2 EZ L|Ct XAl
LH& & Cisco TrustSec Security Association Protocol - Cisco Nexus 7000 | O|X|& Cisco Trusted
SecurityE X|&Hsle ZTZEZ M HHAE SHELICH



//www.cisco.com/web/strategy/government/end_user_license_agreement_accept.html
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SAP Exchange= 802.1AEE & & LIt EAPOL(ExtensibIe Authentication Protocol over LAN) 7|
DESAS OFS HAST, 2ot OV E wEtstn, 712 Balsky| /s AR e QISR 7
of =&EL|Ct PHEFZHI T Wireshark0ll= E': M'é EAP %%;'OH CHEt CIZ2EH 7t gi& L.

No. | Source Destination Protocol| Length| Info
22 Cisco 25:a5:14 Nearest EAP bl Success
23 Cisco_a7:e5:01 Nearest ( 316 Unknown Type (0x9D)
24 Cisco 25:a5:14 Nearest EAPOL 159 Key
25 Cisco _25:a5:14 Nearest EAPOL 286 Unknown Type (8x9D)
26 Cisco_25:a5:14 Nearest EAPOL 159 Key
27 Cisco _a7:e5:01 Nearest EAPOL 113 Key
28 Cisco 25:a%:14 Nearest EAPOL 159 Key
29 Cisco a7:e5:01 Nearest EAPOL 152 Key
30 Cisco al:e5:01 Nearest EAPOL 152 Key
31 Cisco 25:a5:14 Nearest EAPOL 129 Key
32 Cisco_25:a5:14 Nearest EAFPOL 129 Key
33 Cisco_25:ab:14 Nearest EAPOL 129 Key

P Frame 23: 316 bytes on wire (2528 bits), 316 bytes captured (2528 bits) on interface 8
b Ethermet II, Src: Cisco a7:e5:81 (16:f3:11:a7:e5:01), Dst: Hearest (81:80:c2:00:80:03)
= 8082.1¥% Authentication
Version: 802.1X-2010 (3)
Type: Unknown (157)
Length: 293
= Data (298 bytes)
Data: B80000a3042810714015601221e5b57f281F4267813c4195dd. ..
[Length: 298]

ole{st 2t g HF X o2 2R 5™ SA(Security Association) 7t A4 ElL|Ct.
MESl H E AYRIOA:
bsns-3750-6#show cts interface gl/0/1

G obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/1:

CTS is enabled, mode: DOT1X
| FC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750X"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Aut hori zation Status: SUCCEEDED
Peer SGT: 0 :Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt

Pr opagat e SGT: Enabl ed
Cache I nfo:



Cache applied to link : NONE

Statistics:

aut hc success: 12
aut hc reject: 1556
aut hc failure: 0
authc no response: 0
aut hc | ogoff: 0
sap success: 12
sap fail: 0
aut hz success: 12
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernetl/0/1

PAE = SUPPLICANT
StartPeriod = 30

Aut hPeri od = 30

Hel dPeri od = 60

Max St ar t =3

Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile
IS X}:

bsns-3750-5#show cts interface gl/0/20
G obal Dot 1x feature is Enabl ed
Interface G gabitEthernetl/0/20:
CTS is enabled, mode: DOT1X
| FC state: OPEN
Interface Active for 00:29:22.069
Authentication Status: SUCCEEDED

Peer identity: "3750X6"

Peer's advertised capabilities: "sap"

802.1X role: Authenticator

Reaut h period configured: 86400 (default)

Reaut h period per policy: 86400 (server configured)

Reauth period applied to link: 86400 (server configured)
Reauth starts in approx. 0:23:30:37 (dd: hr: mm sec)

Peer MAC address is 10f3.11a7.e501

Dot1X is initialized

Aut hori zati on Status: ALL- POLI CY SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignnent: Trusted
SAP Status: SUCCEEDED
Ver si on: 2

Configured pairwise ciphers:
gcm-encrypt
{3, 0, 0, 0} checksum 2

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Selected cipher: gcm-encrypt
Propagat e SGT: Enabl ed
Cache I nfo:

Cache applied to Iink : NONE
Dat a | oaded from NVRAM F
NV restoration pending: F



Cache file nane : G gabitEthernetl_0 20 _d

Cache valid . F

Cache is dirty - T

Peer 1D :unknown

Peer nac : 0000. 0000. 0000
Dot 1X role :unknown

PMK

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

Statistics:

aut hc success: 12
aut hc reject: 1542
aut hc failure: 0
authc no response: 0
aut hc | ogoff: 2
sap success: 12
sap fail: 0
aut hz success: 13
authz fail: 0
port auth fail: 0

L3 | PM di sabl ed.

Dot 1x Info for G gabitEthernet1/0/20

PAE = AUTHENTICATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

017|M ZE & gem-encrypt 2E B AFS T LICH ’5., Eff=l2 °._|§ 2 A SSHEIRS B0k ofLE 2
HF2H SGT Efl27t XIEEI}ZS S —|D|°*L—|EP = CI|HIO|A 25 ISEMIM §H WES 3 C|HolA
Tet £0{ HME AL 5HK| 2f&LICt &, ClHO| A0 M AI”E T E Ei=o| 7|2 Ei 08 AFS
grLct. =3t & AQ|x| 25 I|o{ XA Ct2 2 E HH74| 2| RADIUS E’S (=0 m|o{oi| A == 4&l8t
SGTE AlZ[gfLCt.

23 3 YA do|=

F CIHHO|A7 25 CTS 22t ol Q¥FEH 82 U A ¢oolE7h AIEHEILICH SGTS 0I5
2 71224 #ES M2 TAof 5tH, ISEX HoIE SGACLS L2 R 6tE{H Mg M2 1

& O gLict

Ol B0l AIZAHE Ol0| AAA MEHO| 1P FAE 2T 20D 2 RANMOE & 4 Lt

ok

tZ3 2l 2420 od|O|E o CHEE AHAIEE LI 2 ASA 2! Catalyst 3750X Series Switch TrustSec 71|

20 40|EL' HHE#E 7I0|EE HZSHAA2.

AERF ALR = -‘rl**EI RADIUS A7} 941 CTS 237} (RIS X AL
RADIUS MH{ IP A E Z[AdFLICH 2Lt A(X|0|M CHS AR 2 7
Ct.

bsns-3750-6#show run | i radius
aaa aut hentication dotilx default group radius
aaa aut horization network default group radius


https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156
https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156

aaa aut horization network ise group radius
aaa accounting dot1x default start-stop group radius
radi us-server vsa send authentication

bsns-3750-6#show cts server-list

CTS Server Radius Load Bal ance = DI SABLED

Server Group Deadtime = 20 secs (default)

d obal Server Liveness Autonated Test Deadtinme = 20 secs
d obal Server Liveness Automated Test Idle Tine = 60 mns
G obal Server Liveness Autonmated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 m ns,
deadtine = 20 secs
Installed list: CTSServerListl1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-tine = 60 nins,
deadtine = 20 secs

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0
Server (10.48.66.129:1812,1646) Successful Transactions:
Aut hen: 8 Aut hor: 16 Acct: O
Server _aut o_t est_enabl ed: TRUE
Keyw ap enabl ed: FALSE

bsns-3750-6#clear cts server 10.48.66.129

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0

MEZ| HE AR &7 2l Xz =0

bsns-3750-6#show cts environment-data
CTS Environnent Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Security Group Name Table:
0-00 :Unknown
2-00:VLAN10
3-00:VLAN20
4-00:VLAN100
Envi ronnent Data Lifetinme = 86400 secs
Last update tine = 03:23:51 UTC Thu Mar 31 2011
Env-data expires in 0:13:09: 52 (dd: hr: mm sec)
Env-data refreshes in 0:13:09:52 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

bsns- 3750- 6#show cts role-based permissions
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bsns- 3750- 6(confi g) #cts role-based enforcement
bsns- 3750- 6(confi g) #cts role-based enforcement vlan-list all
bsns- 3750- 6#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permit |P-00
I Pv4 Rol e-based permni ssions from group 2:VLAN1O0 to group Unknown:
ICMP-20
QIZXIT} £7t HEE 7HXIT s S0 AT} UnknownS 1BState &
= FUULII?

12
o
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-
ro
)

rr
f=}
=0

bsns-3750-5#show cts role-based permissions

I Pv4 Rol e-based permi ssions default:
Permt |P-00

| Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

| Pv4 Rol e-based perm ssions fromgroup 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

Zcto|HEo] Cigt ZE 2IF

MS Windows Z2t0|E 7} 3750-5 A 2{X|2| g1/0/1 ZEof 21ZAL|0{ QIBELICt

bsns-3750-5#show authentication sessions int gl1/0/1
Interface: G gabitEthernetl/0/1
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Donmai n: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XxACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session tinmeout: NA
Idle tineout: NA
Comon Session | D: COA80001000001BD336ECAD6
Acct Session ID: 0x000002F9
Handl e: 0xF80001BE

Runnabl e net hods i st:

Met hod State

dotlx Authc Success

mab Not run
07| M AL|%I(3750-5)= CTS ECIREZ M&E Ml siE EAES| EE|Z0| SGT=32Z EfI &
ofofF &2 &1 U&LCt
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. LHEH o2 A= 1P ERf=lofl CHHAM B X|RIELICHZ2|lT SGT 2 MACsec HO|2E 7
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. A ZIE7F = SPAN(Switched Port Analyzer) ZE - 0] #g40| 258 4 QX2 BXE
SLIEE MMo| iy ZEo| AZE Wireshark7t A= ZE PC7t st=9)|01 Bl H ol A & e Mg
T UE 802.12e2| X[ R E2 = Qs (S Axsts JULICH
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AR 22| x[2] 3750-6 4 LIC.

bsns-3750-6#show cts role-based permissions

I Pv4 Rol e-based pernissions default:
Permt |P-00

I Pv4 Rol e-based permissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

o17|0l= F 7kX| &4o| A&LICH A HwE Ef2 7t XIEx(X| f2 EfE(AZ/S =)ol Ciet 7|2
ZfLICH & HmiE SGT=201 A EHIL7F RG] @t 2 SGT(0)2 OIS EFLICE. ClutolA RbA|7F
ISES| SGA HAE A& 3t SGT=00{ &5t7| HZ 0l O Z240] tXHﬂLJEF EEBt SGT=02 7|2
B2 ILICEH [HetAM SGT=02 2 /0 Eci=oi CHer #%{0| Qe ZE EME C2ZE8of 2fLCH
. HERAE 2™ 20{ A 077+ X[ 2| HA0| sttt B AIELCH
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0jo
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OIZ Xt A Q%[0 3750-5Q]L|C}.

bsns-3750-5#show cts role-based permissions
I Pv4 Rol e-based pernissions default:
Permt |P-00
| Pv4 Rol e-based permnissions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20
| Pv4 Rol e-based pernissions fromgroup 2:VLAN10 to group 3:VLAN20:
| CVP- 20
Deny | P-00
097[0 2AIF E 3A|7H x| 2| 0| st O U&LICE 0= 802.1x 20|21 E(MS Windows)7t
g1/0/10ll 14|17 SGT=32 2 E|7} X|HEIR7| {2 LLICE el 2E M2 SGT =30 C}2
ELCsf{of gFLCt.

3750X-6(SGT=0)0{ | MS Windows XP(SGT=3)2 ping2 AlT & LICt 3750X-5= A3 & &|LcH



O| Zoil SGT=00{A SGT=32 2 o| Ez{=oi| CH3H ISEMIM H2i2 3l of gFLICt o] dllolME
2elak 9= SGACL ICMP(Internet Control Message Protocol) 218 BtE 1 §{& icmp 212 M
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bsns- 3750- 5#cts refresh policy
Policy refresh in progress

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based pernmi ssions default:
Permt |P-00

I Pv4 Rol e-based permi ssions fromgroup 2: VLANLIO to group Unknown:
| CVP- 20

I Pv4 Rol e-based permni ssions from group Unknown to group 3:VLAN20:
ICMPlog-10
Deny IP-00

I Pv4 Rol e-based perm ssions fromgroup 2: VLANLIO to group 3: VLAN20:
| CVP- 20
Deny | P-00

ACL(Access Control List)O| ISEO|M CtR2EEE|(R=X] & Ql5t2dH CHF BHES =g Lct

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based | P access list | CWl og-10 (downl oaded)
10 permt icmp |og
ACLO| MEE|RI=X|(st=%l01 X|3) &QlstedH CHZ BHES L= LICH

bsns- 3750- 5#show cts rbacl | b ICMPlog-10

name = ICMPlog-10

| P protocol version = | PV4
refecnt = 2

flag = 0x41000000

POLICY PROGRAM SUCCESS
POLI CY_RBACL_I| PV4
stale = FALSE



ref _q:
acl _i nfop(74009FC), nare(| CVPl og- 10)
sessions install ed:
sessi on hl d(460000F8)
RBACL ACEs:
Num ACEs: 1
permit icmp log

CIS 2 ICMP O|™M 2| ZI2E{lLCt.

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWPermtted
2 0 0 0 4099 224

* * 0 0 321810 340989

0 3 0 0 0 0

2 3 0 0 0 0

CHHZ 2 SGT=0(3750-6 22| %|)0llA MS Windows XP(SGT=3)Z ping %! 7} 2E{&/LI|C}.

bsns- 3750- 6#ping 192.168.2.200
Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 192.168.2.200, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW Deni ed HW Deni ed SWPernmtted HWMPernmitted
2 0 0 0 4099 224

* * 0 0 322074 341126

0 3 0 0 0 5

2 3 0 0 0 0

CHS2 ACL 72 E{]L|CH

bsns- 3750- 5#show ip access-lists ICMPlog-10
Rol e- based I P access |ist | CWPl og-10 (downl oaded)
10 permit icmp log (5 matches)

Cte& &lgiuc
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