Catalyst 3850 Series Switch Session Aware
Networking with a Service Template on the ISE
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aaa new nodel

!

aaa group server radius | SE

server nane | SE

!

aaa authentication dotlx default group | SE

aaa authorization network default group |ISE

aaa accounting identity default start-stop group |ISE
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dot 1x system aut h-contr ol

service-tenpl ate MAB_FAIL_LOCAL <--- Local service tenplate
access-group MAB_FAI L_LOCAL_ACL

cl ass-map type control subscriber match-all MAB-FAIL
match result-type nmethod mab authoritative <--- class MAB failure
1
policy-map type control subscriber POLI CY_MAB
event session-started match-all
10 cl ass always do-until-failure
10 authenticate using mab aaa authc-list |SE priority 20 <--- try MAB
20 authenticate using mab aaa authz-list ISE priority 20
event authentication-failure match-first
10 cl ass MAB-FAIL do-until-failure
20 activate service-template MAB_FAIL LOCAL <--- apply |ocal tenplate service
for the MAB failure

nterface G gabitEthernet1/0/1

swi tchport node access

access-session port-control auto

nmab

spanni ng-tree portfast

service-policy type control subscriber POLICY MAB

radi us server |SE
address ipv4 10.48.66.74 auth-port 1645 acct-port 1646

key cisco

ip access-list extended MAB_FAIL_LOCAL_ACL
pernmit icnmp any any
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aaa accounting identity default start-stop group |ISE
dot 1x system aut h-contr ol

aaa server radius dynami c-author
client 10.48.66.74 server-key cisco

cl ass-map type control subscriber match-all MAB-FAIL
match result-type nmethod mab authoritative <--- class MAB failure
1
policy-map type control subscriber POLI CY_MAB
event session-started match-all
10 cl ass always do-until-failure
10 authenticate using mab aaa authc-list |SE priority 20 <--- try MAB
20 authenticate using mab aaa authz-list ISE priority 20
event authentication-failure match-first
10 cl ass MAB-FAIL do-until-failure
20 activate service-template MAB_FAIL aaa-list ISE replace-all <--- apply
tenpl ate
policy defined on | SE for the MAB failure

nterface G gabitEthernet1/0/1

swi tchport node access

access-session port-control auto

nmab

spanni ng-tree portfast

service-policy type control subscriber POLICY MAB

radi us server |SE

address ipv4 10.48.66.74 auth-port 1645 acct-port 1646

key cisco
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3850- 1#show access-session int gl/0/1 details
Interface: G gabitEthernetl/0/1
I1F-1D. 0x1091E80000000B0
MAC Address: dc7b.94a3.7005
I Pv6 Address: Unknown
I Pv4 Address: Unknown
User - Nanme: dc7b94a37005
Status: Unauthori zed
Domai n:  DATA
Qper host node: nulti-auth
Qper control dir: both
Session tinmeout: NA
Conmon Session ID: 0A30276F0000117D52D8816C
Acct Session ID:  Unknown

Handl e:  0x50000368
Current Policy: POLICY MAB



Local Policies:
Template: MAB FAIL_LOCAL (priority 150)
Filter-ID: MAB FAIL_LOCAL_ACL

Met hod status list:
Met hod State
mab Authc Failed

3850- 1#sh i p access-lists MAB_FAI L_LOCAL_ACL

Extended | P access |ist MAB_FAIL_ LOCAL_ACL
10 pernit icnmp any any
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3850- 1# show access-session interface gl/0/1 details

Interface: G gabitEthernetl/0/1
I1F-1D.  0x1058A40000000AB
MAC Address: dc7b.94a3.7005
| Pv6 Address: Unknown
| Pv4 Address: Unknown
User-Name: dc7b94a37005
Status: Unauthorized
Donmai n: DATA
Oper host npde: nulti-auth
Qper control dir: both
Session tinmeout: NA
Conmon Session ID: 0A30276F0000116851173EFE
Acct Session ID:  Unknown
Handl e:  0xCC000363
Current Policy: POLICY MAB

Local Policies:
Template: MAB_FAIL (priority 150)

ACS ACL: xACSACLx-IP-MAB-FAIL-ACL-528741£f3

Met hod status list:
Met hod State
mab Authc Failed

A Ell= Failed(AIH)O|X|BH E & Z3! 2 234 DACLO| M ELICI

3850- 1#show ip access-lists
Extended | P access list inplicit_deny_acl
10 deny ip any any

Extended IP access list xACSACLx-IP-MAB-FAIL-ACL-528741f3 (per-user)
1 permit icmp any any <--- DACL from I SE

ACL(Access Control List)2 2IE{H| 0| A of2{ol| EA|E|X| &t &

3850- 1#show ip access-lists interface gl/0/1 in

3850- 1#show ip access-lists interface gl/0/1

3850- 1#show ip access-lists interface gl/0/1 out
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3850- 1# show platform acl
HHHHH TR H R R R R R R R R R R

BRI BRI R
BRI Printing LE Infos BT R TR
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## LE INFQ (LETYPE G oup)

B A

LE: 7 (dient MAC dc7b.94a3.7005) (ASIC1)
| ei nfo: 0x5171eeal
LE handl e: 0x61120f b0
LE Type: G oup
II'F ID 0x1058a40000000ab
Input | Pv4 ACL: label 4 h/w 4 (read fromh/w 4)
BO 0x196000000 [ CGACL]: =xACSACLx-IP-MAB-FAIL-ACL-528741f3
BO Ox1fffffa00 [ CGACL]: implicit_deny acl
Cut put |1 Pv4 ACL: label O h/w O (G oup LE and | abel are not |inked)
Input IPv6 ACL: label 0 h/w O (Goup LE and | abel are not I|inked)
Qutput 1 Pv6 ACL: label 0 h/w O (G oup LE and | abel are not |inked)
I nput MAC ACL: label 0 h/w O (Goup LE and | abel are not |inked)
CQut put MAC ACL: label 0 h/w O (Goup LE and | abel are not |inked)
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3850- 1#show debugging
epm



EPM sessi on error debugging is on
EPM session error detail ed debugging is on
EPM fsm error debugging is on

EPM fsm error detail ed debugging is on

EPM packet
EPM packet
EPM SPI

error debugging is on
error detail ed debugging is on
errors debugging is on

EPM sessi on events debugging is on

EPM fsm events debugging is on

EPM fsm events detail ed debugging is on

EPM packet
EPM packet
EPM SPI

Radi us protocol
Radi us protocol
Radi us packet
Aut h Manager:
Aut h Manager
Aut h Manager
Aut h Manager
Aut h Manager

dot 1x:

Dot 1x registry info debugging is on

Dot 1x redundancy info debugging is on

Dot 1x packet info debugging is on

Dot 1x events debugging is on

Dot 1x State machine transitions and actions debugging is on
Dot 1x Errors debugging is on

Dot 1x Suppl i cant EAP- FAST debugging is on

Dot 1x Manager debugging is on

Dot 1x Supplicant State Machi ne debugging is on

*Nov 16 11:45:10.680: AUTH EVENT:

dc7b.94a3.7005 -

sessi on 0x50000368:

*Nov 16 11:45:11. 347:

dc7b. 94a3. 7005

*Nov 16 11:45:11. 347:

0x38A8DABC

*Nov 16 11:45:11. 348:

AAA | D=117D

*Nov 16 11:45:11. 348:

client
*Nov 16 11:45:11.347: AUTH DETAI L:

debugging is on
ver bose debugging is on
pr ot ocol

events debugging is on
events detail ed debugging is on
events debugging is on

debugging is on

AUTH- DETAI L:

AUTH- DETAI L:

AUTH- DETAI L:

AUTH- DETAI L:

errors debugging is on

events debugging is on

det ai | ed debugs debugging is on
sync debugging is on

Audi t _si d=0A30276F0000117D52D8816C

*Nov 16 11:45:11.348: AUTH- DETAI L:

| D=0x1091E80000000B0

*Nov 16 11:45:11.348: AUTH EVENT:

started for 0x50000368(dc7b. 94a3. 7005)

*Nov 16 11:45:11.348: AUTH EVENT:

be processed synchronously for 0x50000368

*Nov 16 11:45:

action(s) for event

11. 348: AUTH EVENT:

*Nov 16 11:45:11.354: RADI US/ ENCODE: Best Loc
Radi us- Server 10. 48. 66. 74

*Nov 16 11:45:11.354: RADI US(00000000):

id 1645/ 2, len 260

*Nov 16 11:45:11.354: RADI US: authenticator
8B 80 A2 DD A9 69

*Nov 16 11:45:11.354: RADIUS: User-Name

*Nov 16 11:45:11.354: RADI US: User-Password
*Nov 16 11:45:11.354: RADIUS: Service-Type
*Nov 16 11:45:11.354: RADIUS: Vendor, C sco

[dc7b. 94a3.
[dc7b. 94a3.
[dc7b. 94a3.
[dc7b. 94a3.

[dc7b. 94a3.

[dc7b. 94a3. 7005, G 1/0/1] New client
handl e 0x00000001 for
[dc7b. 94a3.

SVM

7005, G 1/0/1] Create attr list,
7005, G 1/0/1] - adding MAC
7005, G 1/0/1] - adding Swi db
7005, G 1/0/1] - adding

7005, G 1/0/1] - adding

7005, G 1/0/1] - adding IIF

[dc7b. 94a3. 7005, G 1/0/1] Policy processing
[dc7b. 94a3. 7005, G 1/0/1] Policy event will

[dc7b. 94a3. 7005, G 1/0/1] Processing default
SESSI ON_STARTED f or session 0x50000368

al | P-Address 10.48.39.111 for

86 FC 11 6A 6E 8D Al 0B -

[1] 14
[2] 18
[6] 6

[26] 31

Send Access-Request to 10.48.66.74:1645

A6 98

"dc7b94a37005"

*

call Check [ 10]



*Nov 16 11:45:11.354: RADI US: Cisco AvVpair [1] 25 T"gervice-type=Call Check"
*Nov 16 11:45:11.354: RADIUS: Franed- MIU [12] 6 1500

*Nov 16 11:45:11.354: RADIUS: Called-Station-1d [30] 19 "68-BC-0C 5A-61-01"

*Nov 16 11:45:11.354: RADIUS: Calling-Station-1d [31] 19 "DC 7B-94-A3-70-05"

*Nov 16 11:45:11.354: RADIUS: Message-Authenticato[80] 18

*Nov 16 11:45:11. 354: RADI US: 2D 20 38 Bl DF B6 Cl OC 0D AA 1D 9D E4 3E C8 OB [ - 8>]
*Nov 16 11:45:11.354: RADIUS: EAP-Key- Nanme [102] 2 =

*Nov 16 11:45:11.354: RADIUS: Vendor, Cisco [26] 49

*Nov 16 11:45:11.354: RADI US: Cisco AVpair [1] 43 "audit-session-id=
0A30276F0000117D52D8816C"

*Nov 16 11:45:11.355: RADIUS: Vendor, Cisco [26] 18

*Nov 16 11:45:11.355: RADI US: Cisco AVpair [1] 12 "met hod=mab"

*Nov 16 11:45:11.355: RADIUS: NAS-IP-Address [4] 6  10.48.39.111

*Nov 16 11:45:11.355: RADIUS: NAS-Port [ 5] 6 60000

*Nov 16 11:45:11.355: RADIUS: NAS-Port-1d [87] 22 "G gabitEthernet1/0/1"
*Nov 16 11:45:11.355: RADIUS: NAS-Port-Type [61] 6 Et her net [ 15]

*Nov 16 11:45:11.355: RADI US(00000000): Sending a |Pv4 Radius Packet

*Nov 16 11:45:11.355: RADI US(00000000): Started 5 sec tineout

*Nov 16 11:45:12.008: RADI US: Received from id 1645/2 10.48.66.74:1645, Access-Reject,
len 38

*Nov 16 11:45:12.009: RADIUS: authenticator 9D 52 F8 CF 31 46 5A 17 - 4C 45 7E 89 9F
E2 2A 84

*Nov 16 11:45:12.009: RADIUS: Message-Authenticato[80] 18

*Nov 16 11:45:12.009: RAD US: 11 F4 99 84 9B CC 7C 61 C7 75 7E 70 87 EC 64 8D [ |au~pd]
*Nov 16 11:45:12.009: RADI US(00000000): Received fromid 1645/2

*Nov 16 11:45:12.012: %VAB-5- FAIL: Authentication failed for client (dc7b.94a3.7005)

on Interface G 1/0/1 Audit Sessionl D 0A30276F0000117D52D8816C

*Nov 16 11:45:12.013: AUTH EVENT: [dc7b.94a3.7005, G 1/0/1] dient dc7b.94a3. 7005,

Met hod mab changi ng state from 'Running' to 'Authc Failed'

*Nov 16 11:45:12.013: AUTH EVENT: Rai sed event RX_METHOD_AUTHC_FAIL (6) on handl e
0x50000368

*Nov 16 11:45:12.016: EPM SESS EVENT: Feature (EPM ACL PLUG-IN) has been

started (status 2)

*Nov 16 11:45:12.016: %EPM 6-POLICY_REQ [P 0.0.0.0] MAC dc7b. 94a3. 7005| Audit SessionlD
0A30276F0000117D52D8816C| EVENT APPLY

*Nov 16 11:45:12.016: %EPM 6- POLI CY_APP_SUCCESS: Policy Application succeded for Cient
[0.0.0.0] MAC [dc7b.94a3. 7005] AuditSession I D [0A30276F0000117D52D8816C] for POLICY TYPE
[Filter ID] POLICY NAME [MAB FAIL_LOCAL_ACL]
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<debug comand onmitted for clarity>

*Nov 16 03:34:28.670: AUTH EVENT: [dc7b.94a3.7005, G 1/0/1] Processing default
action(s) for event SESSI ON_STARTED for session 0xCC000363.

*Nov 16 03:34:28.679: RADI US(00000000): Send Access-Request to 10.48.66.74:1645
id 1645/ 249, len 260

*Nov 16 03:34:28.679: RADIUS: authenticator CE 06 BO C4 84 1D 70 82 - B8 66 2F
27 92 73 B7 E7

*Nov 16 03:34:28.679: RADI US.: User-Name [1] 14 "dc7b94a37005"

*Nov 16 03:34:29.333: RADI US: Received from id 1645/249 10.48.66.74:1645, Access-Reject,
len 38

*Nov 16 03:34:29.335: %VAB-5-FAIL: Authentication failed for client (dc7b.94a3. 7005)

on Interface G 1/0/1 Audit Sessionl D 0A30276F0000116851173EFE

*Nov 16 03:34:29.336: AUTH EVENT: [dc7b.94a3.7005, G 1/0/1] Authc failure from MAB (2),
status Cred Fail (1) / event fail (1)

*Nov 16 03:34:29.339: %EPM 6- AAA: POLICY MAB_FAIL| EVENT DOWNLOAD_REQUEST



*Nov 16 03:34:29.340: EPM SESS EVENT: Method |ist used for download is | SE

*Nov 16 03:34:29.340: RADI US(00000000): Send Access-Request to 10.48.66.74:1645 id 1645/ 250,
len 113

*Nov 16 03:34:29.340: RADIUS: authenticator B8 37 70 BO 33 F4 F2 FD - E4 C6 36

2A 4D BD 34 30

*Nov 16 03:34:29.341: RADIUS: NAS-IP-Address [4] 6 10. 48. 39. 111

*Nov 16 03:34:29.341: RADIUS: User-Name [1] 10 "MAB_FAIL"

*Nov 16 03:34:29.341: RADIUS: User-Password [2] 18 *

*Nov 16 03:34:29.341: RADIUS: Vendor, Cisco [26] 41

*Nov 16 03:34:29.341: RAD US: Cisco AVpair [1] 35 n"download-request=

service-template"

*Nov 16 03:34:29.341: RADIUS: Message-Authenticato[80] 18

*Nov 16 03: 34:29.341: RAD US: EF D6 81 F7 5E 03 10 3B 91 EE 36 6E 9D 04

5B F4 [ ~;6n[]

*Nov 16 03:34:29.341: RADI US(00000000): Sending a |Pv4 Radius Packet

*Nov 16 03:34:29.341: RADI US(00000000): Started 5 sec tineout

*Nov 16 03:34:29.342: EPM SESS EVENT: Received |Pv4 Binding [ADD] Notification
[ G gabi t Et her net 1/ 0/ 48 000c. 29f 3. ab14 10. 48. 39. 131 1]

*Nov 16 03:34:29.342: EPM SESS EVENT: Received |Pv4 Binding [ADD] Notification
[ G gabi t Et her net 1/ 0/ 48 0050. 5699. 5350 10. 48. 39. 211 1]

*Nov 16 03:34:29.867: RADI US: Received from id 1645/250 10.48.66.74:1645,
Access-Accept, |en 208

*Nov 16 03:34:29.867: RADIUS: authenticator A3 11 DA 4C 17 7E D3 86 - 06 78
85 5F 84 05 36 0B

*Nov 16 03:34:29.867: RADIUS: User-Nanme [1] 10 "MAB_FAIL"

*Nov 16 03:34:29.867: RADIUS: State [24] 40

*Nov 16 03:34:29.867: RADI US: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A

30 61 [ReauthSession: 0a]

*Nov 16 03:34:29.867: RADI US: 33 30 34 32 34 61 30 30 30 30 31 32 30 44

35 32 [30424a0000120D52]

*Nov 16 03:34:29.867: RADI US: 38 37 34 38 32 45 [ 87482E]

*Nov 16 03:34:29.867: RADIUS: d ass [25] 51

*Nov 16 03:34:29.867: RADI US: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30

30 30 [CACs: 0a30424a000]

*Nov 16 03: 34:29.868: RADI US: 30 31 32 30 44 35 32 38 37 34 38 32 45 3A

69 73 [0120D5287482E: i s]

*Nov 16 03: 34:29.868: RADI US: 65 32 2F 31 37 33 37 31 31 34 31 36 2F 35

30 30 [e2/173711416/500]

*Nov 16 03: 34:29.868: RADI US: 32 [ 2]

*Nov 16 03:34:29.868: RADIUS: Message-Authenticato[80] 18

*Nov 16 03: 34:29.868: RADI US: 1F 10 85 09 86 2C 5F 87 96 82 C8 3B 09 35 FD

96 [ 8]
*Nov 16 03:34:29.868: RADIUS: Vendor, Cisco [26] 69
*Nov 16 03: 34:29.868: RADI US: Cisco AVpair [11] 63 "ACS:

CiscoSecure-Defined-ACL=#ACSACL#-IP-MAB-FAIL-ACL-528741£f3"

*Nov 16 03: 34:29.868: RADI US(00000000): Received fromid 1645/250

*Nov 16 03: 34:29.869: %EPM-6-AAA: POLICY MAB FAIL| EVENT DOWNLOAD-SUCCESS
*Nov 16 03:34:29.873: EPM SESS EVENT: Added nethod nane | SE

*Nov 16 03:34:29.873: EPM SESS EVENT: Attribute Ci scoSecure-Defined-ACL is
added to feat EPM ACL PLUG IN i st

*Nov 16 03:34:29.875: %PM 6-PCLICY_REQ IP 0.0.0.0] MAC dc7b. 94a3. 7005

Audi t Sessi onl D 0A30276F0000116851173EFE| EVENT APPLY

*Nov 16 03: 34:29.875: %EPM 6- AAA: POLICY xACSACLx-IP-MAB-FAIL-ACL-528741f£3 |
EVENT DOWNLOAD_ REQUEST

*Nov 16 03:34:29.876: RADI US(00000000): Send Access-Request to 10.48.66.74:1645
id 1645/ 251, len 141

*Nov 16 03:34:29.876: RADIUS: authenticator BA 4C 97 06 E9 9E D5 03 - 1C 48
63 E6 94 D7 F8 DB

*Nov 16 03:34:29.876: RADIUS: NAS-IP-Address [4] 6  10.48.39.111
*Nov 16 03:34:29.876: RADIUS: User-Name [11] 35 "#ACSACL#-IP-
MAB-FATIL-ACL-528741£3"

*Nov 16 03:34:29.876: RADIUS: Vendor, Cisco [26] 32

*Nov 16 03:34:29.876: RADI US: Ci sco AVpair [1] 26 "aaa:service=

i p_admi ssi on”



*Nov 16 03:34:29.876: RADIUS: Vendor, Cisco [26] 30

*Nov 16 03:34:29.877: RADI US: Cisco AVpair [1] 24 maaa:event=
acl-download"

*Nov 16 03:34:29.877: RADIUS: Message-Authenticato[80] 18

*Nov 16 03:34:29.877: RADI US: Bl 4C E4 15 24 06 B4 1D E4 48 60 A0 9F 75
27 29 [ L$H u")]

*Nov 16 03:34:29.877: RADI US(00000000): Sending a |Pv4 Radius Packet

*Nov 16 03:34:29.877: RADI US(00000000): Started 5 sec tineout

*Nov 16 03:34:30.533: RADI US: Received from id 1645/251 10.48.66.74:1645,
Access-Accept, |en 202

*Nov 16 03:34:30.533: RADIUS: authenticator FA F9 55 1B 2A E2 32 OF - 33
C6 F9 FF BC C1 BB 7C

*Nov 16 03:34:30.533: RADIUS: User-Nane [1] 35 "#ACSACL#- | P-
MAB- FAI L- ACL- 528741f 3"

*Nov 16 03:34:30.533: RADIUS: State [24] 40

*Nov 16 03: 34:30.534: RADI US: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A
30 61 [ReauthSession: 0a]

*Nov 16 03: 34:30.534: RADI US: 33 30 34 32 34 61 30 30 30 30 31 32 30 45
35 32 [30424a0000120E52]

*Nov 16 03: 34: 30.534: RADI US: 38 37 34 38 32 45 [ 87482F]
*Nov 16 03:34:30.534: RADIUS: O ass [25] 51

*Nov 16 03: 34: 30.534: RADI US: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30
30 30 [CACS: 0a30424a000]

*Nov 16 03: 34:30.534: RADI US: 30 31 32 30 45 35 32 38 37 34 38 32 45 3A
69 73 [0120E5287482E: i s]

*Nov 16 03: 34:30.534: RADI US: 65 32 2F 31 37 33 37 31 31 34 31 36 2F 35
30 30 [e2/173711416/500]

*Nov 16 03: 34:30.534: RADI US: 33 [ 3]

*Nov 16 03:34:30.534: RADIUS: Message-Authenticato[80] 18

*Nov 16 03: 34:30.534: RADI US: 96 9B AC 2C 28 47 25 B1 CF EA BD DO 7D F3
44 34 [ ,(G?}D4]

*Nov 16 03:34:30.534: RADIUS: Vendor, Cisco [26] 38

*Nov 16 03: 34:30.534: RADI US: Cisco AVpair [1] 32 "ip:inacl#l=

permit icmp any any"
*Nov 16 03: 34: 30. 534:
*Nov 16 03: 34: 30.535:
EVENT DOWNLOAD-SUCCESS
*Nov 16 03: 34:30.537: EPM SESS_EVENT:

RADI US( 00000000) :
Y%EPM 6- AAA: POLI CY XACSACLX- | P- MAB- FAI L- ACL- 528741f 3|

Received fromid 1645/251

Executed [ip access-list extended

*ACSACLx-IP-MAB-FAIL-ACL-528741£3] conmand through parse_cnd. Result= 0

*Nov 16 03: 34:30.538: EPM SESS_EVENT:
conmand t hrough parse_cnd. Result= 0
*Nov 16 03: 34:30.539: EPM SESS_EVENT:
Result= 0

*Nov 16 03: 34:30.541: EPM SESS_EVENT:
provisioning successful

*Nov 16 03:34:31.136: EPM SESS_EVENT:
SM ACCOUNTI NG PLUG I N

*Nov 16 03:34:31.136: EPM SESS_EVENT:
EPM ACL PLUG I N

*Nov 16 03:34:31.136: AUTH EVENT: Rcvd | PC call

0xB2000072, hdl 0x95000073

Executed [1 pernit icnp any any]

Executed [end] command through parse_cnd.
ACL xACSACLx-IP-MAB-FAIL-ACL-528741f3
Successful feature attrs provided for
Successful feature attrs provided for

for pre Ox5F000002, inst

*Nov 16 03:34:31.136: AUTH EVENT: Raising ext evt Template Activated (8)

on sessi on 0xCC000363,
OxA5000E24

*Nov 16 03:34:31.142: AUTH EVENT:
PRE event Template Activated for

ISEO| SHIE Heh F0{ Z2H 0|

client

11001 4= A=l RADIUS HMIA
11017 RADIUS7I M| MM 4
11003 Ht &=l RADIUS M| A 7

(unknown) (0),

hdl 0x00000000, attr_li st

[dc7b. 94a3. 7005, G 1/0/1] Handling external
cont ext OxCCO00363.
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