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Reverse
Route

Injection \

\ 10.1.1.5

._n.f-'ﬁ..f 172.21.51.242

- 10.1.1.1
s VLAN 61

621 , 172.21.51.247

VIP
172.21.51.253

10.2.2.2 i

(0, 172.21.51.251

172.21.51.244

7204VXR

VLAN 51

10.3.3.3 172.21.51.250

.

7206

S~

T4

ol EMoM=E Chg 7 HE AFSELICH

o

. CSM Zdx|azio|M
- SE Qe BIRE ZHu|ad|o|M - 7206VXR
. Spoke 2t E{ ZI|1g0]M - 7206

CcsM Zixm|agojM
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3. IPSec Mu{o| HEHE &Ql5lE O| A E|lE Z2HE ™o|ghLct.

!-—— The CSM is located in slot 4. npdul e Content SwitchingMdule 4 vlan 51 client ip
address 172.21.51.244 255.255.255.240 ! vlan 61 server ip address 172.21.51. 244
255.255.255.240 ! probe ICMP_PROBE icnp interval 5 retries 2

4. A IPSec MHE M Ze Xo|3tLch,
Bof Z& MHE TAdstod = Mol ot Hize Ba{AlFLICH
6. & BAS Holgr|ct

&)

I -—— Serverfarm VPN_IOS and real server members. serverfarm VPN_IOS
nat server
no nat client

!-—— Set the behavior of connections when the real servers have failed. failaction purge

real 172.21.51.242
i nservice
real 172.21.51.247
i nservice
probe | CMP_PROBE
| I-—- Ensure that connections from the same client match the same server !--- load

balancing (SLB) policy. !--- Use the same real server on subsequent connections; issue the

I--- sticky command.

sticky 5 netmask 255.255.255.255 timeout 60
!
policy VPNIOS

sticky-group 5

serverfarm VPN IOS

izl I =] = ;
7. EBHE ZE22Y 5Lt VServersE HolgfLCt.
! -—-- Virtual server VPN_IOS _ESP. vVServer VPN _IOS_ESP
!-—- The virtual server IP address is specified. virtual 172.21.51.253 50 !--- Persistence
rebalance is used for HTTP 1.1, to rebalance the connection !--- to a new server using the
load balancing policy. persistent rebal ance !--- Associate the load balancing policy with

the VPNIOS virtual server. slb-policy VPNIOS inservice ! vserver VPN_IOS_I KE virtua
172.21.51. 253 udp 500 persistent rebal ance sl b-policy VPN OS inservice

= = 2t2E 71132 0[4M - 7206VXR

crypto i saknp policy 10

aut hentication pre-share

crypto i saknp key ciscol23 address 0.0.0.0

!

crypto i psec transformset nyset esp-3des esp-sha-hmac
crypto mib ipsec flownb history tunnel size 200
crypto mb ipsec flownib history failure size 200
!

crypto dynani c-map nydyn 10

set transformset nyset

reverse-route

!

crypto map nynmap 10 ipsec-isaknmp dynam ¢ nydyn

!
interface FastEthernet0/0
ip address 172.21.51. 247 255. 255. 255. 240

crypto map mymap
!

interface FastEthernet2/0



i p address 10.1.1.6 255.255.255.0

router eigrp 1

redistribute static

network 10.0.0.0

no aut o- sunmary

no ei grp | og-nei ghbor-changes

1

ip default-gateway 172.21.51. 241

ip classless

iproute 0.0.0.0 0.0.0.0 172.21.51.241

no ip http server
1

Spoke 2t E ZHI|2d|0|M - 7206

crypto i sakmp policy 10

aut henti cation pre-share

crypto i saknp key ciscol23 address 172.21.51. 253
!

crypto i psec transformset nyset esp-3des esp-sha-hmac
crypto mib ipsec flowrib history tunnel size 200
crypto mib ipsec flowrib history failure size 200
!

crypto map mymap 10 i psec-isaknmp

set peer 172.21.51.253

set transformset nyset

mat ch address 101

!

interface LoopbackO

i p address 10. 3. 3.3 255.255.255.0

|

interface Ethernet0/0

i p address 172.21.51. 250 255. 255. 255. 240

dupl ex auto

crypto nmap nymap
|

ip classless

iproute 0.0.0.0 0.0.0.0 172.21.51.241

no ip http server

!

access-list 101 permit ip 10.3.3.0 0.0.0.255 10.1.1.0 0.0.0. 255

Cte& &QlIRrL|Ct.

Output Interpreter = (S E E T ZHBF SHE)(OIT)E EX show BHE K| HELICHOITE A2 5104
show B £3i9| A2 FLICt

. show module csm all £ show module contentSwitchingModule all & AlSistL|CH.
H DT 5Ust HEE MMELICHshow module contentSwitchingModule all vservers 2
SLB 7t& M HEE E AIRFLICH
Cat 6506- 1- Nati ve# show module contentSwitchingModule all vservers

---------------------- CSMin slot 4 -------------mmmooo--

sl b vserver pr ot vi rtual vl an state conns


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

VPN_I OS_ESP 50 172.21.51. 253/32: 0 ALL OPERATI ONAL 2
VPN_I OS_I KE ubP  172.21.51.253/32: 500 ALL OPERATI ONAL 2
=

show module contentSwitchingModule all conns B2 SLB 14 HEE E AIFLICH
Cat 6506- 1- Nat i ve# show module contentSwitchingModule all conns

CSMin slot 4 --------mmmmmmmo-

prot vlan source destination state
In UDP 51 172.21. 51. 250: 500 172.21. 51. 253: 500 ESTAB
Qut UDP 61 172.21.51. 242: 500 172.21. 51. 250: 500 ESTAB
In 50 51 172.21.51. 251 172.21. 51. 253 ESTAB
Qut 50 61 172. 21. 51. 247 172.21.51. 251 ESTAB
In 50 51 172.21. 51. 250 172.21. 51. 253 ESTAB
Qut 50 61 172.21.51. 242 172.21. 51. 250 ESTAB
In UDP 51 172.21. 51. 251: 500 172.21. 51. 253: 500 ESTAB
Qut UDP 61 172.21. 51. 247: 500 172.21.51. 251: 500 ESTAB
show module contentSwitchingModule all sticky &2 SLB AE|7{ |O|E{H|O|AE E AR LI

Ct.
Cat 6506- 1- Nati ve# show module contentSwitchingModule all sticky

CSMin slot 4 -------mmmmmmiaa oo
client IP: 172.21.51. 250

real server: 172.21.51.242

connections: O

group id: 5
tinmeout: 38
sticky type: netmask 255.255.255. 255

client IP: 172.21.51. 251

real server: 172.21.51.247
connections: O

group id: 5

tinmeout: 40

sticky type: netmask 255.255.255. 255

. EFXE{0{| X show ip route HHES AlZMEHLIC}.
2621VPN# show ip route
!-—- Output suppressed. 10.0.0.0/24 is subnetted, 3 subnets D EX 10.2.2.0 [170/30720] via
10.1.1.6, 00:13:57, FastEthernet0/0 D EX 10.3.3.0 [170/30720] via 10.1.1.5, 00:16: 15,
Fast Ethernet0/0 C 10.1.1.0 is directly connected, FastEthernet0/0 D*EX 0.0.0.0/0 [170/30720]
via 10.1.1.5, 00:37:58, FastEthernet0/0 [170/30720] via 10.1.1.6, 00:37:58, FastEthernet0/0
2621VPN# 7206VXR# show ip route
!-—- Output suppressed. 172.21.0.0/28 is subnetted, 1 subnets C 172.21.51.240 is directly
connected, FastEthernet0/0 10.0.0.0/24 is subnetted, 3 subnets S 10.2.2.0 [1/0] via 0.0.0.0,
Fast Et hernet 0/ 0 D EX 10.3.3.0 [170/30720] via 10.1.1.5, 00:16:45, FastEthernet2/0 C 10.1.1.0
is directly connected, FastEthernet2/0 S* 0.0.0.0/0 [1/0] via 172.21.51.241

28 =
A o] ZAT|TBOIMol AL E 4 2= S BX 2 =7t gl
2 HE

. ClAMX|IE 22 AHiujagoj4e] cSMAA VPN 2EE BiHAl of
. Catalyst 6500 Series Switch Content Switching Module E23 & X 4.1(2)
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